MuHnCTepCTBO HAayKH U BBICIIETO oOpa3zoBaHus Poccniickoit ®eneparmn
HAIIMOHAJIbHBIN NCCJIENOBATEJIbCKHU
TOMCKUU I'OCYAAPCTBEHHbBIM YHUBEPCUTET (HU TT'Y)

I/IHCTI/ITyT HpHKHaﬂHOﬁ MaT€MaTUKN U KOMIIBIOTCPHBIX HAYK

YTBEPXIEHO:

Hupekrop
A. B. 3amartun

Pabouas nporpamMMa JUCIUTUINHBI
ConmnanbHasi HH:KeHepust
10 HAIPABJICHUIO IO OTOBKH
01.04.02 IlpukaagHas MaTeMaTHKA U HH(pOpMaTHKA

Hanpasnennocts (poduiib) HOATOTOBKHU:
Nudopmanuonnas 6e30mMacHOCTb

dopma 00yueHus
OuHnas

KBanudukarus
Marucrp

I'on npuema
2024

COI'JTACOBAHO:
PykoBogurens OII1
A.1O. Matpocosa

[Ipencenarens YMK
C.II. Cymenko

Tomck — 2024



1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

[enbro 0OcBOEHUS AUCHHUIUINHBI SBISETCS POPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

[TK-2 CriocoOeH O1eHUTh YPOBEHb 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U pa3paboTarh
IIpOrpaMMHO-aINapaTHBIE CPEACTBA 3aIUThI HH()OPMALIUH.

PesynpraTramMu OCBOCHUS TUCIMILIMHBI SBISIOTCS CIEAYIONINE HHIUKATOPHI TOCTHKECHUS
KOMIIETECHIINH:

NIIK-2.1 OcymiecTBiasieT NpOBEACHUE KOHTPOJIBHBIX MPOBEPOK PabOTOCIOCOOHOCTH U
3¢ (PeKTUBHOCTH NPUMEHSEMBIX MPOTPAaMMHO-ANMNAPaTHRIX CPEACTB 3alUThl HH(POpPMAIHH,
pa3paboTKy TpeOOBaHUII K MPOrpaMMHO-aNIapaTHBIM CpPEACTBaM 3aIIUTHl  HH(DOPMAILIUH
KOMIIBIOTEPHBIX CUCTEM.

NIIK-2.2 OcymiecTBasieT pa3paboTKy TpeOoBaHMIA 10 3amuTe, (GOpMUPOBAHUE TOIUTHK
0€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM U CeTed, MPOEKTUPOBAHHME MPOTrPAMMHO-ANNapaTHBIX
CPEZCTB 3alIUThI HH(OPMAIIMHA KOMITBIOTEPHBIX CHCTEM.

NIIK-2.3 OcymiecTBisieT MTPOBEACHUE aHAIM3a OC30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM,
NPOBEICHUE CEPTUPHUKAIMU MPOTPAMMHO-ANIIAPATHRIX CPECTB 3AIIUTHI HH()OPMAIIMH 1 aHATIN3
pe3ynbTaToB, pa3paboTKy U TECTHUPOBAHUE CPEICTB 3alIUTHl HH(POPMAIMH KOMIBIOTEPHBIX
CHUCTEM.

2. 3272491 0CBOECHHUSA JUCIHAIIIHHDI

— @opMupoBaHHE CIOCOOHOCTH MOHUMATh COLMAIBHYIO 3HAYMMOCTh CBOEH mpodeccum,
BBICOKYIO MOTHBAIlMI0 K BBINIOJHCHUIO TNPO(ECCHOHAIBHOW JCATENIBHOCTH B  00JacTh
obecrnieueHrnss WH(POPMAIIMOHHOW O€30MaCHOCTH ¥ 3aIIMTHl MHTEPECOB JIUYHOCTH, OOIINECTBA U
rocyJapcTBa.

— @opMUpOBaHME 3HAHWH, HEOOXOAWMBIX JIJISI OCYHIECTBICHHUS KOMIUIEKCHOTO
WH)KEHEPHOT0 TOJX0/a K OpraHu3aluu WHQOPMAIMOHHOW OE30MaCHOCTH NPEANPUSITHS C
Y4E€TOM COLMAIBHON PEaIbHOCTH.

— Hay4uuTbcst BBISIBISITH HCTOYHHUKH, PUCKH M YIPO3bl HHGOPMAIMOHHON 0€30MacHOCTH,
pa3pabarbIiBaTh MOJUTHKY KOMIIAHMM B COOTBETCTBHH CO CTaHIApTaMH O€30MacHOCTH,
MCIOJIb30BaTh MaTeMaTHYECKUE MOJIENU, aJITOPUTMBI AJIsi MOJAETUPOBAHUS OMACHBIX CUTYaIUil U
aHaJIN3a PUCKOB.

3. MecTo AUCHHUILUINHBI B CTPYKTYpe 00pa30BaTe/IbHON NPOrpaMMbl

Huctunnuaa otHOcUTCA K biioky 1 «/ucuuminabl (MOTyIN)».
JlucuumniauHa OTHOCUTCS K 00s3aTeNbHOM dYacTh 00pa3oBaTeNbHOM MPOTPaMMBIL.
JvcuuniamHa BXOOUT B MOJyJIb «BBeieHrEe B CieUATA3aLAI0».

4. Cemectp(bl) ocBOeHMS U GopMa(bl) NPOMEKYTOUHON ATTECTANMH MO AUCHHUILINHE

[IepBe1it cemecTp, 3a4er

S. Bxoanble TpeOoBaHMs 1JIs1 OCBOCHHS M CIMIIIMHBI

Jljis ycTienHoro OCBOCHUS JUCHUILIMHBI TPeOYIOTCSl KOMIIETEHIIMH, c(hOpMHUpPOBaHHBIE B
X0/l OCBOEHHS 00pa30BaTeIbHBIX IPOrPaMM IPEIIIECTBYIOIIETO YPOBHS 00pa30BaHuUs.

6. SI3bIK peasm3aumnu

Pycckuit

7. O0beM TUCHUILIUHBI

OO61as TpyA0eMKOCTh TUCHUIUTHHBI cOcTaBsieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-JIeKuuu: 32 4.
O0beM caMOCTOSATENLHOM pabOThI CTY/ICHTA ONpeAeNieH Y4eOHBIM IIaHOM.



8. CoaepixkaHue TUCHHUILVINHBI, CTPYKTYPHPOBAaHHOE 110 TEMaM

Tema 1. Bregenue. ConnansHas nmxenepus (CH) kak Hayka.

Tema 2. OcHOBHBIE KOHLIENTYyabHbIE N0JI0KeHUs CH.

Tema 3. Hctopust pa3BUTHS CONMATHHON MHKEHEPHH.

Tema 4. Iadopmarus kak npeaMeT 3aIUThL.

Tema 5. [IpuHUIMIBI M TEXHUKH COLIMATIBHON MHXKEHEPUH.

Tema 6. OcHOBHasi MOJIEIb COLMAIBHON MH)KEHEPHH.

Tema 7. Metoapl conMaabHON WHKEHEPHHU.

Tema 8. OcHOBHBIC HANIPABICHHS COLUAILHON MHXCHEPHOH IESTEIbHOCTH.

Tema 9. TexHoNMOrMKU COMAIIBHON MHKEHEPUH.

Tema 10. ConnanbHas HHXKEHEPUS U COLUMAIBHOE IPOIPaMMHUPOBAHUE.

Tewma 11. YTeuka xopnopatuBHoi nHdopmaruu. Mucaiiguar.

Tema 12. Tlpenensl mociieACTBUI IPH COLIMOUHKEHEPHBIX aTaKax.

Tema 13. ConpoBorkaeHHe COMATBHBIX MPOIIECCOB B OOIIECTRE.

Tewma 14. TexHOIOTHHU 3aIIUTHI OT COIUATBHBIX «XaKEPOBY.

Tema 15. KommiekcHplii moaxon K pa3paboTke MOIUTHUK —HHGOPMalUOHHON
0€30MacCHOCTH MPEATIPUATHSL.

Tema 16. [Tpunuumns! oteHkH 3¢ (HEKTUBHOCTH CPEACTB 3aIIUTHI.

9. Tekymmii KOHTPOJIb O AUCHUIINHE

Tekymmii KOHTPOJb IO TUCIMILIMHE MPOBOJUTCS IYyTEM KOHTPOJSI IMOCENIaeMOCTH,
MPOBEJICHUS TECTOB I10 JICKIIMOHHOMY MaTepHally, 0 TeMaM, BBITIOJHEHUS TOMAITHUX 3aJaHUN
u Qukcupyercs B popMe KOHTPOJIBHOIM TOUKH HE MEHEE OJIHOTO pa3a B CEMECTp.

OueHouHble MaTepuajbl TEKYIIETO KOHTPOJs pa3MmelneHsl Ha caiite TI'Y B pazgene
«Muadopmarus 06 oOpazoBaTesbHON Mporpammey - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂI{OK MPOBCACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMC)KyTO‘IHOifI aTTeCTaliumn

3ayer B MEpPBOM CEMECTpe MPOBOAUTCS B yCTHOU (hopMme mo OuineraM. buser coaepxur
JIBa TEOpeTUYECKUX Borpoca. [IpogomkurenbHocTs 3aueta 1 yac.

IIprMepHBIii IepeUeHb TEOPETUUECKNUX BOIIPOCOB:

1. OcHoBHbIE TPOOJIEMbI HHKEHEPHO-TEXHUUECKON 3alUThl HH(OPMAIUH.

Buas! uadopmarum, noyuiexaniye 3ammre. I'ocyrapcTBeHHas TaifHa.
[TpUHIUIIBI ¥ TEXHUKHU COLIMATIbHON MHKEHEPHH.
CriocoOb!I 3alUTHl OT aTak COLUAIBHON HH)XEHEPUH.
VYTeuka KoprnopaTUBHON HH(OpMALIMK U coLMaIbHasi UHKEHEPHUSL.
[Icuxuueckne COCTOSIHUS U COLIMANIbHAS MHXKCHEPHSL.
Meroas! conuanbHON HHKEHEPUU.
VYTeuka unpopmanuu yepesz HTEpHET.
9.  ConmanbHas HHKEHEPHS B KOHKYPEHTHOU pa3BeaKe.
10. CounanbHas nHxkeHepus. TeXHUKa MPETEKCTHUHT.
11. CouuanbHas unxeHepus Vcnonp3oBanue OpeHI0B U3BECTHBIX (DUPM.
12.  ConmanbHas unxeHepus. Jlorepeu.
13.  CoumanbHas uHxkeHepus. JIoKHbIE aHTUBUPYCHI.
14. CounanbHas nHxkeHepus. [IcuxoTuns.
15. ®OuIMHrOBBIE ATAKU.
16. KoMOMHMpOBaHHBIE CXEMbI COLIUAIEHON MH)KEHEPUH.
17. TenedonHsli GUIIUHT (BULIHHT).
18. TposiHCKas mporpaMma.
19.  Metoapl 06paTHON COLMATEHON HHKEHEPUU.
20. «CoumnanpHas MH)XEHEPHs» KaK HayKa.
21. CouuanbHasi UH)KE€HEPUS U COLIUATIbHBIE CETH.
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3a4€T cTaBUTCS MPU MOJOKUTENBHBIX PE3YIbTaTaxX TeKYIIET0 KOHTPOJIS, MOI0KUTEIbHbIX
OTBETOB Ha BONPOCH OWieTa, clade IMOATOTOBIEHHOrO pedepara W JOKIaAa MO OAHON U3
NpeUIOKeHHBIX —mpenonaBareneM TeMm. [lman pedepara u  Tema COIJIacOBBIBAIOTCA
IpernoaaBaTesieM.

[TpumepHBIiA CIIUCOK TeM pedepaToB:

e Ao e

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

[IprHIMIIBI ¥ TEXHUKHU COLIMATBHON MHKEHEPUH

CriocoOb!I 3aIUThI OT aTaK COLMAIbHOM HHXEHEPUN
YTeuka KOpropaTUBHON HH(GOPMAIMK U COIMATIbHAS WH)KEHEPUS
IIcuxoTunsel U connanbHas HHKEHEPHUS

Meroas! conuanbHOU HHKEHEPUU

VYreuka undopmaruu B cetu HTepHeT

CouuanbHas HHXEHEpUs B KOHKYPEHTHOM pa3Besike
ATaky ¢ IOMOIIbIO COLMANIBHBIX CETEN

@UIIMHIOBBIC aTaKH.

KomOuHnpoBaHHbIE CXEMBI COLMAIIBHON HHXXEHEPUHU
JloxHBIE aHTUBHPYCHI

Jlotepen

TpostHCKHE TpOrpamMmBsl

Hcnonb3oBanue OpeHI0B U3BECTHBIX (DUPM B OpraHU3aIUK aTaK
TexHuKa MPEeTEeKCTUHra B COLUAIIbHOW HHKEHEpUHU
OO0parHas colualibHasi HHXEHEPHs]

Araku ¢ momomnipio cepBuca FindFace

AnonumHas cetb TOR

Crioco0bI morydeH st KOPIopaTUBHON HH(pOpMaIim
TexHnueckas pasBenka u €€ posb B opranuzanuu arak CHU
Bpenonocusie nporpammsel B CU

CnyxOb1 pa3seaku u CU

C

OIIGHO‘-IHBIG MaTCpHraJibl JJId IMMPOBCACHUA HpOMe)I(YTOHHOﬁ arTeCTallu pasMCIICHbI Ha

caiite TI'Y

B pazgene «MHpopmanus 00  oOpa3oBarenbHON  Iporpammer»

https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHo-MeTOANYECKOE 00ecnieueHue

a) DNeKTpOHHBIA  y4eOHBIH  Kypc 1o  guciumuimie B LMS  IDO

https://Ims.tsu.

ru/course/view.php?id=12291

0) OlieHOYHBIE MaTepHalibl TEKYHIETrO KOHTPOJISI M MPOMEXKYTOYHOM aTTECTAllUU I10

JNUCILIUILINHE.

B) Meroaunueckue ykazaHus 0 MOATOTOBKE JIOKJIaa U HalMCaHUIo pedepara.

12. Ilepevyenn y4eOHOM JauTEpPaTyphI U pecypcoB cetn UHTEepHeT

a) OCHOBHas JTUTEpaTypa:
— Anomnonckuii A. B., lom6posckast JI. A., Ilpumakun A. U., Cmupaosa O. I'., OcHOBBI
uH(popmanmonHou 6e3onacHoctu B OB/I: Yuebnuk ans By3oB. — CII6.: Yuusepcuter MBI PO,

2010.

— KeBun Muthuk, Yuneam Caiitmon — Ilpuszpak B Cetn. Memyapsl Bennvaimiero xakepa. — M.:
HznarensctBo: «KCMOY, 2012. —416 c..

0) JOTMONHUTENbHAS TUTEpaTypa:
— Kysunenos M.B., CumasnoB U.B. ComnnanpHas mHXEHEpHs U conranbHble Xakepbl.-CI10:
BXB-Iletepbypr, 2007. — 368 c.


https://lms.tsu.ru/course/view.php?id=12291

— Bunbsawm JI. Caiimon, K. MutHuk. MckycctBo oomana. -M: Kommnanus AiiTu, 2004. — 123 c.

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHil

a) JIMIIEH3UOHHOE U CBOOOIHO pacpOCTPaHIeMOe ITPOrpaMMHOE 00ecIieueHuE:

— Microsoft Office Standart 2013 Russian: maket nporpamm. Bkiioyaer mpuiaoKeHHUS:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— yOJIMYHO JOCTYIHBIE oOavnble TexHomoruu (Google Docs, SIHaekc AuCK U T.11.).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTPOHHBIN KaTaJjor Hayunoi O6ubnmmoTexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DneKTpoHHAas 6ubnuoreka (penozurtopwuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBbC KoncynbraHt cTyaeHTa — http://www.studentlibrary.ru/
— ObpazoBarenbHas mwiardopma FOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuajJibHO-TeXHHYECKOE o0ecrieyeHmne

AyauTopun [Uisl IPOBEICHUS 3aHATUHN JIEKIIMOHHOIO THIIA.

Aynuropun A NPOBEACHUSI HHIUBUAYAIBHBIX U TPYNIIOBBIX KOHCYJIbTAlUi, TEKYILErO
KOHTPOJI U TPOMEKYTOYHON aTTECTALlUU.

ITomerieHust U1l caMOCTOSITENILHOW paboThl, OCHAIEHHbIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYIOM K ceTH VIHTepHeT, B 3JIEKTPOHHYI0 HMH(OPMALMOHHO-00pa30BaTENIbHYIO Cpely M K
UH(POPMALIMOHHBIM CIIPAaBOYHBIM CHCTEMAaM.

15. Uupopmanus o paspadoTyukax

benses Buktop AcdanacbeBHY, KaHA. TE€XH. HayK, JOLUEHT Kadeapbl KOMIbIOTEpHOU
0€30MacHOCTH UHCTUTYTA NPUKIIATHOW MaTeMaTUKU U KoMIbloTepHbIX Hayk HU TI'Y.
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