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1. Ileas U mu1aHUpYeMble Pe3yJIbTATHI 0CBOEHHS THCIUIIIUHBI

[{enpro 0OCBOEHUS TUCHIUTUINHBI SBISETCS POPMUPOBAHUE CIECAYIOMINX KOMITETSHITUH:

OIIK-2 CnocobeH TpUMEHSATh  KOMITBIOTEPHBIC/CYNIEPKOMITBIOTEPHBIE  METO/IBI,
COBpPEMEHHOE NpPOrpaMMHOe olecriedyeHue (B TOM YHUCJI€ OTEYECTBEHHOI'O MPOM3BOJCTBA) IS
peleHus 3aaa4 npodeccuoHalbHOM 1eATebHOCTH.

OIIK-4 CmoocobeH ONTUMAIBHBIM  00pa3oM  KOMOWHUPOBATh  CYIICCTBYIOIIUE
WH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMHM  JJs  pelieHus 3agad B 00JIacTu
npodeCCHOHATBLHOM IEATENFHOCTH C yU4eTOM TpeOoBaHU HHPOPMALMOHHOM OE30MaCHOCTH.

PesynpTaTramu ocBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINE WHAUKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

HOIIK-2.1 O6mamaer HeOOXOAMMBIMM 3HAHUSMH OCHOBHBIX KOHIICTIIIMH COBPEMEHHBIX
BBIUMCIIUTENIFHBIX CHCTEM M MPOTPAMMHOTO oOecrieueHus: (B TOM YHCIE OTEYECTBEHHOTO
MIPOM3BOICTBA)

NOIIK-4.2 YauteiBaTh OCHOBHBIE TPpeOOBaHMS HH()OPMAIIMOHHOW OE30IMaCHOCTH

2. 3272491 0CBOECHHUSA JUCIUAILIHHDI

— @opMupoBaHHE CIOCOOHOCTH TOHUMATh COLMAIBHYIO 3HAYUMOCTh CBOEH mpodeccum,
BBICOKYK0 MOTHBAIlMI0 K BBITIOJHCHUIO TNPO(ECCHOHAIBHOW JCATEIBHOCTH B  00JacTh
obecrnieueHnss WH(POPMAMOHHOW OE30MaCHOCTH ¥ 3aIIMTHl MHTEPECOB JTIUYHOCTH, OOINECTBA U
rocyJIapCcTBa.

— @opMUpOBaHME 3HAHUH, HEOOXOAWMBIX JJIS  OCYHIECTBICHHUS KOMIUIEKCHOTO
WH)KEHEPHOTO TI0/IX0/1a K OpraHu3aiuyi HHPOpMaIMOHHOW 0€30I1aCHOCTHU MPEANIPHUSTHUS C YUETOM
COLIMAIBHON PEaNIbHOCTH.

— HayuuThCsl BBISBISATH HCTOUYHUKH, PUCKU U YTPO3bl HHOOPMAIIMOHHON OE€301acHOCTH,
pa3pabarbIiBaTh MOJUTHKY KOMIIAaHUM B COOTBETCTBHH CO CTaHIApTaMH O€30MacHOCTH,
UCIIO0JIB30BaTh MAaTEMAaTHUYECKUE MOJICITH, AITOPUTMBI JUIS MOJICJIMPOBAHUS OMACHBIX CHUTYallud U
aHaJIM3a PUCKOB.

3. MecTO AUCHUIIMHBI B CTPYKTYpe 00pa30BaTeJIbHOM MPOrpaMMbl

Jucuuninuza otHocutes K biioky 1 «/luctumuinael (Momynn).

JlucuuniuHa OTHOCHTCS K 4YacTh 00pa3oBaTeNbHOW MPOrpaMMBbI, (OpPMUPYEMOi
y4aCTHHUKaMH O0Opa30BaTENIbHBIX OTHOIICHHM, TIpeasiaraeTcsi oOOydJaronuMcs Ha BBIOOD.
JucuunnuHa BXOIUT B MOAYJ b BBeaeHue B nH(GOpMallMOHHYIO0 0€301acHOCTb.

4. Cemectp(bl) ocBOeHHs U GopMa(bl) IPOMEKYTOUHOI ATTECTALMHU MO TUCHMUILINHE

IIepBb1it cemecTp, 3a4eT

5. Bxognble Tpeﬁonaﬂuﬂ AJiA OCBOCHHUA JUCHUIIJINHBI

Jl5is ycTienrHoro OCBOCHUS JUCIUILTUHBI TPEOYIOTCS KOMIIETEHIINH, chopMUpOBaHHBIE B
X0JIe OCBOSHHS 00Pa30BaTEIBHBIX MPOTPAMM MPEAIISCTBYIOMIETO YPOBHS 00pa30BaHUsI.

Jlis  yCHemrHoro OCBOEHHUS JUCHUIUIMHBI TpeOYIOTCS pe3ynbTaThl O0ydYeHHs IO
CIeyrOIIHMM quciuruimHaM: «OCHOBBI HH(OPMAIIMOHHOW O0€30ITaCHOCTHY,

6. S3bIk peanu3zanuu

Pycckuit

7. O0beM TUCHUIITHHBI

OO6m1ast TpyA0€MKOCTh TUCIMIUIUHBI COCTABIISET 3 3.€., 108 uacoB, U3 KOTOPHIX:
-JIeKIAu: 32 4.



O06BemM caMoCTOATETLHON PabOTHI CTYEHTA ONPEEIICH YICOHBIM TIJIAHOM.

8. Couepmanne AUCHUIVINHBI, CTPYKTYPUPOBAHHOE€ 110 TEMaM

Tema 1. Beenenue. ConmanbHas unxenepus (CH) kak Hayka.

Tema 2. OcHOBHBIE KOHLIENTYyaIbHbIE ITOJI0KEeHU CH.

Tema 3. Hctopust pa3BUTHS COMATHHON MHKEHEPHH.

Tema 4. Indopmarus kak npeaMeT 3aIUThL.

Tema 5. IIpuHIMIBI M TEXHUKH COLIMATIBHON MHXKEHEPUH.

Tema 6. OcHOBHasi MOJIE/Ib COLMAIBHON MH)KEHEPHH.

Tema 7. MeToapl conMaabHON WHKEHEPHH.

Tema 8. OcHOBHBIC HANIPABICHHS COLUAILHON MHXCHEPHOH IESTEIbHOCTH.

Tema 9. TexHOIOTMH COLMAITBHON MHKEHEPUH.

Tema 10. ConnanbHas HHXKEHEPUS U COLUAIBHOE IIPOIPaMMHUPOBAHUE.

Tewma 11. YTeuka xopnopatuBHoi nHdopmaruu. Mucaiaunr.

Tema 12. Tlpenensl mociieACTBUI IPH COLIMOUHKEHEPHBIX aTakax.

Tema 13. ConpoBoskeHrEe COIATBHBIX TPOIECCOB B OOIECTBE.

Tewma 14. TexHOJOTHHU 3aIUTHI OT COIUATBHBIX «XaKEPOBY.

Tema 15. KommnekcHbIi moaxo/ k pa3paboTke MOIUTUK HH(OPMAMOHHON 0€30MacHOCTH
MpEATPUITHS.

Tema 16. [Tpunuumns! oteHku 3¢ (HEKTUBHOCTH CPEACTB 3aIIUTHI.

9. Tekymuii KOHTPOJIb MO0 JUCHUIINHE

Tekymmii KOHTPOJb IO TUCIMILIMHE MPOBOJUTCS IYTEM KOHTPOJS IMOCEHIaeMOCTH,
MIPOBEJICHUS TECTOB TI0 JICKITMOHHOMY MaTepuaiy, 10 TeMaM, BHIITOJIHEHUS JIOMAIIHUX 3aJaHHi 1
bukcupyercs B popMe KOHTPOJIBHON TOYKH HE MEHEE OJJTHOTO pa3a B CEMECT.

OueHouHble MaTepuajbl TEKYIIETO KOHTPOJsA pa3melieHsl Ha caiite TI'Y B pazgene
«udopmarus 06 oOpa3oBaTelbHON Mporpamme» - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂI{OK MPOBCACHUSA U KPUTCPUHN OLICHUBAHUSA l'[pOMC)KyTO'lHOﬁ aTreCTallumn

3auyer nMpoBOAUTCS B yCTHOM (opme mo Omneram. buner copepxuT aABa TEOPETHUUECKUX
Borpoca. [IponomkurensHOCTh 3adera 1,5 yaca.
IIpyMepHBIii IEpeUeHb TEOPETUUECKUX BOIIPOCOB:

. OcHOBHBIE TPOOIEMbI HHKEHEPHO-TEXHUYECKOHN 3aIIUThl HHPOPMALIUH.
. Bunel undopmanuu, nognexamue 3amute. ['ocyaapcTBeHHas TaiiHa.

. [IpMHIMIIBI ¥ TEXHUKU COLUAIBHON MH)KEHEPHH.

. CriocoOpl 3a1MThI OT aTak COLMAIbHON MHKEHEPUH.

. YTeuKka KOpHopaTuBHOW MH(POPMALIUU U COLIMATbHAs NHKEHEPUS.

. [lcuxnueckne coCTOSIHUS U COLalIbHAs MHKEHEPHSI.

. MeTroas! coLlMaIbHON UHKEHEPHUH.

. YTeuka nndopmanuu yepez HTepHer.

9. ConnanbHas HHXEHEPUS B KOHKYPEHTHOM pa3BeJKe.

10. CounanpHas nHxeHepus. TeXHUKa MPETEKCTHHT.

11. CoumansHas unxenepus Vcnosap3zoBaHue OpeHI0B U3BECTHBIX (UpM.
12. CounanbHas unxxenepus. Jlorepeu.

13. CounanbHas uHxeHepus. JIo)KHbIE aHTUBUPYCHI.

14. ConunanbHas unxenepus. [lcuxoTunsl.

15. ®UIIMHTOBBIE aTaKH.

16. KoMOMHHPOBAaHHBIE CXEMBI COLIMATILHON UHKEHEPHUH.

17. TenehoHHbIH PUIIMHT (BUILIMHT).

18. TposHCKas mporpamma.
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19. Metonapt 0OpaTHOM COMATLHON MHKCHEPHH.
20. «CounanbpHasi MTH)XEHEPUS» KaK HayKa.
21. CounanbHasi MH)KEHEPUS U COIMATIbHbBIC CETH.

3a4éT CTaBUTCS MPH MOJIOKHUTEIBHBIX PE3YJIbTaTaX TEKYIIET0 KOHTPOJIS, MOJOKHUTEITBHBIX
OTBETOB Ha BOINPOCHI OMJIETa, Claye IOJArOTOBICHHOrO pedepara W JOKIAAa MO OTHON u3
NPEVIOKCHHBIX —TperojaBareieM TeM. [lmaH pedepata W TeMa COIIACOBBIBAIOTCS C
IPEroaBaTeIeM.

[TpumepHBIiA CIIUCOK TeM pedepaToB:

. IIpuHIUIIBI ¥ TEXHUKU COLUAIILHON UHKCHEPUH

. CriocoObI 3a1UThI OT aTaK COIMAIbHON MHKEHEpUU

. YTeuKka KOpHopaTuBHOW MH(POPMALIUU U COLMATbHAS MHKEHEPUS
. [lcuxoTunel U conuanbHasi UHKEHEPUS

. Meroas!l coluanbHON HHKEHEPUU

. Yteuka uadopmanuu B cetu MHTepHeT

. ConnanbHas HHXKEHEpUs: B KOHKYPEHTHOU pa3Be/Ke

. ATaKku ¢ NOMOUIBIO COLMATIBHBIX CEeTEN

. DUIIMHTOBBIEC ATAKH.

10. KoMOuHHUpOBaHHBIE CXEMBI COLUATLHON MHKCHEPHUH

11. Jlo>xHbIE aHTUBUPYCHI

12. Jlorepen

13. TpostHCKHE pOTrpamMMBbl

14. Vcionb3oBaHue OPeHI0B U3BECTHBIX (PUPM B OpraHU3AIMH aTaK
15. TexHuka NpeTeKCTUHIa B COUAIILHON MH)KEHEPUH

16. OOparHas conyanbHas HHKEHEPHUs

17. Ataku ¢ momomisto ceppuca FindFace

18. Anonumnas cetp TOR

19. Crioco06s! nosryueHus: KOprnopaTuBHON HHPOpMaLUK

20. Texnuueckas paszBesika U €€ poisib B opranusanuu arak CHU
21. Bpenonocusle nporpammsl B CU

22. Cityx051 pazBeku 1 CU

03O\ LN kW~

Ne)

11. YuyeOHoO-MeTOAHYECKOE 00ecmeueHne

a) DIEeKTPOHHBIN y4eOHBI KypC MO TUCIUILUIMHE B DJIIEKTPOHHOM yHUBepcutere « LMS
IDO».

0) OrieHOUHBIE MaTepHallbl TEKYIIEro KOHTPOJIS M MPOMEKYTOYHOW aTTECTallMH I10
JUCITUITIINHE.

B) MeToaunueckue ykazaHus Mo MOATOTOBKE JIOKJIaa M HAIMCAHUIO pedeparta.

12. Ilepeyenn y4yeOHOI uTEpaTypshl U pecypcos cetn UHTEepHeT

a) OCHOBHas JIUTEpaTypa:

— Anomnonckuii A. B., lom6posckas JI. A., [Ipumakun A. U., Cmuprosa O. I'., OcHOBBI
uHpopmannonHoi 6ezonacHocTy B OB/l YuebHuk ams By3oB. — CII0.: Yausepcuter MB/] PO,
2010.

— KeBun Muthuk, Yunesam Cailimon — IIpuspak B Cetu. MeMyapsbl Benu4aninero xakepa.
— M.: U3paTtennscTBO: «OKCeMOy, 2012. — 416 c..

0) IOTIOJTHUTEIbHAS JIUTEPATYpa:
— Kysuenos M.B., Cumasuos 1.B. CounanbpHast uHKeHepus U connaibable Xakepsl.-CI10: BXB-
[TeTepOypr, 2007. — 368 c.



— Bunesam JI. Caiimon, K. Muthuk. MckycctBo oomana. -M: Kommanust AitTu, 2004. —
123 c.

B) pecypcbl cetu HTEpHET:

— OTKPBITHIE OHJIAHH-KYPChI

— https://vk.com/wall-98006063 7475

— https://habr.com/en/articles/83415/

— https://safe-surf.ru/users-of/article/642870/

— https:// https://www.cbr.ru/fag/information_security/

— Oobwepoccuiickas Cerp Koncynbrantllmtoc CropaBounass npaBoBas cucremMa —
https://www.consultant.ru/

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHIi

a) JUIICH3MOHHOE ¥ CBOOOTHO PacpoCTpaHsIeMOe MPOrpaMMHOE O0eCIICUeHHE:

— Microsoft Office Standart 2013 Russian: nmaker nporpamm. Brirouaer npumnosxxerusi: MS
Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— myOnuyHO JocTymnHble oOnaunbie TexHonoruu (Google Docs, SInaekc auck u T.11.).

0) MH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DnekTpoHHbIN Katanor Hayunoit oubmmorexku TI'Y — https://koha.lib.tsu.ru/

— DnexTpoHHas Oubnuoteka (penozuropuii) TT'Y —
https://vital.lib.tsu.ru/vital/access/manager/Index

— OBbC Jlansb — https://e.lanbook.com/

— ObC Koncynbrant ctyaenTa — https://www.studentlibrary.ru/

— Obpa3zoBatenbHas wiardgopma FOpaiit — https://urait.ru/

— 9BbC ZNANIUM.com — https://znanium.com/

— OBC IPRbooks — https://www.iprbookshop.ru/

14. MaTepunainbHO-TeXHHYeCKOe o0ecneyeHue

AyauTtopun 1Uisl IPOBEAEHUS 3aHATUH JIEKIUOHHOTO THIIA.

Aynutopun IS TPOBEIACHUS 3aHATHM CEMUHApPCKOrO THIMA, WHIUBUAYAIbHBIX U
TPYNIOBBIX KOHCYJIBTALNM, TEKYLIErO KOHTPOJISA U POMEKYTOYHOM aTTECTALIUU.

[Tomernenust ais caMOCTOSTENILHONW paOOThI, OCHAIIIEHHBIE KOMIIBIOTEPHON TEXHUKOU U
JIOCTYNOM K ceTH MHTepHeT, B 3IIEKTPOHHYI0 HH(OPMAIIMOHHO-00pa30BaTENbHYIO Cpely U K
WH()OPMAIMOHHBIM CIPABOYHBIM CHCTEMAaM.

15. Undopmanus o paspadoTunkax

benses Bukrtop AdanacheBuu, KaHA. TEXH. HAyK, JOLEHT KadeIpbl KOMIbIOTEPHOU
0€30I1aCHOCTH WHCTUTYTA MPUKJIAHOW MaTeMaTHKU U KoMIbloTepHbIX Hayk HU TT'Y.
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