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1. KOMHeTeHIII/II/I U HHAHKATOPbLI HUX JOCTHXKCHHUSA, IIPOBEpAEMbIC TaHHBIMHA
OL€CHOYHBIMH MaTepHaAIaMH

[{enpro 0OCBOEHUS TUCIUTIINHBI SBISETCS POPMUPOBAHUE CIEAYIOMUX KOMITCTESHITUH:

[1K-4 CniocoGeH ynpaBJisiTh TIOJIYYCHHEM, XpaHEHHUEM, Tepeaadeid, 00padoTKON OOJIbIINX
JAHHBIX..

Pe3ynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBISIOTCS CIEIYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETEHLIHM:

HIIK-4.2 Hcnonp3yeT METOAbl M HWHCTPYMEHTHI IOJYYECHUsS, XpaHEHHUs, Nepeaayd,
00paboTKK OONBIINX JAHHBIX

2. OueHoOYHbIe MATEPUAJIBI TEKYIEr0 KOHTPOJISI U KPUTEPUH OLleHUBAHUS

DNEeMEHTHI TEKYLIETO KOHTPOJIS:
— TECTBHI;

— pedepartsl.

[Mpumep tunosoro Tecta (MI1K-4.2). 3anmra nnpopmaiyu. OCHOBHbIC TEPMUHBI 1
omnpeneneHus. TepMUHBL, OTHOCALIMECS K CIIOCO0aM 3alUThl MHQOPMALIH.

1. 3ammra wuHpOpMaLUMU, HaNpaBlICHHAas Ha MPEAOTBPAIIEHUE HEKOHTPOIHUPYEMOIO
pacrpocTpaHeHHsl  3alluInaeMold  uHpoOpMAnMM B pe3yibTaTe ee¢  pasrjalleHus |
HECAaHKIIMOHHPOBAHHOTO JIOCTYyIA K HEH, a Takke Ha WCKIIOYEHHUE (3aTpyAHEHHE) MOTY4CHHUs
3anumaeMoi nH(popMaIy pa3BeKaMy U IPYTUMHU 3aUHTEPECOBAaHHBIMH CyOBEKTaMH 3TO:

a) 3amuTa HHPOPMAIMU OT pas3TiIalIeHUs

0) 3amuTa HHGOPMALIUU OT YTEUKH

B) 3aluTa HHPOPMALUU OT HECAHKIIMOHUPOBAHHOT'O JI0CTYIIA

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

J) 3amuTa “HGOpMAIMK OT HeTpeTHaMEPEHHOT 0 BO3/IEHCTBHS

2. 3amMra MHGOPMaLUK, HalpaBJIeHHas Ha IPeA0TBpallleHne HECAHKLIIMOHUPOBAHHOT O
JIOBEJICHUS 3alUIIaeMOi HHPOPMAINH JI0 3aMHTEPECOBAHHBIX CyOBEKTOB (MOTpeduTeNneit), He
UMEIOIIUX MIPaBa AOCTyMa K 3TOW HHPOPMALIUH 3TO:

a) 3amuTta “H(QOpMAIUU OT pasTialeHus

6) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HH(OPMALUU OT HECAHKIIMOHMPOBAHHOTO JOCTYyMa

r) 3amuTa UH(pOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3AECUCTBUS

1) 3ammTa HHGOpMaluK OT HEeMpeIHaMEPEHHOI 0 BO3IEHCTBHS

3. 3amuTa uHGOpMaIMK, HAIIpaBJIeHHAs Ha MPEeA0TBpallleHre TOTyYeHHS 3alUIaeMoi
UH(POPMAIIUU 3aMHTEPECOBAHHBIMU CYObEKTaMU C HapyIIEHUEM YCTaHOBIICHHBIX
HOPMAaTUBHBIMH U TPABOBBIMH TIOKYMEHTaMHU (aKTaMu) Uiu o0JanaTesiMu HH(pOopMaluu npas
WIY TIPaBWJI pa3TpaHUyeHUs JOCTYNA K 3alUIaeMoil HHPOPMAaIIUHU 3TO

a) uHpopMauUH 3amKTa HHGOPMAIIUU OT pa3rJIalleHUs

6) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HH(OPMALUU OT HECAHKIIMOHUPOBAHHOTO OCTYyMa

r) 3amuTa “HpOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3aumTa HHGOpMaluK OT HEeMpeIHaMEPEHHOT0 BO3IEHCTBHS

4. 3amura uHOpMAaIMK, HANIpaBJIeHHAs Ha MPEJOTBPALCHHEe HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
¥ BO3JCHCTBUS HA 3alIMIAeMyI0 WH(OPMAIMIO C HAPYIICHHUEM YCTAaHOBJICHHBIX MpaB M (HJIH)
IpaBUJI Ha U3MEHEHNE UH(POPMALIUH, IPUBOSIINX K Pa3pYIICHUIO, YHUUTOXKEHHIO, HCKaXECHHUIO,
cOor0 B paboTe, HE3aKOHHOMY IIepeXBaTy W KOIMHUPOBAHUIO, OJIOKUPOBAHUIO JOCTYyIMa K



uHpOpMaLlUK, a TaKKe K yTpaTe, YHHMUYTOXKECHHIO WIM cO0I0 (DYHKIIMOHHPOBAHUS HOCUTEIS
UH(OpPMAIIMHU 3TO:

a) wuH(bOpMAIMHK 3a1IUTa HHPOPMALIUHU OT pa3rialieHus

0) 3amuTta MHPOpPMAIIUU OT YTECUKH

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3ammra HHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBUS

1) 3ammTa vHGOpMAaIMK OT HEeMPEeIHAMEPEHHOTO BO3ICHCTBHS

5. 3amwuTa nnpopMalyy, HarIpaBIeHHAs Ha MPEAOTBPAIICHUE BO3ICHCTBHS Ha 3aIIUIIAEMYIO
uH(pOpMaILIKIO OIKUOOK €€ MOJIb30BaTeNs, cO0sl TEXHUYECKHUX U MPOTPaAaMMHBIX CPE/ICTB
UH(POPMALIMOHHBIX CHCTEM, IPUPOIHBIX SABJICHUN MIJIM MHBIX HEIleJICHAIIPABICHHBIX Ha
U3MeHeHre HHGOopMauu COOBITUH, MPUBOASIINX K HCKAXKEHUIO, YHUUTOKEHUI0, KOMUPOBAHUIO,
OJIOKMPOBAHHUIO JOCTYNA K MH)OPMAIINH, a TAKXKE K yTpaTe, YHUUTOKEHUIO MU OO0
(GyHKIIMOHUPOBAHMS HOCUTENS HH(GOPMALIUHU ITO:

a) wuH(bOpMAIHHK 3a1IUTa HHPOPMALIUHU OT pa3rialIeHUs]

0) 3ammrTa nH(OPMALIUU OT YTEUKU

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3ammTa UHQOpPMALMK OT HECAaHKIIMOHUPOBAHHOTO BO3/1EHCTBUS

1) 3ammTa HHQOpPMAIMK OT HEITPEeTHAMEPEHHOTO BO3ICHCTBHS

Kntoun: 1 6), 2 a), 3 B), 4 1), 5 ).

Kputepun oleHuBaHus: TECT CUUTAETCS MPONUJEHHBIM, €CIM OOy4Yaroluil OTBETUII IPABUIIBHO
6osee, ueM Ha OJIOBUHY BOIIPOCOB.

[Tpumepsr TeMm pedeparos (MI1K-4.2):

e Kpunrorpadguueckue npoTokossl HASHTU(PUKALUN Ha OCHOBE TEXHUKHU ‘3alpOC-OTBET .
e [IpoTokonbl uaeHTU(UKAIMN HA OCHOBE TEXHUKHU JI0KA3aTeNIbCTBA 3HAHMUS.

e Kpunrorpapuueckue npoToKoIbl OTKPHITOrO paclpeneieH sl KIrouen
e Kpunrorpapuueckue npoToKoIbl IPeBAPUTEIHLHOIO paclpeaeneHus KIodei
e Kpunrorpapuueckue npoToKoIbl HEKTPOHHOTO FOJI0COBAHUS.

e Kpunrorpapuueckue npoToKoiabl 6€30MaCHBIX COBMECTHBIX BHIYUCICHUI.
e Kpunrorpadguueckue npoToKosbl 3AEKTPOHHOTO ayKIIHOHA.

e ATaku Ha IPOTOKOJIbI UACHTU(DHUKALMH.

e ATaku Ha TPOTOKOJIBI pacrpeaeseHus KItodei.

Kpurepuu onenku pedepara.

«OTIUYHO»: TeMa MOJHOCTBIO pacKphiTa, padora opopMieHa Ha BBICOKOM YpPOBHE, B pabote
NPOBEJCH INUPOKHIA ¥ MOCIEIOBATEIbHBIH 0030p HAy4YHO/TEXHHYECKOW JIUTepaTypsl II0
uccienyemMoil  mpobieme, aBTOp CBOOOJHO OPHUEHTHPYETCS B MaTepuaie, OIepHpyeT
TEPMUHOJIOTHEH MO0 paccMaTpuBaeMoOd mpobjeMe, MOXKET apryMEeHTHPOBAaHO OTCTAaUBaTh
CBOIO TOYKY 3pC€HUA U OTBETUTH HAa BOSHUKAIOIINEC BOIIPOCHI.

«Xopomuio»: Tema pabOTBl B I€JIOM JOCTAaTOYHO TIOJHO PACKPBITA, HCIOJIb30BAHbI
COOTBETCTBYIOLass OCHOBHAsI W JONOJIHUTEIbHAS JIMTEpPATypa M APYrue€ MCTOYHUKHU, aBTOP
JIOCTaTOYHO YBEPEHHO OPUEHTUPYETCS B MaTepuale, UMEIOTCA 3aMeyaHusl WIM HETOYHOCTU B
YacTU M3JI0KEHUS U OTICNBbHBIC HEIOCTATKH MO O()OPMIICHUIO PaOOTHI.



«Y IOBJICTBOPUTEIILHO»: TeMma padOThl pAcKpbITa HEAOCTATOYHO IOJHO, WCIHOJIH30BAIHUCH
TOJBKO OCHOBHBIE HCTOYHUKH, MaT€pUaJl H3JI0KEH HEIMOCIeJ0BATEIbHO, MMEIOTCS HEJJOCTATKU
B opopmieHun.

«HeynoBneTBOpUTENIEHOY»: TeMa PabOThI HE PAaCKphITa, MaTepUall U3JI0XKEH HEIOCIEeI0BATENBHO,
OTCYTCTBYIOT CCBUIKHM Ha JINTEPATYPHbIE MICTOYHHUKHU U APYTrUe UCTOYHUKHU, UMEIOTCS HEAOCTATKU
B odopmiieHuu paboTHI, aBTOP IUIOXO OPHEHTUPYETCS B TNPEACTABICHHOM MaTrepuale,
coJiepKaHue paboThl 3aMMCTBOBAHO U3 KAKOT0-IM00 HCTOYHMKA.

3. OueHOYHBIE MATEPHAJIBI HTOTOBOr0 KOHTPOJIA (IPOMEKYTOYHOM aTTecTalluu) U
KpUTEepHUH OlleHUBAHUS

HpOMe)KYTO‘IHaSI arrecraius OCYHICCTBIACTCA HaAa OCHOBC BLIIIOJHCHUA CTYACHTOM
KOHTPOJIBHOI'O 3aJIaHUs, KOTOPOEC BBIABJIACT cneny}omnﬁ HHAUKATOP JOCTHIKCHUA KOMHGTGHHHﬁZ
NIIK-4.2.

[IpuMepsl KOHTPOJIBHBIX 33JaHUMN.

3ananue 1 .TpeOyercs U3y4yuTh U IPOTPAMMHO PEATH30BATh KaKOi — INO0 KpUNTorpaduaeckuit
IPOTOKOJ U3 TPEIIOKEHHOTO CITHCKA!

e S/KEY (One-Time Password System), RFC 1760,
https://datatracker.ietf.org/doc/html/rfc1760

e TOTP (Time-based One-Time Password Algorithm), RFC
6238, https://datatracker.ietf.org/doc/html/rfc6238

o CHAP (Challenge Handshake Authentication Protocol), RFC 1994,
https://datatracker.ietf.org/doc/html/rfc1994

o MS-CHAP (Microsoft Challenge Handshake Authentication Protocol), RFC
2433, https://www.rfc-editor.org/rfc/rfc2433

« Diffie-Hellman, RFC 2631, https://datatracker.ietf.org/doc/html/rfc2631

o Oakley (any example), RFC 2412, https://datatracker.ietf.org/doc/html/rfc2412

[Tpu peanu3zanuu BO3MOXKHBI MOAU(DUKALIMY U YIIPOLIEHHUS] OPUTHHANA, KOTOPbIE HE 3aTParuBaroT
0a30BbIe IPUHIIUIIBI pAOOTHI TPOTOKOJIA.

Otder 0 MpojAeNaHHOM KOHTPOJIBHOM 3a/laHuU HEOOXOAMMO 3arpy3uTh CPely AJIEKTPOHHOIO
oOyuernnss Myan TI'Y. Otuer nosmkeH BKiIouaTh B ceOs: Ha3BaHME AUCLUIUIMHBI U Ha3BaHHE
3aganusi, OUO u HOMep rpynmbl MCIOIHUTENS PabOTHI, KpaTKOE OMHCaHUE crenupuKalnuu
NPOTOKOJA, JETadd W OCOOCHHOCTH NPOTPaMMHOW peanu3anuu (HCHOJb3yeMble KIacChl |
METO/Ibl, CTPYKTYphI JaHHBIX, opMaT cOOOIIEHUH MPOTOKOJA, a TaAKKE BHIOOPOUYHBIE TPUMEPHI
KOJIa TPOTPaMMBbl), CKPHHIIOTH (CHUMKH O3KpaHa), JEMOHCTPHUPYIOIIUE NpPOXOoJbl (IIaru) u
TUIIOBBIE CLIEHApUU pabOThl MPOTOKOJIA, HApUMEpP ciyyall ¢ MpPaBUJIbHBIM/JIOKHBIM MHapoyieM
WJIY IITATHBIN/HEIITaTHBINA PeXUM PaOOTHI.

3aganre 2. C momoInpio cBOOOAHO pacmpocTpansiemoro smyistopa cetd (PNETLab, Cisco
Packet Tracer, Boson NetSim, GNS3, VIRL, EVE-NG) TtpeOyercs CHpoeKTHpPOBATh
MPOU3BOJILHYIO MPOCTYIO CETEBYIO TOIOJOTHIO M TMPOU3BECTH HACTPOHKY CETEBBIX YCTPOMCTB,
POMOJICIIUPOBATh KaKyIO-THOO KOMITBIOTEPHYIO aTaKky, a Jajiee B pEeaM30BaHHYIO CETEBYIO
TOIMOJIOTHIO T00ABUTh W HACTPOMTh CPEACTBO 3alUThl WH(OpMAIMK WK MEPEHACTPOUTH
CeTeBbIe YCTPOUCTBA M YOEIUTHCS, UTO KOMIBIOTEpHAs aTaka HeWTpajau3oBaHa. MoenupoBaTh
KOMITBIOTEPHYIO aTaKy M3 OJJHOTO M3 CIEAYIOIINX KJIACCOB:

e ARP-spoofing attack



e VLAN-hopping attack

e CAM Overflow attack

e DHCP Starvation attack

e STP L2 attack

e DDOS attack

e |CMP redirect man-in-the-middle attack
e OSPF route spoofing

e BGP route spoofing

OTtdyer O MPOJECIIAaHHOM KOHTPOJHHOM 3aJaHUM BBIKJIAQJBIBAETCS B CPEAy DSJIEKTPOHHOTO
o0ydenust Myt TT'Y u Bxitouaer B ce0si: Ha3BaHME AUCHUILUIMHBI U Ha3zBaHue 3ananus; O u
HOMEpP TPYIIBl HCHOJHUTENS paOOThl; KPATKOE OIMHUCAHUE KOMIIBIOTEPHOM aTaku,; PHUCYHOK
CETeBOW  TOMOJOTM JJII  MOJCJIMPOBAHMSI  aTakh; CKPUHIIOTHI (CHUMKH  JKpaHa),
JIEMOHCTPHUPYIOLIUE IIard aTakh ¢ KOMMEHTApUAMH, CKPHUHIIOTHI, JIEMOHCTPUPYIOIIUE MEpPhI
MPOTUBOICHUCTBUS aTake C KOMMEHTAPHUSIMHU.

KpI/ITepI/II/I OLICHHNBAaHUA HpOMe}KYTOqHOﬁ aTTcCTalluun.

3ager 1o AUCHUIUIMHE — CTYACHT OBJIAACII 00s13aTeILHBIM MarcpualioM IIO pasaciaM
JICKOMOHHOI'O KypcCa, BO3MOXHO C HCKOTOPBIMM HEAOCTATKAMHM, a TAKKC IMOKa3aJl Tp€6y€MI)Ie
YMCHHS U HaBBIKU ITPU BBINIOJIHCHUW KOHTPOJILHOT'O 3aJaHH .

Hes3auer 1o AUCHUIUIMHE — CTYACHT HUMCCT CYHICCTBCHHBLIC HpO6CJIBI 10 OTHACJIBbHBIM
TCOPCTUUCCKUM pa3aciaM JUCHUIINIMHBI WKW HC ITOKa3all Tp€6y€MI)IC YMCHHA U HABBIKW IIPU
BBITIOJIHCHUU KOHTPOJIbHOI'O 3aJaHUs.

4. OueHo4HbIe MAaTepHAaJIbI I NMPOBEPKH 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIMIA)

Tect (UI1K-4.2). TepMuHbI, OTHOCSIIHECS K CITOCOOaM 3aIUThI HHPOPMAIIUH.

1. 3amwmra wuHoOpmanMM, HampaBl€HHas Ha MPEAOTBpAIllEHUE HEKOHTPOIUPYEMOIO
pacmpocTpaHeHHsl  3amuinaeMoil  uHpopManud B pe3yibTaTe €€  pasrialieHuss u
HECaHKI[MOHMPOBAHHOIO JOCTYyNa K HEW, a TakKe Ha UCKIIOYEHHE (3aTpyJHEHHE) MOJyuyeHUs
3amuiaeMon nHGOpMaIuu pa3BeIKaMH U JPYTUMHU 3aHHTEPECOBAHHBIMH CYObEKTaMHU ITO:

€) 3amuTta nH(pOpMAIUU OT pas3TIalIeCHUs

) 3aIuTa HHPOPMAIUU OT YTEUKU

3) 3amuTa “HPOpPMAIUKA OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa

W) 3ammra nHGOPMAaIMU OT HECAHKITMOHUPOBAHHOTO BO3JIEHCTBUS

K) 3amuTa nHpOpMaIuu OT HEPEeTHAMEPEHHOTO BO3/ICHCTBHS

2. 3amuTa nHGOpMAaIUH, HallpaBJIEHHAs Ha MPEeOTBpallleHne HeCaHKIIMOHUPOBAHHOTO
JIOBEJICHUS 3alMIaeMoil nH(opMaIiu 10 3aMHTEPECOBAaHHBIX CYObEKTOB (MOTpeduTeneit), He
MMEIOLINX TpaBa JI0CTyNa K 3Toi HHGOpMaIuH 3TO:

€) 3amuTa nHGOpPMAaIUU OT pa3IJIalIeHus

) 3alUTa HHQOPMALUU OT YTEUKU

3) 3amuTa “H(pOpPMAIMK OT HECAHKLIIMOHUPOBAHHOTO JOCTYIa

M) 3almTa HHPOPMALUU OT HECAHKIIMOHUPOBAHHOIO BO3/1EHCTBHS

K) 3amuTa nHPOpPMAaLUU OT HEMTPEeTHAMEPEHHOTO BO3ACHCTBUS



3. 3amuTa nHpopMaIuK, HarpaBIeHHas Ha IPEIOTBPALLCHNE TTOTY4YEeHHUS 3aIUIIIaeMON
UH(POPMAIINU 3aMHTEPECOBAHHBIMU CyOBEKTaMHU C HAPYIICHUEM YCTaHOBIICHHBIX
HOPMAaTHUBHBIMHU U MPABOBBIMH JJOKYMEHTaMH (aKTaMH) WK 00iagaTensiMu nH(GOpMaIK IpaB
WIY TIPaBWIT Pa3rpaHUYCHUS JOCTYIA K 3alUINaeMOi HHPOPMAIIUH 3TO

e) wuH(popMaIHHK 3aIUTa HTHPOPMALIUHU OT pa3rialieHus

K) 3ammTa HHPOPMAIIMH OT YTCUKH

3) 3amuTa uHGOPMAIMK OT HECAHKLIIMOHUPOBAHHOTO JOCTYIIa

M) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO BO3ICHCTBHSI

K) 3amuTa nHGOPMAaLUU OT HEMTPETHAMEPEHHOTO BO3ICHCTBUS

4. 3amura uH(OpMaIK, HallpaBJIeHHasl Ha MPeOTBpallleHe HECAHKLIMOHUPOBAHHOTO JI0CTYIA
U BO3ZCHCTBUS HA 3aLIMIIAEMYI0 MH(OPMAIMIO C HAPYIIEHHEM YCTAaHOBJICHHBIX MpaB M (WJIH)
IpaBUJI Ha U3MEHEHHE UHPOPMALIUK, IPUBOAIIUX K Pa3pYIICHUIO, YHUUTOKEHHIO, HCKaXEHHUIO,
cbor0 B paboTe, HE3aKOHHOMY IIE€PEXBAaTy M KONHMPOBAHHIO, OJOKMPOBAaHMIO JOCTyNa K
uHpOpMaLlMK, a TaKKe K yTpaTe, YHMUYTOXKEHHIO WIM cO0I0 (YHKIMOHMPOBAHUS HOCUTEIS
uH(pOpMaLuu 3TO:

€) wuH(popMaIMHK 3a1UTa THPOPMALIMHU OT pa3rilalleHus

K) 3aIuTa HHPOPMAIMU OT YTEUKH

3) 3amuTa HHPOPMALUU OT HECAHKIIMOHUPOBAHHOT'O J10CTYIIA

M) 3amuTa HHPOPMAIUU OT HECAHKIIMOHUPOBAHHOTO BO3ICHCTBHS

K) 3aluTa nHGOpPMAaLKU OT HEIIpeIHaMEPEHHOT0 BO3AeHCTBUS

5. 3amuTa uH(OpMaIMK, HallpaBJIeHHAas Ha IPeA0TBpallleHUe BO3/ICHCTBHS Ha 3allUIIAEMYIO
WH(OPMAIIHIO OIIHUOOK €€ MOJIb30BaTeNs, COOSsI TEXHUYECKHUX U MPOTPAMMHBIX CPE/ICTB
UH(POPMALIMOHHBIX CHCTEM, IPUPOIHBIX SBJICHUN HIIM MHBIX HElleJIeHAIIPaBJICHHbBIX Ha
U3MEeHeHHe UHPOPMALIUU COOBITHHN, MPUBOIAIINX K NCKAKECHUIO, YHUUYTOKEHHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHUIO JOCTYyNa K MH(OPMAIIMH, a TAKXKE K yTpaTe, YHUUTOXKEHUIO MU cOO0I0
(GYHKIIMOHUPOBAHUSI HOCUTENS HH(OPMAaLIUU 3TO:

€) wuH(popMaIMK 3a1UTa THPOPMALIMHU OT pa3rilalieHus

) 3alUTa HHQOPMALIUU OT YTEUKU

3) 3amuTa UH(pOpPMAIMK OT HECAHKLIMOHUPOBAHHOIO JOCTYIa

M) 3amuTa HHPOPMAIUU OT HECAHKITMOHUPOBAHHOTO BO3ICHCTBHS

K) 3ammTa nHGOpPMAaLUU OT HEeMTPeTHAMEPEHHOT0 BO3AeHCTBUS

Karoun: 1 6), 2 a), 3 B), 4 1), 5 1).
KoHTpoIbHBIE BOPOCHT:

Knaccugukarus kpuntorpadpudeckux NpoTOKOJIOB.
Knaccugukanys KOMIObIOTEPHBIX aTak.

OcCHOBHBIE MEXAaHU3MBI 3aIUTHl KOMIIBIOTEPHOM CETH.

OcHoOBHBIE Cpe/ICTBA 3aIIUTHI KOMITBIOTEPHOM CETH.

TunoBsle aTaku Ha KpUNTOrpadhUIeCKre MPOTOKOIBI.

[Tpumep kpuntorpaduyeckoro NpoToKoa UIeHTUPUKALIUH.
[Tpumep kpunrorpaduyeckoro MpoTOKoOIa pacipeaeseH s KItoyei
[Tpumep aTaku Ha MPOTOKOJ UACHTU(DUKAIIUH.

[Tpumep aTaku HA MPOTOKOJI PACIIPEAETICHUS KITFOUEH.
HecankimmonupoBaHHbIe oniepanun ¢ WHpopmarmen.

VcTouHnKkH U Kiaccuukanus yrpo3 6€30macHOCTH HHPOpMALIUH.
TunoBele HenpeTHaMEPEHHbIE HCKYCCTBEHHBIE YTPO3BI.

Tunosble NpeJHaMEPEHHBIE UCKYCCTBEHHBIE YTPO3bI.

LCoNoOAWNE

e N
wMnhEe o



14. Knaccudukanus cnoco60B HeCaHKIIHOHUPOBAHHOTO JOCTYIIA.

15.  TunoBsble aTaku Ha KOMMYHUKAIIMOHHBIE TIPOTOKOJIBI.

16.  3akoHOmarenbHBIE MEPBI IPOTUBOJICHCTBUSA yrpo3aM 0€30MacHOCTH.

17. OpraHu3anroHHBIE MEpbl IPOTUBOAECUCTBUS yrpo3aM 0€301MacHOCTH.

18.  ®usuueckue U TEXHUYECKHE MEPhl IPOTUBOICUCTBHUS yrpo3aM OE30MacHOCTH.
19. WNnentudukanus, ayreHTUGUKALNS, aBTOPU3AIIHS.

20.  IIpoTokonmpoBaHHE U ayAWUT (AKTUBHBIA ayJIHT).

21.  Jlormyeckoe ymnpaBlICHUE TOCTYIIOM.

22.  3ammra MEXCETeBOTO B3aMOICHCTBUSI.

Nudopmanus o paspadoTunkax

TpenbkaeB Bamgum HukosnaeBud, KaHa. TEXH. HayK, JOICHT, kKadeapa KOMIIbIOTSPHON
0€30I1aCHOCTH, JIOLICHT



