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1. KOMHETGHHHI/I H HMHIUKATOPbBI HMX [JOCTHKCHHSI, IIPOBEPHAECMbIC JTAaHHBIMHU
OICHOYHBIMMA MaTepHaJIaMHU

[enbr0 OCBOSHUSI TUCIUTUIMHEI SIBISIETCS (POPMUPOBAHHE CIICAYIONIMX KOMITETCHIINH:

OIIK-3 CnocobeH TmOHMMaTb M TNPUMEHATh COBPEMEHHbIE HH(OPMAIMOHHbIE
TEXHOJIOTMH, B TOM YHCJE OTEUECTBEHHbIC, IPU CO3JaHUM MPOTPaAaMMHBIX HPOAYKTOB U
IIPOrPaMMHBIX KOMIUIEKCOB Pa3IMYHOIO Ha3HAYEHUS.

[IK-2 CnocobGen mnpoektupoBaTh 0a3bl JaHHBIX, pa3pabaTbiBaTh KOMIIOHEHTHI
IPOTPaMMHBIX CHCTEM, OOECIIeUHBAIOIIUX paboTy ¢ 6a3aMU JaHHBIX, C IOMOIIbIO COBPEMEHHBIX
MHCTPYMEHTAJIBHBIX CPEJCTB U TEXHOJOTHUH.

Pe3synpraramMu 0CBOEHUS IUCLUUIUIMHBI SBIJISIOTCS CIENYIOLINE WHANKATOPBI JOCTHIKEHHUS
KOMITETECHIIM:

NOIIK-3.1 OGnagaer HeoOXOAMMBIMHM 3HAHUSAMH B 00JacTH MHGPOPMALMOHHBIX
TEXHOJIOTHH U IPOrpPaMMHBIX CPEJICTB

NOIIK-3.2 Ilpumensier 3HaHus, MOJy4€HHbIE B 001aCTH WH(POPMAIIMOHHBIX TEXHOIOTUN
U IIPOTPaMMHBIX CPECTB, [P PEIICHUH 3314 TPo(ecCHOHAIbHON 1eATeIbHOCTH

NIIK-2.3 Ucnonesyer cpencta CYBJl ans BbisiBIeHUs TpoOiIeM MPOU3BOAUTEIBHOCTH
IIPY BBIIIOJTHEHUH U MTOBBILLIEHUEM MPOITYCKHOM cIOCOOHOCTH 0a3bl JaHHBIX

2. OlIeHO‘lHI)Ie MaTepUuaJibl TEKYHICT0 KOHTPOJISA U KPUTEPUU OLICHUBaAHUSA

DONEeMEHTHI TEKYLEr0 KOHTPOJIA:
— TECTBHI;
— KOHTPOJIbHBIC 3aJaHUS.

[Mpumep tunosoro tecta (MOIIK-3.2.)

1. Csszana mu nHOpManMOHHAs 6€30MACHOCTH C 3aIIUTON HHPOPMAIIMOHHBIX PECYPCOB OT
pa3HoOro pojia yrpo3, COCOOHBIX HAHECTH yIIepO HHTEepecaM JIMIYHOCTH HIIH o0IecTBa?
a) /Jla
b) Her

2. Cps13aHa 1 HHPOPMAITMOHHAS 0S30MaCHOCTh C 3aIUTON HH()OPMAIIMK OT HEXKEJIATEIIbHOTO
pasriialiCHusA, UCKaKCHHUA, YTPAThl WM CHUKCHHUA CTCIICHU JOCTYITHOCTHU I/IH(bOpMaI_II/II/I?

a) Nla

0) Her

3. MOXHO JT1 OTHECTH K MPEIMETHON 001acT HH(POPMAIIMOHHON 0€30MaCHOCTH CIECIYIOIIEE:
a) kraccudukamnus yrpo3 6e3omacHocTd nHpopmanuu
0) crocoObl, METO/IBI M CPE/ICTBA 3AILUTHI HHPOPMALIUU
B) TpeOOBaHUS K 3aIUIIEHHOCTH HHPOPMAITMOHHBIX CUCTEM
T') METOJIOJIOTHS MMPOCKTHPOBaHUS 0a3 TaHHBIX

4. Wudopmanus, SBISIOMASACS TPEIMETOM COOCTBEHHOCTH U TOJUIeKalias 3allure B
COOTBETCTBUH C TPEOOBAHUSIMH MPABOBBIX JIOKYMEHTOB WJIH TPEOOBAaHUSIMH, YCTaHABIHBACMBIMU
COOCTBEHHUKOM MH(OPMAIUH Ha3bIBACTCS

a) TpaBOBOI nH(poOpMaIHen

0) 3amuiaeMoi HHpOpMaIHeH

5. 3ammra wuwHQOpPMALWH, HampaBlIeHHAas Ha MPEAOTBpPAIICHHE HEKOHTPOJIUPYEMOTO
pacmpocTpaHeHHsl  3amuinaeMoil  uH(poOpMalnuMud B pe3yjibTaTe €€  pasriialieHuss u



HECaHKIIMOHUPOBAHHOTO JOCTYyNa K HEH, a Takke Ha WCKIIOYEHHE (3aTpyAHEHHUE) MOIYYCHHUS
3aluIaeMoi nupopMay pa3BeiIkaMu U IpyTUMHU 3aUHTEPECOBAaHHBIMU CyOBEKTaMHU 3TO:

a) 3amuTa HHPOPMAIHUHU OT pasTIIalICHUS

0) 3amurta HHGOPMAIUHU OT YTEUKU

B) 3amurTa nHGOpPMalUU OT HECAaHKIIMOHUPOBAHHOTO JJOCTYyMa

r) 3amuTa uHPOpMAIMU OT HECAHKLIMOHUPOBAHHOTO BO3AECUCTBUS

1) 3amuTa HHPOPMAIMK OT HEeTIpeTHAMEPEHHOTO BO3ICHCTBHS

6. 3amuTa uHpOpMalMK, HaNpaBJIeHHAs Ha MPEJIOTBPAILlEHUE HECAHKI[MOHUPOBAHHOTO
JIOBEJICHUS 3alMIaeMoil HH(pOpMAaIMK 10 3aUHTEPECOBAHHBIX CYObEKTOB (IToTpeduTeneil), He
MMEIOIINX MPaBa JOCTyIa K 3TOW HHPOPMAIIUH 3TO:

a) 3amuTa HHGOPMALKHU OT pasIrJIalleHus

0) 3amurTa HHPOpPMALUU OT YTEUKU

B) 3alUTa HHPOPMALKHU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa HHPOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHUCTBUS

1) 3amuTa uHGOpMalUU OT HelpeIHaMEPEHHOI0 BO3/1EHCTBHS

7. 3amuTa uH(MOpMAIMK, HallpaBJIeHHAas Ha IPEAOTBPAILCHUE TOIyUYEHUs 3alUIaeMon
MHPOPMALINN 3aMHTEPECOBAHHBIMH CyOBEKTAMHU C HAPYIIICHUEM YCTaHOBIICHHBIX
HOPMAaTUBHBIMU U IIPABOBBIMH JJOKYMEHTaMH (aKTaMH) WK o0safaTeasiMu HHGOpMaLuy paB
WM TIPABWIT Pa3TPaHUYCHHUS JOCTYIA K 3aIUIIaeMoi HHPOPMAILIUHU 3TO

a) wuH(bOpMaIMHU 3alMTa HHYOPMAITUK OT pa3TIalieHHs

0) 3amuTa HHGOPMAIUU OT YTEUYKH

B) 3aluTa HHPOPMALUHU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

r) 3ammra HHGOPMAIMH OT HECAaHKIIMOHUPOBAHHOTO BO3CHCTBHS

1) 3amuTa uHGOpMAaIMK OT HEeNpeIHaAMEPEHHOTO BO3/ICHCTBHS

8. 3amuTa MHPOpPMALINKU, HAPABJICHHAs Ha MPEIOTBPAIICHUE HECAHKIIMOHUPOBAHHOTO JOCTYIa
Y BO3JICHCTBUS HA 3alIMIIAEMyH0 MH(OPMAIUIO C HAPYIICHUEM YCTAHOBJICHHBIX NpaB U (WJIH)
NpaBUJI Ha U3MEHEHHE HHPOPMAIINH, IPUBOIINX K Pa3pYIICHUIO, YHUYTOKEHUIO, HCKAKCHHIO,
cboro B paboTe, HE3aKOHHOMY II€pexBaTy M KOIUPOBAHHIO, OJOKUPOBAHUIO JOCTyHa K
UHPOpPMALIMK, a TaKKE K yTpaTe, YHHUTOXKCHHIO WU COOI0 (YHKIIMOHHPOBAHUS HOCHUTEIIS
UH(POPMALIUH 3TO:

a) wH(bOopMaIUK 3amuTa HHOOPMAITUU OT pasTIalICHUs

0) 3ammrTa HHPOPMALIUHU OT YTCUKU

B) 3amuTa HH(OpMaIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa

r) 3amuTa uHPOpPMAIMU OT HECAHKIIMOHUPOBAHHOTO BO3ACUCTBUS

1) 3amuTa HHPOPMAIMK OT HENIPETHAMEPEHHOTO BO3ICHCTBHS

9. 3ammuTa nHpOpPMAIMH, HATIPABIICHHAS HA MPEIOTBPAIICHUE BO3ICHCTBUS Ha 3aIUIIAEMYIO
UH(POPMALIKIO OLIHOOK €€ MOJIb30BaTeNs, COOSt TEXHMUECKUX U MPOTPaMMHBIX CPEICTB
WH(POPMAIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN WIIM HHBIX HElleJICHAIIPAaBICHHBIX Ha
u3MeHeHne HH(pOpMaIuu cOOBITHH, MPUBOSIINX K UCKAKCHUIO, YHUYTOKEHHIO, KOMTUPOBAHHUIO,
OJIOKMPOBAHUIO IOCTYNA K HH(POPMAIINH, a TAKXKE K yTpaTe, YHUUTOKEHUIO HITH COOI0
(GYHKIIMOHUPOBAHUST HOCUTENSI HH)OPMAITHH ITO:

a) wuH(pOpMAIMHU 3alUTa HHYOPMAITUH OT pa3TIaleHHs

0) 3amuTa HHGOPMAIIUU OT YTEUKH

B) 3amuTa HHPOPMALUHU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO BO3JICHCTBHS

1) 3ammTa nHOOPMAIMK OT HEMPEeTHAMEPEHHOTO BO3ICHCTBHS



Knroun: 1 a), 2 a), 3a) 0) B), 4 6),50),6a),78),871),9 n).

Kputepun oleHuBaHus: TECT CUUTAETCS MPOWJIEHHBIM, €CIM OOYyYaroIllUii OTBETUJ MPaBHIIBHO
KaK MUHUMYM Ha II0JIOBUHY BOIIPOCOB.

[Mpumeps! kouTpodbHBIX 3amanuii (UI1K-2.3, MOIIK-3.1)

Tema “Ilonatuitnblii anmapar wuHpopManMoOHHON Oe3omacHocTu”. Mcenons3ys bank
naHHBIX yrpo3 OesomacHoctd uHpopmaimu DPCTIK Poccum (www.bdu.fstec.ru), tpebyercs
JIeTajJbHO M3Y4YUTh TPU YIpo3bl 0€30MmacHOCTH MHGOpMalUU (ONMCAHUE YTPO3bl, UCTOYHHUKH
yrpo3bl, OOBEKT BO3JCHCTBUS, IMOCIEACTBUS pPEATU3aLUU yrpo3bl), MPUCYLUIUX HEKOTOPOMY
OJTHOMY BbIOpaHHOMY 00bekTy (oOsiayHas cucrema, rpua-cucrema, BIOS, BupryanbHas
MaluHa, 0ecTipoBOHAS CETh, Web-TIPUII0KEeHNEe, XPAaHWIUIIE OOIBIINX JAaHHBIX U T.I1.), & TaKKe
TPU YCTpaHEHHBIE YSA3BMUMOCTU Uil Hekotoporo BeiOpanHoro IIO (CYBJ MySQL, bpayzep
Google Chrome u T.m.). Takxke Haj0 MO3HAKOMUTHCS C TEPMHMHAMU IO WH(GOPMALMOHHON
0e30macHOCTU: yrpo3a, YSA3BUMOCTb, KOH(UIEHLIMAIBHOCTb, IEIOCTHOCTh, JOCTYMHOCTH (CM.
https://bdu.fstec.ru/terms).

CTyneHT NOJDKEH CaMOCTOSATENbHO BBINOJIHUTH 3aJaHHUE, BBUIOKUTH OTYET B CUCTEMY
ynpaeieHus ooyuennem Moodle, mpu HE0OXOMUMOCTH MPOAEMOHCTPUPOBATH MPEIOIABATEIIO
IPY YCTHOM 3alIUTE BJIaJIeHUE OCHOBHBIMU MOHATUSAMH HH(OPMALIMOHHOM 0€3011acHOCTH.

Otuer BriIIOYaeT B ce0s: Ha3BaHHWE NUCUUIUIMHBI M 3anaHust, @O u HOMEp rpynmbl
UCTIOJIHUTENSL paboThl, pe3ysbTaT BHINOJIHEHUs paboThl: 1) CHHCOK OmpeneseHHi TepMUHOB:
yrpo3a, ysI3BUMOCTb, KOHPHIEHIINATIBbHOCTb, LIEIOCTHOCTh, JOCTYIIHOCTD; 2) CIIUCOK W3YYEHHBIX
YIpO3 U ySI3BUMOCTEM.

Tema “Kpunrorpaduueckue meroas! 3amuTsl uHGopMmau”. Tpebyercs 3ammdpoBarh
ceoe ®UO mmdpom Bmkenepa m mumdpom BepTUKIBHOW MepecTaHOBKU. CTYIEHT OJDKEH
CaMOCTOSITEJIBHO BBIMOJIIHUTH 33aJaHHe, BBUIOKUTH OTYET B CHUCTEMY YIpABICHUS OOyuyeHHEM
Moodle, mpu HEOOXOMUMOCTH TMPOAEMOHCTPUPOBATH IPEMOAABATEII0 MPH YCTHOW 3aluTe
BiIajeHne MarepuanoMm. OTUeT BKIIIOYAeT B ce0s: Ha3BaHME AUCHUIUIMHBI U 3amanus, PUO u
HOMEp TPYIIIbI UCTIOHUTENS pabOThI, Pe3yJbTaT BHIIIOJIHEHUS PAOOTHI.

Tema “Cpenctso 3ammTtel nHGopManuu”. TpedyeTcst BEIOpaTh Kakoe-Tu00 IporpaMMHOE
cpenctBo 3amuTel  wHGopmammu (C3M) oOT Kakoro-nubo MPOU3BOMUTENS, H3YYHUTh
NpeHa3HaYeHUE CPE/ICTBA: KaKWe 3a/ladydl PEHIaloTCs M KAaKUe METOJIBI/TIOXOIbI/aTOPUTMBI
UCTIONB3YIOTCS JUIS PEIICHUS JAaHHBIX 3a/1ad, apXUTEKTypy (cxeMy paboTbl), (yHKIIMOHATIHHBIC
BO3MOKHOCTH U Xapaktepuctuku C3U. M3nydeHHBI Marepuall U3jaraercs B BUJIIE KPaTKOTO
pedepara ¢ ykazaHueM UCTOUYHUKOB MH(popmarmu. [locie yero Hamo ckadaTh ¥ YyCTAHOBUTH HA
CBOEM TMEPCOHAJIHLHOM KOMITbIOTEpe (HOyTOyKe) mpoOHYyr Bepcuro m3ydeHHoro C3U, a Tarxke
HacTpouth C3U, aktuBu3upys 6a30Bbie Bo3MoxHOCTH npoaykra. [Ipumepst C3U: Kpunrollpo
CSP — kpunrronipoBaiiaep, Secret Net Studio - 3amura xoneunsix Touek, Kaspersky Small Office
Security - 3amuTa 11 Maaoro Ou3Heca.

CTyneHT JOIKEH CaMOCTOSITENIFHO BBIITOJHHUTH 3a/IaHUE, BBUIOKHTH OTYET B CHUCTEMY
ynpasienus ooyuennem Moodle, mpu HEOOXOMUMOCTH MPOAEMOHCTPUPOBATEH MPEIOIABATEITIO
NIPY YCTHOM 3aIIUTE BJIAJCHUE MaTEPHAIIOM.

OTtuer BKJIIOYAeT B ceOs: Ha3BaHUE MUCHUILTHMHBI M 3aaaHusi, ®MO u HOMEp TpymIbI
UCTIONTHUTEISI pa0OThI, PE3ylbTaT BBIMOJHEHUS pabOThl B BHAE pedepara M CKPUHIIOTOB
(cauMKOB 3KpaHa) ¢ HacTpoiikamu C3M.

BpinosmHeHWe  KOHTPOJIBHBIX — 33JlaHUM  OLIEHMBAETCS IO  JIBOMYHOW  CHUCTEME
(3aueT/He3aueT): CTYACHT MOJydYaeT 3a4yeT, KOorma OH MOKasall, YTO B IIEJIOM YAOBJIECTBOPUTEIIBHO


http://www.bdu.fstec.ru/
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pazbupaercs B 3a7ade, XOpOIIO 3HACT MaTrepuay, BO3MOXHO HWMEIOTCS HETpyOble OIIMOKH;
CTYICHT MOJy4aeT 3a4eT, Korja OH ciiabo pa3OupaeTcsi B 3ajadve, IUIOXO 3HACT MaTepuall, He
OTBeYaeT, 1100 OTBEYAET, HO C OIIMOKAMHU Ha BOIIPOCHI IPETIOAaBaTEIIS.

3. OueHoYHbIE MATEPHAJIBI HTOTOBOr0 KOHTPOJIA (MIPOMEKYTOYHOM aTTecTanmuu) u
KpUTEepHUHU OlleHUBAHUS

[IpoMexxyTouHass aTTecTalMsi OCYIIECTBISIETCS Ha OCHOBE BBIMIOJHEHUS CTYJIECHTOM
KOHTPOJIbHBIX 3aJaHMi W/WIK O pe3yjbTaTaM COOECEIOBAaHHUS C HCIOJIb30BAHUEM IEPCUHS
KOHTPOJIBHBIX BOIIPOCOB IO Kypcy. BOMpoChl BRISIBISIOT CIEAYIONINE WHANKATOPBI TOCTHKEHUS
kommerennuii: MOIIK-3.1, UOIIK-3.2, UTIK-2.3.

[IpuMepHBIil epeyeHb KOHTPOJIBHBIX BOIIPOCOB IO KYpCy:

YpoBHU npencTaBieHust THHOPMAIIHH.

CBoiicTBa 3amuniaeMoi HHPOPMAIIHH.

Bunel taitn (rocygapcTBeHHas, ciy:ke0Hasi, mpogeccuoHanbHast U Ip. ).
TepMuHBI, OTHOCSIIMECS K BUJAM 3allUThl HH()OPMAIUH.

TepMUHBI, OTHOCSIIUECS K CITOCOOaM 3alIUThl HHPOPMALIKH.

TepMUHBI, OTHOCSIIIMECS K 3aMbICITY 3aLUThI UH()OPMALHH.

TepMuHbI, OTHOCSIIUECS K OOBEKTY 3alIUTHI HHPOPMALIUH.

TepMUHBI, OTHOCSIIIUECS K YTPO3aM 0€30MaCHOCTH WH(POPMAIIHH.

© oo Nk wdE

TepMI/IHI)I, OTHOCAIIMECA K TCXHUKEC 3alllUThI HH(i)OpMaIII/II/I.
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. HarmmonaneHas 60e3omacuocts PO.
. lokTprHa HHPOPMAIIMOHHOK Oe30macHOCTH PO.
. 3aKoHOIaTebHAss OCHOBA o0OecreueHrss MHPOPMaIMOHHON 6€30TacHOCTH.
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. HopmatuBHas ocHoBa obecniedeHrss HHPOPMALMOHHOM 6€30MacHOCTH.
. bezomacHocTh KpuTHUECKO# HH(OpMAIMOHHON HHDpacTpYKTyphl PO.
. 'ocynapctBenHas cuctema obecnieueHust HH(GOPMAIIMOHHOM 0€30MacHOCTH.
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. HecankumoHnpoBaHHbBIE ONepaIiy ¢ UH(OpMAIHEH.
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. Uctounnku n knaccudukaiuys yrpo3 6€30macHOCTH HHGOPMAIUH.

-
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. [lepeueHb TUMOBBIX HEMPETHAMEPEHHBIX UCKYCCTBEHHBIX YTPO3.
. IlepeueHb TUMOBBIX IPETHAMEPEHHBIX UCKYCCTBEHHBIX YTPO3.
. Knnaccuduxkanus cnoco6oB HeCaHKIIMOHUPOBAHHOTO JOCTYTIA.
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. TumoBkIe aTaku HA KOMMYHUKAIIUOHHBIC ITPOTOKOJIBI.
. 3aKOHOI[aTeJ'ILHBIe MCPBI HpOTHBO,Z[CﬁCTBHH yrposam 0C30ITacCHOCTH.
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. OpranuzanmoHHBIC MEPHI TPOTHBOJCHCTBUS YIpo3aM 0€301MacHOCTH.

N
N

. ®u3nyecKue U TEXHUYECKHEe MEPHI IPOTUBOICHCTBUS YIrpo3aM O€30MacHOCTH.

N
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. AyteHTHQUKaAIUS.

N
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. Umutozamura.

. Hudposas moanuce.

. CummeTpuvHbIe TTUGPHI

. AcuMMeTpuYHbIe HU(PHI.
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. Kpunirorpaduueckuii ananus.
. Kpunrorpaduyeckue mpoToKobl.

w
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32. Kpunrorpaduueckue xem-QyHKINH.
33. Knnaccudukarusi KpuITOnpoTOKOJIOB.
34. CpoiicTBa 1TUPOBOM MOIUCH.



35. Kpunrorpaduueckue mpoTOKOIBI ayTeHTU(DUKAIIHA COOOIICHHIA.

36. Kpunrorpadudeckue mpoToKOIbl HASHTH(DHUKAITIH.

37. O0BeKT, CyOBEKT, TOCTYI K HH(POPMAIINH, TIPAaBUIIA pa3TPaHUUCHUS TOCTYIIA.
38. Unentudukamus, ayrTeHTHPUKALIHS, aBTOPU3ALIHS.

39. [IpoTokonaupoBaHue U ayuT (aKTUBHBIN ayauT).

40. CratucTuyecKuii MeTo]] OOHapyKEHHUs aTaK.

41. CurHatypHbIif METOJ] OOHAPY)KEHUS aTak.

42. JINCKpEMOHHOE YIIPaBICHHE JOCTYIIOM.

43. ManyaTHOe yIpaBlieHHE JOCTYIIOM.

44. PoneBoe yripaBieHHE JOCTYIIOM.

45. 3ammra nHpopManuK NPy XpaHSHUH U Tiepeaaye.

46. 3amuTa OT BPEIOHOCHBIX ITPOrPaMM.

47. Busibl KOMIBIOTEPHBIX BUPYCOB U BPEJOHOCHBIX MPOTPaMM.

48. 3amuTa MEXCeTeBOro B3auMOIeHCTBHUS.

49. TlpenoTBpaineHue yredek HHHOpMaIHH.

50. Ayaut 6e30macHOCTH.

51. Yrpo3bl KopropaTUBHOM ceTu. 3amuTa nepuMeTpa CeTH.

52. OCHOBHBIE MEXaHU3MBI 3aITUTHl KOPIIOPATUBHOM CETH.

53. CpencTra 3amuThl HHGOPMAIH: MEKCETEBBIC YKPAHHI.

54. CpenctBa 3a1uThl HHPOPMALIUKU: BUPTYaIbHbIE YACTHBIE CETH.

55. CpencTra 3ammThl HHPOPMAIIUHN: CHCTEMBI aHATN3a 3alUIICHHOCTH.
56. CpencTBa 3aIuThl THPOPMALIUHU: CUCTEMbI OOHAPYKEHHUS aTaK.

57. Cucrembl IpeIOTBPAIICHUS YTEUKH KOH(PHUISHIIMATLHON HH(POpMAIIUH.
58. IMonutrka nHOOPMAIIMOHHOW OE30ITACHOCTH OpPraHU3aIlnH.

KpI/ITepI/II/I OLICHUBAHUA HpOMCH(yTOqHOﬁ aTTeCTallumn:

3adeT 1o JAUCHUIINIMHE — CTYACHT OBJIAACII 00s13aTeILHBIM MarcepuaioM 1o pasaciiam
JICKOHMOHHOT'O KypCa, BO3MOKHO C HCKOTOPBIMU HEAOCTATKAMH, 4 TAKIKC ITOKa3aJl Tpe6yeMLIe
YMCHUA U HABBIKU IIPU BBIITOJIHCHUH OOJILIITMHCTBA KOHTPOJIbHBIX 3aJIaHHI.

Hezader mo gucnumiinHe — CTYACHT HUMCCT CYIICCTBCHHBIC Hp06eHLI IO OTACIIbHBIM
TCOPCTUUCCKUM pa3aciiaM JUCHUIINIMHBI WX HE IMOKasall Tpe6yeMHe YMCHHA W HABBIKW IIPU
BBIITOJIHCHUH KOHTPOJIBHBIX 3aJIaHUM.

4. OueHo4YHbIe MaTepuabl s NPOBEPKH 0CTATOYHBIX 3HAHUI
(chopMHUPOBAHHOCTH KOMIIETEHIIUI)

Tect (MOIIK-3.2.)

1. 3ammra wuHbOpPMAIMKM, HampaBieHHas HAa MNPEAOTBPAIICHHE HEKOHTPOJIHUPYEMOTO
pacmpoCTpaHEeHUsI  3aIMIiaeMoil  WH(opManmuu B  pe3yibTare €€  pasriamieHus |
HECaHKIMOHUPOBAHHOIO J0OCTYNa K HEil, a Takke Ha HCKIIOYCHHE (3aTPYAHCHHUE) MOTYUCHHS
3aIUIaeMoi HHGOPMAIMH pa3BeIKaMH U IPYTHMH 3aHHTEPECOBAHHBIMU CYOBEKTAMH ITO:

a) 3amuTa HHGOPMAIMK OT pasriIalieHus

b) 3amura HHGOPMALIUY OT yTEUKH

C) 3ammTa HHYOPMAIMU OT HECAaHKIIHOHUPOBAHHOTO J0CTYIIa

d) s3ammra uHGOPMAIIMU OT HECAHKITHOHUPOBAHHOTO BO3ICHCTBHUS

e) 3ammra HHGOPMAIMH OT HEMPEAHAMEPEHHOTO BO3ICHCTBUSI



2. 3amuTa HHMOPMAIIMH, HATIPABIICHHAS HA IPEIOTBPAIICHAC HECAHKIIMOHMPOBAHHOTO
JIOBEJICHUS 3alllIaeMoil HH(POPMAIIUH JI0 3aHHTEPECOBAHHBIX CYOBEKTOB (TIOTpeOHTENEH), HE
MMEIOIIHX MPaBa J0CTyIa K 3TO HH(POPMAIIUH ITO:

a) 3ammra HHGOPMAIMH OT pasrialieH s

b) 3amura nHGOPMALIKMYU OT yTEUKU

C) 3ammTa HHYOPMAIMU OT HECAHKIIHOHUPOBAHHOI'O J0CTYIIA

d) s3ammra uHGOPMAIIMU OT HECAHKIITHOHUPOBAHHOTO BO3ICHCTBHUS

e) 3ammra HHGOPMAIMH OT HEMPEAHAMEPEHHOTO BO3CHCTBUSI

3. BamuTa nH(GOpPMAIIKH, HAPABICHHAS HA MPEIOTBPAIICHHE MOTYUYCHHS 3aIIUIIACMO
UH()OPMAIIMH 3aHHTEPECOBAHHBIMU CYObEKTAMH C HAPYIICHHEM YCTAHOBICHHBIX
HOPMATHBHBIMHU M TIPABOBBIMHU JTIOKYMEHTaMH (aKTaMK) MM 001aaTe/iiMi HHPOPMAIMU TTpaB
WITH TIPaBHJI Pa3rPaHUYCHHUS TOCTYIIA K 3alIUIIAeMON HH(POPMAIIUH 3TO

a) 3amuTa HHGOPMAIMK OT pasrialieHus

b) 3amura nHGOPMALIKMYU OT yTEUKU

C) 3ammTa HHYOPMAIMU OT HECAHKIIMOHUPOBAHHOI'O JI0CTYIIa

d) 3ammra uHGOPMAIIMU OT HECAHKITHOHUPOBAHHOTO BO3ICHCTBHUS

e) 3ammra HHGOPMAIMK OT HEMPEAHAMEPEHHOTO BO3ICHCTBUSI

4. 3ammTa nHGOpMaIIUK, HAITPABJICHHAS HAa MPEIOTBPAIICHUE HECAHKIIMOHUPOBAHHOTO JOCTYIIA
U BO3CHCTBUS HA 3alIUIAEMYI0 MH(OPMAIMIO C HApYIIEHHEM YCTAaHOBJIEHHBIX MpPaB M (WJIH)
IIPaBWJI HA U3MEHEHUEe UHPOPMAUH, IPUBOASIIUX K PA3PYILICHNUIO, YHUUYTOKEHUIO, HCKAKEHUIO,
cboro B paboTe, HE3aKOHHOMY IIepexBaTy M KOIUPOBAHHUIO, OJOKUPOBAHUIO JOCTyHa K
uHboOpMalluy, a TaKXKe K yTpaTe, YHUUTOKCHHIO WIH COO0I0 (PYHKIMOHUPOBAHUS HOCHUTENs
UH(POPMALIUH 3TO:

a) 3amuTa HHGOPMAIMU OT pa3rIaliCHUsS

b) 3ammra nHGOpPMALIUY OT yTEUKU

C) 3amuTa HHGOPMAIIUU OT HECAHKIHOHUPOBAHHOTO JIOCTYIIA

d) 3amura MHGOpPMALIMU OT HECAHKIIHOHHUPOBAHHOTO BO3/ICHCTBUS

e) 3amuTa HHGOPMAIMU OT HEIPETHAMEPEHHOTO BO3ICHCTBHSI

5. 3amuTa nHbOpPMAaIMH, HAIIPABIICHHAS HA MPEIOTBPAIICHUE BO3ICHCTBHS Ha 3aIIUIIAEMYIO
uHGOPMAIIHIO OIUOOK €€ MOJIb30BaTeNs, CO0sl TEXHUYECKHUX U MPOTPaAaMMHBIX CPECTB
MH(POPMAIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN WIIM HHBIX HElleJICHAIIPABICHHBIX Ha
M3MEHEHHEe MHPOPMAIUU COOBITUH, MPUBOASIIINX K HCKAXKEHUIO, YHUUTOKEHUIO, KOMTUPOBAHUIO,
OJIOKMPOBAHUIO JIOCTYIA K HHGOPMAIINH, a TAK)KE K yTpaTe, YHUUTOXCHHUIO WIH cOO10
(YHKIMOHUPOBAHUS HOCUTENSI UH(OPMAIMH ITO:

a) 3amuTa HHGOpPMAIMU OT pa3riIalICHUsI

b) 3ammra nHGOpPMALIUY OT yTEUKH

C) 3amuTa HHGOPMAIIUU OT HECAHKITHOHHUPOBAHHOTO JIOCTYIIA

d) s3ammra uHGOPMAIIMU OT HECAaHKITHOHUPOBAHHOTO BO3ICHCTBHUS

e) 3amuTa HHGOPMAIMU OT HEMPETHAMEPEHHOTO BO3ICHCTBHSI

Kmroun: 1 b), 2 a),3c),4d),5e).
KoHTpoJIbHBIE BOIIPOCHL:

HecaHKIMOHUPOBAaHHBIE ONIEPALUHU ¢ MHPOPMALIUECH.
HcTounuku u kinaccuduxaiys yrpo3 6e30macHOCTH HHDOpMAaLIHH.
Tunossle HeNpeAHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3bI.

e A

TunoBble NpegHaMepEeHHbIE HCKYCCTBEHHBIE YTPO3bI.



5. Knaccudukanus cmioco00B HECAaHKITMOHUPOBAHHOTO JOCTYTIA.

6. TumnoBble aTaky HAa KOMMYHHUKALIMOHHBIE TPOTOKOJIBI.

7. 3akoHOJaTeNIbHbIE MEphI IPOTUBOACHCTBUS yrpo3aM 0e3011aCHOCTH.
8. OpraHu3alnMOHHbIE MEPbI IPOTUBOJICHCTBHS yrpo3aM 0€30IacHOCTH.
9. ®wusnueckue M TEXHUYECKHUE MEPBI IPOTUBOACHUCTBHS YIpo3aM Oe30MacHOCTH.
10. Ayrentudukarnus. Mmurozammura. [{udposas moanuce.

11. Cummerpuunbie mUdpel. ACHMMETPUYHBIE MU (PHI.

12. Kpunrorpadudeckue mpoTOKOJIBL.

13. Kpunrorpaduyeckue xem-QyHKIuH.

14. Unentudukanus, ayTeHTUPHUKALUS, aBTOPU3ALMS.

15. IlpoTokonupoBanue U ayauT (aKTUBHBIN ayIuT).

16. luckpeninoHHOE yIpaBieHUe JOCTYIIOM.

17. ManjaTHOe yrnpaBiieHUE 10CTYIIOM.

18. PoneBoe yripaBieHHE JOCTYIIOM.

19. Bupl KOMITBIOTEPHBIX BUPYCOB M BPEIOHOCHBIX ITPOrPaMM.

20. 3ammTa MEKCETeBOr0 B3aUMOICHCTBUSI.

21. OcHOBHBIE MEXaHU3MBI 3aIIUTHI KOPITOPATHBHOM CETH.

22. OCHOBHBIE CPEJICTBA 3AIUTH KOPIIOPATUBHON CETH

HNudopmanus o pazpadoryukax

TpenbkaeB Bagum HukonaeBud, kaHA. TEXH. HayK, JOLEHT, Kadeapa KOMIBIOTEPHOU
0e30IacHOCTH, JJOLICHT



