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1. lesab u n1aHUpyeMble Pe3yJbTAThl 0CBOCHHS IMCIHIJIHHBI

[{enpro 0OCBOEHUS TUCHIUTUINHBI SBISETCS POPMUPOBAHUE CIECAYIOMINX KOMITETSHITUH:

OIIK-2 CnocobeH TpUMEHSATh  KOMITBIOTEPHBIC/CYNIEPKOMITBIOTEPHBIE  METO/IBI,
COBpPEMEHHOE NpPOrpaMMHOe olecriedyeHue (B TOM YHUCJI€ OTEYECTBEHHOI'O MPOM3BOJCTBA) IS
peleHus 3aaa4 npodeccuoHalbHOM 1eATebHOCTH.

OIIK-4 CmoocoOeH ONTUMAIBHBIM  00pa3oM  KOMOWHHPOBATh  CYIICCTBYIOIIUE
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM  JJIs  pelieHus 3agad B 00JIacTu
npodeCCHOHATBLHOM IEATENFHOCTH C yU4eTOM TpeOoBaHU HHPOPMALMOHHOM OE30MaCHOCTH.

[TK-4 CniocoGeH ynpaBisiTh OJyYSHHEM, XpaHEHUEM, TTepeaadeid, 00paboTKON OOIbIITUX
JTAHHBIX.

PesynbpTaTramu 0CBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINEe WHAUKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

HOIIK-2.1 O6mamaer HeOOXOAMMBIMH 3HAHUSMH OCHOBHBIX KOHIICTIIIMH COBPEMEHHBIX
BBIUMCIUTENBHBIX CHCTEM M MPOTPAMMHOTO oOecrieueHus: (B TOM YHCIE OTEYECTBEHHOTO
MIPOM3BOICTBA)

NOIIK-4.2 YauteiBaTh OCHOBHBIC TPpeOOBaHMS HH)OPMAIIMOHHOW OE30IMaCHOCTH

NIIK-4.2 Hcnonp3yeT METOABI M HHCTPYMEHTHI MOJyUYEHHUsS, XpaHEHHUS, Iepeaayd,
00paboTKN OOJBIINX JTAHHBIX

2. 3aga4uy oCBOCHHS JUCHHUILIHHDI

— OcBoUTb MOHATUHHBIN annapaT KOMIbIOTEPHOH 0€3011aCHOCTH.

— IloayuuTh npencTaBieHHE O HOPMATHUBHBIX JAOKYMEHTaX B 00JIACTH KOMIIbIOTEpHON
0€30MacHOCTH, O METOAAX U CPEACTBAX 3aLUThl KOMIIBIOTEPHBIX CUCTEM U CETEH.

— Ilonyuuth mnpexncTaBieHHE O MpPaKTHKaX, METOAAaX M TEXHOJOIMSX, MO3BOJISIOLIMX
3alUTUTh KOMIIBIOTEPHBIE CUCTEMBI U CETU OT KOMITBIOTEPHBIX aTaK

— O3HaKOMUTb € PA3IUYHBIMU BUAAMU COBPEMEHHBIX KPUNITOrpauYeCKUX MPOTOKOJIOB

3. MecTo AMCUUIIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Jucuumnnuna otHocuTes K broky 1 «/lucturmaet (Moynn).

JlucuunianHa OTHOCHTCS K 4YacTH 00pa3oBaTebHON MporpamMmbl, (GOpMHpPYEMOit
y4acTHUKaMU OOpa30BaTeNbHBIX OTHOILICHHM, TMpeuiaraercs oOydalomuMcs Ha BbIOOD.
JucnurnuHa BXoIUT B MOy b BBesienue B nHopmMamoHHyo 6€30macHOCTb.

4. Cemectp(bl) ocBOeHHMA U opma(bl) IPOMEKYTOUHON ATTECTALMH 10 JUCHHUIIJIMHE

Bropoii cemectp, 3auer

5. Bxoanble TpeGoBaHus 1)1 OCBOEHUSI U CHUIIIMHBI

Jljis ycTIenHoro OCBOCHUS JUCIHUILIMHBI TPeOYIOTCSl KOMIIETEHIIMH, c(hOpMUpPOBaHHBIE B
XO0JIe OCBOEHHsI 00pa30BaTeIbHBIX MIPOrpaMM IPEAIIECTBYIOLIETO YPOBHS 00pa30BaHusl.

JUis  yCHemHOro OCBOEHHUS JAMCHUIUIMHBI TpeOYyIOTCS pe3ynbTaTbl OO0y4YeHHs IO
cienyomuM aucuuiuinHaM: MHpopmannonHas 0Oe3omacHOCTh M paboTa ¢ MEepCOHAIbHBIMU
JTAHHBIMU

6. SI3bIK peanuzanuun

Pycckuit

7. O0beM TUCHUILIAHBI

OO6m1ast TpyA0€MKOCTh TUCIMIUIUHBI COCTABIISET 3 3.€., 108 uacoB, U3 KOTOPHIX:
-JIeKIHu: 32 4.
O6beM caMOoCTOATENbHOM paboThI CTYI€HTA OIpeieieH YIeOHbIM IJIaHOM.



8. Coaep:xkanue TUCHUILUINHBI, CTPYKTYPHPOBAaHHOE 110 TEMaM

Tema 1. OCHOBBI KOMITBIOTEPHBIX CUCTEM U CETEH.
e [IpuHIMNIBI OpraHU3alMKi KOMIIBIOTEPHBIX CETEH.
e [IpUHIMIIBI TOCTPOCHUSI COBPEMEHHBIX ONEPAIMOHHBIX CUCTEM.

Tewma 2. [lonsTHs 1 3a1a41 KOMITBIOTEPHOM 0€30MMaCHOCTH.
e OCHOBHBIC IOHATUS KOMIBIOTEPHON 0E€30IMaCHOCTH.
e ATaku Ha KOMITBIOTCPHBIC CUCTCMbI U CCTHU.

Tema 3. CtanmapTel 1 HOPMAaTUBHBIE JTOKYMEHTHI KOMITBIOTEPHOI 0€301MacHOCTH.
e HopmaruBHBIE JOKYMEHTHI B 00:1aCTH HH()OPMAITMOHHON 6€30aCHOCTH.
e CrannapTsl B 001acTé HHHOPMAIITMOHHON OE30MMaCHOCTH.

Tema 4. MexaHu3Mbl U CPEJICTBA 3aLUTHl KOMIIBIOTEPHBIX CUCTEM U CETEH.
e MexaHu3MBbl 3aIUThl KOMIIBIOTEPHBIX CUCTEM U CETEH.
e (Cpencrsa 3alUThl KOMIIBIOTEPHBIX CUCTEM U CETEH.

Tema 5. Kpunrorpaguueckue mpoTOKOJIbI
e Kiaccudukanys KpunTorpa@uyecKux IpOTOKOJIOB.
e Araku Ha KpUOTOrpaGUUIECKUE IPOTOKOIBI.
e IIpoTOKOJIbI UAECHTH()UKALIMH.
e VVPN-mporokosr: IPSec, SSL/TLS.

9. Tekymmii KOHTPO.JIb MO IUCHUILIHHE
TCKYH_II/II;'I KOHTPOJIb IO JUCHUIIJIMHE ITPOBOAUTCS ITYTEM KOHTPOJIA TOCCIIACMOCTH, TCCTOB
10 JICKIMOHHOMY MaTepuay, BBIIOJHEHHS IOMAIHUX 3agaHuii U (ukcupyercst B (opme
KOHTPOJILHON TOYKH HE MEHEE OJJHOTO pas3a B CEMECTP.
OrleHOYHbIE MaTepUalibl TEKYIIEro KOHTPOJS pasMmenieHsl Ha caiite TI'Y B paszgene
«Mudopmarust 06 oOpazoBaTensHOM porpammey - https://www.tsu.ru/sveden/education/eduop/.

10. Iopsiok NpoBeeHUs] U KPUTEPUH OLleHUBAHUSI IPOMEKYTOYHOM aTTeCTALNU

3ayer MPOCTaBISETCS HAa OCHOBAHWW BBIOJHEHHS MPAKTHYECKOTO KOHTPOJIBHOTO
3aJaHusl, KOTOPOE BBIMOJHAETCS 3a04HO (YJAJEHHO), a OTYET O BBINOJHEHHOM 3a/laHUU
BBIKJIQZIBIBACTCA B cucteMy ympaeienus oOyuenneM «LMS IDO» wu ouenuBaercs
npenojaBateneM. [Ipu HE0OX0IMMOCTH CTYIEHT OOBACHSET X0/ BBIIOJIHEHUS 3a/1a4H ITPH OUHOU
BCTpeYe.

OrneHouHble MaTepuanbl Ui MPOBEJCHUS MPOMEXYTOYHON aTTeCTAllMM Pa3MELIeHbl Ha
caite TI'Y B pasmene «Mudopmanmus o0  oOpa3oBaTenbHOW  mporpaMme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHO-MeTOAMYECKOE 00ecIIeueHue

a) DJICKTPOHHBIN Y4eOHBIN KypC IO AUCIUIUIMHE B 2JIEKTpOHHOM yHHBepcuteTe « Moodlex
- https://moodle.tsu.ru/course/view.php?id=00000

0) OrieHOUHBIE MaTepHallbl TEKYIIEro KOHTPOJIS M MPOMEKYTOYHOW aTTECTAllMH T10
JUCITUITIIINHE.

B) CeMuHapCKUX / MPAKTUUECKUX 3aHATUH MO AUCIUTIIMHE HET.

r) JJabopaTopHBIX pabOT MO JUCIUTIIIMHE HET.

1) Meronudeckue yka3zaHus [0 OpPraHU3aIllul CaMOCTOSTEIbHOM pabOThI CTYICHTOB.

CamocrosiTenpHas paboTa OopraHu3yeTcs: B cieayromux Gopmax: pabota co craitgamu
JIEKIIMU; W3Y4YEHHE BOIMPOCOB, BBHIHOCHMBIX 32 PAMKH JIEKIIMOHHBIX 3aHSTHIA;, BBIOJTHEHUE



https://moodle.tsu.ru/course/view.php?id=00000

JIOMAITHUX 3aJaHui; TIOJTOTOBKAa K pPyOeKHOMY KOHTPOJIIO MO Teme/paszmeny. Paboty co
cmaiijaMu  (KOHCIIEKTOM) JIEKIIMH [e1ecO00pa3HO MPOBOIUTH HEMOCPEACTBEHHO IIOCIE €€
npociaymuBanus. HeoOXoauMbIM 31eMEHTOM OOy4eHHs SIBISETCS TINIyOOKOE OCBOEHHUE
COJIepKaHUsl JIEKIIMM W CBOOOJHOE BIIAJICHUE WM, B TOM 4YHCJIE€ KCIOJIH30BAaHHOW B HEH
TePMHUHOJOTUH. l3ydueHune BONPOCOB, BBHIHOCHMBIX 32 paMKU JIGKIIMOHHBIX 3aHSTHIA,
MPEJIIOJIaraeT CaMOCTOSTEIIbHOE H3yUYEHUE CTYACHTaMU JOTMOJIHUTEIBHOMN JINTEPATYPHI.

12. Ilepeyennb yueOHoiIi JJuTepaTypbl H pecypcoB cetu UHTepHeT

a) OCHOBHas JiuTeparypa

— lanprun B. ®@. MuadopmanmonHas 6e300acHOCTh KOMIBIOTEPHBIX cUCTeM U cereld / B.D.
[[Tanbrun. - Mocksa : @opym, 2021. — 416 c.

— Xopes, I1. b. IIporpamMmmHuo-annapatnas 3ammura nHpopmarmn: yaeonoe nocooue / I1.6. Xopes.
— 3-e u3n., ucnp. u gom. — Mocksa : UTHOPA-M, 2021. — 327 c.

— Hecrepos, C. A. OcHoBbl nH(pOpMAIIMOHHON Oe30macHOCTH : y4eOHHMK ais By3oB / C. A.
Hectepos. — Caunkr-IlerepOypr: Jlans, 2021. — 324 c.

— 3aneunukos, C. B. Kpunrorpaduyeckue MeToap! 3amuTsl HHGOpMaIum : y4eOHUK 7151 By30B /
C. B. 3aneunuxkos, O. B. Ka3zapun, A. A. TapacoB. — Mocksa: U3narensctBo FOpaiit, 2024. —
309 c.

0) IOTOTHUTENbHAS TUTEpATypa:

— Tl'anarenko B.A. OcHoBbl mH(pOpManmonHoi Oe3zomacHoctu / B.A. T'amatenko. — Mocksa:
Hanuonaneueiii Otkpeiteiii YHUBepcuter MHTYUT, 2024. — 266 c.

— bapanoa E.K., babam A.B. MadopmanuonHas 0e30MacHOCTh W 3amuTa HH(pOpMAIHH:
yaebHoe nocodue. — M: UHOPA-M, 2019, 202 c.

— Yepemymkua A.B. Kpunrorpaguueckue npotokonsl. OCHOBHBIE CBOWCTBA U ySI3BUMOCTH. —
M.: Axagemus, 2009, 271 c.

B) pecypcsl cetn HTepHET

— ®enepanpHas Ciryk0a 0 TEXHUYECKOMY U 9KCIIOPTHOMY KoHTpoumto Poccun - https://fstec.ru/
— Bank pannHbIX yrpo3 6e3onacuoct nHpopmarmu @CTIK Poccun- https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHoBBI HHpOpPMAIIMOHHOH Oe3onmacHOCTH [DneKTpoHHbIN pecypc] // HaunoHanbHbII
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTHBHUpYCHas 3allKUTa KOMIIBIOTEPHBIX CUCTEM [ DIEKTPOHHBIN pecypc] // HanmonanbHbli
Otkpeiteiit YHuBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/2259/155/info
— be3zonacHocTs ceteil [DnekTpoHHbIi pecypc] / HanmonaneHblii OTKpBITHI Y HUBEPCUTET
"MHTYUT". URL.: http://www.intuit.ru/studies/courses/102/102/info

13. Mlepeyens UHGOPMAIMOHHBIX TEXHOJIOTHIA

a) JIMILIEH3MOHHOE U CBOOOIHO pacHpOCTpaHsIeMoe IPorpaMMHOe oOecrieueHue:
— sMyIsaTopsl KommbroTepHoit cetn PNETLab, EVE-NG, GNS3
— MyOIUYHO JOCTyIHBIe oOsaunble TexHonoruu (Google Docs, Slnnekc Auck u T.1.).

0) nH(opMaIMOHHBIE CIIPABOYHBIE CUCTEMBI:

— DOnexTpoHHbIN Katanor Hayuynoit 6ubanorexku TI'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— OnexTpoHHas Oubnuoteka (penozuropuii) TI'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index—
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14. MaTepuajibHO-TeXHHYECKOEe 00ecneuyeHue

Ayautopuu Juisl IPOBEIEHUS 3aHATUHN JIEKIIMOHHOTO THIIA.

Aymutopun U1 IPOBEIEHHs 3aHATUH CEMUHApCKOTrO THIIA, WHAMBUIYaJIbHBIX U
IPYIIOBBIX KOHCYJIbTALUM, TEKYILIETO KOHTPOJIS U IPOMEKYTOYHON aTTECTALIUU.

ITomemieHus Uil cCaMOCTOSITENIbHONW pabOThI, OCHAILEHHbIE KOMIBIOTEPHONW TEXHUKOH U
JOCTYTIOM K ceTd VHTepHeT, B 3JIEKTPOHHYI0 HH(POPMAIMOHHO-00pa30BaTEIbHYIO Cpeay U K
UH(POPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

AyautopuM s IPOBENCHUS 3aHATUH  JIEKIMOHHOIO U CEMUHApCKOro THIA
UH/IUBUAYAIbHBIX W TPYIIOBBIX KOHCYJbTALMM, TEKYILEro KOHTPOJIS M IMPOMEXYTOYHOH
aTTeCTalluy B CMEUICHHOM (hopMaTe (KAKTPY»).

15. Uudopmanus o pazpadboTunkax

TpenbkaeB Bamgum HukonaeBud, KaHA. TeXH. HayK, JOIEHT, kKadeapa KOMIBIOTEPHON
0€30MacHOCTH, JJOLIEHT



