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1. lesab u n1aHUpyeMble Pe3yJbTAThl 0CBOCHHS IMCIHIJIHHBI

[{enpro OCBOEHUS TUCIUTUINHBI SBISICTCS (POPMUPOBAHUE CIEAYIONUX KOMITCTESHITUH:

OIIK-2 CnocobeH TpUMEHSATh  KOMITBIOTEPHBIC/CYNIEPKOMITBIOTEPHBIE  METO/IBI,
COBpPEMEHHOE NpPOrpaMMHOe olecriedyeHue (B TOM YHUCJI€ OTEYECTBEHHOI'O MPOM3BOJCTBA) IS
peleHus 3aaa4 npodeccuoHalbHOM 1eATebHOCTH.

OIIK-4 CmoocoOeH ONTUMAIBHBIM  00pa3oM  KOMOWHHPOBATh  CYIICCTBYIOIIUE
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM  JJIs  pelieHus 3agad B 00JIacTu
npodeCCHOHATBLHOM IEATENFHOCTH C yU4eTOM TpeOoBaHU HHPOPMALMOHHOM OE30MaCHOCTH.

PesynpTaTramu ocBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINE WHAUKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

HOIIK-2.1 O6mamaer HeOOXOAMMBIMH 3HAHUSMH OCHOBHBIX KOHIICTIIIMH COBPEMEHHBIX
BBIUMCIIUTENIFHBIX CHCTEM M MPOTPAMMHOTO oOecrieueHus: (B TOM YHCIE OTEYECTBEHHOTO
MIPOM3BOICTBA)

NOIIK-4.2 YauteiBaTh OCHOBHBIE TPpeOOBaHMS HH()OPMAIIMOHHOW OE30IMaCHOCTH

2. 3aga4uy 0CBOCHHS JUCIHUILINHDI

— @opMupoBaHHE CIOCOOHOCTH TOHUMATh COLMAIBHYIO 3HAYUMOCTh CBOEH mpodeccum,
BBICOKYK0 MOTHBAIlMI0 K BBITIOJHCHUIO TNPO(ECCHOHAIBHOW JCATEIBHOCTH B  00JacTh
obecrnieueHnss WH(POPMAMOHHOW OE30MaCHOCTH ¥ 3aIIMTHl MHTEPECOB JTIUYHOCTH, OOINECTBA U
rocyJIapCcTBa.

— @opMUpOBaHME 3HAHUH, HEOOXOAWMBIX JJIS  OCYHIECTBICHHUS KOMIUIEKCHOTO
WH)KEHEPHOTO TOJX0/a K OpraHu3alud WHQOPMAIMOHHOW OE30MaCHOCTH NPEANPUITHS C
Y4ETOM COLMAIBHON PEaIbHOCTH.

— HayuuThCsl BBISBISTh HCTOUYHUKH, PUCKU U YIPO3bl HH(GOPMAIIMOHHON 0E€30MacHOCTH,
pa3pabarbIiBaTh MOJUTHKY KOMIIAaHUM B COOTBETCTBHH CO CTaHIApTaMH O€30MacHOCTH,
UCIIO0JIB30BaTh MAaTEMAaTHUYECKUE MOJICITH, AITOPUTMBI JUIS MOJICJIMPOBAHUS OMACHBIX CHUTYallud U
aHaJIM3a PUCKOB.

3. MecTo AMCHMIIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Huctunnuaa otHOcUTCs K biioky 1 «Jlucuuminael (MOTy N )».

JlucuuIuinHa OTHOCUTCS K 4acTh 0Opa3oBaTeNIbHOM Mporpammsbl, (GopMmupyemoin
y4aCTHUKaMHU OOpa30BaTENIbHBIX OTHOILIEHWH, mpeiaraercss oOydaromuMcs Ha BBIOOP.
JucuumnirHa BXOAUT B MOy b BBesieHne B MH(OpMaIiMoHHY0 6€3011aCHOCTb.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOYHOM aTTECTALMH 10 AUCHHUIINHE

IIepBb1it cemecTp, 3a4eT

5. BxoaHblie Tpeﬁonaﬂuﬂ AJiA OCBOCHHUA JUCHUIIJINHBI

JUisl yCHemHoro OCBOeHUs AMCHUILUINHBI TPEOYIOTCSI KOMIETEHIIUH, CHOPMHUPOBAHHBIE B
XO07Ie OCBOEHHSI 00pa30BaTEIBHBIX IPOTPaMM MIPEAMIECTBYIONIETO YPOBHS 00pa30BaHMsI.

JUis  yCHEemIHOTO OCBOCHMS JUCLUUIUIMHBI TpPeOYIOTCS pe3ylnbTaTbl OOy4eHHUs I10
CIIe YoM AucHuIInHaM: «OCHOBBI HH(GOPMAIIMOHHON 06€301TacHOCTI,

6. SI3bIK peanuzanuun

Pycckuit

7. O0beM TUCHHUILIAHBI

OO6m1ast TpyA0€MKOCTh TUCIMIUIUHBI COCTABIISET 3 3.€., 108 uacoB, U3 KOTOPHIX:
-JIeKIHu: 32 4.



O06BemM caMoCTOATETLHON PabOTHI CTYEHTA ONPEEIICH YICOHBIM TIJIAHOM.

8.

Couepmanne AUCHUIVINHBI, CTPYKTYPUPOBAHHOC 110 TEMaM

Tema 1. Beenenue. ConmanbHas unxenepus (CH) kak Hayka.

Tema 2. OcHOBHBIE KOHLIENTYyaIbHbIE ITOJI0KEeHU CH.

Tema 3. Hctopust pa3BUTHS COMATHHON MHKEHEPHH.

Tema 4. Indopmarus kak npeaMeT 3aIUThL.

Tema 5. IIpuHIMIBI M TEXHUKH COLIMATIBHON MHXKEHEPUH.

Tema 6. OcHOBHasi MOJIE/Ib COLMAIBHON MH)KEHEPHH.

Tema 7. MeToapl conMaabHON WHKEHEPHH.

Tema 8. OcHOBHBIC HANIPABICHHS COLUAILHON MHXCHEPHOH IESTEIbHOCTH.

Tema 9. TexHOIOTMH COLMAITBHON MHKEHEPUH.

Tema 10. ConnasibHast HHXEHEPUS U COLMAIIBHOE IIPOIPaMMHUPOBAHUE.

Tewma 11. YTeuka xopnopatuBHoi nHdopmaruu. Mucaiaunr.

Tema 12. Ilpenensl noCieACTBHIN IPH COLMOMHKEHEPHBIX aTaKax.

Tema 13. ConpoBoskeHrEe COIATBHBIX TPOIECCOB B OOIECTBE.

Tewma 14. TexHOJOTHHU 3aIUTHI OT COIUATBHBIX «XaKEPOBY.

Tema 15. KommiekcHplii moaxon K pa3paboTKe TOMUTHK UHGOPMAIMOHHON
0€30MacCHOCTH MPEATIPUATHSL.

Tema 16. [Tpunuumns! oteHku 3¢ (HEKTUBHOCTH CPEACTB 3aIIUTHI.

9.

Tekymuii KOHTPOJIb O JMCUHMILIHHE

TCKYH_IHﬁ KOHTPOJIb IO AUCHUIUIMHE IIPOBOAUTCA IIYTEM KOHTPOJA IMOCCIIAEMOCTH,

IPOBEJICH
U (uUKcup

Hg TCCTOB IO JICKOIMOHHOMY MaTtcpuainy, 1o T€éMamM, BBIIIOJHCHHA AOMAIIHUX 3a11aH1/1171
YCTCS B (bopMe KOHTpOJ'IBHOfI TOYKHU HC MCHEC OJJHOI'O pa3a B CEMECTP.

OueHouHble MaTepuajbl TEKYIIETO KOHTPOJsA pa3melieHsl Ha caiite TI'Y B pazgene
«Mudopmarust 06 obpazoBaTenpHOIM Iporpammey - https://www.tsu.ru/sveden/education/eduop/.

10

. HOpﬂIlOK MPOBCACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMe)KyTO‘{HOi/i aTTeCTallumn

3auyer nMpoBOAUTCS B yCTHOM (opme mo Omneram. buner copepxuT aABa TEOPETHUUECKUX
Borpoca. [IponomkurensHOCTh 3adera 1,5 yaca.
IIprMepHBIii IepeueHb TEOPETUUECKUX BOIIPOCOB:

P OO ~NOOITE, WNE

. OcHOBHBIE TPOOIEMbI HHKEHEPHO-TEXHUYECKOHN 3aIIUThl HHPOPMALIUH.
. Bunel undopmanuu, nognexamue 3amute. ['ocyaapcTBeHHas TaiiHa.

. [IpMHIMIIBI ¥ TEXHUKU COLUAIBHON MH)KEHEPHH.

. CriocoOpl 3a1KThI OT aTak COLMAIbHON MHKEHEPUH.

. YTeuka KOpHopaTuBHOW MH(POPMALIUU U COLIMATbHAs MHKEHEPUS.

. [lcuxuyeckne COCTOSIHUS M COLMAIIbHASL MHKCHEPHS.

. MeTroasl COLIMaIbHON UHKEHEPHUH.

. YTeuka nundopmanuu yepes utepHer.

. ConnanbHas NHXEHEPUs B KOHKYPEHTHOM pa3Be/Ke.

0.
11.
12.
13.
14.
15.
16.
17.
18.

ConnanpHas nH)KeHepus. TeXHHKa IPETEKCTUHT .

CoumanbHas uHxeHepus Vcronb3oBaHre OpeH/I0B U3BECTHBIX (GUPM.
CoumanbHasa unxenepus. Jlorepeu.

ConuanbHas nHxkeHepus. JI0)KHbIE AHTUBUPYCHI.

CounanpHas nHxeHepus. [lcuxoTumnsr.

QDUIINHIOBBIE ATAKH.

KoMOuHMpoBaHHBIE CXEMBI COLTUAIIBHON MH)KEHEPHH.

TenepoHHBIN GUIIUHT (BUILIUHT).

TposiHCKas nmporpamma.



19. MeTob1 0OpaTHOM COIMATBbHON HHKEHEPHUH.
20. «CounanbpHasi MTH)XEHEPUS» KaK HayKa.
21. CouuanpHasi UHXEHEPHsl U COLMATIbHBIE CETH.

3a4éT CTaBUTCS MPH MOJIOKHUTEIBHBIX PE3YJIbTaTaX TEKYIIET0 KOHTPOJIS, MOJOKHUTEITBHBIX
OTBETOB Ha BOINPOCHI OMJIETa, Claye IOJArOTOBICHHOrO pedepara W JOKIAAa MO OTHON u3
NPEVIOKCHHBIX —TperojaBareieM TeM. [lmaH pedepata W TeMa COIIACOBBIBAIOTCS C
IPEroaBaTeIeM.

[TpumepHBIiA CIIUCOK TeM pedepaToB:

. [IpMHIUIIBI ¥ TEXHUKHU COLIMATIbHON NMHKEHEPUU

. CriocoObl 3a1IUThI OT aTaK COIMAIbHON MHKEHEpUU

. YTeuKka KOpHopaTuBHOW HH(POPMALIMU U COLIMATbHAS MHKEHEPUS
. [lcuxoTunsl U counanbHas UHKEHEPUs

. MeTroas!l conuanbHON HHKEHEPUU

. YTeuka undopmanuu B cetu MlHTepHeT

. ConmanbHast MH)XKEHEPHUSI B KOHKYPEHTHOH pa3BeKe

. ATaKy ¢ IOMOIIIBIO COITMANIBHBIX CETeH

. DUIIMHTOBBIEC ATAKH.

0. KomOGuHMpOBaHHBIE CXEMBI COITUAIBHON MHKEHEPHH

1. JIoxxHbBIE aHTUBUPYCHI

12. Jlotepen

13. TpostHCKHE TIPOTPaMMBI

14. Vicnonb3oBaHue OpEHIOB U3BECTHBIX (DUPM B OpraHU3aIliy aTak
15. TexHuKa NPETEKCTUHIA B COLIMAJILHON MHKEHEpUU

16. OOparHas cornyaabHas HHKESHEPHUs

17. Araku ¢ momompto cepsuca FindFace

18. Anonumnas cetb TOR

19. Crioco0bI morydeHus: KOpIopaTuBHONW HHPOPMALTUU

20. Texnuueckas pazBeqaka u €€ posib B opranuzanuu atak CU
21. BpenonocHsie mporpamMmel B CU

22. Ciyx68b1 pazsenku u CU

PP OOO~NOOTEWDNPE

11. YyeOHO-MeTOAMYECKOE 00ecIIeueHue

a) QHGKTpOHHBII‘/’I yqe6H51171 KypCc 10O OUCHUIUIMHE B 3JICKTPOHHOM YHHBCPCHUTCTC
«Moodley.

6) OI_IeHO‘IHBIe MaTCepHrajibl TCKYHICTO KOHTPOJIA H HpOMC)KYTO‘IHOfI arrecraguu 110
OUCHUTILIIAHE.

B) MGTOHI/I‘IGCKI/IC YKa3aHuA 1o NOATOTOBKE JOKJIald 1 HAITUCAHUTIO pe(bepaTa.

12. Mlepeuens y4ueOHOii TUTEpaTyphI U pecypcoB ceTu UHTepHeT

a) OCHOBHas JIUTEpaTypa:

— Anomnonckuii A. B., lom6posckas JI. A., [Ipumakun A. U., Cmuprosa O. I'., OcHOBBI
uHpopmannonHoi 6ezonacHocTy B OB/l YuebHuk ams By3oB. — CII0.: Yausepcuter MB/] PO,
2010.

— KeBun MurtHuk, Yunesam Caiimon — Ilpuspak B Cetn. MeMyapbl Benuuaiiiero
xakepa. — M.: U3natenscTBOo: «OKcMoy, 2012. — 416 c..

0) IOTIOJTHUTEIbHAS JIUTEPATYpa:
— KysznenoB M.B., CumasnoB WU.B. ConumanbHas WHXeHepus U couuanbHbie xakepbl.-CII0:
BXB-IlerepOypr, 2007. — 368 c.



— Bunbsam JI. Caiimon, K. Muthuk. MckyccTtBo oomana. -M: Kommanust AitTu, 2004. —
123 c.

B) pecypcbl cetu HTEpHET:

— OTKPBIThIE OHJIAH-KYPChI

— https://vk.com/wall-98006063 7475

— https://habr.com/en/articles/83415/

— https://safe-surf.ru/users-of/article/642870/

— https:// https://www.cbr.ru/fag/information_security/

— Oobwepoccuiickas Cerp Koncynbrantllmtoc CropaBounass npaBoBas cucremMa —
https://www.consultant.ru/

13. llepeyenb HHGOPMALMOHHBIX TEXHOJIOTHIA

a) JIMIIEH3MOHHOE U CBOOOJIHO PACIIPOCTPAHIEMOE MPOrPaMMHOE 00ECTICUCHHE!
— Microsoft Office Standart 2013 Russian: maker mporpamMm. Brito4aeT MpHIOKEHHs:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office

Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);
— myOnuyHO JocTymnHble oOnaunbie TexHonoruu (Google Docs, SInaekc auck u T.11.).

0) MH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DnexTpoHHbIN Katanor Hayunoii oubmmorexku TT'Y — https://koha.lib.tsu.ru/

— DnexTpoHHas Oubnuoteka (penozuropuii) TT'Y —
https://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — https://e.lanbook.com/

— 9BC Koncynbrant cryaenra — https://www.studentlibrary.ru/

— ObpasoBatenbHas mwiardopma KOpaiit — https://urait.ru/

— OBbC ZNANIUM.com — https://znanium.com/

— 3BC IPRbooks — _https://www.iprbookshop.ru/

14. MaTtepuajibHO-TeXHUYECKOe o0ecreyeHue

AyauTtopuu 1Uisl IPOBECHUS 3aHATUH JTIEKIMOHHOTO TUIIA.

Aynutopun IS TPOBEIACHUS 3aHATHM CEMUHApPCKOrO THIMA, WHIUBUAYAIbHBIX U
TPYNIOBBIX KOHCYJIBTALNM, TEKYLIErO KOHTPOJISA U POMEKYTOYHOM aTTECTALIUU.

[Tomerenust A caMOCTOSTENbHONU paOOThI, OCHAIIEHHBIE KOMIIBIOTEPHON TEXHUKOU U
JIOCTYyNOM K ceTH MHTepHeT, B 3IIEKTPOHHYI0 HH(OPMAIMOHHO-00pa30BaTENbHYIO Cpely U K
WH()OPMAIMOHHBIM CIPABOYHBIM CHCTEMAaM.

15. Uu¢popmanus o pazpadoTyukax

benseB Bukrop AdanacheBuu, KaHA. TEXH. HAyK, JOLEHT KadeIpbl KOMIbIOTEPHOU
0€30I1aCHOCTH WHCTUTYTA MPUKJIAIHOW MaTeMaTHKH U KommnbloTepHbix Hayk HU TT'Y.
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