MUHNCTEPCTBO HayKM U BbICLLEro 06pasosaHma Poccuiickoii deaepalyuy
HALUWOHAJbHBIV NCCITIEAOBATE/IbCKUNA
TOMCKUN TOCYJAPCTBEHHbBIVI YHUBEPCUTET (HU TIY)

NHCTUTYT NPUKNaaHOW MaTeMaTUKM 1 KOMMbHOTEPHBIX HayK

.3aMATUH

20

Paboyas nporpamma AUCUMUMINHBI
CounanbHaga nHXeHepus
Mo Harpas/eHWo NMOATOTOBKW / CreunanbHOCTH
10.05.01 KomnboTepHas 6e30nacHOCTb

HanpaeneHHOCTb (Mpodgusib) NOATOTOBKM / CrieLuanm3aums:
AHann3 6e30nacHOCTN KOMMbIOTEPHbLIX CUCTEM

dopma 06y4eHns
OuHas

Keanngukaums
CneunanucT no 3awuTe MHpopmauunm

["of npunema
2022

Kog ancumnnunHel B yue6Hom nnaHe: 61.0.03.03

COINNACOBAHO:
Pykosogutens Ol
A2 B.H. TpeHbKaes

Mpeacepatens YMK
C>XpglJ C.Il. CyweHko

Tomck - 2022



1. leab ¥ NIaHUpYeMble Pe3yJabTAThl 0CBOEHUS THCIUILIMHbI

[enbro 0OCBOEHUS AUCHHUIUINHBI SBISETCS (POPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

—OIIK-5 — CnocobGeH mpUMEHSTh HOPMAaTHBHBIE IPABOBBIC aKThl, HOPMATHBHBIE WU
METOJUYECKHE TOKYMEHTHI, pEeriaMeHTHPYIOIINE JesTeIbHOCTD 110 3alIUTe HH()OPMALIHH.

— OIIK-6 — Cnioco6eH mpu penieHnn mpodeccnoHaNbHBIX 33]]a9 OPraHN30BBIBATh 3AIUTY
uH(pOpMallMK OTPAaHUYEHHOTO JOCTYINAa B KOMIIBIOTEPHBIX CUCTEMaX U CETSAX B COOTBETCTBUU C
HOPMAaTUBHBIMH TIPaBOBBIMH aKTaMHU W HOPMATUBHBIMH METOJUYCCKUMHU JOKYMEHTAMHU
®denepanbHol cy)kObl Oe3omacHocTH Poccuiickoit denepanuu, DenepanbHON CIyKOBI IO
TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

—OIIK-16 — CrnocobeH mNpPOBOAWTh MOHUTOPUHT PaOOTOCIIOCOOHOCTH U aHAIN3
3P PEKTUBHOCTH CPEJCTB 3aLIUTH HHYOPMAIMH B KOMITBIOTEPHBIX CUCTEMaX U CETSX.

— OIIK-18 — CrnocoGeH TpOBOMUTH aHAIW3 3alIUIICHHOCTH W OCYIICCTBIIATH TOHUCK
YSI3BUMOCTH KOMITHIOTEPHOM CHCTEMBI.

Pe3synbraramMu 0CBOEHUS IHMCUUIUIMHBI SBISIOTCS CIEIYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETEHIIH:

HOIIK-5.1 O6nagaer HEOOXOAMMBIMH 3HAHUSIMH HOPMATHBHO-IIPABOBOW  0asbl,
perJIaMEHTHPYIOIICH JeTEIBHOCTH 110 3alIUTe WH()OPMAIIUH.

NOIIK-6.1 TlonuMaeT HOpMAaTUBHBIC MPABOBBIE aKThl U HOPMATHBHBIE METOAMYECKUE
nokymente @enepanbHoil cimyx0bl Oe3omacHocTu Poccuiickoit ®enepanuun, denepanbHoit
CITy’KOBI 110 TEXHUYECKOMY M 3KCTIOPTHOMY KOHTPOJIIO.

HNOIIK-16.1 OcymiecTBiasieT OIEHKY padOTOCTOCOOHOCTH TMPUMEHSEMBIX CPEICTB
3auUThl UHGOPMAallMU B KOMIBIOTEPHBIX CHUCTEMaX U CETSIX C HUCHOJIb30BAaHHUEM INTATHBIX
CPENICTB U METOJIUK.

NOIIK-18.1 Omnpenensier ypoBEHb 3alllMILIEHHOCTH W JOBEpUs B KOMIIBIOTEPHBIX
CUCTEeMaX ® TPOTHO3MPYET BO3MOXKHBIC TIYTH  Pa3BUTHS  JCHCTBUU  HAPYIIUTEIsS
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

2. 33}18‘11/1 OCBOCHUA THUCHHUIIIMHBI

- (opMupoBaHue 3HaHUI, HEOOXOAUMBIX [UII OCYILECTBIECHHS KOMIUIEKCHOTO
WH)KEHEPHOTO TMOJX0/a K OpraHu3alud WHPOPMALMOHHOW OE30MaCHOCTH NPEIANPUSITHS C
Y4E€TOM COLUAIBHON peaIbHOCTH.

- OBJIAJICHHE 3HAHUSMH O COBPEMEHHBIX Yrpo3ax aTaK COIMUAIBLHOW WHXKEHEPUH WU
CIoco0ax 3alUTHL.

3. MecTo IUCUMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlucuuIuinHa OTHOCUTCS K 00s3aTelbHOM 4YacTH 00pa30BaTeNIbHOW IMPOrpaMMBbl.
JucnuminHa BXOAUT B MOAyI b "OO0111e BOonpocsl KOMIBIOTEPHON O6e30macHOoCTH" .

4. Cemectp(bl) ocBoeHHs M opMa(bl) IPOMEKYTOUHOM ATTECTALMM MO JUCHUIINHE

JleBsThIN cemecTp, 3a4eT

5. Bxoanble TpeOOBaHMS 1JIs1 OCBOEHUS U CIMIIMHBI

JUis  yCcHemHoro OCBOEHHUS AMCHUIUIMHBI TpeOYyIoTCs pe3ynbTaThl OO0y4deHHs IO
CIENyIOIIMM  AucuMIUIMHAM:  «Marematuueckuil  aHamu3», «®Pusuka», «/luckperHas
MaTemaTukay, «KoMIbloTepHbIE CETHY.

6. SI3bIK peanuzanuun

Pyccknit



7. O0beM TUCHUIIIHHBI

OO6mast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIISET 2 3.€., 72 4acoB, U3 KOTOPHIX:
-JIEKIMH: 32 9.
O06BeM caMoCTOATETLHON PabOThI CTYACHTA ONPECIICH YICOHBIM TIJIAHOM.

8. Couepmaﬂne AUCHUIIJIUHDBI, CTPYKTYPUPOBAHHOC 110 TEMaM

Tewma 1. Counanbnas nmxenepus (CH) kak Hayka

Tema 2. OcHOBHBIE KOHLIENTYyaIbHbIE N0J0KeHUs CU

Tema 3. Mctopus pa3BUTHS COIMATILHON MHKCHEPUHU

Tewma 4. Mudopmanmst Kak mpeIMeT 3aluThl

Tema 5. MeTopl COLIMOMHKEHEPUU

Tema 6. OcHOBHBIE HallpaBJIEHUSI COLIMOMHKEHEPHON EATEIIBHOCTH
Tema 7. TexHonoruu COUMAIbBHON MHKEHEPUU

Tema 8. [Ipenensl mocieaCTBUI NPU COLMOMHKEHEPHBIX aTaKax
Tema 9. ConpoBoxkaeHNE COLMATBHBIX POIIECCOB B 00OIIECTBE
Tema 10. TexHonoruu 3amuUThl OT COLMATBHBIX «XaKEPOB)»

Tema 11. KowmrmiekcHblii moaxoa K pa3paOdOTKE TOJUTUK HWHGOPMAIMOHHOM

0€30MacHOCTH NPEANPUATHS

Tema 12. ITpunHIune! orieHKH 3G GHEKTUBHOCTH CPEJCTB 3aIUThHI

9. Tekyumuii KOHTPOJIb O AUCUHUIIUHE

TCKYH_IHﬁ KOHTpPOJIb 110 AUCHUIINIMHE IIPOBOAUTCS IIYTEM KOHTPOJISA IOCCIIAEMOCTH,

MIPOBEICHUS TECTOB 10 JICKIIMOHHOMY MaTepHally, IO TeéMaM, BBIIIOJTHEHUS JOMAITHUX 3aJaHu
u ¢ukcupyercs B GopMe KOHTPOJIBHON TOYKU HE MEHEE OJTHOTO pa3a B CEMECTP.

10. HOpﬂI{OK MPOBECACHUSA U KPUTCPUU OLICHUBAHUSA HpOMe)ICYTO'lHOﬁ aTTeCTaliumn

3auer B ACBATOM CEMECCTPC MPOBOAUTCA B YCTHOﬁ (I)opMe o Owneram. buier COACPIKUT

JIBa TEOpEeTHYECKUX Borpoca. [IpogomkuTensHOCTh 3a4era 1,5 gaca.

LCoNoOARWNE

NNRPRREPEPRERRERREE
POOWoo~NoORAWNEO

IIprMepHBIii TEpeUeHb TEOPETUUECKNUX BOIIPOCOB:

OcHoBHbIE TPOOIEMbI HHKEHEPHO-TEXHUYECKOH 3aIUThl THPOPMALIUH.
Bunel nadopmanmu, noiexamue 3amure. ['ocynapcTBeHHas TaiiHa.
[TpyHIMIIBI M TEXHUKU COLMAIIBHON MH)KEHEPHH.

CriocoOpl 3alIUThI OT aTak COLMATLHON HHKEHEPUU.

VYTeuka KOpnopaTUBHOM HH(OPMAIMK U COLMATIbHASL HHKEHEPHUS.
[Icnxnueckne cOCTOSIHUS U COLIMAJIBHASL MHKECHEPHS.

Meroas! coLMaNbHON HHKEHEPUU.

VYreuka nundopmanuu yepes HTEepHeT.

ConnanbHas HHKEHEPUS B KOHKYPEHTHOM pa3BeJKe.

ConnaneHas nH)XeHepus. TexXHHKa TPETEKCTUHT.

CoumanbHas nHxeHepus Vcrnonb3oBanne OpeHI0B H3BECTHBIX GUPM.
CoumanbHasa unxxenepus. Jlorepeu.

ConnanbHas nHKeHepus. JI0)KHbIE aHTUBUPYCHI.

ConnaneHas nH)eHepus. [lcuxoTursr.

QDUIINHIOBBIE ATAKH.

KoMOuHMpoBaHHBIE CXEMBI COLTMATBHON MHXKEHEPHH.

TeneponHbIl GUIIMHT (BUILIUHT).

TposiHCKas nmporpamma.

MeTop1 00paTHOW CONMATBLHON WHKEHEPUH.

«CounanbHasi MH)XEHEpUsD KaK HayKa.

ConnanbHas HHKEHEPUS U COLUATIBHBIE CETH.



3a4€T cTaBUTCS MPU MOJOKUTENBHBIX PE3YIbTaTaxX TeKYIIEro KOHTPOJIS, MOJ0KUTEIbHbBIX
OTBETaxX Ha BOMNPOCH OWieTa, chade IMOATOTOBIEHHOrO pedepara W JOKIAAa MO OAHON H3
NpeUIOKEHHBIX —mpenonaBareneM TeMm. [lman pedepata u Tema COIJIacOBBIBAIOTCS C
npernoaaBaTesieM.

[TpuMmepHBIii CIIUCOK TeM pedepaToB:

1. [TpUHIMITBI ¥ TEXHUKHU COLIMATIBbHON MHKEHEPUH

2. CriocoOsl 3alUThI OT aTaK COIMAIbHON MHXKEHEPpUU

3. YTeuka KOpnopaTuBHOM HH(GOPMALIUU U COIIMATbHAS MHKEHEPUS
4. [lcuxoTunsel U connambHask HHXEHEPUS

S. Meroas! conuanbHON HHKEHEpUU

6. VYreuka nndopmanuu B cetn UHTEpHET

7. ConuanpHas HHKEHEpUsl B KOHKYPEHTHOU pa3BeKe

8. ATaky ¢ TOMOIIbIO COITUANIBHBIX CeTei

9. OUIIMHTOBBIC ATAKH.

10. KoMOMHHpOBaHHBIE CXEMbI COIIMAIBHON HWHKEHEPHH

11.  JloxHble aHTUBUPYCHI

12.  Jlorepeun

13.  TposHCKHE TPOTrpaMMBbI

14,  Hcnonb3oBaHuE OPEHIOB U3BECTHHIX (PUPM B OpraHU3aIlUN aTak
15. TexHuKa IPEeTEeKCTUHTA B COLIMAIBHON NHKEHEPUHU

16. OO6parHas connaibHass HHXCHEPHUS

17.  Araku ¢ momomipio cepBuca FindFace

18.  Anonumnas cetb TOR

19.  CnocoOsl mosmy4eHus KOpIopaTHBHON HH(MOpMAIK

20.  TexHuueckas pa3BeJka 1 €€ poiib B oprauuzanuu arak CU
21.  Bpenonocusle nmporpammsl B CH

22.  CnyxOsl pa3Benku u CU

11. YueOHO-MeTOOAMYECKOE O0ecIeueHne

a) DJNEeKTPOHHBIA Y4YEOHBIA KypC MO JUCHMIUIMHE B JJICKTPOHHOM YHUBEPCUTETE
«Moodlex

0) O1leHOYHBIE MaTEpHAJIBl TEKYIIEro KOHTPOJIS W MPOMEKYTOYHOW AaTTeCTAlMH TI0
mucturiae (Ilpunoxenue 1).

B) MeToanueckue yka3zaHusl Mo MOATOTOBKE JIOKJIada U HaMMMCaHUIo pedepara.

12. Ilepeuyens y4ueOHOIi TuTEpaTyphl U pecypcoB ceTu UHTEepHeT

a) OCHOBHas JTUTEpaTypa:

— Anomnonckuii A. B., JlomOpoBckas JI. A., [Ipumakun A. U., Cmupnosa O. I'., OcHOBBI
nHpopmarnmonHoit 6e3omacHoct B OB/l Yuebnuk ns By30B. — CI16.: Yausepcuter MBJ| PO,
2010.

— Kenn MutHuk, Yuinesam Caiimon — llpuspak B Cetn. Memyapbl Bennyanniero
xakepa. — M.: U3natenscTBO: «OKemon, 2012. — 416 c..

0) IONOJIHUTENbHAS JIUTepaTypa:

— Ky3unenos M.B., Cumasuno 1.B. ConuanbHasi WHXKEHEPUS U COLIMAIBHBIE XaKepBhl.-
CI16: BXB-Ilerep6ypr, 2007. — 368 c.

— Bunbsam JI. Caiimon, K. Mutnuk. UckycctBo oOmana. -M: Komnanus AifTu, 2004. —
123 c.



13. llepeyenb HHPOPMAIMOHHBIX TEXHOJIOTUH

a) JIMIIEH3UOHHOE U CBOOOIHO PacCIpOCTPaHIEMOE ITPOrpaMMHOE 00eCIIeUeHHE:

— Microsoft Office Standart 2013 Russian: maker mporpamMm. BkirodaeT MmpHIOKEHHS:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— yOJIMYHO JOCTYIHBIE o0avnble TexHomoruu (Google Docs, SIHaekc AuCK U T.11.).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTPOHHBIN KaTaJjor Hayunoi OoubmmoTexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpOHHAas o6ubnuoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlaus — http://e.lanbook.com/
— OBC Koncynsrant cryaenra — http://www.studentlibrary.ru/
— O6pasoBatenbHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com - https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTtepua/jibHO-TEXHUYECKOe o0ecreyeHue

Aynuropun i IpOBEAEHUS 3aHATUH JIEKIIMOHHOTO TUIIA.

Ayautopun Ui IPOBEACHUS UHAUBUALYAIBHBIX U TPYIIIOBBIX KOHCYJIbTALUN, TEKYILETO
KOHTPOJISI U IPOMEXKYTOUHOM aTTECTalNH.

[TomenieHust U1 CaMOCTOSITENNFHONW pabOTHI, OCHAIIEHHBIE KOMIBIOTEPHOW TEXHHUKOH U
JOCTYNOM K ceTu MHTepHeT, B 3JIEKTPOHHYI0 HMH(pOPMAalMOHHO-00pa30BaTEIbHYIO Cpely U K
MH(OPMaLIMOHHBIM CIPABOYHBIM CHCTEMaM.

15. Uupopmanust 0 pazpadoTynukax

benseB Bukrop AdanacheBuu, KaHA. TEXH. HAyK, JOLEHT KadeIpbl KOMIbIOTEPHOU
0€30I1aCHOCTH MHCTUTYTA MPUKJIAIHOW MaTeMaTHKH U KomnbloTepHbIXx Hayk HU TT'Y.
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