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1. lesap ¥ ni1aHUpyeMble Pe3yJbTAThbl 0CBOCHHS IMCIHIJIHHbI

[lenpro OCBOEHUS TUCIUTUINHBI SBISETCS (POPMUPOBAHUE CISAYIOMINX KOMITCTSHITUH:

BK — 1 CrnocobeHn mnpuMeHATh OOImMHWE M CICHHATM3UPOBAHHBIC KOMIIBIOTEPHBIC
MPOTPaMMBI MIPHU PEHICHUH 3a/1a4 MPOPECCHOHATBHON AESITETbHOCTH
BK - 3 CnocobeH wuCHoib30BaTh MPUHIMUIIBI W CpPeACTBAa MpodecCHOHATbHOMN

KOMMYHUKAIMH 1151 2P PEKTUBHOTO B3aUMOICHCTBUS

PesynbpTaTramu ocBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINE WHANKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

POBK 1.1 3naer mpaBwiia U NMPUHIHUIBI TPUMEHEHUS OOIIMX W CICIHATM3UPOBAHHBIX
KOMITBIOTEPHBIX IPOTPaMM JJIsl pEHISHUs 3314 NPO(heCCHOHAIBHOM eI TeIbHOCTH

POBK 1.2 Ymeer mpumeHnsth coBpemeHHbIe [T-TexHomoruu st cOopa, aHanmm3a M
npeicTaBieHuss WH(POpPMALMK; WCIOIb30BAaTh B MPOPECCHOHATIBHON AEATENBHOCTH O0IIme U
CHeHaIM3UPOBaHHbIE KOMIIBIOTEPHBIE MPOTPaMMBbI

POBK 3.1 3naer cpencrBa, GyHKIMU U IPHUHLIUIIBI TPOPECCHOHATHHON KOMMYHUKALIUU

POBK 3.2 Vwmeer BbicTpauBaTh NpoeCCHOHANbHYI0O KOMMYHHKAIIMIO; MPEACTABISAThH
pe3yabTaThl CBOEW paboTHl C y4eTOM HOPM M MpPaBWJI HPUHATHIX B MPO(ecCHOHATBHOM
COOOILIECTBE.

2. 33}13‘11/1 OCBOCHHA TUCHHUIIIMHBI

— OcBouth amnmapar obecriedyeHHs] 0€30MaCHOCTH XPAaHEHHUs JaHHBIX Ha MEPCOHATIBbHOM
KOMIIbIoTepe B (haiIoBOM cucTeme u 0a3ax MaHHBIX M MPUMEHSTH €ro JUIi HHPOPMAIIHOHHOTO
HATIOJTHEHUS] HHTEPHET-caifiTa OpraHu3alui, B T.4. 0a3bl JaHHBIX.

— HayuuTbcss npuMeHsATh amnmapaT CKPBITHS W BOCCTAaHOBJIEHUS JAHHBIX, YCTaHOBKH
naposist U mupoBaHus JaHHBIX.

3. MecTo IUCHMILUINHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbI

Jucuumnnuna otHocuTes K brioky 1 «/luciurimnel (MoLynm).
JlucuunianHa OTHOCHTCS K 4YacTH oOO0pa3oBaTeIbHON MporpamMmbl, (GOpMHpPYEMOit
y4acTHUKaMU 00pa30BaTeNIbHBIX OTHOIICHU, SIBIISIETCS 0053aTENbHON IS U3YUCHHUS.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOYHON aTTECTALMH 0 AUCHHUIINHE

BoceMoii cemectp, 3a4eT

5. Bxoauvblie Tpe0oBaHus [1JI51 0CBOEHHS THCIUTIIMHbI

JUis  yCHEeIIHOTrO0 OCBOCHMsI JUCHUIUIMHBI TpPeOYIOTCS pe3yinbTaTbl OOy4eHHUs 110
JUCHUITIIINHE «baspr JaHHBIX)).

6. SI3bIK peanuzanun

Pycckuit

7. O0beM TUCUUILIAHBI

OO6m1ast TpyA0€MKOCTh TUCIHUIUIUHBI COCTABIISET 2 3.€., 72 9acOB, U3 KOTOPHIX:
-nekuun: 14 u.

-aboparopHsie: 24 4.

O0beM caMOCTOSTENEHON padOThI CTY/ICHTA ONpeAeNieH Y4eOHBIM IIIaHOM.

8. Conep:xkaHue TMCHUILIMHBI, CTPYKTYPHPOBAHHOE MO TeMaM

Tema 1. Hean n 3axaun gucuumiinabl. OCHOBHbBIC IOHATHS U TPeOOBaHMs B 00J1aCTH
HH(POPMALIMOHHOH 0€30I1ACHOCTH.



Ponb mH(bOpMamu B cOBpeMEHHOM MHupe. 3HaUCHHE M aCHeKTHI 3aIIUThl WH(POPMAIIH.
OCHOBHBIE ITOHSATHUS U OTIpeieeHUs: 0€30IMacHOCTh HH(pOpMAIUY, O€30MaCHOCTD IaHHBIX, 3alIUTAa
JTAHHBIX, UH(POPMAIMOHHAS 0€30MacHOCTb, KOH(UACHIINATBHOCTD UH(OpPMAIHH,
CaHKIIMOHMPOBAHHbIE W HECAHKIIMOHMPOBAHHBIA JOCTYN K HH(pOpManuu, HASHTH(UKALUI U
ayTeHTU(HKaLus, yrpo3a HHPOPMAIIMOHHON 0€3011acHOCTH, ySI3BUMOCTh, aTaka. | TaBHbIE THUIIBI
yIpo3 3aLIUTHI HH(OPMAIIHH.

Tema 2. 3akoH0aaTEJBCTBO B 00/1aCTH HH(POPMAILHOHHOI 0€3011ACHOCTH

Hcropus pa3BUTHS MEXIyHApOAHOIO MpaBa B 001acTH MH(GOPMALIMOHHON 0€30aCHOCTH.
Cratbu koHcTHTYIIMU P® 1 yronosHoro kojekca P® B o6mactu nHhopMamoHHON 6€301MacHOCTH.
OpraHbl TrocylapcTBEHHOW BJIACTH, HUIpAlOIIMe OCHOBHYIO pOJb B CO3JaHUU IPABOBBIX
MEXaHU3MOB 3aLIUTHI HH(POPMAIUU

Tema 3. UcTounnkH, pucKH B (POPMBI aTAK Ha MHGpOpPMALHI0
Knaccugukanus yrpo3 OesomnacHocTd uHGpopMmanuu. TexHHYECKHE KaHallbl yTEUKU
uHpopmanuu. Cuctema ynpaBieHUs] pUCKaMH.

Tema 4. [lonckoBbie HHPOPMALIMOHHBIE CHCTEMbI
CocraBieHue 3a1pocoB B MOMYJISIPHBIX IOUCKOBBIX MH(MOPMALMOHHBIX cUcTeMax google u
yandex. [Touck nokymeHTOB B ceTi IHTEpHET.

Tema S. Pe3epBHOEe KONMUPOBaHME U BOCCTAHOBJICHHE TaHHBIX
[TpuHIMI XpaHeHUsI TaHHBIX Ha )KECTKOM JUCKe. TeopeTuyeckre OCHOBBI BOCCTAHOBIICHUS
naHHbIX. BoccTanoBnenue (paiiios, yaaqeHHBIX ¢ BHEITHETO HOCUTEIST HHPOPMAIUH.

Tema 6. [IporpaMmmHublie CpeACTBA CKPBITHS JTaHHBIX H YCTAHOBKH MAPOJIsi, OUUCTKHU
AAHHBIX

[Iponpuerapubie mporpaMmMHOe OOECIIeUE€HUE CKPBITUSI U YCTAHOBKHU TApOJIsi, OUUCTKHU
JTAHHBIX.

Tema 7. IIporpaMMsbl 00HAPYKEHHS M 3ALIUTHI OT BPEAOHOCHBIX IPOrPaMM
AnTUBUpPYCHI U (haepBoiibl. OnMcaHuE U CpaBHEHHE.

Tema 8. Kpunrtorpapuueckue meroabl 3amuThl HHpoOpManuu. IIeKTPOHHAS
noanuck (I1I). SQL-unbexkumnu

CuMMeTpUYHbIE U ACHMMETPHUYHBIE aJTOPUTMbI IHU(POBAHUS JAHHBIX. DJIEKTPOHHAsS
noanuck (DII). DnexTpoHHbIE cepTudUKaThl. Peanuzanus Kpunrorpaguyeckux aaropuTMoB B
cpene VisualStudio Ha si3pike iporpammupoBanus C#. SQL-unbexuun.

8.3. JlaGopaTopHbie padoThI
Homep
TEMBbI

Tema s1abopaTopHoii padoThI

dopmupoBaHUE MOJIUTUKN 0€30MaCHOCTH

BrisiBienue M onucaHue MCTOYHHMKOB M (OpM aTak Ha MH(POPMALUIO, OLEHKA
PHUCKOB

ITouck noxymeHTOB B ceTu MHTEpHET

Hcnonb3oBaHue s3blKa MOMCKOBBIX 3ampocoB B google m yandex ans moucka
HEO0XOIMMBIX JIOKYMEHTOB

BoccranoBnenue 1aHHBIX

BoccTranosnenue ¢aityioB, yJaJleHHBIX C BHEIIHETO0 HOCUTENSI MHPOpMAIHH
ITporpammMHbIe cpencTBa HH(GOPMAIMOHHOM 0€301MacHOCTH

CKpbITHE U YCTaHOBKU Naposisi Ha (hailyibl ¥ Manku, OYMCTKH JaHHBIX




Hacrpoiika 6e30macHOCTH B onepannoHHoil cucteme Windows

Hactpoiika Opays3epa, oOrpaHu4eHHe€ BO3MOXXHOCTH  CETEBOTO  JOCTyIIa,
npoUIIaKTUKA 3apaskeHHs peecTpa, yIpaBieHUe MpaBaMu MOJIb30BaTENeH, B T.U.
HACTPOMKa MapoJieil moJIb30BaTeNIei

AHTHBUpPYCHBIE IpPOrpaMMHBIE CpeAcTBa obOecriedueHus HMH(POPMAITMOHHON
0€e30MacHOCTH

[TpoBepka ¢aitnos u url ¢ ucronp3oBaHKEM OHJIAKH aHTUBUPYCOB. Mcmonb30Banue
necoyHuIpl. [Torck BpeTOHOCHBIX MPOTrpaMM Ha KOMITBIOTEpE.

®daepBon

Hacrpoiika BctpoerHoro daepsosia Windows u nponpuerapHoro dhaeppoia
[Ipocreiime anropuT™el HU(PPOBaHUS

[udp Leszaps, mudp Brwxenepa, mmdp [lnetidepa

CuMMeTpHUyYHBIEC AITOPUTMBI U (poBaHUs HHPOPMAITIH

Peanuzanust mporpamMmbl mu@poBaHUS C HCIONb30BAaHHEM CHMMETPUYHBIX
AITOPUTMOB MU(PPOBAHHS

AcuMMeTpUYHBIEC ANTOPUTMBI UG POBaHUA UH(DOPMALIUU

Peanmzanuss mporpaMMbl IMUQPPOBaHUS C HUCIOIH30BAHUEM ACHUMMETPHUYHBIX
ITOPUTMOB MU(GPOBAHUS

DNeKTpOHHAs MOANKUCH

Peanusanus nporpaMmsbl CO3AaHMs U TPOBEPKU ITUGPOBOI MOIIUCH

9. Tekyuiuii KOHTPOJIb MO AUCUHUILTUHE

Texymuii KOHTPOIb MO TUCHUIUIMHE TPOBOAMUTCSA IYTEM IPOBEACHUS KOHTPOJBHBIX
paboT, TECTOB TO JICKITMOHHOMY MaTepHaily, OTYETOB IO BBITOJHEHHUIO Ja00paTOPHBIX padoT U
dukcupyercs B hopMe KOHTPOIBHON TOYKH HE MEHEE OJTHOTO pa3a B CEMECTP.

OueHouyHble MaTepuaabl TEKYIIEro KOHTPOJIS pa3MmelleHbl Ha caiite TI'Y B paszumene
«Mudopmarust 06 obpasoBatenbHO# mporpammey - https://www.tsu.ru/sveden/education/eduop!/.

10. HOpﬂlIOK MPOBCACHUA U KPUTCPUHU OLICHUBAHUSA I[pOMe)KyTO‘lHOﬁ aTTeCTallumn

3ayer B BOCBMOM CEMECTpE IMPOBOJUTCS B MHUCBMEHHOH ¢(opMe 1o Ouseram.
DK3aMeHaIMOHHBIN OMieT cocTouT U3 Tpex yacteil. [IpogomxurensHocTs 3aueTa 1 yac.

OneHouyHble MaTepualibl ISl IPOBEAEHUS NMPOMEKYTOYHON aTTEeCTal[MM pa3MEIIeHbl Ha
caiire TI'Y B pasmene «MHpopmanus 00  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YueOHO-MeTOOAUYECKOE O0ecIIeueHne

a) DJEeKTPOHHBIN yueOHbIM Kypc MO JUCLHUIUIMHE B 3JIEKTPOHHOM 00pa30BaTeNIbHON cpefe
«iDOy - https://Ims.tsu.ru/course/view.php?id=00000

6) OI_ICHO‘-IHBIC MaTCepHrajibl TCKYHICTO KOHTPOJIA H HpOMC)KYTOQHOﬁ arrecraigumu 110
JOUCLIUIIIIMHE.

B) MeTtoanueckue yka3aHus M0 MPOBEICHHIO TaO0paTOPHBIX PadoT.

r) Meroauueckue yKka3aHus 110 OPraHU3aluN CaMOCTOSITENIbHOIM pabOoThI CTYIEHTOB.

12. Ilepeuens yueOHOI 1uTEpaTyphl U pecypcoB ceTu HTEpHeT

a) OCHOBHas JUTEpaTypa:

W3 crapoii nporpammsl «MHpOpMaIIMOHHBIE TEXHOJOTHH B YIPABICHUM KauyeCTBOM H
3amuTa nHpopMaum»:

1. babamr A.B. AkTyanbHble BOIIPOCH! 3aIUThl HHGopManuu: MoHorpadus / A.B. babar,
E.K. bapanoBa — M.: UH®PA-M, 2020. — 110 c.


https://lms.tsu.ru/course/view.php?id=00000

2. by3oB I'.A. BoisiBieHHE clieIUaIbHBIX TEXHUYECKUX CPEJCTB HECAHKIIMOHUPOBAHHOTO
nony4yenus uHpopmanuu / I'.A. By3oB — M.: ['opsiuas nunus - Tenexkom 2019. — 203 c.

3. Ko3pmunpix C.1. OGecneyeHne KOMIUIEKCHOM 3alUThl 00BEKTOB MHGOPMATH3AIUH :
[yaeOHOe mocoOue ISl CTYJEHTOB BY30B, 00OydarOIMUXCs MO HampasieHuto "MHbopMaimoHHas
6e3onacHocTh", kBanmudukamus (crenens) "Maructp']/ C.1. Ko3pMuHbIX ; @MHAHCOBBIN YH-T IPH
[TpaBur. Poc. ®en. — M.: KOHUTU-TAHA 2020. — 543 c.

4. IBeukoBa O.I'. bazoBele KpunTorpaduyecKue aJrOpUTMbI 3aIUTHl UHPOPMALHH :
yueObHoe 1mocobue: [l CTYIEHTOB BBICIIMX YYEOHBIX 3aBEACHHH, OOyYaromuxcs IO
HanpasieHusaM noarotoBku 2.09.03.04 "IIporpammuas uwxkenepus” u 2.09.03.03 "[Ipukiannas
unpopmaruka"] / O.I'. [lIBeukosa, A.H. [Teuekun, 1.B. MapueB — M.: Kypc 2020. — 167 c.

0) IOTIOHUTENNbHAS JINTEpaTypa:

1. Bopona B.A. Teopernueckue OCHOBBI oOecredeHuss 0e30macHOCTH OOBEKTOB
uHpopMaTu3zanuu: ydeOHoe mocobue JuUIsi By30B Mo HampasieHuto "HMHdopmannonHas
6e3onacHocTh" / B.A. Bopona, B.A. Tuxonog, JI.B. Mutpskosa. — M.: I'opsiuas JIuaus-Tenexom,
2016. - 303 c.

2. I'pymio A.A. TeopeTudeckrie OCHOBBI KOMITBIOTEPHOM O€30MacHOCTH: yueOHOe Tocooue
JUISL CTYACHTOB BY30B, OOydarommxcs o crernuaibHocTsM rpymmsl 090100 "Hudopmannonnas
6e3omacHocTh"/ A.A. I'pymio, 3.A. [Ipumenko, E.E. Tumonuna. — M.: Axagemus, 2009. — 267 c.

3. Hepstaud [1. Mogenu 6€301acHOCTH KOMITBIOTEPHBIX CUCTEM. Y TIpaBICHHUE JOCTYIIOM U
uHpopmanmonasiMu motokamu / I1. Jlepssaun. — M3a-Bo: [Nopsiuas Jluaus - Tenexom, 2013. — 338
c.

4. 3aiineB A.Il. Texuudeckue cpeicTBa U METOJbI 3alIUTHl HHGOPMAIIUU: YUYCOHUK IS
CTYJICHTOB BY30B 10 TPYIITE CrieraibHOCTeH - "MHbopManmonnas 6e3omacHocts" / A.I1. 3aiines,
P.B. Mewepsikos, A.A. lllenynanos. — M. : ['opsiuas JIunus-Tenekom, 2016. — 442 c.

5. Heremun A.E. MuadopmanmonHas 0€30MacHOCTh: y4eOHO-METOIUYCCKUN KOMILIEKC
[ ctynenToB By30B Mo Harpasienuto 23.07.00 "I[Ipuknaanas undopmaruka']. Tom. roc. yH-T.
— Tomck: Tomcknii roCyJJapCTBEHHBIN YHUBEPCUTET, 2016. URL:
http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

6. Ilpockypun B.I'. 3ammra B omnepalMOHHBIX cHUcTeMax: ydeOHoe mocobue [nams
CTYJIEHTOB (CITyIiareneii) By3oB, oOydaromuxcs o crnernuanbHocTsM 10.05.01 — "KomnbroTepHas
6e3onacuocTs", 10.05.03 — "MndopmannonHas 6€30macHOCTh aBTOMATU3UPOBAHHBIX CUCTEM' U
10.05.04 — "HMudopmanmoHHO-aHATUTUYECKHE CHCTEMbl 0€30macHOCTH", MO HAalpaBlICHHUIO
noarotoBku 10.03.01 — "HWudopmanuonnas Oe3zomacHOCTh", ypoBeHb OakanaBp| / B.I.
ITpockypun. — M. : I'opsauas JInnus-Tenekom, 2016. — 192 c.

7. Tanenbaym O.C. CoBpemennble onepannonusie cucteMsl / J.C. Tanenbaym. — CII0.:
[Turep, 2010. — 1115 c.

8. Xayner T. 3amuTHble cpeAcTBa C OTKPHITHIMU UCXOAHBIMU TekcTamu / T. Xayner. —
M: NnTepHeT-YHUBepcUuTeT HHPOPMALMOHHBIX TEXHONIOTUH (1 ap.], 2010. — 607 c.

9. lenyxun O.M. Creranorpadus. AITOpUTMBI U IpOrpaMMHasl peanuzanus : [yueOHoe
nocobue i CTYJIEHTOB BY30B 0 HampaBieHuio mnoaroroBku 11.03.02. 11.04.02 -
"NH(})OKOMMYHHUKAIIIOHHBIE TEXHOJOTMM U CHUCTEeMBbl CBs3H" KBadupUKaUUU (CTETEHHU)
"6axanasp" u "maructp"]/ O.U. Wlenyxun, C./1. Kanaes; nox pexn. O.1. lllenyxuna — M.: ['opsiuas
nuHus - Tenekom 2018. — 592 c.

10. IInaitep b. Ipuknannas kpunrorpadus. [IpoToKoIbl, aITOPUTMBL, HCXOIHBIE TEKCTHI
Ha si3pike Cu / b. lInaitep — Tpuymd, 2002. — 816 c.

B) pecypchl cetu HTepHeT:
1. UudopmanmonHas Ge30macHOCTh. 3ammra MHGOpManuu [DIEKTPOHHBIH pecypc] —
Dnexrpon. nan. — URL: http://all-ib.ru/ .
2. Comparison of antivirus software [DnexTpoHHBIN pecypc] — DIeKTpoH. naH. —
URL.: http://en.wikipedia.org/wiki/Comparison_of_antivirus_software.


http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

3. VYrpo3sl uHpOopManmoHHON Oe3omacHocT B AC [DneKkTpoHHBIN pecypc] —
Onekrpon. naH. — URL: http://asher.ru/security/book/its/05 .

13. Ilepeyenb MHGOPMAIMOHHBIX TEXHOJIOTHii

a) JIMLIEH3MOHHOE U CBOOOHO pacpOCTpaHAEMOe IPOTpaMMHOE 0OecTieueHHE:

— Microsoft Visual Studio Community (cBoGomHO pacmpocTpaHsemas Bepcus Visual
Studio a5 00y4eHus: IPOrpaMMHUPOBAHHUIO);

— my6nuyHO nocTynHbIe o0naynbie TexHosmoruu (Google Docs, SAnaekce auck).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTPOHHBIN KaTaJjior Hayunoi Ooubimorexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpOHHAas o6ubnuoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pasoBatenpHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com - https://znanium.com/

14. MaTepuanbHO-TeXHUYECKOe obecrieyeHue

AynuTtopuu AJ1s IpoBeIeHHs 3aHATUH JIEKIIMOHHOIO THIIA.

Aynuropun Juisl TIPOBEIEHHUS 3aHATUM CEMUHApCKOro THWIA, WHAMBUIYAJIbHBIX U
IPYNIIOBBIX KOHCYJIbTALUHI, TEKYILEr0 KOHTPOJIS U IPOMEXYTOYHON aTTeCTalllu.

[TomenieHust U1 CaMOCTOSITENNFHONW pabOTHI, OCHAIIEHHBIE KOMIBIOTEPHOW TEXHHUKOH U
JOCTYIIOM K ceTu VHTepHeT, B 3JIEKTPOHHYIO HH(pOpPMALMOHHO-00pa30BaTEIbHYIO Cpely U K
MH(OPMALIMOHHBIM CIIPAaBOYHBIM CHCTEMAM.

Jns nmpoBeneHUst 1a0OpaTOPHBIX pabOT HEOOXOOUMO JIMLIEH3UOHHOE HPOrpaMMHOE
obecneuenue: OC Windows 10 Pro, Microsoft Office ctanmaptasiii 2010, 6pay3ep nocnenHei
BEPCHH.

15. Undopmauus o paspadorunkax

Ilerenun Anexcannap EBrenbeBud, noneHt kadeapsl MHpopmannoHHOTO obecnedeHus
MHHOBAIIMOHHON AesTenbHocTH DaKkyapTeTa MHHOBALMOHHBIX TEXHOJIOTMH, KaHAUAaT Qu3.-Mart.
HayK.
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