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1. lesab u n1aHUpyeMble Pe3yJbTAThl 0CBOCHHS IMCIHIJIHHBI

[{enpro OCBOEHUS TUCIUTLINHBI SBISETCS POPMUPOBAHUE CIEAYIOMUX KOMITETEHITHI:

OIIK-1 CnocobeHn HaxoauTh, (GOPMYIHpPOBATH W peIIaTh aKTyaJdbHbIC MPOOIEMBI
MPHUKIIATHOW MaTeMaTHKH, QyHIaMEHTATbHON HHOOPMATUKY U WH(OPMAITMOHHBIX TEXHOJIOTHIA.

OIIK-4 CnocobeH onTUMalbHBIM  00pa3oM KOMOWHHUpPOBATh  CYIIECTBYIOIIHE
WH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIC ~ TEXHOJOTMHM  JIJIsi  PEIIeHUs 3agad B 00JIaCTH
npoecCuOHANBHOM NeSTEIbHOCTH C yu4eTOM TpeOoBaHUI HHPOPMAIIMOHHOM 0€30IaCHOCTH.

Pesynbraramu OCBOEHUSI AUCIUIUIMHBI SBJISIOTCS CIACAYIOIINE WHIMKATOPBI JOCTHKEHUS
KOMIIETECHIINH:

NOIIK-1.1 Anamm3upyeT 1npoOieMbl B 00NacTd MPUKIAJHON  MaTeMaTHKH,
dbyH1aMeHTaNbHON HHPOPMATUKU U UH(POPMAIIMOHHBIX TEXHOJIOTUN

NOIIK-1.2 ®opmynupyeT 3a/1a4u UCCIICT0BAHUS

HNOIIK-1.3 Pemraer aKTyaJIbHbIE POOJIEMBI MPUKIATHON MAaTeMaTHKH,
byHIamMeHTanbHOM HHPOPMATUKU U HH(OPMAIIMOHHBIX TEXHOJIOTHMA

NOIIK-4.2 YauteiBaTh OCHOBHBIE TpeOOBaHMs HH()OPMALIMOHHOW O€30MacCHOCTH

2. 33}13‘11/1 OCBOCHHA THUCHHUIIIMHBI

— OCBOHTH MOHATUIHBIN arapat HHPOPMALUOHHON OE30MaCHOCTH.

— O3HaKOMUTHCS C METOIAMH M CPEJICTBAMU KPUITOTpapuIeCKON 3alIUThl HHPOPMALINH.

— Ilonyunte mpeACTaBICHUE O CTAaHAAPTaX M HOPMATUBHBIX JOKYMEHTaxX B OOJACTH
MH(POPMALIMOHHOHN 0€30MacHOCTH.

— [NonyuuTh npeacTaBICHUE O COCTABE M COACPIKAHUHM OPTaHU3ALUOHHBIX U TEXHHYECKUX

Mep 0 00ECTIeYeHNI0 OE30MTaCHOCTH MEPCOHATBHBIX JAHHBIX

— O3HaKOMHUTBCS. C OCHOBHBIMH MEXaHM3MaMH 3alllUThl OT HECAHKIMOHUPOBAHHOTO

A0CTyIa U 0a30BEIMH CpeaAcCTBaMH 3allIUTbl KOMIIBIOTCPHBIX CUCTCEM U ceTeit

3. MecTo TUCHUILINHBI B CTPYKTYpPe 00pa30BaTeILHOI MPOrpaMMbl

Hucuunnmna otHocuTed K @JIT. dakynbTaTUBHBIE JUCUUILIMHBI.

4. Cemectp(bl) ocBoeHHs M opMa(bl) IPOMEKYTOUHONH aTTECTAMM 1O JIMCIUIINHE

[TepBoIii cemecTp, 3a4€T C OLIEHKOU

5. Bxoanble TpeOoBaHMS 1JIs1 OCBOEHUS M CUHMIIMHBI

Jljis ycTIenHoro OCBOCHUS JUCHUILIMHBI TPEOYIOTCSl KOMIIETEHIIMH, c(hOpMUpOBaHHBIE B
XO0JIe OCBOEHHsI 00pa30BaTeIbHBIX IPOrpaMM IPEAIECTBYIOLIETO YPOBHS 00pa30oBaHusl.

JUis  yCHemHOro OCBOEHHUS JAMCHUIUIMHBI TpeOYIOTCS pe3ynbTaTbl OO0y4YeHHs IO
CJIEAYIOUIMM JUCLHUIUIMHAM: HH(OpMaTHKa, TUCKPETHAas MaTeMaTHKa, KOMIIBIOTEPHBIE CETH

6. SI3bIK peaau3anun

Pycckuit

7. O0beM TNCUMILIUHBI

OO61mas TpyA0eMKOCTh TUCHUIUTHHBI COCTaBsieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-nexuuu: 16 4.
-nmabopatopHsle: 16 4.

O0BeM caMOCTOSTCILHOM pa60TBI CTyACHTA OIIPCACIICH y‘-IC6HBIM IIJIAaHOM.

8. Conep:xkaHue IMCHUILIMHBI, CTPYKTYPUPOBAHHOE M0 TeMaM

Tema 1. OOmue nousaTHS MHGOPMAITMOHHON 6€30acHOCTH



OcHoBHbIE TTOHATHS WH(POPMAIMOHHON Oe3omacHocTu. Kimaccudukamnus ys3BUMOCTEH U
yrpo3. MexayHapoaHble 0a3bl JaHHBIX M PEECTphl YsA3BHUMOCTEeH. bBaHK JaHHBIX yrpo3
o6e3onacHoct uHpopmaruu OCTOK Poccuu. ATakn Ha KOMIBIOTEPHBIE CHCTEMBI U CETH.
MepbI IPOTUBOACHCTBUS YIpo3aM 0€30MacHOCTH.

Tema 2. Kpunrorpadudyeckre MeToIbl 3aIUThl HHPOPMAITUH.

OcHoBHbIe 3a1aun kpuntorpaduu. Kpunrorpapuueckue cucremsl. Kpunrorpaduueckue
npotokoubl. Kpunrorpadpuieckue QyHKIUN XSIIUPOBaHUA. DJIEKTPOHHAS IU(PPOBAs MOIIMHUCH.
Kpunrrorpadudeckne crangapTsl.

Tema 3. OcHOBHBIE MEXaHU3MBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kontpons uenocrtHoctu. MUaentuduxarms. [IpoTtokonupoBanue W ayaurt. YIpaBJICHUE
JOCTYIIOM. 3allluTa OT BPEJOHOCHBIX MPOrpaMM. 3aluTa MEKCETEBOr0 B3aUMOJCHCTBHUSL.
3amuTa nHGOpPMAIUH MPH Tepeaade o KaHamy cBs3u. [IpegorBpaiienue yreuek nHhopMaIiu.

Tema 4. CpencrBa obecrniedeHus HHGOPMAIMOHHON O€30MMaCHOCTH.

MesxceTeBbie SKpaHbl. BupTyanbHbie yacTHble ceTH. CHCTEMbl aHAIN3a 3alIHICHHOCTH.
Cucrembl oOHapyxeHusi arak. llltatHeie cpeacTBa 3amMThl MHPOPMAIUU ONEPAIIHOHHBIX
cucteM. AyauT HHPOPMAITMOHHOM O€30MaCHOCTH. 3alllUTa BHIYUCIUTEIBHOMN Cpellbl KOMIIAHHH.

Tema 5. CTannapTsl 1 HOpMaTUBHbBIE JOKYMEHTHI HH(OPMAIIMOHHON 0€30MacHOCTH

Crannmaptel B o0nactu uHGOPMAIIMOHHONW Oe3onmacHOCTH. HopMaTuBHBIE JTOKYMEHTHI B
obnactu uH(popManuoHHOW Oe3omacHocTH. CocTaB W COJepKaHUE OPraHU3alUOHHBIX U
TEXHUYECKUX MEp MO 00ECreYeHUI0 OE30IaCHOCTH MEPCOHANIBHBIX JAaHHBIX MpU UX 00pabOTKE B
WH(OPMAILIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaHHBIX

9. Tekyuiuii KOHTPOJIb MO AUCUHUIIUHE

Texymuii KOHTpOJIb IO JWUCUUIUIMHE IPOBOAUTCA IIyTEM KOHTPOJS MOCEAEMOCTH,
orpoca 1o JEKIMOHHOMY MaTepHally, IpOBEpKH J1a00paTOpHBIX padoT, U puKcupyercs B popme
KOHTPOJIBHOM TOUKHM HE MEHEE OJIHOTO pas3a B ceMecTp. [IpakTnyeckas MOArOTOBKA OLIEHUBAETCS
10 pe3yJIbTaTaM BBINOJIHEHHBIX J1a00paTOpHBIX paldoT.

OneHouHble MaTepuanbl TEKYLIETO KOHTPOJIA pa3MelleHsl Ha caiite TI'Y B pasnmene
«Mudopmarust 06 oOpazoBaTensHOM porpammey - https://www.tsu.ru/sveden/education/eduop/.

10. INops10k NpoBeeHUsI U KPUTEPUH OLleHUBAHUS NMPOMEKYTOYHOMH aTTecTAlUH

3a4eT C OILIGHKOM B TEPBOM CEMECTpE IIPOCTABISIETCS Ha OCHOBE BBITOJHEHUS
CTy/IEHTaMH J1abOpaTOPHBIX pabOT W/WiKM TO pe3ysbTaTaM COOeCeOBaHMs C HCIOIb30BaHUEM
MepevHsl KOHTPOJBHBIX BOMPOCOB MO Kypcy. CxemMa KOHTPOJBHBIX BOIPOCOB COOTBETCTBYET
KOMIIETEHTHOCTHOW CTPYKType MOUCHUIUIMHBL. [Ipu OlleHMBaHMM CTYAEHTY HEOOXOAMMO
MIPOJIEMOHCTPUPOBATH IOCTHKEHUE BCEX 3aIIAHUPOBAHHBIX MHANKATOPOB.

Kputepuu onieHuBaHMs MPOMEKYTOYHOHN aTTECTAIUH.

3adeT C OLIEHKOM “OTIMYHO” MO JUCHUIUIMHE MPOCTABIAETCS, KOTJAa CTYJICHT B
COBEPILIEHCTBE OBJIAJIE] MaTepuajoM IO BCEM paszeliaM JIEKIIMOHHOTO Kypca, a TaKXe MoKa3al
TpeOyeMble YMEHUS U HaBBIKH TIPH BBIIOJTHEHUH 8cex 1ab0paTopHBIX padoT.

3ayeT C OLIEHKOW “XOpolIo” Mo JUCHUIIIMHE MPOCTABISAETCA, KOIJA CTYACHT OBIAJIEN
00s13aTeIbHBIM MaTEPHAIIOM TI0 OOJBIIMHCTBY Pa3/eioB JIGKIIMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMHU HEAOCTaTKaMH, a TAKXKe MOoKa3al TpeOyemMble YMEHHUsS U HABBIKH MPHU BBITOIHEHUU
OonbuuHcmaea 1ad0paTOPHBIX PadoT.

3ayeT ¢ OLIEHKOW ‘‘y/IOBJIETBOPUTEIHHO MO JWUCLUUIUIMHE MPOCTABISAETCS, KOT/AA CTYIECHT
OBJIaJIeT 00s13aTEIbHBIM MaTEPHAIIOM IO HEKOTOPBIM pa3jiesiaM JEKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMHU HEAOCTaTKaMH, a TAKXKe MOoKa3al TpeOyemMble YMEHHUs U HABBIKH MPHU BBITOIHEHUU
yacmu 1a00paTOPHBIX PadoT.



3adyeT C OULEHKOW “HEyIOBJIETBOPUTEIBHO  TO JUCUUIUIMHE MPOCTABISAETCS, KOTraa
CTYHGHT NUMECT CyIJ_IeCTBCHHBIe HpO6CJII:I 110 TeOpeTI/I‘-IeCKI/IM pasnenaM JOUCHUIIJIMHBI W HE
MoKasaJl TpeOyeMbIe YMEHHUS U HaBBIKH MPU BBITTOJIHCHUH YacTH Ja0OpaTopHBIX padoT.

OHGHO‘IHBIG MaT€pHralibl 1JI IIPOBCACHUA HpOMe)I(YTO‘IHOfI arrécralun pasMEIICHbBI Ha
caiire TI'Y B pasmene «Wudopmaums o0  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHO-MeTOAMYECKOE 00ecIIeUeHHe

a) DJCKTPOHHBIM Y4YeOHBI Kypc 10 JAUCHHUILUIMHE B JJICEKTPOHHOM YHHUBEPCHUTETE
«Moodle»

0) OrleHOUHBIE MaTepHalbl TEKYIIETO KOHTPOJS W MPOMEKYTOYHOW aTTECTAI[H 10
JTUCLIATUIMHE.

B) CeMHHApCKUX / MPAKTHYECKUX 3aHSATHH MO JUCIUTUIMHE HET.

r) MeToaudeckue yKa3aHus 110 IPOBEIACHHIO JIA0OPATOPHBIX padoT.

B 3aganuu x nmaboparopHoil pabore GopMyITUpPYIOTCS LN J1abopaTOpHOM paboThI, a
TaKKe crnocoObl ux aocTikeHus. [Ipu moaroroBke k jabopaTopHOW paboTe CTyIEHT o0s3aH
CaMOCTOSITENIbHO HW3YyYUTh METOJUYECKHE PEKOMEHIAIMU TI0 TPOBEICHHUIO J1abopaTOpHOM
paboThl, a TakXe OTBETUTh HAa KOHTPOJIbHBIE BOIPOCHI MO JjabopaTtopHoil pabore. Ilepen
BBIIIOJIHEHUEM  J1a0OpaTOpHO  pabOoThl  MpErojaBaTelieM IMPOBOAMTCS HHCTPYKTAX 110
JTOCTHOKCHHIO LIeTIeH U pelIeHuo 3a1ad 1abopatopHoit paboTel. [1o BeImomHEeHKIO 1a00paTOPHOI
paboOThl CTYIEHT TOTOBHT OTYET, B KOTOPOM YKa3bIBAIOTCS PE3YJIbTAThl BBIMOJHEHHS
nabopaTopHOil paboThI U JenatoTcs BEIBOBL. 1o Teme mabopaTopHoil paboThl HOpMYyITUPYIOTCS
KOHTPOJIbHBIE BOIIPOCHI, IO3BOJISIONINE OIICHUTh YPOBEHb 3HAHUHN CTYICHTOB TI0 HEH.

1) Metoauyeckue yKkazaHus 0 OPraHu3aliKi CaMOCTOSATEILHON pabOThI CTY/ICHTOB.

CamocrosTenbHas paboTa opraHu3yercss B cieayrmux (opmax: pabora co claiinamu
JICKIMH; W3YYECHHE BOIMPOCOB, BBHIHOCHUMBIX 32 pPaMKH JICKIIMOHHBIX 3aHSATHH; BBITOJHEHHE
JIOMAIlIHUX 3a/laHull; TOATOTOBKAa K pyOeKHOMY KOHTpOJIO IO TeMme/paszneny. Pabory co
craiiiaMu (KOHCIIEKTOM) JICKIIMU I1eJIeCO00pa3HO TMPOBOJUTH HEMOCPEACTBEHHO TIOCie ee
npocinymBanus. HeoOXonumbIM  37eMEHTOM 0OyuyeHMsl sBIseTcs TIiyOOKoe OCBOEHHE
CONepKaHUsl JIEKIMM M CBOOOJHOE BJaJEHHE WM, B TOM YHCJIE HCIIOJIB30BAaHHOH B HEH
TEPMUHOJOTHU. M3ydeHue BONPOCOB, BBIHOCUMBIX 32 pPAMKH JIEKIIMOHHBIX 3aHATHH,
MPEIoIaraeT CaMOCTOSTENIbHOE U3yUEHHE CTYJACHTAaMH JIOTIOIHUTEIFHON JINTEPaTypPHI.

12. Ilepeuyens y4yeOHOIi TuTEpaTyphl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JUTEpaTypa:

— IHanerun B. @. UnpopmannonHas 06e30MacHOCTh KOMITBIOTEPHBIX CHUCTEM M ceTell /
B.®. lllanbrun. - Mocksa : ®opym, 2021. — 416 c.

— Xopes, I1. b. [IporpammHo-annaparHas 3amura uHGopmarmn: yuedHoe nocodue / I1.b.
Xopes. — 3-e u3., uctp. u gon. — Mocksa : UHOPA-M, 2021. — 327 c.

— IIpukaz ®CTOK Poccum ot 18.02.2013 N 21 (pen. ot 14.05.2020) "O6 yTBep)acHUH
CocraBa u coJiepkaHusl OPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 oOecrneueHnto 6€301acHOCTH
NEPCOHANBHBIX JaHHBIX NpU HMX 00paboTke B HMH(OPMAIIMOHHBIX CHUCTEMaxX MEePCOHAIBHBIX
JTAHHBIX"

— ba3oBas Mozenb yrpo3 0e30MacHOCTH MEPCOHANBHBIX JAAHHBIX MPU MX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX NMepcoHaIbHBIX JaHHbIX (Beinucka) (yrB. ®CTIK P® 15.02.2008)

0) ITOTOJTHUTEIbHAS JTUTEPATYpa:

— bapanoBa E.K., babam A.B. Uudopmarmonnas 0e30macHOCTs W 3amura HHGOpPMAIHK:
yuebnoe nocodue. — M.: PUOP, 2021.

—IIpockypun B. I'. 3ammra B omnepanuMoHHBIX cHUCTeMax: ydyeOHoe mocobue. — M.
I'opstuas muaus — Tenexom, 2016.



— Mamok A.A. 3amuTa nHbOpMaIi B ”HOOPMAITMOHHOM 00IIeCTBE. YUueOHOe ocooue
i By30B / A.A. Mamok. - Mocksa : I'opsiuast Jluaus—Tenexom, 2015. - 230 c.

—3aiiie A.Il., Memepsko P.B., IllenynanoB A.A.. 3amura wuHPOpManuu B
uHpOpPMaLMOHHOM ob11ecTBe: yueOHoe nmocodue. — M. : T'opsiuas Jlunus — Tenexom, 2015.

B) pecypcbl cetu HTEpHET:

— ®epnepanpHas ciyx0a MO TEXHHUYECKOMY U HKCIOPTHOMY KOHTpomo Poccuu -
https://fstec.ru/

— bank nannbeIx yrpo3 6e3omnacHoctu nHpopmanun @CTIK Poccuu- https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHoBbl MHGOPMAITMOHHON Oe30macHoCTH [DnekTpoHHbIH pecypc] // HammonanbHbII
Otkpeiteiii YauBepcuretr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTHBUpYCHas 3alIuTa KOMIIBIOTEPHBIX CHCTEM [DIJIeKTpOHHBIH pecypc]| //
HannonanbeHbI OTKpBITHII YHuBepcurer "MHTYUT". URL:
http://www.intuit.ru/studies/courses/2259/155/info

— besonmacrocte cereit  [DnexTpoHHbI pecypc] // HammonampHBIE  OTKPBITHINA
Yuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. llepeyens HHPOPMAIMOHHBIX TEXHOJIOTHIA

a) JIMLIEH3UOHHOE U CBOOOHO PaCIpOCTPAHIEMOE IPOTPaMMHOE 00eCTICUCHHE:

— CK3U GnuPG miis OC Windows - https://www.gpg4win.org/

— OC Windows 10

— myOnuYHO TocTynHbIe o0naunbie TexHonoruu (Google Docs, SIHaeKe AUCK | T.11.).

0) nH(MOPMAIIMOHHBIE CIIPABOYHBIC CHUCTEMBI:

— DnexTpoHHbIN Katanor Hayunoit 6ubnuorexku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DnexkTpoHHas oubnuoteka (penozuropuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — http://e.lanbook.com/

— OBC Koncynbsrant crynenra — http://www.studentlibrary.ru/
— O0pa3zoBatenbHast miardopma FOpaiit — https://urait.ru/

— 3BbC ZNANIUM.com — https://znanium.com/

— 3BC IPRbooks — http://www.iprbookshop.ru/

14. MaTtepuajibHO-TeXHUYECKOe o0ecrieyeHue

Aynuropun aJid NpOBEAEHUS 3aHATUH JIEKIIMOHHOTO TUIIA.

Aynuropun s MPOBEAEHUS J1aOOPATOPHBIX 3aHATHM, MHAWBUIYaAIbHBIX M T'PYMNIOBBIX
KOHCYJIbTAIMH, TEKYIEro KOHTPOJIS U MPOMEKYTOUHON aTTecTalui. AyJAUTOPUH JAOIKHBI OBITh
OCHAILIEHbl 000pYyJI0BaHUEM (IPOEKTOP, IKpaH, MOHUTOP, CUCTEMHBIH OJIOK) C JOCTYIOM B
WNurepHer.

[TomemieHust 1151 caMOCTOSITENbHON pabOThI, OCHAIIIEHHBIE KOMIIBIOTEPHOW TEXHUKON U
JOCTYTIOM K ceTd VHTepHeT, B 3JIEKTPOHHYI0 HH(OPMAIMOHHO-00pa30BaTEIbHYIO Cpeay U K
MH(OPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Uudopmanus o pa3padoTUHKax

TpenpkaeB Bagum HwukonmaeBuu, KaHI. TEXH. HayK, JOICHT, JOIEHT Kadeapsl
KoMIbloTepHO# OezomacHocty HU TT'Y.
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