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1. KOMHeTeHIII/II/I U HHAHAKATOPbLI HUX JOCTHXKCHHUSA, IPOBEpAEMbIC JTaHHBIMHA
OLCHOYHBIMH MaTepHaAIaMH

Lenbt0 OCBOCHHSI JUCIUIUIMHEI SBISIETCS (POPMHUPOBAHKE CIICAYIOMIMX KOMIECTSHIIUH:

OIIK-1 CnocobeH pemarb akTyaldbHbIE 3ama4dl (yHIAMEHTAIBHOW W TPHUKIATHOM
MaTE€MaTUKH.

OIIK-4 CriocobeH KOMOMHHUPOBATh M aJalTHPOBATh CYIIECTBYIOIIHE WH()OPMAIMOHHO-
KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU JUIsl pelIeHHus 3agad B oOyacTu  mpodecCHOHATbHON
JESTEIbHOCTH C y4eTOM TpeOoBaHUI HHPOPMAIIMOHHOM 0€3011aCHOCTH.

PesynpraramMu OCBOCHUSI AUCIHUILUIMHBI SBJSIOTCS CIACAYIOIINE WHIUKATOPBI JOCTHKEHUS
KOMIIETECHIINH:

NOIIK-1.1 Anamm3upyer mnpobiembl B oOiacTv (yHAAMEHTATbHOW W TPHUKIATHON
MaTeMaTHKH.

NOIIK-1.2 ®opmynupyeT 3a7auu UCCIEIOBAHMUS.

HOIIK-1.3 Pemaet aktyanbpHbIC 3a1aui (pyHIAMEHTAILHON M MPUKIIATHON MaTEMaTHKH.

NOIIK-4.2 YauteiBaeT OCHOBHBIE TPeOOBaHUS NH()OPMAIIMOHHOW OE30ITaCHOCTH.

2. OueHo4YHbIe MaTepPUAJIbI TEKYIIEr0 KOHTPOJISI M KPUTEPUH OlleHUBAHUSA

DJIEMEHTBI TCKYIIETO KOHTPOJIA:
- TCCTHI.

[Tpumep Tunosoro tecta (MOIIK-1.1.)

1. Cas3ana a1 uH(popMaIMOHHAs 6€30M1aCHOCTh C 3aLIUTON HH(OPMAIIMOHHBIX PECYPCOB OT
Pa3HOro poja yrpo3, ClioCOOHBIX HAaHECTH yIepO MHTEpecaM JINYHOCTU UM 001ecTBa’?
a) lla
b) Her

2. Cs3zaHa 11 nH(popMaloHHas 0€30MaCHOCTD C 3aIMTON HHPOPMAIMH OT HEKEIATEIbHOTO
pasriameHusl, UCKaXEHUs, yTpaThl MJIM CHUKEHUS CTENIEHH JTIOCTYITHOCTH MHpOpMaLuu?

a) Nla

06) Her

3. MO>XHO JI1 OTHECTH K MPeIMETHON 00J1acTH HHPOPMALIMOHHOIN 0€301MacHOCTH CIIeIyIoIIee:
a) Kiaccudukaius yrpo3 0e30macHocTy nHpopmauu
6) crocoObl, METO/IBI U CPE/ICTBA 3AILUTHI HHPOPMALIUU
B) TpeOOBaHMS K 3alUILEHHOCTH HH(OPMALIMOHHBIX CUCTEM
I') METOAOJIOTHS MPOEKTUPOBAHUS 0a3 JTaHHbBIX

4. Wupopmanus, SBIAIOMIAACS NPEAMETOM COOCTBEHHOCTH M TMOJJIekKamas 3alluTe B
COOTBETCTBUH C TPEOOBAHUSIMH MIPABOBBIX JIOKYMEHTOB WJIM TPEOOBAaHHSIMH, YCTaHABIHBAEMBIMH
COOCTBEHHUKOM MH(OpMAIINU HAa3bIBACTCS

a) MpaBoBOI MHOpMaIHeit

0) 3amuiaemoi HHGOpMaruen

Kiroun: 1 a), 2 a), 3 a) 0) B), 4 0).

KpI/ITepI/II/I OOCHMBAHUA: TCCT CUHTACTCA HpOﬁ,[[GHHLIM, CCJIn 06yanOH1Hﬁ OTBCTHII
IMPaBUJIbHO KaK MUHUMYM Ha IIOJIOBHUHY BOITPOCOB.



3. OneHo4YHbIe MAaTepHAJIbl HTOTOBOI0 KOHTPOJISA (MIPOMEKYTOYHOM aTTecTanuu) v
KPHUTEPHHU OLICHUBAHUS

[IpomexxyTouHast aTTecTalusi OCYILECTBIAECTCS HAa OCHOBE BBINOJHEHUS CTYJIEHTOM
7a00paTOPHBIX pabOT W/WIM MO pe3ylbTaTaM CcoOOeCeOBaHUS C HCIIOJIb30BAHHEM IEPEUHS
KOHTPOJIBHBIX BOIIPOCOB 0 Kypcy. BOIMpocCh! BBISIBISIOT CIEAYIONINE HHANKATOPHI TOCTHUKEHUS
komnerennuii: MOIIK-1.2, MOIIK-1.3.

[IpumepHBIii TepeueHb KOHTPOJIBHBIX BOIIPOCOB 10O KYpCY:

TepMHUHBI, OTHOCSIIUECS K BHJIAM 3aIIUTHl HH(POPMAIIH.
TepMuHbI, OTHOCSIIMECS K CITOcOOaM 3aIUThl HHPOPMALIUH.
TepMUHBI, OTHOCSILUECS K 3aMbICITy 3aLUThI HH()OPMALIHH.
TepMmuHbI, OTHOCSIKECS K 00BEKTY 3alUThl HH(OPMALIHH.
TepMuHBI, OTHOCSIUECS K YyTpO3aM 0€301aCHOCTH UH(POPMALIUU.
TepMHUHBI, OTHOCSIIUECS K TEXHUKE 3alIUTHI HH(POPMALIUH.
HecanknmoHnpoBaHHbIE onepanuy ¢ HHPOpMaLuei.
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WcTouHrKH U KITacCU(pHUKAIHS yrpo3 0€30MacCHOCTH WH(POPMAIIHH.
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IlepedyeHb TUIIOBBIX HENPEIHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.
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. HepequL THUIIOBBIX MMPEAHAMCPCHHBIX UCKYCCTBCHHBIX YI'PO3.
. KJ'IaCCI/I(bI/IKaI_[I/IH c1oco0oB HCECAHKIIMOHUPOBAHHOI'O JOCTYIIA.
. TumnoBble aTaku HA KOMMYHUKAIIMOHHBIC ITIPOTOKOJIBI.
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. 33.KOHOI[8.T€J'IBHBIC MCPBI HpOTHBOHeﬁCTBHH yrpo3am 0€30IaCHOCTH.
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. Opranu3anoHHbIE MEPHI TPOTUBOICUCTBHS yrpo3aM 0€30MacHOCTH.
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. du3nyecKue U TEXHUUECKUE MEPbI IIPOTUBOIEHCTBUS yrpo3aM O€30MacHOCTH.
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. Ayrerrudukanus. Imuro3ammura. [{udpoBas moamuce.
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. CummetrpuuHble UGpbl. ACUMMETPUYHbIE MIUDPHI.
. Kpunrorpaduueckre npoToKoJbl.
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. Kpunrorpaduueckue xem-gpyHkuuu.

. Knaccugukarus kpunTonpoToKoios.

. CoiicTBa i poBoi MOANHUCH.

. Kpunrorpaduueckue npoTokos! ayTeHTU(DUKALIMH COOOLICHUH.
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. Kpunrorpaduueckue npoTokosbl HASHTUPUKALIH.
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. O0BeKT, cyOBeKT, AOCTYM K MH(OpMaLMK, TpaBUIa pa3rpaHUYEHUs JOCTYIIA.
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. Unentudukanus, ayreHTUQHUKALUS, aBTOPU3ALUS.
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. [IporokonupoBanue u ayauT (aKTUBHBIN ayIuT).
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. CraTuctuyeckuil MeTo1 0OHapyKEHUS aTak.
. CurHarypHslit MeTOJl OOHApY>KEHHS aTaK.

. JJMCKpELIMOHHOE YIIPaBIEHHUE TOCTYIIOM.

. MaHnnaTHOe yrnpaBiieHue T0CTYIOM.
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. PoneBoe ympaBieHue 10CTyOM.
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. 3amuTa HHGOpMAIMK NPU XPaAaHEHUHU U Tepeaye.
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. 3ammTa OT BPEAOHOCHBIX MMPOTPaAMM.
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. Buasl KOMIIBIOTEPHBIX BUPYCOB U BPETOHOCHBIX IIPOTPAMM.
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. 3al1MTa MEKCETEBOr0 B3aUMOICHCTBUS.
. I[IpenoTBpaiienne yreuek nH(HOpMAIHH.
. Ayt 6e30MacHOCTH.
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38. Yrpo3bl KOPIOPaTUBHOM CETH. 3aIIUTa IEPUMETPA CETH.

39. OcHOBHBIE MEXaHU3MBI 3aLUTHl KOPIIOPATUBHOMN CETH.

40. CpencrBa 3amuThl MHOOPMAIIUN: MEKCETEBBIE SKPAHEI.

41. Cpencrta 3amMThl HH(GOPMAIMU: BUPTYyaJIbHbIC YACTHBIC CETH.

42. Cpencrta 3amuThl MHOOPMAIIUN: CUCTEMbBI aHAIIM3a 3AIIUIIICHHOCTH.
43. Cpenctia 3a1uThl UHOOPMALIUU: CUCTEMbI OOHAPYKEHHUS aTakK.

44. CucTteMbl IPEIOTBPAIICHUS YTEYKH KOHPUICHIMAIBHOW HH(DOpMAIUH.
45. IMonuTrka nHGOPMAMOHHOM 0€30MaCHOCTH OpraHu3aI|H.

[Tpumepsl 1abopaTopHBIX paboT MO Kypcey:

1. Jlaboparopnas padota "OpenPGP / CK3U GnuPG". Llens: mo3nakomuthest co IETF-
crangaproM OpenPGP (moxyment RFC4880) u monayyuTh HaBBIKM pabOTBl CO CPEICTBOM
kpunrorpaduaeckoit 3ammtel uHGopMmaruu (CK3UM) GnuPG (cBoOOmHBINT HEKOMMEpPYECKUI
BapuaHT peanusanuu crangapra OpenPGP). 3aganue 1 «Crangapt OpenPGP»: noznakoMuThes
co cragmaprom OpenPGP. MHcrounwku wuHpOpManuu: Claiasl JIGKIUH, a Takke
https://www.openpgp.org/about/standard. 3amanue 2 «CK3U GnuPG»: ycranoButs Gpgdwin
(www.gpgdwin.org) — naker GnuPG c¢ nabopom ytuiut u pacmupenuid ans pabotst B OC
Windows, manee co3gath W NepenaTh CBOM OTKPBITHIA KIIIOY KOPPECIOHIEHTY (aOOHEHTY) B
oOMEH Ha ero OTKPBITHIA KoY (A7 oOMEeHa KIIoYaMHU HCIOJIb30BaTh COLMAIBHYIO CETh,
00JTayHBIi CepBHC M T.II.), MOCIE YEero MPOBEPHUTH OTKPBITHIA KIIIOY KOPPECIIOH/ICHTa Yepe3
«OTHEYaTOK TMaibllay, Jajiee MOANUCaTh (YCTAHOBUTH YPOBEHb IOBEpHsS) OTKPBITHIA KIIOY
KOPPECIIOH/ICHTa, TIOCJIE 4Yero MOAmHucaTh H 3ammdpoBaTth COOOMIEHWE H MOCTATh €ro
KOPPECHOHJIEHTY, a Tak)Ke pacindpoBaTh U MPOBEPUTH MOJIUCH COOOIIEHUS, KOTOPOE TpUcial
KOPPECIIOHJICHT, J1aiee c(hopMUpOBaTh U MPOBEPUTH KOHTPOJIBHYIO CYMMY JUISI IIPOU3BOJIBHOTO
daitna, uzmenute ¢aitn u yoéeaurech, uro CK3U GnuPG oOnapyxuBaeT (QaxT H3MEHEHUS.
[Tocne BeIMoNHEHUs J1a0OPAaTOPHON pPabOTHI COCTABUTH B BBUIOKHUTH B CPEAY 3JIEKTPOHHOIO
oOyuenus Myan TI'Y order o mponenaHHod paboTe, KOTOPHIA BKIIOYAET B ceOsi: Ha3BaHUE
pa6otel, @O u HOMEp rpynmbl UCHOIHUTENS padoThl, KpaTKuih 00630p crannapra OpenPGP,
CKPUHIIOTHl BBIMOJIHEHHBIX JEHCTBUH C KOMMEHTapHsMH, B TOM YHCIE COOOIIEHHS OT
KOPPECIOH/IEHTOB B 3allIM(pOBAaHHOM U paclIM(ppOBaHHOM BH/IE.

2. JlaGoparopnas padorta "Bcrpoennsie C3M1 OC Windows". Llenb: 1mM03HaKOMHUTBCS C
BO3MOXKHOCTSIMHM M IPHOOPECTH HABBIKM HACTPOIKU BCTPOCHHBIX CPEACTB 3allUThl HHPOpMALUU
OC Windows. 3aganue 1 «O630p C311 OC Windowsy». HanucaTths kpaTkuii 0030p MEXaHU3MOB U
cpeacTB obecnieueHust nHGpopmarmonHoi 6ezonacHoctn OC Windows: ynpasieHHe JOCTYIIOM K
pecypcam OC, ayreHTHUUKALUs, ayauT, MHU(PpPOBaHHE AAHHBIX, CEPTHUPHUKATBHI, MEKCETEBOE
sKpaHupoBanue u Ap. 3aganue 2 «Hactpoiika C311 OC Windowsy. Ilpu BeImoIHEHUYU 3a1aHUN
PEKOMEHAYETCsl UCIOJIB30BaTh KOHCONb ynpasieHus mmc (Microsoft Management Console) ¢
pa3IMYHBIMM OCHAcCTKaMu (TpyIIoBas MOJUTHKA, I1a0JIOHBI O€30MacHOCTH M 1p.). 3ajgaya I.
VYmopasnenne pocrynoMm (ocHacTka JlokanbHblE [ONB30BATE€NM W TPYIIBI):  CO3/aTh
nosab3oBarenei UserA u UserB, coznats rpynmy Students 1 HaCTpOUTh MOIUTUKY 0€3011aCHOCTH
rpynnsl Students, mpunucate nosb3oBareneit UserA u UserB k rpynme Students, HacTpouTh
npasa gocTtyna (yacTuyHblil goctym) UserA K 3ajaHHOMY KaTajory (Iarnke), HaCTPOUThH IpaBa
noctyna (nmonHelii goctyn) UserB k 3amaHHOMy Katanory (mamke), MPOBEPUTH BBINOJIHEHHE
orpannueHuit nmpas aoctyna UserA u UserB. 3agaua 2. Aynut (mpoTokonupoBaHue) (OCHACTKa
PenakTop 00bekTOB IpynmnoBoil monutuku - [lonmutuka "JlokanbHblil KoMObIOTEp"): YCTAHOBUTH
ayJIuT COOBITHI BXOAa B cUCTeMy (YCHeX, 0TKa3), OTKpbITh JKypHan perucrpauuu coObITUN U
OTIpEeAENUTh MOCIEIHUIN BXO/] B CUCTEMY, YCTAHOBUTDH ayAUT BHIOPAHHOTO Kartajiora (Tanku) A
nonb3oBarenst UserA, HacTpOUTh MapaMeTphl ayAuTa, OTKphITh JKypHan Oe30macHOCTH U
OTIPENIETTUTH TTOCIIeTHIE N3MEHEHHS OTCIIeKMBAEMOro KaTtajora (manku). 3agada 3. MexcereBoi


https://www.openpgp.org/about/standard

sKkpaH (Opanamaysp) (ocHacTka MoHHTOp OpaHIMayspa): CO3/aTh MPaBHIO OpaHIMayspa st
BXOJIALIET0/UCXOASIIEr0 MOAKIIOUEHUS, MPOBEPUTh HA MPAKTHKE BBINOJHEHUS OTpaHUYEHUN
co3maHHbIX mpaBwi. 3amada 4. Jucmeruep ceptudukaroB OC Windows (ocHacTka
Ceprudukarsl): mpocMOTpeTh cepTrdUKaThl, ycTaHoBIeHHbIE B OC Windows, 3KcnopTUpOBaTh
MIPOU3BOJIBHBINA CepTU(UKAT, UMIOPTHPOBATH MMPOU3BOJIBHBIN cepTHUKAT B mManky JIndHble.
3amaua 5. Illabmon Oe3omacHocTu (ocHacTka IIlaGmoHBI Oe30MacHOCTH): cO31aTh I1a0JIOH
Oe3omacHOCTH “YueOHbI™ M peaan3oBaTh PEKOMEHIyeMyl0 HacTpoiky llomuTuku maporeit,
[Tonmutuku OJIOKUPOBKU ydeTHOHM 3amucu, [lomutuku aynura, IlapameTpbl HazHaueHHs MpaB
nojab3oBarens. llocne BbIMOMHEHHUS J1a0OpaTOpHOW PabOTHI COCTABUTH B BBUIOKUTH B CPEIy
anexTpoHHoro odoyderuss Mymt TT'Y otder o mponenanHo# paboTe, KOTOPBIH BKIIIOYAET B CEOs:
Ha3BaHue pabotsl, DO u HOMEp IpyNIbl UCIIOJHUTENS PAOOTHI, KPaTKUii 0030p MEXaHU3MOB
obecnieuenus nHpopmarmornHon 6e3omacHoctn OC Windows, CKpUHIIIOTH (CHUMKH dKpaHa) C
peaTr30BaHHBIMU HACTPOHKAMH CPEJICTB 3aIUTHl HHPOPMAITUH.

3. JlaboparopHasi pabora "bank maHHBIX yrpo3 Oe3zomacHoctu uHpopmarmun DPCTOK
Poccun"(www.bdu.fstec.ru). Ilenb: oBnamerp 0a30BBIMH TOHATHAMH HHGOPMAIIMOHHON
0C30MacHOCTH W M3YYUTh CYIIECTBYIONIUE YIpo3bl Oe3omacHOCTH wuH(popMmanuu. 3aaaHue:
ucnonb3ys bank manHbix yrpo3 Oe3omacHoctd uHpopmanmmu DPCTIK Poccum, neranbHo
U3Y4UTh TPHU Yrpo3bl OezomacHOcTH HH(OpMaruu (ONMUCaHWE YTPO3bI, MCTOYHHKH YTPO3BI,
O00BEKT BO3JIEHCTBUS, MOCIEICTBUS pEAM3allud YIrpo3bl), MPUCYIIUX HEKOTOPOMY OJHOMY
BeIOpanHOMy WT-o0bekry (oOnauHast cucTema, TPHA-CHCTEMa, BHPTyalbHas MalllHAa,
OecrpoBoJiHAsI CETh, Web-IPUIOKEHUE, XPAHUIIHILE OOJBIIMX JAAHHBIX U T.I.), @ TaKXKe TPH
yCTpaHEHHBIE YSI3BUMOCTH [UIS HEKOTOporo oxHoro BeiOpanHoro Bamu I10 (CYBJ
MySQL, 6pay3ep Google Chrome u T.m.). Takxke H3y4uTh TEPMUHBI MO HHGOPMALMOHHON
0€30IaCHOCTH: yrpo3a, YS3BHMOCTb, KOH(HICHIHUATBHOCTD, IEIOCTHOCTh, NOCTYITHOCTH (CM.
https://bdu.fstec.ru/terms). [Tocie BemosHEHHS 1a00paTOPHOIT PAOOTHI COCTABUTH B BBUIOKUTH B
cpeny anexkTponHoro ooyuenuss Myt TI'Y otder o mpojenanHoi paboTe, KOTOPBIH BKIIIOYAET B
cebst: HazBanue padoTsl, DO 1 HOMEp TPYIIBI UCIOTHUTENA PAOOTHI, Pe3yabTaT BBHIIIOJTHEHUS
paboThI, T.e. CHHCOK ONpEACNCHHHA CJIEeIyIOIUX TEPMHHOB: yrpo3a, ySI3BUMOCTD,
KOH(UICHIIMATBHOCTD, IIEOCTHOCTh, JOCTYMHOCTb, a TaKXe CIUCOK H3YYEHHBIX Yyrpo3 |
YSI3BUMOCTEH C X HOMEpaMH (KOJaMH).

Kpurepun onieHMBaHus MPOMEKYTOUHON aTTECTALIUN:

3ayeT C OLEHKOM “OTIIMYHO” MO [AUCHUMIUIMHE MPOCTABISIETCS, KOrJa CTYAEHT B
COBEPILICHCTBE OBJIAJIENT MaTepUajoOM IO BCEM paszesiaM JIEKIIMOHHOTO Kypca, a TakXe TMoKa3al
TpeOyeMble YMEHUS ¥ HaBBIKU MIPH BBITIOTHEHUH 8cex TaOOPaTOpHBIX padoT.

3aueT ¢ OIEHKOM “XOpOoIIo” MO JUCHUIIIMHE MPOCTABISETCSA, KOTJla CTYIEHT OBIIAJEI
00s13aTeNbHBIM MaTepHalioM MO OOJBIIMHCTBY pPAa3/leioB JEKIIMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMH HEJOCTaTKaMH, a TAKXKe IMOKa3all TpeOyeMble YMEHHUS U HABBIKH MPHU BBITOJIHESHUU
bonvuuHcmea 1a00paTOPHBIX PadoT.

3a4er ¢ OLEHKOHN “yIOBIETBOPUTEILHO” IO JAUCUUIUIMHE MPOCTABISAETCS, KOTAa CTYACHT
OBIIaJIeNl 00s13aTeIbHBIM MaTepPUATIOM IO HEKOTOPBIM pa3jieniaM JICKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMH HEJOCTaTKaMH, a TakKe IMOoKa3all TpeOyeMble YMEHUS U HABBIKH MPHU BBITOJHESHUU
yacmu 1a00PaTOPHBIX PaboT.

3adyeT C OUEHKOW “HEYyIOBJIETBOPUTEIBHO TO JUCHUIUIMHE MPOCTABISAETCS, KOTrAa
CTYIEHT HMMEET CYIIECTBEHHBbIE MPOOENbl MO TEOPETHYECKUM pasfeliaM AUCHUIIIMHBI U He
MoKasaJl TpeOyeMble YMEHHUS U HaBBIKH MPHU BBHITIOJIHEHUH YaCTH Ja0OPaTOPHBIX PaboT.

4. OueHo4yHbIe MaTepHaJIbI I NMPOBEPKH 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIIHIA)


https://bdu.fstec.ru/terms

IIpumepHBIil nepedeHb KOHTPOJIBHBIX BOIIPOCOB /1JIs IPOBEPKH OCTATOUYHBIX 3HAHUU (IIpH
OLICHUBAaHUH HEOO0XOAUMO MPOAEMOHCTPUPOBATh JIOCTUKEHHE BCeX 3allNIaHUPOBAHHBIX
MHAUKATOPOB TIOCTUKEHUSI KOMIIETEHLIUN):

N3710XUTh OCHOBHBIE MOHATHS HHPOpMaLmoHHoi 6e3omacHocTu (UB).
Ormucarh 3aK0HOAATeNIbHBIE MeTOAEI 0Oecieuenus Ub.
OnucaTh aIMUHUCTPAaTUBHO-OpPraHU3alnOHHbIE MeTObI 00ecnieueHus Ub.
CpaBHUTH CUMMETPUYHBIEC U ACUMMETPUYHBIE ITH(PHI.
[TpenocraBuTh cxemy THOPUIHON (KOMOMHUPOBAHHOW ) KPUITOCHCTEMBI.
[IpenocTaBuTh CXeMy JIEKTPOHHOMN ITU(POBOI MOHUCH.
N310KHUTh METOA 00eCTIeYeHHS LIEIIOCTHOCTH COOOIICHHSI.
N3510KUTh OCHOBHBIEC CBOMCTBA 3JICKTPOHHON TU(DPOBOI TOAMUCH.
OxapakTepr30BaTh NapOIbHBIA METOJ AyTeHTU(HUKAITUH.
. Oxapaktepu3oBaTh ayTeHTHU(HUKALUIO HA 0a3e MPOTOKOJIA «3apOC-OTBETY.
. Ilepeuncnuth Leau U 3a1a4y MIPOTOKOJIMPOBAHMS U ayIUTA.
. OxapakTepu30oBaTh CTATUCTUYECKUI METO OOHAPYKEHUS KOMIIBIOTEPHBIX aTak.
. OxapakTepu30oBaTh CUTHATYpPHBI METOJ] OOHAPYKEHUSI KOMITBIOTEPHBIX aTak.
. OxapakTepu30oBaTh AUCKPEIIMOHHOE YIIPABICHUE JOCTYIIOM.
. OxapakTepu30BaTh MaH/IaTHOE YIPABICHUS TOCTYIIOM.
. OxapakTepu30oBaTh POJIEBOE YIIPABICHUE JOCTYIIOM.
. [lepeuncnuth GyHKINU, KOTOPBIE MOXKET BBIMOJIHATH MEKCETEBOU IKPAH.
. KnnaccudunupoBars KOMIbIOTEPHBIE BUPYCHI M BPETOHOCHBIE TPOTPAMMBI.
. I3710HTh cCIOCOOBI paclipoCTpaHEeHUsI M OOHAPYKEHUST BPEJOHOCHBIX IPOTPaMM.
. I310uTh TUMIOBOE COJEPKAHUE MOTUTUKH 0€30MaCHOCTH MPEIPHUITHSL.
. OxapakTepu30BaTh TEXHOJOTHUIO TOCTPOCHUS BUPTYaIbHBIX YACTHBIX CETEH.
. OxapakTepu30BaTh TEXHOJOTUIO aHAIN3A 3AIIUIICHHOCTH CETH.
. KnmaccugumupoBars cucreMsr 0OHapyKEHUS aTak.
. I3m0uUTh HECAaHKIIMOHUPOBAHHBIE ONIEPALIMU C HHPOPMAIIHEH.
. KimaccudunupoBats yrpo3sl 0€301macHOCTH HH(OpPMAITUH.
. [lepeuncnuth TUIIOBBIE HEMTPEAHAMEPEHHBIE NCKYCCTBEHHBIE YTPO3HbI.
. [lepeuncnuth TUNIOBBIE IPETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3bI.
. Knmaccudunuposats criocoObl HECAaHKITMOHUPOBAHHOTO JIOCTYTIA.
. [lepeuncnuth TUNIOBBIE aTaKU HA KOMMYHHUKAIIMOHHBIE IPOTOKOJIBI.
. OxapakTepu30BaTh JUCKPELMOHHOE YIIPABIEHUE JOCTYIIOM.
. OxapakTepu30oBaTh MaH/aTHOE YIPABIECHUE IOCTYIIOM.
. OxapakTepu30BaTh pOJIEBOE YIIPaBIECHHUE JOCTYIIOM.
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HNudopmanus o paspadoTunkax

TpenbkaeB Banum HukomaeBuu, kaHA. TEXH. HayK, JAOLEHT, JOLEHT Kadeapbl
KoMmbroTepHON O6e3omacHoct HU TT'Y.



