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1. KOMHeTeHHHI/I U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IIPOBEPAECMbIC JTAaHHBIMH
OIICHOYHBIMM MaTepHaJIaMH

[enbro 0OCBOEHUS AUCUUILINHBI SBJIsETCS (POPMUPOBAHUE CIEAYIOIUX KOMIETEHITHI:

OIIK-2 Cnoco0GeH MOHMMAaTh HPHUHIUIBI PabOTHl COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJOTHMIl M NPOrpaMMHBIX CpPEICTB, B TOM YHCJIE OTEYECTBEHHOIO IPOU3BOJACTBA, U
UCTIOJIb30BATh MX MPH PEIICHUH 3324 IPOPeCcCHOHATBHOMN e TETbHOCTH.

OIIK-3 CnocobeH pemaTh CTaHAAPTHBIE 3aa4d NMPOGECCHOHATBHOM JEATeTLHOCTH Ha
OCHOBe MH(DOPMAITMOHHON U OMOIHOrpaduecKoi KyJIbTypbl C IPUMEHEHUEM HH()OPMAITMOHHO-
KOMMYHHMKAIIUOHHBIX TEXHOJOTMM M C YYEeTOM OCHOBHBIX TpeOoBaHUN WH(MOPMALMOHHON
0€30MacHOCTH.

PesynbpTaTramu 0CBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINEe WHAUKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

POOIIK-2.1 3Haer npuHOUIBl pabOTHl COBPEMEHHBIX WH()OPMAITMOHHBIX TEXHOJIOTHH U
IPOTPAMMHBIX CPEACTB (B TOM YHCIE OTEUECTBEHHOTO IMPOM3BOJACTBA) IMPH PEIICHUM 33]ad
poecCHOHANBEHOM NesTeNIbHOCTH

POOIIK-2.2 VYmeer ocCywecTBIATh BbIOOP HH(POPMALMOHHBIX TEXHOJOTUH H
MPOrPaMMHBIX CPEJICTB B 3aBUCHMOCTH OT MOCTABICHHOM 3a/1a4u

POOIIK-3.1 3HaeT npuHLMIIBIL, METOABl U CPEACTBA PELICHMs] CTAHIAPTHBIX 3ajay
po)eCCHOHAIBHON  JISATEILHOCTH Ha OCHOBE HWH(MOpPMAIMOHHOW © Oubamorpaduueckon
KYJIBTYphl C NPHUMEHEHHEM HH()OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTMH U C Y4E€TOM
TpeboBaHui HHGOPMAITMOHHON O€30ITaCHOCTH

POOIIK-3.2 YmMeer pemars CTaHAAPTHBIE 3a/1a4d TPOPECCHOHATBHON NEITEILHOCTH Ha
OCHOBE MH(OpPMAIMOHHON 1 OUOIHOrpadUIecKoi KyIbTyphl C TPUMEHEHHEM HH(OPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHH W C YYEeTOM OCHOBHBIX TpeOOBaHWH HH(OPMAIOHHON
0e30MacHOCTH

2. OneHo4Hble MaTepHuaJIbl TEKYIIEI0 KOHTPOJISA U KPUTCPUHA OLNCHUBaAHUA

DNEMEHTHI TEKYILETO KOHTPOJIS:

— TECTHI;

— OTYETHI M0 IPAKTUYECKUM 3a1aHUSAM;
— KOHTPOJIbHBIE PaOOTHI.

IIpumep Tecta

Tect Nel

Bompoc 1. AkycTudeckuil MpUEMHHK, Pa3MEIAEMBbIN 3JI0YMBIIIJIEHHUKOM B IIOMEIIEHUN
¢ KOH(QUICHIMATIBbHON MHpOpMAIUel, 1 paguo3IeKTPOHHBIA PETPAHCIISITOP, 00eCeUnBAIOIINN
JIOCTAaTOYHYI0 JalbHOCTh Ui CbeMa MH(OpMAIUK 3JI0YMBIIUIEHHUKOM 32 IpejaeiaaMu
KOHTPOJIUPYEMOM 30HBI OTHOCSITCS K:

1. AxycTopaanosneKTpOHHOMY KaHally yTeUKd HH(pOpMaIuu

2. AKyCTOONTHYECKOMY KaHaIly YTeUKH HH(DOpMAIIH

3. AKYCTOBEIIECTBEHHOMY KaHAIIy YTeUKd HHPOpPMALUU

4. DeKTpOHHOMY KaHaly yTeuku HHpOopMaluu

Bompoc 2. Crathsi «co3zmanue mporpamm st DOBM wim BHeceHHE W3MEHEHUH B
CYILLIECTBYIOIINE MPOTPaMMBl, 3aBE€JOMO IPUBOAAIINX K HECAHKIIUOHUPOBAHHOMY YHUUTOKEHHUIO,
0JI0KMpOBaHUIO, MOIU(UKaIMH, TUO0 KOMMPOBAaHUIO MH(OPMallUU, HapyLIeHUI0 paboTsl DBM,
cucteMbl DBM miM uX ceTH, a paBHO UCHOJIb30BaHUE JHOO0 PACIpPOCTpaHEHUE TAaKUX MPOTrpaMM
WIM MAaIIMHHBIX HOCUTENIEH C TaKUMHU IPOrpaMMaMK» YTOJIOBHOTO KOJEKCa 3alKcaHa IO
HOMEPOM:

272

273

242
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Bonpoc 3. IlpeumymiectBa CUMMETpPUUYHBIX MUPPOB (10  CPaBHEHUIO C
ACUMMETPUYHBIMU )

1. Bricokas ckopocTh (Ha 3 mopsiika ObICTpee aCUMMETPHUYHBIX )

2. Menbmas Tpedyemasi ATMHA KIIF0Ya JUIs COTOCTaBUMON CTOMKOCTH

3. Xopouast U3y4eHHOCTb

4. Huskas ckopocTb (Ha 3 nopsiaka MeIJIEHHEE aCUMMETPUYHBIX )

5. Her HeoOxoauMocTy nepeiaBaTh KIIOUM 110 HAJISKHOMY KaHaJly CBSI3U

3. OueHOYHBIE MATEePHAJIBI HTOTOBOr0 KOHTPOJIsA (IPOMEKYTOYHOW aTTecTalluu) U
KpHUTEepHUH OlleHUBAHUS

3aueT B IEBATOM CEMECTPE MMPOBOIUTCS B BUJIE HTOTOBOTO TECTA B 3JICKTPOHHOM Y4eOHOM
Kypce Mo TUCHUIUIMHE B CpeJie NIEKTPOHHOT0 o0yueHus «iDOy.

Bonpocs! 1J1s1 caMOCTOATEIbHOM MOATOTOBKH K 3a4eTy
Poute urpoOpManum 1 e€ 3anmTh B COBPEMEHHOM MHPE.
Onpenenenue 3amuThl HHGOpPMALUK. 3HAUE€HHUE 3alIUThI HH(OPMALHH.
ACHEKTHI 3aIUTH THPOPMALIUH.
[TonsTus 6ezonacHocty MH(pOpMaIK, 6€30MaCHOCTH JAHHBIX M 3aLIUThI JaHHbIX.
[TonsTne nHHOpMAIIOHHOK 0€30MacCHOCTH.
JlecaTh TIaBHBIX YIpo3 3alUThl HH(GOPMALIUH.
[TonsATHS KOHDUACHINAIBHOCTH, IEJIOCTHOCTH U IOCTOBEPHOCTH MH()OPMAIIHH.
. Honstusa goctyna k uH(GOpManuy, CaHKIIMOHUPOBAHHBIM U HECAHKLIMOHUPOBAHHBIN
JOCTYTI K MH(POPMAITUH.

9. TlonsaTHsa MAECHTU(DUKAIIMN U Ay TCHTH(DUKAIIHH.

10. IMousTHS yrpo3sl HHPOPMAITMOHHON OE30MTACHOCTH, YSA3BUMOCTH U aTaKU.

11. bepnckas konBeHuus, [lapmxkckas n bepnunckas koHpepeHus.

12. Pumckas u Bproccenbckas koHdpepeHIHs. BcemupHas KOHBEHIMS 00 aBTOPCKOM
npase.

13. Crokrombmckas koH(pepeHius. OcobeHHOCTH mpucoequHeHUs Poccum K
MEXYHapOJAHOMY IPaBy.

14. 3 crarbu koHCcTUTYIIMU P®, CBsA3aHHBIE C OCOOCHHOCTAMH OOpAaOOTKH, XpaHEHHS U
pacrpocTpaHeHHs HHPOPMALIUH.

15. 4 cratbm YK PO, cBsi3anHble ¢ OCOOCHHOCTSIMH OOpaOOTKH, XpaHEHUS W
pacrpocTpaHeHus HHPOPMALIUH.

16. Opranbl TocynapcTBeHHOH ciryxObl P®, urparomme OCHOBHYIO POJIb B CO3JIaHUH
IPaBOBBIX MEXAHNW3MOB 3aIUThl HHPOPMALIUH.

17. Tlonstue yrpo3sl. Bunasl yrpos.

18. Knaccugukaiuss UCTOUHUKOB Yrpo3 (IEepeduciInuTh). AHTPONOI€HHbIE HCTOYHHMKH
yTpo3.

19. Knaccugukaius HCTOYHUKOB YIpo3 (IepeunuciInTh). TeXHOTeHHbIE HCTOYHUKH YTPO3.

20. Knaccudukanus HICTOYHUKOB yrpo3 (mepeuncinnuth). CTUXHIHBIE UCTOYHUKH yTPO3.

21. Knaccudukanus ysa3Bumocteit (nepeurciuTb). OOBbeKTHBHBIE YSI3BUMOCTH.

22. Knaccudukanus ys3Bumoctel (mepedrciuTh). CyObeKTHBHBIE YS3BUMOCTH.

23. Knaccudukanus ysa3sumocteit (nepeuucnuts). CiaydaiHble ysI3BUMOCTH.

24. CraTuCTHKa BO3HUKHOBEHUS YMBIIUICHHBIX U CIyJailHBIX yTEYEK.

25. CoBpeMeHHas CUCTEMa YIOCTOBEPSIOIINX JOKYMEHTOB U €€ HeI0CTaTKU.

26. becnepCneKTHBHOCTh  3aIUTBl ~ HOCHTEJIEW W TEPCIEKTUBBI  HBOIIOIUHU
YAOCTOBEPSIOIINX TOKYMEHTOB.

27. TlpakTHka BBISBICHUS MOJACTHHBIX TOKYMEHTOB W PEKOMEHIAIUH, IO 3alluTe
JIOKYMEHTOB.
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28. Knaccudukanumu kaHamoB yreukn uHpopmanuu. CTpyKTypa KaHama yTEUKH
uHpOpMaLIUH.

29. OnTryeckuii KaHal yTeUKU HH(pOpMaIuu.

30. AkycTHYecKHil KaHa yTeYKH UH(OPMAIIHH.

31. PagnonneKTpOoHHBIN KaHad YTeUYKH HH(POPMAIIUH.

32. MarepuanbHO-BEIIECTBEHHbIN KaHAT yTEUKU HH()OPMAITIH.

33. TlonsATus Kpunrorpapuyeckoro KiIw4a, OTKPBITOTO U 3aKPBITOTO  KIIOYA,
mmdpoBanus, nemn(poBaHUS U KPUIITOAHATIH3A.

34. Tlousatue cummerpuyHoro mudpoBanusa. IlpenmymectBa ©  HeAOCTaTKU
CUMMETPUYHOTO mHuppoBaHusi. Buasl cMMMeTpUYHBIX IIH(POB.

35. Ilonsatne acummerpuuHoro mmudpoBanus. llpenmymiectBa U HEIOCTaTKU
ACHMMETPUYHOTO muppoBaHus. Buasl acHMMeTpUYHBIX MH(POB.

36. Cranmapt DES. Cxema mmudpoBanus ¢ ucnonbzoBanuem anroputma DES. Cxema
paboTsl oiHOTO 1MKIa anropurMa DES.

37. OmnepanmoHHBIE PEKUMbI CHMMETpUYHOTO U poanus. Pexxum ECB.

38. OmnepanmoHHbIe peXXUMbI cuMMeTpruHOoro mudpoBanus. Pexxum CBC.

39. OmnepainmoHHbIE pEeKUMBI CAMMETPUYHOTO udpoBanus. Pexxum CFB.

40. OrnepanmOHHBIE PEXUMBI CHMMETPUYHOTO mudposanus. Pexxum OFB.

41. "Tpouinoit" DES, Rijndael, RC2.

42. OcHOBHBIE CBOWCTBA U METOBI Kilacca Symmetric Algorithm.

Kpurepuii oneHuBaHus 1J1s1 IPOMeKYTOYHON aTTeCTAIIUNA:

«3a4TeHO0» CTaBUTCS CTYJCHTY, Y KOTOPOTO BBIIIOJIHEHBI BCE CIEAYIOIINE MTOKA3ATENH:

1. Oruersl o Bcem 11 npakTuyecKuM 3aJaHUSIM CIIAHBI.

2. OcsemieHo He Menee uyeM 70% wmarepuania KOHTPOJBHOM pabOThl (MTOTOBOIN).
OnenuBaercs: 3HaHHE (PAKTHUECKOTO MaTepuana, a TakXkKe KyJIbTypa pedud, TiyOuHa 3HaHHA,
apryMEHTUPOBAHHOCTh OTBETA, CBSI3b TEOPUU U MPAKTUKU, YMEHUE PEIIUTH 337a4y.

3. Iomyueno e menee yeM 70 6amnoB (u3 100 BO3MOXKHBIX) Ha TECT (MTOTOBBIN).

«He 3aureHoy» craBuTCS CTYACHTY, HC UMCIOIIEMY BCEX TPEX HOKa3aT€Heﬁ, OITMCAaHHBIX
BBIIIIC.

4. Undopmanus o paspadoTunkax

Camoxuna Caernana VBaHoBHa, kaHAWAAaT (PuU3.-MaT. HAyK, JOILIEHT, MOIEHT Kadeapbl
HudopmaninoHHOro obecreueHus MHHOBAIIMOHHOW JeaTeabHoCcTH PakynbTeTa MHHOBAIIMOHHBIX
Texgosiorunt HU TT'Y.



