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1. KOMHeTeHHHI/I U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IMPOoBEpPsA€MbI€¢ JaHHBIMHA
OICHOYHBIMHA MaTepHaJIaMH

[enbro 0OCBOEHUS AUCUUILINHBI SBJIsETCS (POPMUPOBAHUE CIEAYIOIUX KOMIETEHITHI:

OIIK-1 CnocobeH pemaTh akTyalbHbIC 33Maud (DYHAAMEHTAIBHOW W TMPUKIATHON
MaTeMaTHUKH.

OIIK-4 CrnocoGeH KOMOMHUPOBATh M QIANITUPOBATh CYIIECTBYIONIME WH(DOPMAIIMOHHO-
KOMMYHHMKAIIMOHHbIE TEXHOJOTHUU JJs peleHus 3aJad B 00JacTH MpogecCHOHATbHON
JEeSITeILHOCTH € Y4ETOM TpeOoBaHUi HH(POPMAITMOHHOW 6€30MaCHOCTH.

PesynpTaTramu ocBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINE WHAUKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

HOIIK-1.1 Anammsupyer mnpoOiemMbl B o00sacTd (GyHIAMEHTAIBHOW MW TPUKIIATHON
MaTEeMaTUKH.

HOIIK-1.2 ®opmynupyet 3aa4u UCCICTOBAHMUS.

NOIIK-1.3 Pemaet akryaibHbIe 3a1a4 (pyHAaMEHTAIBHON M MPHUKIIATHON MaTeMaTHUKU.

NOIIK-4.2 YauteiBaeT 0OCHOBHBIE TpeOOBaHUS UH(DOPMALIMOHHON OE30MTaCHOCTH.

2. OneHo4Hble MaTepHuaJibl TEKYIIECI'0 KOHTPOJISA U KPUTCPHUHA OLICHUBaAHUA

OnEeMEHTHI TCKYIICTO KOHTPOJIA:
- TCCTHI.

[Tpumep Tunosoro tecra (MOIIK-1.1.)

1. Css3ana nu nH(popMaIIMOHHAs 0€30MaCHOCTH C 3aIIUTON HH(OPMAIIMOHHBIX PECYPCOB OT
Pa3HOTro pojia yrpos, CllocOOHBIX HAaHECTH yliepd MHTepecaM JIMYHOCTH WK 00IecTBa?

a) Nla
b) Her

2. Cszana i1 nH(popMalnoHHas 0€30MacHOCTh C 3alIUTON HHPOPMAIH OT HEKENaTeIbHOTO
pasriiameHus, HCKaKEHUs, YTPAThl WIIA CHIDKCHUS CTETICHH JTIOCTYITHOCTH WH(GOpMAITin?

a) Jla

6) Her

3. M0XHO JT1 OTHECTH K MPEIMETHON 00J1acT MH(DOPMAIITMOHHOM 0€3011aCHOCTH CIIEAYIOIIEee:
a) Ki1accuduKaiys yrpo3 6e30macHOCTH HH(pOpMaLUU
0) crocoObl, METO/BI M CPEACTBA 3aIUTHI HHPOpPMALUU
B) TpeOOBaHMSI K 3alUILEHHOCTH HH(POPMAIIMOHHBIX CHCTEM
T') METOAOJIOTHS IPOSKTHPOBAHUS 0a3 JTaHHBIX

4. Wndopmarusi, SBIAIOMIASCS TPEAMETOM COOCTBEHHOCTH U TMOJUIeXKalias 3alluTe B
COOTBETCTBUH C TPEOOBAHUSMH MPABOBBIX JOKYMEHTOB MJIM TPEOOBAHUSAMH, YCTaHABIMBACMbIMU
CcOOCTBEHHUKOM MH(pOpMaIUU Ha3bIBaeTCA

a) MpaBoOBOI MH(pOpMaIen

0) zamumaeMoi nHdopmarmen

Kiroun: 1 a), 2 a), 3 a) 0) B), 4 0).

Kputepun oueHunBaHus: TECT CUMTAeTCs MNPOMJEHHBIM, €cid OOydarolui OTBETHII
[IPaBUJILHO KaK MMHUMYM Ha I10JIOBUHY BOIIPOCOB.



3. OueHoyHble MaTepHAJIbl HTOTOBOI0 KOHTPOJIS (IPOMEKYTOUHON aTTeCTALMU) U
KPUTEPHUHU OLlEHUBAHUS

[IpomexyTouHasi aTTecTanus OCYIIECTBISECTCS Ha OCHOBE BBIMOJHEHUS CTYACHTOM
nabopaTopHBIX pabOT W/WIIM TO pe3ysibTaTaM COoOECEeOBAaHUS C HCIIOJIB30BAHHEM IEPEUHS
KOHTPOJIBHBIX BOIIPOCOB IO KYypCY. BOMPOCH BBISBISIOT CISAYIONINE WHAUKATOPBI TOCTHKCHUS
komnerennui: MOIIK-1.2, MOIIK-1.3.

[IpuMepHBIii IepeYeHb KOHTPOJIBHBIX BOIIPOCOB 110 KYpCy:

TepMHUHBI, OTHOCSIIUECS K BHJIAM 3aIIUTHl HH()OPMAIIH.
TepMuHBI, OTHOCSIMECS K ClTOcOOaM 3aIUThl HHPOPMALIUH.
TepMUHBI, OTHOCSILUECS K 3aMbICITy 3aLUThl HH()OPMAIHH.
TepMmuHbI, OTHOCSIUECS K 00BEKTY 3aLUThI HH(OPMALIHUH.
TepMuHBI, OTHOCSIMECS K yTPO3aM 0€3011aCHOCTH HH(POPMALIUH.
TepMUHBI, OTHOCSIIUECS K TEXHUKE 3alIUTHI HHPOPMALINH.
HecanknmoHnpoBaHHbIE onepanu ¢ HHPOpMaLuei.

S A R

HcTouHnKH U KITacCU(pHUKAIMS yrpo3 0e30MacHOCTH WH(POPMAIIHH.

9. IlepedeHb TUIIOBBIX HETIPEAHAMEPEHHBIX UCKYCCTBEHHBIX YIPO3.

10. IlepeyeHb TUMOBBIX MpPEAHAMEPEHHBIX HCKYCCTBEHHBIX YTPO3.

11. Knaccudukanus cnoco60B HeCaHKIIMOHUPOBAHHOTO JJOCTYTIA.

12. TunoBble aTakl Ha KOMMYHHUKAIIMOHHBIE IPOTOKOJIBI.

13. 3akoHoaTeNIbHBIE MEPBI IPOTUBOAECHCTBUS YIpo3aM Oe30MacCHOCTH.
14. Opranu3aioHHbIE MEPHI POTUBOACHCTBHS yTpo3aM O€30MaCHOCTH.
15. dusnueckue U TEXHUYECKUE MEPBI IPOTUBOJCHCTBUS yIpo3aM O€30M1aCHOCTH.
16. Ayrenrudukarus. Umutozammra. Lndposas noamnuce.

17. CummeTpuuHble IUPPHI. ACHMMETPUYHBIE U PBHI.

18. Kpunrorpaduieckue mpoTOKOJIBI.

19. Kpunrorpadpuueckue xeu-QyHKINH.

20. Knaccudukanus KpunronpoToKosoB.

21. CgoiicTBa 1u(ppoBOi MOIIHCH.

22. Kpunrorpadudeckue NpoTOKOJIbl ayTEHTU()HUKALUU COOOIEHUH.

23. Kpunrorpadudeckue mpoTOKOJIbI UIESHTU(DUKAINH.

24. O0BeKT, CyOBEKT, 10CTYI K HHGOpMaIUH, IpaBUiIa pa3rpaHudeHUsl JOCTyTa.
25. Unentudukanus, ayTeHTU(HUKALINS, aBTOPU3ALINS.

26. IlpoTokonaupoBaHue U ayauT (aKTUBHBIN ayauT).

27. CTaTuCTHYECKHI METO] 0OHApYKEHUS aTakK.

28. CurHaTypHbIif METO OOHAPY>KEHUS aTak.

29. JIucKpeMoOHHOE YIIPaBJIEHUE JOCTYTIOM.

30. MangaTHOE ynpaBiI€HHE JOCTYIIOM.

31. PoneBoe yrpaBiieHHE JOCTYTIOM.

32. 3amuTa nHGOpMAIUK TIPU XPaHEHUH U TIepeIaye.

33. 3anmTa OT BPEJOHOCHBIX IMPOrPaMM.

34. Busibl KOMIIBIOTEPHBIX BUPYCOB U BPEJAOHOCHBIX ITPOTrPaMM.

35. 3ammra MeXCETEBOro B3aUMOJEHCTBHS.

36. IIpenoTBpaiieHne yreuek HH(OpMAIIHH.

37. Ayaut 6e301acHOCTH.



38. Yrpo3bl KOPIOPaTUBHOM CETH. 3aIUTa IEPUMETPA CETH.

39. OcHOBHBIE MEXaHU3MBI 3aLUTHl KOPIIOPATUBHOMN CETH.

40. CpencrBa 3amuThl MHOOPMAIIUN: MEKCETEBBIE SKPAHEI.

41. Cpencrtpa 3amMThl HH(GOPMAIMK: BUPTYaIbHbIC YACTHBIC CETH.

42. Cpencrta 3amuThl MHOOPMAIIUN: CUCTEMBI aHAIIM3a 3AIIUIIICHHOCTH.
43. Cpeactia 3auThl HHOOPMALIUU: CUCTEMBI OOHAPYKEHUS aTak.

44. CucteMbl MPEIOTBPAIICHUS YTEYKA KOHPHUICHIIMAIBHOW HH(DOpMAITUH.
45. IMonuTrka nHGOPMAMOHHOMN 0€30MaCHOCTH OpraHU3aI|H.

[Tpumeps! 1a00paTOpHBIX PabOT MO KypCy:

1. Jlaboparopuas padora "OpenPGP / CK3U GnuPG". Llenb: noznakomuthest co IETF-
crangaproM OpenPGP (moxyment RFC4880) m moiayuuTh HaBBIKM pabOTBHI CO CPEICTBOM
kpunrorpaduueckort 3amutsel uHpopmarmu (CK3U) GnuPG (cBOOGOIHBIN HEKOMMEpUYECKUi
BapuaHT peanusanuu cranaapta OpenPGP). 3aganue 1 «Crannapt OpenPGP»: noznakoMuThest
co craggaptoM OpenPGP. MHcrounuku wuHbopmauuu: ciaijapl JEKUUH, a Takke
https://www.openpgp.org/about/standard. 3aganue 2 «CK3U GnuPG»: ycranoBute Gpgdwin
(www.gpgdwin.org) — maker GnuPG ¢ HabopoMm ytuiaut W pacmupenuid aius pabotsr B OC
Windows, nanee co3maTh M mepefarb CBOM OTKPBHITHIM KIFOY KOPPECHOHIEHTY (aOOHEHTY) B
OOMEH Ha ero OTKpBITBIA KoY (1 oOMEHa KII0YaMH HCII0JIb30BAaTh COLIMAJIBHYIO CETh,
00JIauHbI CepBUC U T.I.), MOCJIE YEro MPOBEPUTH OTKPBHITHIA KIIHOY KOPPECHOHJEHTa uepe3
«OTHEYaTOK Majiblia», Jajiee NOANUcaTh (YCTAaHOBUTb YPOBEHb JIOBEpUs) OTKPBITHIA KIIIOY
KOPPECHOHJIEHTa, TMOCJe Yero MoAmucarb u 3amudpoBaTh COOONIEHME W TMOCIaTh €ro
KOPPECIIOHJICHTY, a TaKKe pacm(poBaTh U MPOBEPUTH NOIHUCH COOOIEHHSI, KOTOPOE MPHUCITA
KOPPECHOHJICHT, Janee chopMUpOBaTh U MPOBEPUTh KOHTPOJBHYIO CYMMY ISl IPOU3BOJILHOTO
¢aiina, n3menute ¢aitn u yoemurech, uto CK3U GnuPG o6HapyxkuBaer (akT H3MEHEHHUSI.
[Tocne BbImosHEeHUsT Ja0OpaTOpHO PabOThI COCTaBUTh U BBUIOKHTH B Cpelly 3JIEKTPOHHOIO
obyuenuss Mymn TI'Y otuer o mpojenaHHOW paboTe, KOTOpBIM BKIIOYACT B ceOs: Ha3BaHUE
pabotel, @O 1 HOMep TpyIIbl UCTIONHUTENS paboThl, KpaTkuii 0030p cranaapra OpenPGP,
CKPUHIIOTHl BBIOJIHEHHBIX JE€HCTBUH € KOMMEHTapUsMHM, B TOM 4HCJIE COOOIIEHUS OT
KOPPECIIOH/ICHTOB B 3alIM(POBAHHOM M paclIM(ppOBAaHHOM BH/IE.

2. Jlaboparopnas pabota "Bcerpoennsie C3M1 OC Windows". Ilens: mo3HaKOMHTBCS ¢
BO3MOXXHOCTSIMH M TIPHOOPECTH HABBIKM HACTPONKH BCTPOCHHBIX CPEACTB 3aIIUTHl HHPOpMALIUN
OC Windows. 3ananue 1 «O630p C31 OC Windows». HanucaTs kpaTkuit 0630p MEXaHU3MOB U
cpencTB obecriedenust nHPopmamonHoii 6e3onacHoctu OC Windows: yrpaBieHue JOCTYIIOM K
pecypcam OC, ayreHTH(UKauus, ayauT, MM(pPOBaHUE AAHHBIX, CEPTU(UKATHI, MEKCETEBOE
skpanupoBanue u np. 3aganue 2 «Hactpoiika C3U OC Windowsy. [Ipu BeImoaHEeHNN 3a1aHUN
pEKOMEHIyeTCsl UCIOJIb30BaTh KOHCOMb ynpasineHus mmc (Microsoft Management Console) ¢
Pa3IMYHBIMH OCHACTKaMH (TPyNIoBasi MOJUTHKA, MIa0JI0HBI 0€30MacHOCTH W Ap.). 3agada 1.
VYnpasinenue goctynoMm (ocHacTka JIoKanbHble TOJB30BATENM W TPYMINbI):  CO3JaTh
nosb3oBareneit UserA u UserB, cozmates rpynmy Students u HACTpOUTH MOJUTUKY 0€30MMaCHOCTH
rpynmnsl Students, npunucath nonb3oBateneit UserA u UserB k rpynme Students, HacTpouth
npaBa jgoctymna (dactuuHblii qoctyn) UserA K 3ajaHHOMY KaTajiory (Iamke), HaCTpOUTh IpaBa
nocryna (nmomHblii noctyn) UserB k 3amanHOMy Kartanory (mamke), IpOBEPUTH BBINOJIHEHHE
orpannyeHuit npae noctyma UserA u UserB. 3amaua 2. Aynut (mpoToKoaupoBaHue) (OCHacTKa
PenaxkTop 00bEeKTOB rpynmnoBoil monutuku - [lonutuka "JIokanbHbI KOMIBIOTEP'"): YCTAHOBUTD
ayJIuT cOOBITHI BXO/a B cUCTeMy (ycHeX, OTKa3), OTKphITh JKypHasl perucrpanuu coObITHI U
OTIpENIeNIUTh MOCTEeIHUI BXOJ B CUCTEMY, YCTAHOBUTH ayJJUT BHIOPAHHOTO KaTayora (Tanku) s
nonb3oBarenst UserA, HacTpOUTh MapameTphbl ayauTa, OTKpbITh JKypHan 0e30macHOCTH U
OTIpeNIeNIUTh MOCIeTHIEe U3MEHEHHS OTCIIeKUBAaeMOro Karaiora (nmanku). 3ajgaya 3. MexcereBo


https://www.openpgp.org/about/standard

9KkpaH (OpanaMmay’p) (ocHacTka MoHuTOp OpaHAMayspa): co3/1aTh MPaBUIIO OpaHaAMaydpa s
BXO/JISIIETO/UCXO/SIIEIO MOAKIIOUEHUS, TPOBEPUTh HA TPAKTHKE BBIMOJHECHUS OTpPaHUYCHUN
co3maHHbIX mpaBwi. 3amgada 4. [ucmeruep ceprudukaroB OC Windows (ocHacTka
CepTtudukarsl): MpocMOTpeTh cepTuduKaThl, yctanoBiaeHHbIe B OC Windows, 3KCHOPTHpPOBATh
MPOU3BOJILHBIA CcepTU(UKAT, UMIOPTHUPOBATh MPOU3BOJIbHBIN cepTH(HUKAT B manky JIuuHble.
3amaga 5. Illa6non Oe3zonacHoctu (ocHactka IllaGnoHBI Oe30mMacHOCTH): CO3[aTh MIA0JIOH
Oe3omacHOCTH “YUeOHBIN” W peaqn30BaTh PEKOMEHIyeMyr HacTpoiky I[lonuTuku maposei,
[Tonutuku ONOKUPOBKU ydeTHOW 3amucu, llomutuku ayaura, [lapameTpbl Ha3Ha4yeHUs MpaB
nonib3oBarens. [locne BbIMONIHEHUs J1TaOOpaTOPHOW pabOThI COCTABUTHh W BBUIOKUTH B CpEAy
anekTpoHHOro o0yueHuss Myt TT'Y otueT o mpoaenanHoii padoTe, KOTOPBIA BKIIOYAET B CeOsI:
Ha3zBaHue pabotel, PO 1 HOMEp rpyMNIbl UCIIOIHUTENS pabOThI, KPAaTKH 0030p MEXaHU3MOB
obecnieuenus nHPopmanronHoi 6e3onacHoctn OC Windows, CKpUHIIOTHI (CHUMKH JKpaHa) C
pealn30BaHHBIMHM HACTPOHKAMHU CPEJICTB 3alIUThl HH(GOpMAIUH.

3. Jlaboparopnas pabota "bank maHHBIX yrpo3 Oe3omacHoctH uHpopMannun DPCTIK
Poccun"(www.bdu.fstec.ru). ILlenp: oBnameTr 0a30BBIMH TMOHATHUAMH HH(POPMALMOHHOM
0€30MacHOCTH U U3YYUTh CYILIECTBYIOIIME YIpo3bl Oe30macHOCTH HHQPOpMaIUH. 3aJaHue:
ucnonb3yss bank nmaHHbIX yrpo3 Oe3omacHoctH uHpopmamnn DCTIK Poccum, neranpHO
U3YYUTh TPU Yrpo3bl Oe3omacHocTd uHGOpManuu (OMHCAHHUE YTPO3bl, UCTOUYHUKH YTPO3BI,
O0BEKT BO3JIEHCTBUS, IMOCIEICTBUS pEAM3alUUd YIPO3bl), IPUCYIIUX HEKOTOPOMY OJHOMY
BolOpanHoMy UT-00bekTy (oOnauHasi cucTema, TpHUI-CUCTeMa, BHPTyallbHas MaIIHMHA,
OecripoBOIHAs CETh, Web-TIPHIIOKEHHE, XPaHWIHIIE OONBIINX JAHHBIX U T.II.), @ TaKXKe TPH
yCTpaHEHHbIE YA3BUMOCTU JJisi HEKOTOporo ojHoro BbeiOpanHoro Bamu I10 (CYBJ
MySQL, 6pay3ep Google Chrome u T.m.). Takxke W3y4uTh TEPMHHBI IO HH()OPMAIIMOHHOU
0€30MacHOCTH: YIpo3a, YSI3BUMOCTb, KOH(MUICHIMAIBLHOCTD, LEIOCTHOCTh, JOCTYIMHOCTH (CM.
https://bdu.fstec.ru/terms). ITocie BbImonHEHUS 1a00paTOPHOM pabOTH COCTABUTH B BBUJIOXKHTD B
cpeny snekTpoHHoro odyuenuss My TT'Y order o mpoaenanHoi paboTe, KOTOPBIH BKIIIOYAET B
cebst: HazBaHue padoTsl, PO 1 HOMEp TPYMNIIbI UCIIOJHUTENS PaOOThI, PE3yJIbTAT BBITOJIHEHUS
paboThl, T.e. CIHMCOK ONpEAEICHUH CIEAYIOUMX TEPMUHOB: YIrpo3a, YsA3BHMOCTb,
KOH(UIEHIMAIBHOCTD, 1IE€JIO0CTHOCTh, JOCTYIHOCTb, a TaKXe CIHUCOK H3YYEHHBIX YIpo3 U
ySI3BUMOCTEH ¢ UX HOMEpaMu (KoJaMH).

Kputepuu onieHnBaHus MPOMEXKYTOYHON aTTeCTAIUU:

3aueT C OLEHKOM “OTIMYHO” MO0 JAUCIMIUIMHE TMPOCTABISIETCS, KOTrJa CTYISHT B
COBEpIIICHCTBE OBJAJIE] MAaTEpHUaIOM IO BCEM pazjeiaM JIEKIIMOHHOTO Kypca, a Takke MoKasal
TpeOyeMble YMEHUS ¥ HaBBIKU TTPH BBITIOTHEHUH 8CeX TAOOPATOPHBIX PadoT.

3a4er ¢ OIEHKOM “XOpOIIO” MO JUCIUIUIMHE MPOCTABISETCS, KOTAA CTYAEHT OBIaJeNl
00s13aTeIbHBIM MaTepPHAJIOM 110 OOJBIIWHCTBY pPAa3/IeiioB JIEKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMM HEAOCTaTKaMH, a TAaK)Ke MOoKa3al TpeOyemMble YMEHHUs U HaBBIKH MPHU BBITOIHEHUU
bonvuurcmea 1adOPaTOPHBIX PadoT.

3a4er ¢ OIECHKON “‘yIOBIETBOPUTEIHHO IO AUCHHUIUIMHE MPOCTABISETCS, KOTAa CTYJACHT
OBJIAJICIT 00sI3aTeIFHBIM MaTepPUAIOM IO HEKOTOPBIM pa3jieliaM JICKITHOHHOTO Kypca, BO3MOXHO ¢
HEKOTOPBIMH HEAOCTaTKaMH, a TAaKXKe MOoKa3al TpeOyemMble YMEHHUs U HABBIKH MPHU BBITOIHEHUU
yacmu 1a00paTOPHBIX PadoT.

3a4eT ¢ OIEHKOW ‘“‘HEYNOBJIETBOPHUTENIHHO” MO AHCHUILIMHE TMPOCTABISIETCSA, KOTnIa
CTYICHT HMMEET CYIICCTBEHHBIC MPOOETBI MO TCOPETHUSCKHM paszeiiaM JUCIUTUIMHBI W He
noka3aji TpedyeMble YMEHUS M HaBBIKU MIPH BBHITTOTHEHUH YaCTH JIa0OPaTOPHBIX PadoT.

4. OueHouynbIe MaTepHAJIbI Ji ) ¢ NMPOBEPKHU OCTATOYHBIX 3HAHMH
(c¢hopMHUPOBAHHOCTH KOMIIETEHIIHIA)


https://bdu.fstec.ru/terms

[IpumepHBIif TepedeHb KOHTPOJIBHBIX BOIIPOCOB /JIsl IPOBEPKU OCTATOYHBIX 3HAHUH (TIpH
OIICHUBAHUU HE0OXOUMO TMPOJIEMOHCTPUPOBATh JOCTH)KCHHE BCeX 3aIlIaHUPOBAHHBIX
WHAUKATOPOB TIOCTUXKEHUSI KOMIIETEHIINN):

N3510uTh OCHOBHBIC TTOHATHS HH(POpManmoHHou 6e3omacHoctu (MB).
Omnwucare 3aKOHOAATENbHBIE MeTO/IbI oOecnieueHus 1b.
Ornucath aIMUHUCTPATUBHO-OpPraHu3alMOHHbIE MeTO bl o0ecnieuenus Ub.
CpaBHUTH CUMMETPUYHBIC B ACHMMETPUYHBIC TH(PEI.
[IpenocraBuTh cXeMy THOPUIHON (KOMOMHUPOBAHHOW) KPUIITOCUCTEMBI.
[IpenocTaBUTh CXeMy JIEKTPOHHON IIU(PPOBON HOAMHCH.
N3noxuTh MeTo 1 00ecrieueHus EJIOCTHOCTH COOOIIECHUSI.
W3110KUTh OCHOBHBIE CBOMCTBA JICKTPOHHOU NU(POBOI TIOITUCH.
OxapakTepHu30BaTh MapOJbHBIN METO/1 ayTeHTU(UKALIUH.
. OxapakTepu3oBarh ayTeHTH(PUKALMIO Ha Oa3e MPOTOKOIA «3aPOC-OTBET.
. [lepeuncnuth ey U 3a1a4u MPOTOKOJIUPOBAHUS U ayIUTA.
. OxapakTepn30BaTh CTATUCTHYECKUI METO]] OOHAPYKECHHUSI KOMITBIOTEPHBIX aTakK.
. OxapakTepu30BaTh CUTHATYPHBIH METO]T OOHAPYKEHHSI KOMITBIOTEPHBIX aTak.
. OxapakTepHn30BaTh AUCKPEIIMOHHOE YIPABJICHUE TOCTYTIOM.
. OxapakTepu30BaTh MaH/IaTHOE YIPABIEHUS JOCTYIIOM.
. OxapakTepu30BaTh POJIEBOE YIPABICHUE IOCTYIIOM.
. [lepeuncnuth GyHKINN, KOTOPBIE MOXKET BBITIOJIHATH MEKCETEBOM SKPaH.
. KnmaccugummpoBats KOMIBIOTEpHBIE BUPYCHI U BPEJJIOHOCHBIE TPOTPAMMBI.
. I31m0uTh criocoObl pacripocTpaHeHUs U OOHAPYKEHHSI BPEOHOCHBIX MPOTPAMM.
. I3710KHUTh THIIOBOE COJIEpKAHNE TIOTUTUKN 0€30MaCHOCTH MPEIIPHUSITHSL.
. OxapakTepn30BaTh TEXHOJOTHUIO MOCTPOCHUS BUPTYaJIbHBIX YACTHBIX CETEH.
. OxapakTepu30BaTh TEXHOJIOTHIO aHAIN3A 3AUIHICHHOCTH CETH.
. Knnaccudunuposats cucreMbl 0O0HapyKeHHUS aTak.
. 37101 Th HECAaHKIIMOHUPOBAHHBIE ONEPAIK ¢ HH()OPMAITHEH.
. Knmaccudunuposats yrpo3sl 6e30macHocT HH(GOpMAIUU.
. [lepeunicnuTh THIOBBIE HETIPETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3BI.
. [lepeuncnuth TUTIOBBIC IPETHAMEPEHHBIE HCKYCCTBEHHBIEC YTPO3HI.
. Kimaccugunuposats criocoObl HECaHKIIMOHUPOBAHHOT'O JIOCTYTIA.
. [lepeuncnuth TUTIOBBIC aTaKU HA KOMMYHHUKAIMOHHBIE MPOTOKOJBI.
. OxapakTepn30BaTh JUCKPEIIMOHHOE YIIPABICHHUE JOCTYIIOM.
. OxapakTepu30BaTh MaH/IaTHOE YIIPABIECHUE TOCTYIIOM.
. OxapakTepu30BaTh POJIEBOE YIPABICHUE TOCTYIIOM.
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Nudopmauus o paspadoTunkax

TpenbkaeB Bamum HukonmaeBuu, KaHA. TeXH. HayK, JOLEHT, JOLEHT Kadeapsl
KoMmnbroTepHOi 6e3omnacHocty HU TT'Y.



