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1. less U muIaHUpYeMBbIe Pe3y/JIbTATHI OCBOCHHS THCHHUIINHBI

[{enbto OCBOEHUS TMCHUIUIMHEI SIBIIsIeTCS (POPMHUpPOBaHUE CIEAYIOUINX KOMIETEHIIHIHA:

BK — 1 CnocoGeH mnpuMeHATh O0IME M CHENHUATM3HPOBAHHBIE KOMIIBIOTEPHBIE
IIPOrpaMMbI NIPU PELICHUH 3a/1a4 NPOPECCHOHATBHON AESITeTbHOCTH
BK — 3 CnocobGeH wucnoib30oBaTh MPUHLUIB U CPEACTBA NPOQecCHOHATBHOM

KOMMYHHKAIUH [ 3 PEeKTUBHOTO B3aUMOIEHCTBUS

PesynpTaTamMm 0cBOEHMS IUMCLUIUIMHBI ABIISIOTCS CIEIYIOIINE UHAUKATOPBI TOCTHKEHUS
KOMIIETECHINH:

POBK 1.1 3naer mpaBuiia ¥ NPUHLUIBI IPUMEHEHUS OOIIMX U CHELMATU3MPOBAHHBIX
KOMITBIOTEPHBIX MPOTPaMM ISl pEIIeHUs 3a/1a4 MPo(ecCUOHAIBHOM 1eATeIbHOCTH

POBK 1.2 Vmeer npumensath coBpeMeHHble IT-TexHomorum mist cbopa, aHaiuza M
MpescTaBiIeHus] UHPOpPMAIMK; HCIOIb30BaTh B Mpo(ecCHOHANbHON AeITeIbHOCTH 00ILue U
CIEIMATIM3UPOBAHHBIE KOMIIBIOTEPHBIE TPOTPAMMBI

POBK 3.1 3naet cpeacta, GyHKIUU U MPUHIUIBI TPOPECCHOHATBHON KOMMYHUKAIUH

POBK 3.2 Vmeer BbicTpauBaTh NpO(PECCHOHATbHYI0 KOMMYHUKAIUIO; IMPEJICTAaBIATh
pe3ynbTaThl CBOEM paboThl C ydyeToM HOPM M MpaBWJI NPUHATHIX B MNPOGECCHOHATHLHOM
coo0I1ecTBe.

2. 321244 0CBOCHUSA TUCHUILIMHBI

— OcBouthb ammapaT obecrieueHusi 0€30IMaCHOCTH XPaHEHHUs JAHHBIX Ha MEPCOHATIBHOM
KOMIIbIoTepe B (hailjioBoi cucteme M 0azax JaHHBIX M MPUMEHSTH €ro Uid UH()OPMAIIMOHHOTO
HaIOJHEHUS! HHTEPHET-caiiTa OpraHu3alluy, B T.4. 0a3bl TaHHBIX.

— HayuuTbcsi nmpuMeHSATh anmapaT CKpPBITHSI M BOCCTAaHOBJIEHUS JAaHHBIX, YCTaHOBKHU
napoJisi ¥ U(PPOBaHUS JAHHBIX.

3. MecTO AUCHHUILIMHBI B CTPYKTYpe 00pa30BaTeIbHON NPOrpaMMbl

Hucuunnuna otHocuTes K broky 1 «/lucuuminael (MOIyIn)».
JuctunamHa OTHOCHTCS K YacTH 00pa3oBaTeNbHON MporpamMMmbl, (OpPMHPYEMOt
y4acTHUKaMU 00pa30BaTeNbHBIX OTHOIICHUH, SIBISIETCS 00SI3aTEIbHOM JIJIs H3yUeHUsI.

4. Cemectp(bl) ocBOeHHS M (popMa(bl) MPOMEKYTOYHOM ATTECTAMHU MO TUCHUIIIUHE

Bocbmoii cemectp, 3auer

5. BxoaHble Tpe0OBaHMS AJIA OCBOEHM S JUCHMIIJIMHBI

Jlis  yCHemHOTro OCBOSHUS AUCHUIUIHHBI TpPeOYIOTCS pe3yNbTaThl OOYYEeHHs T10
mucruruinHe «ba3bl JTaHHBIXY.

6. S13pIk peanu3zannu

Pyccknii

7. O0beM TUCHUIIIHHBI

OO6mmas TpyJ0€MKOCTh TUCIUIUIMHBI COCTABIISIET 2 3.€., 72 9acOB, U3 KOTOPBIX:
-nekuuu: 14 4.

-maboparopHsie: 24 4.

O0beM caMOCTOSTENIBHON padOThI CTY/ICHTA ONPeAeNicH YIEOHBIM IIIaHOM.

8. Coaepikanue IMCUUILIMHBI, CTPYKTYPHMPOBAHHOE 110 TeMaM

Tema 1. Ileau m 3amaum aucHUIIMHBL. OCHOBHBIC NOHATHA W TpeOOBaHHMS B
o0s1acTy UHGOPMALMOHHOM 0€30MaCHOCTH.



Posie mHpOpManMu B COBPEMEHHOM MHpe. 3HaYCHHE W aCMEKThl 3aIlUThl WHPOPMAIIUH.
OcCHOBHBIE TIOHATHS H OIPECACIICHUA: 0e30MmacHOCTh I/IH(i)OpMaHI/II/I, 0€e30IacHOCTD JaHHBIX,
3alMTa JaHHBIX, HH(opManuoHHass O0e30MacHOCTh, KOH(PHUICHIMAIBHOCTh HH(pOpPMAIHH,
CaHKIMOHMPOBAHHbIE M HECAHKIMOHMPOBAHHBIM AOCTYyN K HHGOpMaluu, HAECHTU(UKALUA U
ayTeHTU(UKaIus, yrpo3a nHPOPMAIMOHHON 6€30MaCHOCTH, YS3BUMOCTD, aTaka. | JTaBHbIE THIIBI
yIpo3 3alIUThl HHPOPMAIIUH.

Tema 2. 3axk0HOIATEJIBLCTBO B 00/1aCTH HH(POPMAITMOHHOI 0€3011aCHOCTH

HcTopus pa3BUTHA MEXIyHAPOAHOTO MpaBa B 001acTH MH(YOPMAIIMOHHON 6€30MacCHOCTH.
Cratpu koHcTUTyuMu P® wu yromoBHoro konekca P® B obnactu uHPOpMALMOHHON
6e3onmacHocTd. OpraHbl TOCYJapCTBEHHOM BIIACTH, WIPAIOIIME OCHOBHYIO POJb B CO3JIaHUH
MIPABOBBIX MEXaHU3MOB 3aIIUTHI HHPOPMALUH

Tema 3. UcTouHUKH, prcKH U GOPMBI ATAK HA HH(POPMALHMIO
Knaccudukanus yrpo3 OesomacHocTd uH(popManmu. TexHHYecKHe KaHAJIbl YTEUKU
nHpopmanuu. Cuctema ynpaBieHUs! pUCKaMH.

Tema 4. IlonckoBbie HHGOPMALIMOHHBbIE CHCTEMBI
CocraBieHue 3anpocoB B MOIMYJISPHBIX MOUCKOBBIX MH()OPMAIIMOHHBIX CUCTEMax google
u yandex. [Touck nqokymenToB B cetu MHTEepHET.

Tema 5. Pe3epBHOe KONMPOBaHKME U BOCCTAHOBJICHHE JAHHBIX

[IpyHiMn  XpaHeHHMs JAQHHBIX Ha JKECTKOM JHUCKe. TeopeTHueckne OCHOBBI
BOCCTAaHOBJICHUsSI JIaHHBIX. BoccranoBieHue ¢ailoB, yJaJeHHBIX C BHEIIHETO HOCHUTENS
uHpOpMaLIUH.

Tema 6. IIporpamMMHBbIe cpeacTBa CKPBITHSI JAHHBIX H YCTAHOBKH NAPOJsl, 0OYUCTKH
AAHHBIX

[IponpueTrapHble MporpaMMHOE 00ECIICUeHUE CKPBITUS W YCTAHOBKH IapOJsi, OUUCTKU
JAHHBIX.

Tema 7. IlporpaMmmbl 00Hapy:KeHHS U 3alUTHI OT BPEAOHOCHBIX IPOrpaMm
AnTHBHpPYCHI U (aepBoiibl. OnMcaHue U CpaBHEHHE.

Tema 8. Kpunrorpapuueckme meroabl 3amuTbhl HHpOpMALHMH. JIEKTPOHHAS
noanuch (II). SQL-unbekunu

CuMMeTpUUHBIE U aCUMMETPUYHBIC AITOPUTMbI IMU(PPOBAHMUSA ITaHHBIX. DJIEKTPOHHAS
noanuck (OII). DnexTponHsle ceptudukarsl. Peanuzanus kpunrorpadpuyeckux ajiropuTMOB B
cpeae VisualStudio Ha si3b1ke porpamMmmupoBanust C#. SQL-uHbeKINH.

8.3. JlaGopaTopHblie padboThI
Homep
TEMbI

Tema 1abopaTopHoii padoThI

®opMHUpOBaHUE MOJUTHKH 0€301IaCHOCTH

BrisiBieHre U omnucaHue UCTOYHUKOB M (QOpM aTak Ha HH(OPMALHIO, OIEHKA
PHCKOB

ITouck nokymMeHTOB B cetu IHTEpHET

Hcnonb30BaHue sI3pIKa MOMCKOBBIX 3ampocoB B google m yandex s mowucka
HEOOXOMMBIX IOKYMEHTOB

BoccraHoBineHnue qaHHbIX

BoccTranoBnenue (aiinioB, yAaleHHBIX C BHEITHETO HOCUTENS HH(DOpMaLuu
[TporpammMHBIe CpeacTBa HHPOPMALMOHHON O€30MacHOCTH




CKpBITHE U YCTAHOBKH MApOJIs Ha (DaliiIbl M MAKH, OYMCTKH JTAHHBIX

Hacrpoiika 6e3onmacHOCTH B onepaninoHHou cucreme Windows

Hactpoiika Opay3epa, oOrpaHM4YeHHE BO3MOXKHOCTH CETE€BOTO  JOCTYyIa,
npoduIaKkTUKa 3apaxeHus] peecTpa, yIupaBlieHue MpaBaMH MOJIb30BaTeNel, B T.4.
HACTpPOMKa NapoJIei M0JIb30BATEIICH

AHTUBUpYCHBIE TpOTpaMMHBIE CpelIcTBa oOecredeHus HHPOPMAIIOHHOM
0e30macHOCTH

[IpoBepka ¢aitioB u url ¢ wucnonb3oBaHWEM OHJIAWH  aHTHBHPYCOB.
Vcnonp3oBanue necoyHunbl. [1oMck BpeTOHOCHBIX MPOTpaMM Ha KOMITBIOTEE.
®daepBon

HacTtpoiika BcTpoenHoro (aepsosia Windows u ipornprerapHoro (aepsoiia
[TpocTeiimue anropuT™MBbI UG POBAHUS

Mudp Llesaps, mudpp Buxenepa, mudp [neiidepa

CuMMeTpHUYHBIE aNTOPUTMEI mK(poBaHus HHGOpMAIH

Peanmzamus nporpamMmbel mMUGPOBAHUS C HCIOJIB30BAHHEM CHMMETPHUYHBIX
ITOPUTMOB UG POBAHUS

AcuMMeTpUYHbIE AITOPUTMBI IIHU(PPOBAaHUS UHPOPMAITUU

Peanmzamus mnporpamMmbl  mu(poBaHHUS C HCIOIH30BAaHHEM aCHMMETPUYHBIX
QITOPUTMOB MK (ppOBaHUS

DJIeKTpOHHAs MOANHUCH

Peanuzaius nporpaMmbl Co3aHus U IPOBEPKHU UG POBOI MOANKICH

9. Tekymimii KOHTPOJIb MO IMCUHUILIHHE

TCKYHII/If/'I KOHTPOJIb IO AWUCHHUIIJIMHE HNPOBOAUTCA IMYTEM HNPOBCACHUA KOHTPOJBHBIX
paboT, TECTOB IO JEKIIHOHHOMY MaTepHally, OTYETOB 110 BBIIIOJHEHUIO JTA0OPATOPHBIX pabOT U
¢bukcupyercs B popMe KOHTPOIHHON TOUKH HE MEHEE OJHOTO pa3a B CEMECT.

O1eHOYHBIE MaTepHaibl TEKYIIETO KOHTPOJS pa3MmenieHbl Ha caiite TI'Y B pasnene
«Mudopmanmst 06 obpazoBarenbHON porpammey - https://www.tsu.ru/sveden/education/eduop/.

10. Iopsinok nmpoBeeHUsI U KPUTEPUH OLIEHUBAHUS NMPOMEKYTOYHOH aTTeCTAIUU

3ayer B BOCBMOM CEMeCTpe NPOBOJUTCS B MUCHBMEHHOW ¢opme 1o Owmieram.
DOK3aMeHaIMOHHBIN OMJIET COCTOUT U3 Tpex yacTel. [IponomkurensHOCTh 3auera 1 vac.

O1eHOYHBIC MaTepHalbl JUIsS MPOBEICHHS MPOMEKYTOYHON aTTeCTAIlMH Pa3MEIICHbI Ha
caiitre TI'Y B pasgene «Mudopmanumss 00  oOpa3oBaTenbHOW  TporpaMmey -
https://www.tsu.ru/sveden/education/eduop/.

11. Y4yeOHO-MeTOANYECKOE 00ecIeueHne

a) DIEeKTPOHHBIN YUeOHBII Kypc N0 JUCIHUILTUHE B JIEKTPOHHOI 00pa3oBaTeIbHON cpefie
«iDO» - https://lms.tsu.ru/course/view.php?id=00000

0) OreHOUHBIE MaTepHallbl TEKYIIEro KOHTPOJS M MPOMEKYTOYHOW aTTECTalluU IO
JTUCIUTUTNHE.

B) MeToanueckue ykazaHus Mo MPOBEICHUI0 J1a00paTOpHbIX padoT.

r) MeToaudeckue yKa3aHusl 10 OPTaHU3AINHA CAMOCTOSITEIIBHON paOOThI CTYICHTOB.

12. Ilepevyenn yueOHOM JUTEPATYPHI H pecypcoB cetu UHTEpHET

a) OCHOBHasl JIUTepaTypa:
W3 crapoii nporpammsl «MHDOpMaIMOHHBIE TEXHOJOTHH B YIPaBJICHUU Ka4eCTBOM H
3anuTa HHpOpMaIIm:


https://lms.tsu.ru/course/view.php?id=00000

1. babam A.B. AxTyanbHble BOIPOCHI 3alIUThl HHGopManuu: MoHorpadus / A.B. babar,
E.K. BapanoBa — M.: UH®PA-M, 2020. - 110 c.

2. By3oB I'.A. BrlsBiieHue crieliaibHbIX TEXHUYECKHX CPEJICTB HECAaHKIIMOHMPOBAHHOTO
nonrydenus: uapopmanuu / I'.A. By3os — M.: 'opsiuas nunus - Tenexkom 2019. — 203 c.

3. Ko3pmunbix C.1. OGecnieyeHrne KOMIUICKCHON 3alUThl 00bEKTOB MH(DOpMaTH3AIMHU :
[yaeOHOe mocoOue MjIsi CTYIEHTOB BY30B, OOydYarOIIMXCs MO HampasieHuto "MHpopManonHas
6e3omacHocTh", kBanupukanus (crernens) "maructp"] / C.M. Ko3pmunbix ; OUHAHCOBBIA YH-T
rpu IIpasut. Poc. ®en. — M.: KOHUTU-ITAHA 2020. — 543 c.

4. lBeukoBa O.I'. ba3oBele kpunrorpapuueckue aaropuTMbl 3alIUThl MH(POpMAIUH :
y4eOHOe TmocoOme: [I7s CTYyACHTOB BBICIIMX YYEOHBIX 3aBEICHHUM, OOYdYalOIIMXCA IO
HanpasyieHusAM noAarotosku 2.09.03.04 "IIporpammuas nnxenepus” u 2.09.03.03 "[Ipuknagnas
nnpopmatuka"] / O.I'. llIseuxora, A.H. IIeiekun, [1.B. Mapues — M.: Kypc 2020. — 167 c.

0) TOTOJHUTEIBHAS JIUTEPATYpa:

1. Bopona B.A. Teoperuueckue OCHOBBI oOecreueHUs] O€30MacHOCTH OOBEKTOB
nHpopmaTuzanmuu: ydeOHOe TMmocobme s By30B 10 HamparieHuto "MudbopmarmonHas
6e3onmacHocts" / B.A. Bopona, B.A. TuxonoB, JI.B. MurpsikoBa. — M.: I'opsuas Jlunus-
Tenexom, 2016. — 303 c.

2. I'pymo A.A. Teoperuueckue OCHOBBI KOMIIBIOTEpHOW Oe€30mMacHOCTH: yueOHoe
nocobue Uil CTYIAEHTOB BY30B, oOyuaromuxcs Mo croenuainbHocTsM rpynnsl 090100
"Undopmannonnas Oe3omacHocTs"/ A.A. I'pymo, D.A. Ilpumenko, E.E. Tumonuna. — M.:
Axanemusi, 2009. — 267 c.

3. JleBsnun I1. Monenu 6e30MacHOCTH KOMIBIOTEPHBIX CUCTEM. YTIpaBlIEeHHE JOCTYIIOM
u uHopmarroHHeiMu Tiotokamu / I1. [leBsnun. — U3n-Bo: [Nopsiuas Jlunug - Tenekowm, 2013. —
338 c.

4. 3anineB A.Il. Texuuueckue cpeacTBa U METOMBI 3aIMTHI MHPOPMAIUMHU: YUEOHUK ISt
CTYICHTOB BY30B IO rpymnne crneunuanbHocTeil - "MHpopmannonnas Oe3omacHocts" / A.IL
3aines, P.B. Memepskos, A.A. lllenynanos. — M. : I'opstuas JInans-Tenexom, 2016. — 442 c.

5. llerenun A.E. UHdopmammonHas 0e30MacHOCTh: y4E€OHO-METOJUYECKH KOMIUIEKC
[u1s cTyneHTOB By30B 1o HampasieHuto 23.07.00 "llpuknagnas nadopmaruka']. ToMm. roc. yH-
T. - Tomck: Tomckuii roCyJapCTBEHHBIN YHUBEPCUTET, 2016. URL:
http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

6. Ilpockypun B.I'. 3amura B omnepanuoHHBIX cHcTeMax: ydeOHoe mocobue [mis
CTyIeHTOB (ciymiareneil) By30B, oOydawomuxcs 1o crneuuanbHocTssM  10.05.01 —
"KoMmmbroTepHass ~ 0e30macHOCTS", 10.05.03 -  "HMudbopmanuoHHas  0€30MacCHOCTh
aBTomMatu3upoBaHHbIx cucteM" u 10.05.04 — "HMubopManmoHHO-aHATUTHYECKHE CHUCTEMBI
6e3onacHoctu", mo HanpasieHuto noarotoBku 10.03.01 — "Mudopmanmonnas 6e30macHocTs",
yposens 6akanasp] / B.I'. [Ipockypun. — M. : I'opstuas JIuaus-Tenekom, 2016. — 192 c.

7. Tanenbaym 3.C. CoBpemenHsle onepannonubie cucteMsl / O.C. Tanenbaym. — CII0.:
[Turep, 2010. — 1115 c.

8. Xayner T. 3auutHble CpesICTBA ¢ OTKPHITBIMU UCXOAHBIMU TekcTamu / T. Xayner. —
M: HUntepHet-YHuBepcuTeT HHGOPMAIMOHHBIX TexHooru# [u ap.], 2010. — 607 c.

9. lllenyxun O.U. Creranorpadus. AIropuT™MbI U IpOrpaMMHasi peaiu3anus : [yueoHoe
mocoOue nJisi CTYIEHTOB BY30B IO HampasieHuto mnoxaroroBku 11.03.02. 11.04.02 -
"MHOKOMMYHUKAITMOHHBIE TEXHOJIOTUH U CUCTEMbl CBS3U" KBadM(UKALUU (CTETICHH)
"GakanaBp" u "maructp"] / O.U. Wenyxun, C.JI. Kanaes; mox pen. O.U. lllenyxuna — M.:
I'opstuas nmunms - Tenexkom 2018. — 592 c.

10. Inatiep b. [lpuxnannas kpuntorpadus. [IpoTokosibl, anropuT™Mbl, HCXOIHBIE TEKCThI
Ha s3bike Cu / b. HInaitep — Tpuymd, 2002. — 816 c.

B) pecypchl cetd MHTepHeT:


http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

1. Hudopmanmonnas 6e30macHOCTb. 3amuTa uHpopManmMu [DIEKTPOHHBIA pecypc] —
OnektpoH. nad. — URL: http://all-ib.ru/ .

2. Comparison of antivirus software [DnekTpoHHBII pecypc] — DIeKTpoH. JTaH. —
URL: http://en.wikipedia.org/wiki/Comparison_of antivirus software.
3. VYrpo3sl uHpopmanmonHoi 6e3omacHocTh B AC [DnekTpoHHBIH pecypc] —

Onexktpon. nan. — URL: http://asher.ru/security/book/its/05 .

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHIi

a) JIMIIEH3MOHHOE U CBOOOIHO pacipoCTpaHsIeMOe MPOrpaMMHOE 00eCTICUCHHE:

— Microsoft Visual Studio Community (cBoOGomHO pacmpocTpanseMas Bepcusi Visual
Studio 1151 00yueHHs MPOrpaMMHUPOBAHUIO);

— MyOIMYHO JOCTyIHBIEe oOsaynHble TexHonoruu (Google Docs, SIHaekc auck).

0) nH(hOpMaIIMOHHBIE CIIPABOYHBIE CHCTEMBI:

— DIIEKTPOHHBIN KaTaJor Hayunoi O6ubIMoTEKU Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DneKTpoHHas O6ubanoTeka (peno3uTopHii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlaus — http://e.lanbook.com/

— OBbC Koncynbrant cTyaeHTa — http://www.studentlibrary.ru/
— O6pazoBarenpHas wiatdopma FOpaiit — https://urait.ru/
—9BbC ZNANIUM.com — https://znanium.com/

14. MaTepuajibHO-TeXHHYECKOE o0ecneueHue

Aynuropun 1 IpOBEAEHUS 3aHATUH JIEKIIMOHHOTO TUIIA.

Aynutopur JUIsl TIPOBEIEHHUS 3aHSITUH CEMHUHApPCKOTo THWIA, WHAMBHAYAIbHBIX U
I'PYNIOBBIX KOHCYJIBTALUMM, TEKYLIETO KOHTPOJIS ¥ POMEKYTOYHON aTTECTALINN.

[TomereHust 111 CaMOCTOSATEIBLHON PabOThI, OCHAIICHHBIC KOMITBIOTEPHONW TEXHUKOW U
JIOCTYIIOM K ceTd VHTepHeT, B 3JeKTPOHHYIO MH(OPMAIMOHHO-00pa30BaTeNbHYIO Cpelly U K
MH(GOPMaLIMOHHBIM CIPABOYHBIM CHCTEMaM.

Jns mpoBeneHus 1a0OpaTOpHBIX pabOT HEOOXOAMMO JIMIIEH3MOHHOE IPOrpaMMHOE
obecneuenue: OC Windows 10 Pro, Microsoft Office crannaptasiit 2010, Opaysep nocneaHei
BEPCHH.

15. Uupopmanms o paspadoTyukax

[letenun Anexcanap EBrenbeBud, noueHt kadeapsl MHpopmanmonHoro obecrieueHus
MHHOBAIIMOHHON AesTenbHOCTH DaKyabTeTa MHHOBALMOHHBIX TEXHOJIOTUH, KaHAUIAT (u3.-MarT.
HayK.


https://znanium.com/
https://urait.ru/
http://www.studentlibrary.ru/
http://e.lanbook.com/
http://vital.lib.tsu.ru/vital/access/manager/Index
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://asher.ru/security/book/its/05
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