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1. Ilesb U MIAHUPYeEMBbIe Pe3y/JIbTATHI 0CBOCHHS IMCIUIIIHHBI

[enbio ocBOEHUS AUCHHUILINHBI SBISETCS POPMUPOBAHUE CIEAYIOIUX KOMITETEHIINH:

[TK-2 CriocoOeH O1eHUTh YPOBEHb 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U pa3paboTarh
IIpOrpaMMHO-aINapaTHBIE CPEACTBA 3aIUThI HH()OPMALIUH.

PesynpraTramMu OCBOCHUS TUCIMILIMHBI SBISIOTCS CIEAYIONINE HHIUKATOPHI TOCTHKECHUS
KOMIIETECHIINH:

NIIK-2.1 OcymiecTBiasieT NpOBEACHUE KOHTPOJIBHBIX MPOBEPOK PabOTOCIOCOOHOCTH U
3¢ (PeKTUBHOCTH NPUMEHSEMBIX MPOTPAaMMHO-ANMNAPaTHRIX CPEACTB 3alUThl HH(POpPMAIHH,
pa3paboTKy TpeOOBaHUII K MPOrpaMMHO-aNIapaTHBIM CpPEACTBaM 3aIIUTHl  HH(DOPMAILIUH
KOMIIBIOTEPHBIX CUCTEM.

NIIK-2.2 OcymiecTBasieT pa3paboTKy TpeOoBaHMIA 10 3amuTe, (GOpMUPOBAHUE TOIUTHK
0€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM U CeTed, MPOEKTUPOBAHHE MPOTrPaMMHO-ANNapaTHBIX
CPEZCTB 3alIUThl HH(OPMAIIMHA KOMITBIOTEPHBIX CHCTEM.

NIIK-2.3 OcymiecTBisieT MTPOBEACHUE aHAIM3a OC30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM,
IPOBE/ICHUE CePTHUPHUKAIIMU MPOTPAMMHO-ANIAPATHRIX CPEJCTB 3AIIUTHI MH()OPMAITMK 1 aHATIN3
pe3ynbTaToB, pa3paboTKy U TECTUPOBAHUE CPEICTB 3alIUTHl HH(POPMAIMH KOMIBIOTEPHBIX
CHUCTEM.

2. 3272491 0CBOECHHUSA JUCIAIIIHHDI

— @opMupoBaHHE CIOCOOHOCTH TOHUMATh COLMAIBHYIO 3HAYUMOCTh CBOEH mpodeccum,
BBICOKYIO MOTHBAIlMI0 K BBINIOJHCHUIO TNPO(ECCHOHAIBHOW JCATENIBHOCTH B  00JacTh
obecrieueHnss WH(POPMAMOHHOW O€30MaCHOCTH ¥ 3aIIMTHl MHTEPECOB JIUYHOCTH, OOINECTBA U
rocyJapcTBa.

— @opMUpOBaHME 3HAHWH, HEOOXOAWMBIX JIJISI OCYHIECTBICHHUS KOMIUIEKCHOTO
WH)KEHEPHOT0 TOJX0/a K OpraHu3aluu WHQOPMAIMOHHOW OE30MaCHOCTH NPEANPUSITHS C
Y4E€TOM COLMAIBHON PEaJIbHOCTH.

— HayuuThCsl BBISBISTH HCTOUYHUKH, PUCKU U Yrpo3bl HH(OOPMAIIMOHHON OE€301acHOCTH,
pa3pabarbIBaTh TOJUTHKY KOMIIAHMM B COOTBETCTBHH CO CTaHIApTaMH O€30MacHOCTH,
MCIOJIb30BaTh MaTeMaTHUECKUE MOJIENU, aJTOPUTMBI AJIsi MOJAETUPOBAHUS OMACHBIX CUTYaIUil U
aHaJIN3a PUCKOB.

3. MecTo AUCHHUILINHBI B CTPYKTYpe 00pa30BaTe/IbHON NPOrpaMMbl

JucuuninuHa otHocutes K bioky 1 «/lucuuruinael (Momynn)y.
JlucuuIuInHa OTHOCUTCSL K 00s3aTelIbHOM 4YacTH 00pa30BaTeNIbHOW IMPOrpaMMBbl.
JvcuuniamHa BXOOUT B MOJyJIb «BBeZieHrEe B CIENUATA3aLIA0.

4. Cemectp(b1) ocBOeHMS U GopMa(bl) NPOMEKYTOUHON ATTECTANMH MO AUCHHUILINHE

[IepBe1it cemecTp, 3a4er

S. Bxoanblie TpeOOBaHNs 1JIs1 OCBOCHHS IMCIMIIIMHBI

Jljis ycTienHoro OCBOCHUS JUCHUILIMHBI TPeOYIOTCSl KOMIIETEHIIMH, c(hOpMHUpPOBaHHBIE B
X0/l OCBOEHHS 00pa30BaTeIbHBIX IPOrPaMM IPEIIECTBYIOIIETO YPOBHS 00pa30BaHuUs.

6. SI3bIK peasm3aumnu

Pycckuit

7. O0beM TUCHUILIUHBI

OO61as TpyA0eMKOCTh TUCHUIUTHHBI cOcTaBsieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-JIeKuuu: 32 4.
O0BbeM caMOCTOSATENBHON pabOTHI CTY/ICHTA ONpeAeNieH YIeOHBIM IIIaHOM.



8. CoaepixkaHue TUCHHUILVINHBI, CTPYKTYPHPOBAaHHOE 110 TEMaM

Tewma 1. Brenenue. Connansuas nmkenepus (CH) kak Hayka.

Tewma 2. OcHOBHBIE KOHLIENTyaIbHbIE NOJI0KeHNs CH.

Tema 3. Hctopust pa3BUTHS CONMATBLHON WHKEHEPHH.

Tema 4. Iadopmarus kak npeaMeT 3aIIUThI.

Tema 5. [IpuHIMIBI M TEXHUKH COLIMATIBHON MHXKEHEPUH.

Tema 6. OcHOBHasi MOJI€Ib COLMAIBHON MH)KEHEPHH.

Tema 7. MeTozpl connaabHON MHKEHEPHH.

Tema 8. OcHOBHBIC HAIIPaABJICHUS COLUATBHON MHKEHEPHOH JIEATEITBHOCTH.

Tema 9. TexHonorun couraIbHON MHKEHEPUH.

Tema 10. ConnanpHas HHKEHEPUS U COLMAIIBHOE TPOTrpaMMHUPOBaHUE.

Tewma 11. YTeuka kopnopatuBHoi nHdopmaruu. Mucaigunr.

Tewma 12. Tlpenensl mocieACTBUI IPH COLIMOUHKEHEPHBIX aTaKax.

Tema 13. ConpoBorkaeHHE COMMATBHBIX IMPOIIECCOB B OOIIECTRE.

Tema 14. TexHONOrMM 3alUTHI OT COLUAIBHBIX «XaKEPOBY.

Tema 15. KommiekcHplii moaxon K pa3paboTke MOIUTUK —HHGOPMalMOHHON
0€30MacCHOCTH MPEATIPUATHSL.

Tema 16. [Tpunuumns! otieHku 3 (HEKTUBHOCTH CPEACTB 3aIIUTHI.

9. Tekymmii KOHTPOJIb O JAUCHUIINHE

Tekymmii KOHTPOJb MO TUCHMIUIMHE MPOBOJUTCS IYTEM KOHTPOJIS IMOCEIIaeMOCTH,
MPOBEJICHUS TECTOB I10 JICKIIMOHHOMY MaTepHally, 0 TeMaM, BBITIOJHEHUS TOMAIIHUX 3aIaHUAN
u Qukcupyercs B popMe KOHTPOJIBHOIM TOUKH HE MEHEE OJIHOTO pa3a B CEMECTp.

OueHouHble MaTepuajbl TEKYIIETO KOHTPOJs pa3MmelneHsl Ha caiite TI'Y B pazgene
«Muadopmarus 06 oOpazoBaTesbHON porpammey - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂI{OK MPOBCACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMe)KyTO'lHOﬁ aTTeCTallumn

3ayer B MEpPBOM CEMECTpe MPOBOAUTCS B yCTHOU (hopMme mo OuineraM. buier coaepxur
JIBa TEOpeTUYECKUX Borpoca. [IpogomkurenbHocTs 3aueta 1 yac.

IIprMepHBIii IepeUeHb TEOPETUUECKNUX BOIIPOCOB:

1. OcHoBHbIE TPOOJIEMbI HHKEHEPHO-TEXHUUECKON 3alUThl HH(OPMAIUH.

Buas! uadopmarum, noyuiexaniye 3ammre. I'ocyrapcTBeHHas TaifHa.
[TpUHIUIIBI ¥ TEXHUKHU COLIMATIbHON MHKEHEPHH.
CriocoOb!I 3alUTHl OT aTak COLUAIBHON HH)XEHEPUH.
VYTeuka KoprnopaTUBHON HH(OpMALIMK U coLMaIbHasi UHKEHEPHUSL.
[Icuxuueckne COCTOSIHUS U COLIMANIbHAS MHXKCHEPHSL.
Meroas! conuanbHON HHKEHEPUU.
VYTeuka unpopmanuu yepesz HTEpHET.
9.  CouuanbHas HHXKEHEPUs1 B KOHKYPEHTHOU pa3BeJKe.
10. CounanbHas nHkeHepus. TeXHUKa IPETEKCTHHT.
11. CouuanbHas unxeHepus Vcnonp3oBanue OpeHI0B U3BECTHBIX (DUPM.
12.  ConmanbHas unxeHepus. Jlorepeu.
13.  CoumanbHas uHxkeHepus. JIoKHbIE aHTUBUPYCHI.
14. CounanbHas nHxkeHepus. [IcuxoTuns.
15. ®OuIMHrOBBIE ATAKU.
16. KoMOMHMpOBaHHBIE CXEMbI COLIUAIEHON MH)KEHEPUH.
17. TenedonHsli GUIIUHT (BULIHHT).
18. TposiHCKas mporpaMma.
19.  Metoapl 06paTHON COLMATEHON HHKEHEPUU.
20. «CoumnanpHas MH)XEHEPHs» KaK HayKa.
21. CouuanbHasi UH)KE€HEPUS U COLIUATIbHBIE CETH.
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3a4€T cTaBUTCS MPU MOJOKUTENBHBIX PE3YIbTaTaxX TeKYIIET0 KOHTPOJIS, MOI0KUTEIbHbIX
OTBETOB Ha BONPOCH OWieTa, clade IMOATOTOBIEHHOrO pedepara W JOKIaAa MO OAHON U3
NpeUIOKeHHBIX —mpenojnaBareneM TeMm. [lman pedepara u  Tema COIJIaCOBBIBAIOTCS
IpernoaaBaTesieM.

[TpumepHBIiA CIIUCOK TeM pedepaToB:

NN R WD

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

[IprHIMIIBI ¥ TEXHUKHU COLIMATBHON MHKEHEPUH

CriocoOb!I 3aIUThI OT aTaK COLMAIbHOM HHXEHEPUN
YTeuka KOpropaTUBHON HH(GOPMAIMK U COIMATIbHAS WH)KEHEPUS
IIcuxoTunsel U connanbHas HHKEHEPHUS

Meroas! conuanbHOU HHKEHEPUU

VYreuka undopmaruu B cetu HTepHeT

ConuanbHas HHXKEHEPUs B KOHKYPEHTHOM pa3Belike
ATaky ¢ IOMOIIbIO COLMANIBHBIX CETEN

@UIIMHIOBBIC aTaKH.

KomOuHnpoBaHHbIE CXEMBI COLMAIIBHON HHXXEHEPUHU
JloxHBIE aHTUBHPYCHI

Jlotepen

TpostHCKHE TpOrpamMmBsl

Hcnonb3oBanue OpeHI0B U3BECTHBIX (DUPM B OpraHU3aIUK aTaK
TexHuKa MPEeTEeKCTUHIa B COLUAIIbHOW HHKEHEPUHU
OO0parHas colualibHasi HHXEHEPHs]

Araku ¢ momomnipio cepBuca FindFace

AnonumHas cetb TOR

Crioco0bI morydeH st KOPIopaTUBHON HH(pOpMaIim
TexHnueckas pasBenka u €€ posb B opranusanuu arak CHU
Bpenonocusie nporpammsel B CU

CnyxOb1 pa3seaku u CU

C

OIIGHO‘-IHBIG MaTCpHraJibl JJId IMMPOBCACHUA HpOMe)I(YTOHHOﬁ arTeCTallu pasMCIICHbI Ha

caiite TI'Y

B pazgene «MHpopmanus 00  oOpa3oBarenbHON  Iporpammer»

https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHo-MeTOANYECKOE 00ecTIeueHue

a) DNeKTpOHHBIA  y4eOHBIH  Kypc 1o  guciumuimae B LMS  IDO

https://Ims.tsu.

ru/course/view.php?id=12291

0) OlieHOYHBIE MaTepHalibl TEKYHIETrO KOHTPOJISI M MPOMEXKYTOYHOM aTTECTAllUU I10

JNUCILIUILINHE.

B) Meroaunueckue ykazaHus 0 MOATOTOBKE JIOKJIa1a U HaMCAHUIO pedepara.

12. Ilepevyenn y4eOHOM JauTEpPaTyphI U pecypcoB cetn UHTEepHeT

a) OCHOBHas JTUTEpaTypa:
— Anomnonckuii A. B., lom6posckast JI. A., Ilpumakun A. U., Cmupaosa O. I'., OcHOBBI
uH(popmanmonHou 6e3onacHoctu B OB/I: Yuebnuk ans By3oB. — CII6.: Yausepcuter MBI PO,

2010.

— KeBun Muthuk, Yuneam Caiitmon — Ilpuszpak B Cetn. MeMyapsl Bennyanmiero xakepa. — M.:
HznarensctBo: «KCcMOy, 2012. — 416 c..

0) JOTMONHUTENbHAS TUTEpaTypa:
— KysnenoB M.B., CumasnoB U.B. ComnmanpHas nHXEHEpHs U conranbHble Xakepbl.-CI10:
BXB-Iletepbypr, 2007. — 368 c.


https://lms.tsu.ru/course/view.php?id=12291

— Bunbsam JI. Caiimon, K. MutHuk. MckycctBo oomana. -M: Komnanus AiiTu, 2004. — 123 c.

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHil

a) JIMIIEH3UOHHOE U CBOOOIHO pacpOCTPaHIeMOe ITPOrpaMMHOE 00ecIieueHuE:

— Microsoft Office Standart 2013 Russian: maket nporpamm. BkitoyaeTr mpuiIoKeHHUS:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— yOJIMYHO JOCTYIHBIE o0avynble TexHomoruu (Google Docs, SIHaekc AuCK U T.11.).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTPOHHBIN KaTaJjor Hayunoi O6ubnmmoTexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DneKTpoHHAas 6ubnuoreka (penozurtopwuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBbC KoncynbraHt cTyaeHTa — http://www.studentlibrary.ru/
— ObpazoBarenbHas mwiardopma FOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuajJibHO-TeXHHYECKOE o0ecrieyeHmne

AyauTopun [Uisl IPOBEICHUS 3aHATUHN JIEKIIMOHHOIO THIIA.

Aynuropun A NPOBEACHUSI HHIUBUAYAIBHBIX U TPYNIIOBBIX KOHCYJIbTALMi, TEKYILErO
KOHTPOJI U TPOMEKYTOUYHON aTTECTALlUU.

ITomerieHust U1l caMOCTOSITENILHOW paboThl, OCHAIEHHbIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYNIOM K cetu MHTepHeT, B 3JIEKTPOHHYI0 HWH(GOPMAIMOHHO-00pa30BaTEIbHYIO Cpeay U K
UH(POPMALIMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

15. Undopmanus o paspadorunkax

benses Buktop AcdanacbeBHY, KaHA. TE€XH. HayK, JOLUEHT Kadeapbl KOMIbIOTEpHOU
0€30MacHOCTH UHCTUTYTA NPUKIJIAJHOW MaTeMaTUKU U KoMIIblIoTepHbIX Hayk HU TI'Y.
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