MuHncreperBo Hayku u BbiCiIero oGpasosanust Poceuiickoii deneparmn
HAITMOHAJIbHBIN NCCIIEAOBATEJIbCKUU
TOMCKUU I'OCYJAPCTBEHHbBIM YHUBEPCUTET (HU TT'Y)

I/IHCTI/ITYT HpHKHaHHOﬁ MaTEMaTUKN U KOMIIBIOTCPHBIX HAYK

YTBEPX/IEHO:

Hupexrop
A. B. 3amgarun

Paboyast mporpamma TUCIIHIUTHHBL
OcHoBbI HHPOPMALMOHHON 0€30MACHOCTH
10 HATPABJICHUIO TIOJITOTOBKH
02.03.02 ®ynaamentanbHas nHpopMaTuKa U HHPOPMALMOHHBIE TEXHOJIOTHH

Hamnpasnennocts (mpoduiib) MOATOTOBKH
HckyccTBeHHBIN HHTE/UIEKT M pa3padoTKa NPpOrpaMMHBIX POAYKTOB

®dopma o0yueHus
Ounas

Kpanmudukanms
bakaaasp

I'ox npuema
2025

COT'JTACOBAHO:
PyxoBoaurens OII
A.B. 3amsTun

[Ipencenarens YMK
C.II. Cymenko

Tomck — 2025



1. ]_Ie.]'lb U IIJIAHUPYEMBIC PE3YJbTAThI 0CBOCHUA JUCHUIIJINHBI

[enbto OCBOEHUS TUCIUIUIMHBI ABIISIETCS (POPMUPOBAHHE CIIEIYIOMINX KOMITETCHIIUMI:

OIIK-3. CnocoGen Kk pa3paboTKe aIrOpUTMHUYECKHX M MPOTPAMMHBIX PEIICHHHA B
00JIaCTH CUCTEMHOTO M MPHUKJIAAHOTO MPOTPAMMHUPOBAHUS, MATEMAaTHUECKUX, HH(POPMALIMOHHBIX
M UMHUTAMOHHBIX MOJENeH, CO3AaHuI0 WH(POPMALMOHHBIX PECYpPCOB TIIJIOOANBHBIX CETEeH,
00pa3oBaTeNbHOTO KOHTEHTA, NMPHUKIATHBIX 0a3 JaHHBIX, TECTOB W CPEACTB TECTUPOBAHUS
CHCTEM M CPEJICTB Ha COOTBETCTBHE CTAHIAPTaM M UCXOIHBIM TPEOOBAaHUSM.

[1IK-2. Criocoben  mpoekTupoBaTh 0a3bl  JaHHBIX, pa3padaThBaThb KOMIIOHEHTHI
MIPOTPAaMMHBIX CUCTEM, 00ECTIeYMBAIOIINX paboTy ¢ 6a3aMu JaHHBIX, C MOMOIIBIO COBPEMEHHBIX
MHCTPYMEHTAJIbHBIX CPEJCTB U TEXHOJIOTUI.

Pe3ynbpraramMu OCBOEHUS AMCUUIUIMHBI SIBJISIOTCS CIEIYIOIINE UHAUKATOPBI JOCTHXKEHUS
KOMIIETEHIIUH:

NOIIK-3.1. Ucionp3yeT  MeTOAbl TOCTPOCHHS W aHalu3a  aIrOpUTMOB  TIpU
MIPOEKTUPOBAHUM U pa3pabOTKe MPOTrpaMMHBIX CUCTEM.

NOIIK-3.2. Ucnionb3yer ¢yHIaMEHTAIbHBIC 3HAHWS JUIS pEANH3alidd  aJrOpUTMOB
MPUTOAHBIX JUISI TPAKTUYECKOTO NPUMEHEHUs B 00JacTH HHQPOPMAIMOHHBIX CHUCTEM U
TEXHOJIOTUH.

NIIK-2.3. Ucnonb3yet cpeactBa CYBJl ans BeisiBICHHS] TTPOOIEM MPOU3BOIUTEITEHOCTH
IIPH BBITIOJIHEHUU U MOBBIILIEHUEM IPOMYCKHON CLIOCOOHOCTH 0a3bl TaHHBIX.

2. 3azlaqn O0CBOCHMUA NUCHUIIJIMHBI

— OcBoUTH MOHATUIHBIN anmapat UHPOPMAILIMOHHONW OE30MTaCHOCTH.

— IomyunTs npezacTaBieHne 0 6a30BBIX MOHATUAX U 33[ja4ax KpUnrorpapuu.

— IomyunTh MpeacTaBlieHne O CPEICTBAX U METO1aX MH(OPMAIIMOHHOM 0€30MacHOCTH.

— O3HaKOMUTBCS C TOCYIapCTBEHHOW moiuTukoii P® B chepe wuHbDOpMaImoHHON
0€30MacCHOCTH, OCHOBHBIMH MEXaHHW3MaMH 3allUThl OT HECAaHKIMOHHPOBAHHOIO JOCTyNa H
0a30BBIMU CPECTBAMU 3AIIUTH KOMITBIOTEPHBIX CETEH.

3. MecTo THCHHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHON MPOrpaMMbl

Jucnurnnuna oTHOcUTCS K bioky 1 «/[uctuuminabl (MOTyIn)».

JlucuumimHa OTHOCHTCS K 4YacTH 00pa3oBaTesIbHOM MIpOrpaMMmbl, (QopMHpyeMOn
y4yaCTHUKaMu 0O0pa30BaTeNbHBIX OTHOUICHHH, mpeayaraerca oOydaromuMmcss Ha BbIOOD.
JucuuminHa BXOAUT B MOAYINb «CaMOOpraHu3aius U CaMOPa3BUTHEY.

4. CemecTp(bl) ocBOeHUs U (popMa(bl) IPOMEKYTOYHON ATTECTAIMH MO TUCHUILINHE

Bropoii cemectp, 3auer

5. Bxoanble TpeGOBaHUS /151 OCBOEHHS AUCIUTIIHHBI

JUis  yCHEemHOro OCBOEHHUS JUCHMIUIMHBI TPeOYIOTCS pe3yiabTaThl OOydeHHs IO
CJIEAYIOIIMM JAUCHUIUIMHAM: OCHOBBI TPOrpaMMHMPOBAHUS, TUCKPETHAsI MaTeMaTHKA.

6. SI3bIK peaju3anuu

Pycckuii

7. O0beM IUCHUILIUHBI

OO01ast TpyI0eMKOCTh AUCHUTIINHBI COCTABISET 2 3.€., 72 4acoB, U3 KOTOPBIX:
-JeKIun: 32 4.

B TOM YHCJIE TPaKTUUYECKast NoaAroToBka: 0 .
O0BbeM caMOCTOSATENBHON PA0OTHI CTY/IEHTA ONPEACTICH YIeOHBIM MIJIAHOM.



8. Coz[epmalme AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC€ IO TEMaM

Tema 1. Madopmarus kak OOBEKT 3alTUTHI.
[lonsstue 00 wuHPOpMauuu. YpoBHU mHpeacTaBieHuss uHPopmanuu. CBoiicTBa
3anmumaemMoit nadopmamnuu. Buap! TaiiH. [IpaBoBoii pexkxuM HHPOPMAITMOHHBIX PECYPCOB.

Tema 2. [lonsaTHitHbI anmapaT nHGOPMAIIMOHHOHN 0€301TaCHOCTH.
Bunei, crioco0sl, 3aMbICelT, 00BEKT, TEXHHUKA 3AIIUTH HHPOpMAaIu. Buiel HapymmTens u
KJIacCU(UKAIUS yTPO3.

Tema 3. 'ocynapcTBeHHas! NOJIUTHKA HHPOPMAIIMOHHON 0€3011aCHOCTH.

locynapctBennast ~ cuctema  oOecnedyeHuss ~ MHPOPMAIMOHHON  0GE€30MacHOCTH.
3akoHOJaTeNbHAasE OCHOBa oOecriedueHus WHGOPMAIIMOHHONW 0e30macHOCTH. be3onacHoCcTh
KpuTH4ecKOoW uH(popMaunoHHOM uHOpacTpykTypsl P®. JlokTpuHa uHMOPMAaLMOHHON
6e3omacuoctu PO. OCTOK.

Tema 4. Yrpo3ssl 6e30macHoCcTH HH(OPMALIKK.

HecankuumonupoBanuesle omnepanuu ¢ uHpopMmanueil. [lepeueHb THIOBBIX YIpos.
Knaccudukanus ys3sumocrterr u yrpo3. Knaccudukamus cnocoboB HCJI. TumoBsie ataku Ha
KOMMYHHKAI[MOHHBIE TPOTOKOJBIL. MexayHapoaHble 0a3bl AAHHBIX U PEECTPhl YSA3BHUMOCTEH.
bank nanubix yrpos 6ezonacHoct uHpopmannu @CTIK Poccun.

Tema 5. Mepbl IpoTUBOACHCTBUS yrpo3aM 0€3011acCHOCTH.
[IpaBoBoe obecreuenne wHMOpPMAIMOHHOW  Oe3omacHOCTH.  OpraHuU3alMOHHEIE,
¢dbusznveckue, Texunueckue Mepol. [lonmuTrka nHGOPMAITMOHHONW 0€30TTaCHOCTH OpraHU3aIHH.

Tema 6. Kpunrorpaduiyeckne MeToApl 3aIUTH HHGOPMAITUH.

OcHoBHbIe 3aaun kpuntorpadun. Kpunrorpadguueckue cuctembl. Kpunrtorpaduyeckue
npoTokoJiel. Ludposas moanucek. Xemr-gpyakaus. CTaHaapTel B 00JaCTH KpUNITOrpaduuecKon
3alUThl HHQOPMAIIHH.

Tema 7. OcHOBHBIE MEXaHU3MBI 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Koutpons nenocrnocrtu. Uaentuduxanus. [IpotokonupoBanue u ayauT. YmopaBiieHUE
JOCTYIOM. 3amuTa OT BPEJOHOCHBIX MporpamMm. 3aliUTa MEXKCETEBOTO0 B3aUMOJICHCTBUS.
3amura nHbopManuu npu nepegaye. [lpenorspamienue yredek HHGOPMAIIHH.

Tema 8. MadopmarmonHas 6€30MacHOCTh KOMITBIOTEPHBIX CETEH.

Yrpo3sl KOpropaTuBHOW ceTH. 3amurta nepumerpa. OCHOBHBIE MEXaHHM3MBI 3alllUTHI.
ba3zoBble cpeiacTBa 3aIMThl KOMITBIOTEPHBIX ceTel (MEKCETeBbIe JKpaHbl, CHCTEMbI aHaIM3a
3alUIIEHHOCTH, CHCTEMbl OOHapyxeHUsi atak). Bupryanbnbie wactHbie cetd (VPN). Ayaur
0€30I1aCHOCTH.

9. Tekymmii KOHTPOJIb O JTUCHHUILINHE

TeKYH_[I/Iﬁ KOHTPOJIb II0 AJUCHUIINIMHC IIPOBOAUTCA ITYTCM KOHTPOJIA IMOCCINACMOCTH,
BBIIIOJIHCHHUA KOHTPOJIBHBIX 3a,[[aHPII>i, TECTOB II0 JICKHMOHHOMY Marepuaily Hu CI)I/IKCI/IpyeTCH B
(l)opMe KOHTpOJ’ILHOfI TOYKHU HC MCHEC OZTHOI'0 pa3a B CEMECTDP.

OreHOYHbIE MaTepHalbl TEKYIIEro KOHTpOJs pasMmenieHel Ha caiite TI'Y B pasnene
«Mudopmarms 06 oOpazoBaTenapHO porpamme» - https://www.tsu.ru/sveden/education/eduop/.



10. HOpﬂ)IOK NMPOBECACHUA U KPUTEPUH OLHCHUBAHUS l'[pOMC)KyTO‘lHOﬁ aTTeCTallumn

[lopsimox mnpoBeneHUs NPOMEXYTOYHOM arrectauuu. IIpoMexyrouHas arrectanus
OCYIIIECTBIISICTCS HA OCHOBE NMPOBEPKU BBINIOJIHEHHS CTY/ICHTaMH KOHTPOJBbHBIX 3aaHUN W/HiTH
TECTOB I10 JICKIMOHHOMY MaTepHally H/HiH 10 pe3ylibTaTtaM co0ece0BaHus C HCHOIb30BaHUEM
IepeyHsi KOHTPOJIbHBIX BOIPOCOB IO Kypcy. Cxema KOHTPOJIbHBIX BOIIPOCOB COOTBETCTBYET
KOMIIETEHTHOCTHOM CTPYKType JUCUUIUIMHBL. Ilpu oneHuBaHMM CTYAEHTY HEOO0XOAMMO
IIPOAEMOHCTPUPOBATh TOCTHIKEHUE BCEX 3aIJIaHUPOBAHHBIX MHIUKATOPOB.

Kpurepun oueHuBaHusS NPOMEXKYTOYHOM aTTecTalMM. 3adeT MO0 JAUCHUIUIMHE
IIPOCTABIIAETCS, KOTJA CTYACHT OBJIAJEIN 00A3aTelIbHbIM MAaTepUaJIOM IO pa3zeiaM JIEKIIHOHHOIO
Kypca, BO3MOKHO C HEKOTOPBIMHU HEJIOCTaTKaMM, a Tak)Ke MoKa3all TpeOyeMble YMEHHS U HaBBIKU
IIpY BBINOJIHEHWN OOJBIIMHCTBA KOHTPOJIbHBIX 3ajaHuil. Hezader mo aucuMmiuHe — CTYAEHT
MMEET CyUIECTBEHHBIE MPOOEIIbI M0 OTAECIBbHBIM TEOPETUUECKUM pa3/ielaM AUCLUIIIUHBI U He
Mokasaj TpedyeMble yMEHUS M HaBBIKH NPH BBIOJHEHUH KOHTPOJIBHBIX 33JaHUM.

OHGHO'-IHBIG MaTCpuraibl I IPOBCACHUA HpOMe)I(YTOqHOﬁ aTTeéCTalv pPasMCIICHbI Ha
cante TI'Y B pasmene «Mudopmanmus o0  oOpa3oBaTeNnbHOW  MpoTrpaMme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YueOHO-MeTOAUYECKOE 00ecIeueHne

a) DIEKTPOHHBIN yaeOHBIH KypcC o JTUCLIUTUTIHE B LMS iDo -
https://Ims.tsu.ru/course/view.php?id=31483
0) OLeHOUHbIE MaTepHalibl TEKYIIEro KOHTPOJIS M MPOMEKYTOYHOM aTTecTalu I10
JTUCLUILTUHE.
B) CeMHMHapCKUX / MPaKTUYECKUX 3aHATUHN N0 AUCIUILIIUHE HET.
r) JIabopatopHbIX pabOT MO ITUCIUTUIAHE HET.
1) Metoauueckue yKa3aHus 10 OPraHU3al[ii CaMOCTOSTEIbHON pabOThI CTYICHTOB.
CamocTtosarenbHas paboTa opranu3yeTcs B ClIeyomux Gopmax:
e paboTa co ciaiijlaMu JIEKIINH;
® U3y4YEeHHE BOIPOCOB, BBIHOCHMBIX 32 PaMKHU JICKIIMOHHBIX 3aHSATUH;
® BBINOJIHEHUE JIOMAIIHUX 3aJaHHI;
® [IOJrOTOBKA K pyOeKHOMY KOHTPOJIIO [0 TeMe/pazaenny
Pabory co crmaiimamMu  (KOHCIIEKTOM)  JIGKIIMM  II€JIECOOOpPa3HO  MPOBOJUTH
HEMOCPEJCTBEHHO TOcJe ee MpociayluBaHus. HeoOXoauMbIM 3JeMEHTOM OOy4YeHHs SIBISETCS
ryOOKO€ OCBOCHHME COJEp)KaHUsl JIEKIMH W CBOOOJHOE BJIaJ€HHWE UM, B TOM 4YHUCIIE
WCIIOJIb30BAHHON B HEWl TepMUHONOrMU. VI3yueHHWe BOMPOCOB, BHIHOCUMBIX 33 paMKU
JMEKUMOHHBIX  3aHATHH,  MpeAnoyiaraeT  CaMOCTOATEIbHOE  HW3y4eHHE  CTYACHTaMU
JOTIOTHUTENBHOU JsuTeparypbl. KOHTposbHBIE 3aJaHus, NpPUBEICHHBbIC B IUIaHAX 3aHATUH,
BBITIOJTHAIOTCS CTYJACHTaMH B 00513aTEILHOM HOPSIKE.

12. Ilepeyens y4eOHOIi TuTEpaTYpHl U pecypcoB cetu UHTepHeT

a) OCHOBHas JIUTEpaTypa:

— HectepoB C.A. OcHOBBI HHPOPMAITMOHHON 0€30MacHOCTH: yueOHoe mocobue. — JlaHs,
2019. - 324 c.

— bapanosa E.K., baGam A.B. OcHoBbl MH(pOpMalMOHHON 0€30MacHOCTU: y4eOHHK. —
NH®PA-M, 2019. — 202 c.

— E.B. BoctpeoBa OcHOBBl HMH(pOpPMalMOHHONW Oe30macHOCTH: ydeOHoe mocobue

W3narensctBo Ypan.yn-ra 2019 r., 204 c.

0) JONOJHUTENbHAS JInTepaTypa:


https://lms.tsu.ru/course/view.php?id=31483

—Tl'anarenko B.A. OcHoBbl uH(MOpMAIMOHHONW O€30MacHOCTH: ydeOHOoe Mmocobue. —
Wutepner-Yuusepcurer Madopmanuonnsix Texnonoruii, 2010. — 205 c.

—E. b. benos, B. Il. Jlocs, P. B. MemepskoB, A. A. IllenynanoB OCHOBBI
nHpopMaMOHHOHN Oe3omacHocTH: yueOHoe mocobue. — ['opsiuas muaus — Tenexom,2006. —
944 c.

— B. B. bonnapeB Benenue B nHpopmanmoHHyro 0€30MacHOCTh aBTOMATU3UPOBAHHBIX
cucreM: yuebHoe nocobue. — M3narensctBo MITY um. H. D. baymana, 2016. — 250 c.

B) pecypchl cetu MHTepHerT:

— Oobwepoccuiickas Cerp Koncynprantllmoc ChpaBounast mpaBoBas —cUCTEMA.
http://www.consultant.ru

— OcHoBbI HHGOPMAIIMOHHON Oe30macHOCTH [DneKTpoHHBIN pecypc] // HammonanbHbI
Otkpoithiii YauBepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHUpYCHas 3allluTa KOMIIBIOTEPHBIX CHCTeM [DJEKTpOHHBIM pecypc] //
Hanmonanensiit Otkpeiteiii Yausepcuter "MHTYUT". URL:

http://www.intuit.ru/studies/courses/2259/155/info

— be3onacHocTh cerell  [OnekTtpoHHbld pecypc| // HaumonanbHblii  OTKpPBITHIN

VYuuepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Mlepeuensb UHGOPMANMOHHBIX TEXHOJIOTHIi

a) JIMIIEH3NOHHOE U CBOOOHO PacipoCTpaHsIeMOe MPOTPaMMHOE 00ecTIeueHue:
— Microsoft Office Standart/LibreOffice , 6payzep Firefox/Sunexc
— myOIUYHO IOCTymHBIE obmaynbie TexHonorun (Google Docs, Anaexc auck u T.11.).

0) nH(pOPMAIIMOHHBIE CIIPABOYHBIE CHCTEMBI:

— DIIEKTPOHHBIN KaTajor Hayunoit OnbIMoTEKN Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DIeKTpoHHAas OonbmmoTeka (perio3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlaus — http://e.lanbook.com/
— 9BC Koncynsrant cryaenta — http://www.studentlibrary.ru/
— O6pasoBarenbHas miathopma FOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

B) npodeccuoHanbHbIe 0a3bl JAHHBIX (MpU HATUYUL).
bank nannbix yrpo3 6ezonacuoctu uHpopmarn @CTIK Poccuu- https://bdu.fstec.ru/
National Vulnerability Database (NVD) - https://nvd.nist.gov/

14. MaTepuaJbHO-TeXHHYECKOe o0ecriedeHne

AyauTopuu A7 IPOBENICHNS 3aHATHI JIEKIIMOHHOTO THUTIA.

Aynutopun Ais NPOBEICHUS MHIMBUAYAIBHBIX U TPYNIOBBIX KOHCYJIbTAIUH, TEKYIIETo
KOHTPOJISL M TPOMEKYTOUHOM aTTeCTalUH.

ITomerenus st caMOCTOSITENILHOW pabOThI, OCHAIIEHHbIE KOMIBIOTEPHON TEXHUKOH U
JOCTYIIOM K ceTu MHTepHeT, B 3JIeKTPOHHYI HH(OpPMAIMOHHO-00pa30BaTEebHYIO Cpey U K
MH(GOPMAIIMOHHBIM CITPABOYHBIM CUCTEMaM.

Aymiuropun JUis  TpOBENEHHs 3aHATUN JIEKUMOHHOTO THUMA WHAMBUIYAIBHBIX U
IPYIIOBBIX KOHCYJIbTAIUH, TEKYILIETr0 KOHTPOJIS U MPOMEKYTOUHON aTTeCTallid B CMEIIEHHOM
bopmate («AKTPY»).


http://www.consultant.ru/
http://www.intuit.ru/studies/courses/10/10/info
http://www.intuit.ru/studies/courses/2259/155/info
http://www.intuit.ru/studies/courses/102/102/info
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/
https://bdu.fstec.ru/
https://nvd.nist.gov/

15. Undopmanus o paspadoTunkax

Tpenbkaes Bamum HwukonaeBud, KaHA. TEXH. HayK, JOIEHT, Kadeapa KOMIBIOTEPHON
0e30MmacHOCTH, JOLICHT
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