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1. KOMHeTeHIII/II/I U HHAHAKATOPbLI HUX JOCTHXKCHHUSA, IPOBEpAEMbIC JTaHHBIMHA
OLCHOYHBIMH MaTepHaAIaMH

[{enpro 0OCBOEHUS TUCIUTIINHBI SBISETCS POPMUPOBAHUE CIEAYIOMUX KOMITETECHITUH:

OIIK-2 CnocobeH COBEpIICHCTBOBaTh M PEaTU30BbIBATh HOBHIE MaTEMaTUYECKUE
METO/Ibl PEIICHUS] PUKIIATHBIX 3a/1a4.

OIIK-4 CriocobeH KOMOMHHUPOBATh M aJalTHPOBATh CYIIECTBYIOIIHE WH()OPMAIMOHHO-
KOMMYHHUKAITIOHHBIC TEXHOJOTUU I pEIIeHUs 3a7ad B 00JacTH MpoQecCHOHATBHON
JESITEIbHOCTH C y4eTOM TpeOoBaHUM MH(POPMAIIMOHHOMN 0€30MacHOCTH.

[TK-2 CriocoOeH O1eHUTh YPOBEHb 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM U pa3padoTaTh
IIpOrpaMMHO-aINapaTHBIE CPEACTBA 3aIUThI HH()OPMALIUH.

PesynbraramMu OCBOCHUSI AUCIUILUIMHBI SBJSIOTCS CIACAYIOIINE WHIUKATOPBI JOCTHXKEHUS
KOMIIETECHIINH:

NOIIK-2.1 Ucnionb3yeT pe3yapTaThl MPUKIAJHON MATEMATUKH I OCBOCHUS, a1alTallii
HOBBIX METOIOB PEIlIeHUs 3a]]a4 B 00J1aCTH CBOMX NMPO(ECCUOHAIBHBIX HHTEPECOB.

NOIIK-4.2 YauteiBaeT OCHOBHBIE TPeOOBaHUS NH()OPMAIIMOHHOW OE30ITaCHOCTH.

NIIK-2.1 OcymiecTBiusieT NpoOBEACHHE KOHTPOJIBHBIX MPOBEPOK PabOTOCIMOCOOHOCTH U
3¢ (HEKTUBHOCTH TMPUMEHICMBIX MPOrPAMMHO-AIMITAPATHBIX CPEICTB 3aIUTHl HWH(pOpMamu,
pa3paboTKy TpeOoBaHMII K MPOrpaMMHO-aNMapaTHBIM CpPEACTBAM 3allUThl HH(pOpManuu
KOMITHIOTEPHBIX CUCTEM.

2. OueHo4YHbIe MaTepPUAJbl TEKYIEr0 KOHTPOJISI U KPUTEPUH OLleHUBAHHUSA

DJIEMEHTBI TCKYIIETO KOHTPOJIA:
— TCCTHI,

— pedeparsbl.

[Ipumep Tunosoro tecra (MOIIK-2.1). 3amura nunpopmanuu. OCHOBHbIE TEPMUHBI U
ornpeneneHus. TepMUHBI, OTHOCALIMECS K CIIOCO0aM 3alUThl MHOOPMAIIH.

1. 3ammra wuHpOpMalMU, HaNpaBlICHHAas Ha MPEAOTBpPAIIEHHE HEKOHTPOIHUPYEMOIO
pactpocTpaHeHHs  3aIMINAaeMoi uHGOpPMAlMM B pe3yibTaTe €€  pas[yalleHus |
HECaHKIIMOHMPOBAHHOTO JOCTyNa K HEeH, a TakKe Ha HCKIYEHUe (3aTpyAHEHHUE) MOIydeHUs
3anuimaeMoi nHpopMaIu pa3BeKaMy U IPYTUMHU 3aUHTEPECOBAaHHBIMH CyOBEKTaMH 1TO:

a) 3amuTa nHGOpPMAIMU OT pasIJIalIeHus

0) 3ammra HH(OPMALIUU OT YTEUKU

B) 3alUTa HHPOPMALUU OT HECAHKIIMOHUPOBAHHOT'O JI0CTYIIA

r) 3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBHS

1) 3amuTa “HpOopMaIMK OT HEeTIpeIHaMEPEHHOT0 BO3/IEHCTBHS

2. 3amMra HHGOpPMaLUK, HapaBJIeHHas Ha IPEJOTBPAallleH’e HECAHKLIMOHUPOBAHHOT O
JIOBEJICHUS 3alUIIaeMOil HHPOpPMAINH JI0 3aMHTEPECOBAHHBIX CYyOBEKTOB (MOTpeduTeNneit), He
UMEIOIIUX MPaBa AOCTyMa K 3TOW HHPOPMALIUH 3TO:

a) 3amuTa “H(pOpPMAIUU OT pas3TIalICHUsS

6) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HH(OPMALUU OT HECAHKIIMOHUPOBAHHOTO TOCTYyMa

r) 3amuTa “HPOpMAIMK OT HECAHKLIIMOHUPOBAHHOTO BO3/1EHCTBHS

1) 3aumTa UHGOpMaluK OT HEeMpeIHaMEPEHHOI0 BO3IEHCTBHS

3. 3amuTa uHGOpMAaIMK, HAIIpaBJIeHHAs Ha MPEAOTBpallleHNe TOTyYeHHS 3alIUIaeMOon
UH(POPMALIMU 3aMHTEPECOBAHHBIMU CyObEKTaMU C HAPYIIEHUEM YCTaHOBIEHHBIX
HOPMAaTHUBHBIMH U ITPABOBBIMH JIOKYMEHTaMH (aKTaMu) Uiu o0JanaTesiMu HH(popMaluu npas
WY TIPaBWJI pa3TpaHUyeHUs JOCTYNA K 3alUIaeMoi HHPOPMAaLUHU 3TO

a) uHpopMauM 3ammTa HHGOPMaIUU OT pa3rilalleHus



0) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa MH(pOpPMAIUKA OT HECAHKIIMOHUPOBAHHOTO J0CTyIa

r) 3amuTa “HPOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3/ACHCTBHS
1) 3amuTa “HPOPMAIMK OT HENPETHAMEPEHHOTO BO3ICHCTBHS

4. 3ammra nHOpMaIMK, HallpaBlIeHHast HA MPeJOTBpAIleHIEe HECAHKIIMOHUPOBAHHOTO JI0CTYIIA
U BO3JCHCTBUS HA 3alWIIACMYI0 WH(OPMAIMIO C HAPYIICHUEM YCTAHOBJICHHBIX NpaB M (HJIH)
IpaBUJI Ha U3MEHEHNE UHPOPMALIUH, IPUBOSIINX K Pa3pYIICHUIO, YHUYTOKEHHIO, HCKAXECHHUIO,
cboto B paboTe, HE3aKOHHOMY IIEpeXBaTy W KOIUPOBAHHIO, OJOKMPOBAHHIO JOCTyHa K
uHpOpMaLUK, a TaKKe K yTpaTe, YHHUTOXKCHHIO WIM CO0I0 (DYHKIIMOHUPOBAHHUS HOCHTEIS
UH(POPMAIIHUH 3TO:

a) wuH(bOpMAIHHK 3a1IUTa HHPOPMALIUHU OT pa3rialieHus

0) 3amuTta MHPOpPMAIIUU OT YTECUKH

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa “HPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3CHCTBUS

1) 3ammTa HHQOpPMAIMK OT HEITPEeIHAMEPEHHOTO BO3ICHCTBHS

5. 3amuTa nHpOpMaIHK, HATIPaBICHHAS HA MPEAOTBPAIICHUE BO3ICHCTBHS Ha 3aIUIIAEMYIO
uH(pOpPMAaIIKIO OIKUOOK €€ MOJIb30BaTeNs, CO0sl TEXHUYECKHUX U MPOTPAMMHBIX CPEICTB
MH(POPMALMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN WJIM MHBIX HEIIeJICHAIIPABICHHBIX Ha
U3MeHeHre nHGOopMaIuu COOBITUHN, MPUBOASIINX K HCKAKEHUIO, YHUUTOKEHUIO, KOMTUPOBAHUIO,
OJIOKMPOBAHUIO JOCTYNA K MHQOPMAIIHNH, a TAKXKE K yTpaTe, YHHUTOKEHUIO M COOFO
(GyYHKIIMOHUPOBAHUS HOCUTENS HH(GOPMALIUU 3TO:

a) wuH(bOpMAIHHK 3aIUTa HHPOPMALIUHU OT pa3rialIeHUs

0) 3ammrta nH(OPMALIUU OT YTEUKU

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3ammTa UHQOPMALMK OT HECAaHKIIMOHUPOBAHHOTO BO3/IEHCTBUS

1) 3amuTa HHGOPMAIMK OT HETIpeTHAMEPEHHOTO BO3/ICHCTBHS

Kiroun: 1 6), 2 a), 3 B),4T1), 5 n).

Kputepun olieHuBaHus: TECT CUUTAETCS MPONUJEHHBIM, €CIM O0ydarolmuii OTBETUJI IMPABHIBHO
6osee, ueM Ha OJIOBUHY BOIPOCOB.

[Tpumepst Tem pedepatos (MOIIK-4.2):

e Kpunrorpadguueckue npoTokoasl HIASHTU(PUKALUN Ha OCHOBE TEXHUKHU ‘‘3alpOC-OTBET .
e IIpoTokonbl uaeHTH()UKAIMY Ha OCHOBE TEXHUKH JI0KA3aTeNIbCTBA 3HAHMUS.

e Kpunrorpapuueckue npoToKoIbl OTKPHITOrO paclpeneieH s KIrouen
e Kpunrorpapuueckue npoToKoIbl IPEIBAPUTEIHLHOTO paclpeaeseHus KiIodei
e Kpunrorpapuueckue mpoTOKOIbI 3IEKTPOHHOTO FOJIOCOBAHMSL.

e Kpunrorpapuueckue npoToKoIbl 6€30MaCHBIX COBMECTHBIX BHIYMCICHUH.
e Kpunrorpaduueckue npoToKoibl 3IEKTPOHHOTO ayKIIMOHA.

e ATaku Ha IPOTOKOJIbI ACHTU(DHUKAIIH.

e ATaku Ha TPOTOKOJIbI paclpeaeIeHUs KIIOUEH.

Kpurepuu onenku pedepara.

«OTIMYHO»: T€Ma MOJHOCTHIO PAaCcKphITa, padbora opopmieHa Ha BBICOKOM YypOBHE, B paboTe
MPOBEJEH IIUPOKUI H TOCIEN0BATeNbHBI 0030p HAayYHO/TEXHUYECKOW IUTEPATyphl IO



uccieayeMol mpolOiieMe, aBTOp CBOOOJHO OPHEHTHPYETCSs B Marepuaie, OIepupyer
TEPMHUHOJIOTHEH IO paccMaTpuBaeMoil mpodjaemMe, MOXKET apryMEeHTHPOBAHO OTCTaUBAaTh
CBOIO TOUKY 3PEHUSI U OTBETUTH HA BO3HUKAIOIIME BOIIPOCHI.

«Xopomo»: Tema pabOThl B II€JIOM JOCTaTOYHO TIIOJIHO  PACKPBITA, HCIIOJIb30BAHBI
COOTBETCTBYIOLIAsi OCHOBHAs U JONOJHUTEIbHAS JIUTEpaTypa W JIPyrue UCTOYHUKHU, aBTOP
JIOCTaTOYHO YBEPEHHO OPHEHTHPYETCS B MaTepUalie, MMEIOTCS 3aMEYaHUsl WM HETOYHOCTH B
YaCTU W3JIOKEHUS M OTHENIbHbIC HEAOCTATKU 110 0(hOPMIICHUIO PabOTHL.

«Y IOBJIETBOPUTENBHO»: TeMa pPabOThl PACKpPBITa HEJAOCTATOYHO IIOJHO, MCHOJIB30BAINCH
TOJIBKO OCHOBHBIC UCTOYHUKH, MaTepPHUall M3JI0KEH HEMOCIIeI0BATEIbHO, UMEIOTCS HEIOCTATKH
B opopmieHuu.

«HeyznoBneTBOpUTEIIbHOY»: TeMa PabOTHI HE PACKPBITA, MAaTEPUA U3JI0KEH HEIOCIEI0BATENIBHO,
OTCYTCTBYIOT CCBUIKHM Ha JINTEPATYPHbIC UICTOYHUKHU U APYTUe UCTOYHUKHU, UMEIOTCS HEAOCTATKU
B odopmiieHnu paboTHl, aBTOP IUIOXO OPHEHTUPYETCS B TPEACTABICHHOM Marepuaie,
coJiepKaHue paboThl 3aMMCTBOBAHO U3 KAKOT0-TM00 HCTOYHHKA.

3. OueHo4YHble MaTepHaJIbl HTOTOBOI0 KOHTPOJISA (IPOMEKYTOYHOM aTTrecTaluu) v
KPHUTEPUH OLeHUBAHUSA

[IpoMexxkyTouHass aTTecTalusi OCYIIECTBISAECTCS HAa OCHOBE BBINOJHEHUS CTYAEHTOM
KOHTPOJLHOT'O 33JJaHUsl, KOTOPOE BBISBIISIIOT BCE 3aIVIAHMPOBAHHBIC MHIMUKATOPHI JOCTHUKEHUS
KOMIIETEHIIUH.

[IpuMepsl KOHTPOJIBHBIX 33 JaHUMN.

3anmanue 1 .TpeOyercs U3ydnuTh U MPOTPAMMHO PEaTU30BaTh KaKOW — TMO0 KpUNTOorpadhuaecKuii
MPOTOKOJI U3 TPE/TIOKEHHOTO CITUCKA!

e S/KEY (One-Time Password System), RFC 1760,
https://datatracker.ietf.org/doc/html/rfc1760

e TOTP (Time-based One-Time Password Algorithm), RFC
6238, https://datatracker.ietf.org/doc/html/rfc6238

e CHAP (Challenge Handshake Authentication Protocol), RFC 1994,
https://datatracker.ietf.org/doc/html/rfc1994

e MS-CHAP (Microsoft Challenge Handshake Authentication Protocol), RFC
2433, https://www.rfc-editor.org/rfc/rfc2433

o Diffie-Hellman, RFC 2631, https://datatracker.ietf.org/doc/html/rfc2631

e Oakley (any example), RFC 2412, https://datatracker.ietf.org/doc/html/rfc2412

IIpu peanuzanuu BO3MOXKHBI MOJUGUKAIMM M YHOPOILEHUS OpPUTHMHANA, KOTOpbIE He
3aTparvBaroT 0a30BbI€ MPUHIMIIBI PAOOTHI MPOTOKOIA.

OTuer O NPOAETAHHOM KOHTPOJIBHOM 3aJaHMM HEOOXOIUMO 3arpy3uTh Cpery
anekTpoHHoro obydenuss TI'Y. Order NOMmKEeH BKJIIOYATh B ceOs: Ha3BaHME IUCIUIUIMHBI U
HazBaHue 3amanus, ®UMO u HOMep Trpynmbl HUCHOJHUTENS pPaOOTHI, KpaTKOE ONHCaHUe
cneur(UKauy MPOTOKOIA, A€TaIM U OCOOCHHOCTH NMPOrPaMMHOM pean3aiuy (UCIoIb3yeMble
KJIaCChl M METO/IbI, CTPYKTYPBI ITaHHBIX, JopMaT COOOIIEHUI MPOTOKOJIA, a TaKkKe BHIOOPOYHBIE
OpUMEpbl KOJa MpPOrpamMMbl), CKPUHIIOTHI (CHUMKH S5KpaHa), JEMOHCTPUPYIOIIUE IPOXOJIbI
(warv) ¥ TUIOBBIE CIIEHApUU PabOTHI MPOTOKOJIA, HAPUMEDP CIy4ail ¢ MPaBUIbHBIM/JIOKHBIM
[apoJieM WJIH ITATHBINA/HEIITaTHBIN PeXuM paboThI.



3aganue 2. C momorbio cBoOoaHO pacrpocTpansemoro smynsitopa cetd (PNETLab, Cisco
Packet Tracer, Boson NetSim, GNS3, VIRL, EVE-NG) TtpebOyercs cOpoeKTHpOBaTh
IPOM3BOJILHYIO TPOCTYIO CETEBYIO TOMOJOTHIO U TMPOU3BECTH HACTPOMKY CETEBBIX YCTPOWCTB,
IPOMOJICJIUPOBATh KAaKyIO-THOO KOMITBIOTEPHYIO aTaky, a Jajiee B pPEalM30BaHHYIO CETEBYIO
TOTIOJIOTUIO JT00ABUTh M HACTPOMUTH CPEJICTBO 3aIIUTHl MH(YOPMAIMM WIH TEPEHACTPOUTH
CEeTEBBbIC YCTPOMCTBA M YOEAMUTHCS, YTO KOMIIBIOTEpHAs aTaka HeWTpann3oBaHa. MoaeanpoBaTh
KOMITBIOTEPHYIO aTaKy M3 OJJHOTO M3 CIEIYIOIIUX KJIACCOB:

ARP-spoofing attack

VLAN-hopping attack

CAM Overflow attack

DHCP Starvation attack

e STP L2 attack

e DDOS attack

e ICMP redirect man-in-the-middle attack
e OSPF route spoofing

e BGP route spoofing

OTyeT 0 MpOJEIaHHOM KOHTPOJIBHOM 3aJJaHWU BBIKJIAABIBACTCS B CPEAy IJIEKTPOHHOTO
oOyuenus TI'Y u BkimouaeT B cedsi: Ha3BaHUE AUCHUILTUHBI U Ha3Banue 3ananus; O u Homep
TPYIIIBI UCTIOJHUTENST PaOOThI, KPaTKOE OINKUCAHUE KOMITBIOTEPHOM aTaku; PUCYHOK CETEBOM
TOTOJIOTH ISl MOJICTIMPOBAHMS aTaKW; CKPUHIIOTHI (CHUMKH SKpaHa), IEMOHCTPUPYIOIIUE Iaru
aTaku C KOMMEHTapUAMU; CKPUHILOTHI, JEMOHCTPUPYIOIIHE MEpPbI MPOTUBOJCUCTBUS aTaKe C
KOMMEHTApUSIMHU.

KpI/ITepI/II/I OLICHHNBAaHUA HpOMe}KYTOqHOﬁ aTTCCTalluun.

3adeT 1o AUCHUIUIMHE — CTYACHT OBJIAACII 00s13aTeILHBIM MaTepuajioM IO pasaciiaM
JICKOMOHHOT'O KypcCa, BO3MOXXHO C HCKOTOPBIMM HEAOCTATKaMHM, a TAKKC IMOKasaJl Tp€6y€MBIe
YMCHHA U HaBBIKU ITPU BBINIOJIHCHU W KOHTPOJIBHOTO 3a/IaHH .

Hezager mo AUCHUIINIMHE — CTYACHT HUMCCT CYHICCTBCHHBLIC Hp06eJ'IBI IO OTACIIbHBIM
TCOPCTUUCCKUM pa3aciaM JUCHUIINIMHBI WX HE IMOKasall Tp€6y€MI>IC YMCHHA W HABBIKW IIPU
BBITIOJIHCHUH KOHTPOJIbHOI'O 3aJaHUs.

4. OueHo4yHbIe MaTepHaJIbI IS NMPOBEPKH O0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIMIH)

Tect (MOIIK-2.1). TepMmuHbI, OTHOCAIIUECS K CIOCO0aM 3alUThI HH(OPMAIUH.

1. 3amwura wuHOpManMM, HampaBleHHas Ha MPEIOTBpALlEHUE HEKOHTPOIHPYEMOIO
pacmpocTpaHeHHs  3amuinaeMoil  uHGoOpManud B pe3yidbTaTe €€  pasrjialieHuss u
HECaHKIIMOHMPOBAHHOIO JOCTYyNa K HEW, a TakKe Ha UCKIIOYEHHE (3aTpyJHEHHE) MOJIyuyeHUs
3amuiaeMon nHGOpMaIU pa3BeIKaMH U JPYTUMHU 3aHHTEPECOBAHHBIME CYOBEKTaMHU ITO:

€) 3amuTta uH(pOpMAIUU OT pas3TIalICHUsS

) 3aIuTa HHPOPMAIUU OT YTEUKU

3) 3amuTa nHpOpPMAIUKA OT HECAHKIIMOHUPOBAHHOTO J0CTYyIa

W) 3ammTa HHHOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBUS

K) 3amuTa nHpOpMaIuu OT HEPEeTHAMEPEHHOTO BO3ICHCTBHS



2. 3amuTa nHGOpPMAIUH, HATIPABJICHHAS HA MPEOTBPAIleHNE HECAaHKIIMOHUPOBAHHOTO
JIOBEICHUS 3aIIUIIaeMOi HH(OPMAITUH 10 3aMHTEPECOBAHHBIX CYOBEKTOB (ITOTpeOUTENeH ), He
UMEIOIUX MIPpaBa AOCTYNA K 3TOW HHPOPMALIUH 3TO:

€) 3amuTa HHPOPMAIIUU OT pa3TIIAIICHUS

) 3aIuTa HHPOPMAIUU OT YTEUKU

3) 3amuTa HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

M) 3amuTa nHPOPMALUK OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBHS

K) 3amuTa HHPOPMAIIUU OT HEMTPEeTHAMEPEHHOTO BO3ICHCTBUS

3. 3ammra nHGOpMaIUK, HapaBJIeHHAs Ha IPEIOTBPALICHNE TIOTYICHUS 3aIIUIIIaeMO
UH(OPMALINU 3aMHTEPECOBAHHBIMU CYObEKTaMU C HapYIIEHUEM YCTaHOBIICHHBIX
HOPMATHUBHBIMHU U MPABOBBIMH JJOKYMEHTaMH (aKTaMH) WK 001agaTensiMu nHGOpMAIHK IPaB
WIY TIPaBWII pa3TpaHUYCHUS JOCTYIA K 3alUIaeMOi HHPOPMALIUHU 3TO

e) wuHpopmaluu 3amuTa HHGOpMaIUK OT pas3TiialieHUs

XK) 3aIuTa HHPOPMAIMU OT YTEUKU

3) 3amuTa HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

M) 3amuTa HHPOPMAIUU OT HECAHKITMOHUPOBAHHOTO BO3/ICHCTBHS

K) 3amuTa HHPOPMAIIUU OT HEMTPETHAMEPEHHOTO BO3JICHCTBUS

4. 3amuTa uHGOpMaIINK, HAIIPABIECHHAs HA MPEIOTBPAIICHINE HECAHKIIMOHUPOBAHHOTO JTOCTYIIA
U BO3CHUCTBUS Ha 3alMIAEMYI0 HH(OpPMAIMIO C HApyIIEHUEM YCTaHOBJIEHHBIX IpaB M (MJIH)
IIPaBUJI HA U3MEHEHUE UH(POPMALUU, IPUBOASIIUX K Pa3pyLICHNUIO, YHUUTOXKEHNIO, HCKAKEHUIO,
cboro B paboTe, HE3aKOHHOMY I€pexBaTy U KOIMPOBAHMIO, OJOKHPOBAHHIO JAOCTyHa K
uH(popMallMy, a TaKKe K yTpaTre, YHUYTO)KCHHIO WM COOI0 (PYHKIIMOHUPOBAHUS HOCHUTENS
UH(pOpMaLIUH 3TO:

e) wuH(bOopMaIHHK 3auIUTa HHPOPMALIUHU OT pa3rialIieHUs

) 3alUTa UHOOPMALIUU OT YTEUKU

3) 3amwuTa UHPOpPMaIUA OT HECAHKIIMOHUPOBAHHOTO J0CTYyIa

M) 3amuTa nHPOpPMAalUU OT HECAHKIIMOHUPOBAHHOIO BO3/1EHCTBHS

K) 3amMrTa HHQOpMalUU OT HEMPETHAMEPEHHOTO BO3/AEHCTBUS

5. 3ammra nHdopmanuy, HapaBIeHHas Ha IPEIOTBPALLEHIE BO3IEHCTBUS Ha 3aIIUILAEMYIO
UH(POPMALIKIO OIINOOK €€ MOJIb30BaTeNsl, CO0s TEXHUUECKUX U MPOrPaMMHBIX CPEJICTB
MH(OPMALIMOHHBIX CUCTEM, IPUPOAHBIX SIBJICHUIN WIIM HHBIX HEIeJIEHAIIPABIEHHBIX Ha
U3MEHEeHHEe UHPOPMALUU COOBITUH, TPUBOJAIINX K HCKAXKEHUIO, YHUUTOKEHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHMIO JOCTYyMA K MH(OpMAIUH, a TAaKXKE K yTpaTe, YHUUTOXKEHUIO WA COOI0
(YHKLIMOHUPOBAHUS HOCUTENS MH()OPMAIUH 3TO:

€) uH(popManuM 3ammTa HHGOPMaIUU OT pas3rilalleHus

) 3amuTa HHGOPMALUU OT YTEUKU

3) 3amwuTa UHPOpPMaIUA OT HECAHKIIMOHUPOBAHHOTO J0CTYyIa

M) 3amuTa nHPOpMAalUK OT HECAHKIIMOHUPOBAHHOTO BO3/1EHCTBHS

K) 3ammra nHQOpMalKu OT HEMPEeTHAMEPEHHOTO BO3/ACHCTBUS

Kiroun: 1 6), 2 a), 3 B),4T1), 5 n).

[IpumepHBIif mepedeHb KOHTPOJIBHBIX BOIIPOCOB JJIsl IPOBEPKU OCTATOYHBIX 3HAHUH (TIpH
OLICHUBAHUU HEOO0X0IMMO MPOAEMOHCTPUPOBATh JIOCTHKEHHE BCeX 3allyTAaHMPOBAHHBIX
WHAUKATOPOB JIOCTUXKEHUSI KOMIIETEHIIUH):

l. Knaccudukanus kpunrorpadguyeckux npoTOKOIOB.
2. Knaccugukaius KOMIBIOTEPHBIX aTak.



3. OcHOBHBIE MEXAHU3MBI 3aIUTHl KOMIIBIOTEPHOH CETH.

4. OCHOBHBIE CPEICTBA 3aIIUTHl KOMIIBIOTEPHOU CETH.

3. TumoBsle aTaku Ha KPUNTOTPaPUIECKUE TIPOTOKOIIBI.

6. [Tpumep xkpunrorpadguyeckoro NpoToKoIa UICHTUPUKAIIUH.

7. [Tpumep kpunrorpaduyecKoro NpoTOKoIa pacpeIeICHHs KITFoUeh
8. [Tpumep aTaku Ha MPOTOKOJ UACHTUDUKAIIIH.

9. [Ipumep ataku Ha MPOTOKOJ PACHPEAEIEHUS KITIOUCH.

10. HecaHnkiimoHupoBaHHbBIE oniepaluy ¢ WHpopmaIuen.

11.  Hcrounuku u kiaccupukanus yrpo3 6e3onacHocTu nHGOpMAIUH.
12. TumnoBble HENpPEIHAMEPEHHbBIE UCKYCCTBEHHBIE YTPO3BI.

13.  TumnoBsle npeiHaMEPEHHbBIE UCKYCCTBEHHBIE YIPO3BI.

14.  Knaccudukaius crnoco00B HECaHKIIMOHUPOBAHHOTO JIOCTYIIA.

15. Turosble aTaku Ha KOMMYHUKAIIMOHHBIE ITPOTOKOJIBL.

16. 3aKoHOMaTENbHBIE MEPHI TPOTUBOICUCTBHS yrpo3aM 0€30MacHOCTH.
17.  OpraHu3anroOHHbIE MEPbI IPOTUBOJCHCTBUS yrpo3aM 0€301MacHOCTH.
18.  dusuyeckue U TEXHUYECKUE MEPBI IPOTUBOACHCTBUS yrpo3am 0e30MacHOCTH.
19.  HWpentuduxanms, ayTeHTU(HUKAIUS, aBTOPU3ALIHSL.

20.  IIpoTokonupoBaHUE U ayAUT (AKTUBHBIN ayIUT).

21.  Jloruueckoe ympaBJI€HHE TOCTYIIOM.

22. 3ammuTa MeKCETEBOTO B3aUMOJIENCTBHSL.

HNudopmanus o pa3padoTunkax

Tpenbkaes Bamum HukonaeBud, KaHA. TEXH. HayK, JIOIEHT, Kadeapa KOMIBIOTSPHON
0€30MacHOCTH, JOLIEHT



