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1. KoMnerenuyuu n HHAUKATOPbI HX JOCTUKCHUS, IIPOBEPHEMbIC NAaHHBIMU
OLCHOYHBIMU MaTEepHaAJIaMHU

[enbro OCBOGHUS TUCIMIUIMHBI ABIISIETCS (POPMUPOBAHKE CIICAYIOIINX KOMIETSHIIUI:

OIIK-1. CnocoGen oueHUBaTh poJib WHGOpPMANUU, MHPOPMALMOHHBIX TEXHOJOTHHA H
nH(POPMAIMOHHON 0€30IacHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAUEHHE IS OOecredeHUs
0OBEKTUBHBIX TOTPEOHOCTEH JIMIHOCTH, OOIIECTBA U TOCYAapCTBA.

Pe3ynbraramMu OCBOEHUS IMCUUIUIMHBI SIBJISIOTCS CIEAYIOIINE UHAUKATOPHI JOCTUKEHUS
KOMIIETEHIIUH:

NOIIK-1.1. YuuTeiBaeT COBpEMEHHbIC TEHICHIWW pa3BUTHS  WHPOPMAIMOHHBIX
TEXHOJIOTUH B CBOEH PO(EeCCUOHATILHON JESTENbHOCTH.

NOIIK-1.2. [Tonumaer 3HaueHHe WHPOPMALUH, WHPOPMALMOHHBIX TEXHOJIOTHH U
nH(}OpPMaLlMOHHON OE30MMaCHOCTH B Pa3BUTHH COBPEMEHHOTO OOIIECTBA.

NOIIK-1.3. BeisiBisier BinusitHue MH(POpMAuy, WHPOPMAIMOHHBIX TEXHOJIOTHH U
nH(pOpMalMOHHONH 0€30MacHOCTH Ha OOBEKTHBHBIE IMOTPEOHOCTH JIMYHOCTH, OOIIECTBA U
rocyJapcTBa.

2. OHCHO‘IHBIC MaTepUaJIbl TEKYIIEIN0 KOHTPOJIA U KPUTEPUH OLICHUBAHUA

DNIeMEHTHI TEKYIIETO KOHTPOJIS:
— TECTHI;
— KOHTPOJIbHBIE 3aJIaHUS.

[Mpumep tunosoro Tecra (MOTIK-1.2, MOITK-1.3)

1. Casazana nu uHopMaImoHHass 6€301aCHOCTH C 3aIIUTON HHPOPMAIIMOHHBIX PECYPCOB OT
pa3HOTo poja yrpo3, ClIOCOOHBIX HAHECTH YIIepO WHTEpEcaM JIMIHOCTH UITK 00IecTBa?
a) Ma
b) Her

2. Cpsi3aHa i1 MHPOPMALIMOHHAsI 0€30TIACHOCTD C 3aIIUTON HHPOPMAIIUK OT HEXKEIATeIHHOTO
pasrialleHus], UCKaXXCHHUsl, YTPAThl WM CHIXKCHHUS CTETICHH JIOCTYITHOCTA HHPOpMAaIuu?

a) Jla

6) Her

3. MO>KHO JIM OTHECTH K IPeIMETHOM 001acTH HHYOPMAIIMOHHOK O€30TIaCHOCTH CIICAYIOIICE:
a) kiaccudukamys yrpo3 0€30MacHOCTH HHPOPMAIIH
0) crmocoObl, METOJIbI M CPEICTBA 3aIUTHI HHPOPMAIIUH
B) TpeOOBaHUS K 3aIIMINEHHOCTH HH(POPMAIITMOHHBIX CHCTEM
I') METOJIOJIOTHS IMPOCKTHPOBAHMS 0a3 JaHHBIX

4. UVnbopmanus, SBISIOMAACS NPEAMETOM COOCTBEHHOCTH W TOJeXamias 3alluTe B
COOTBETCTBUU C TPEOOBAHUSAMHM MPABOBBIX TOKYMEHTOB WJIM TPEOOBAaHHUSIMH, YCTaHABIMBAEMBIMHU
COOCTBEHHHKOM MH(OPMAIINU HA3bIBACTCS

a) MpaBoBO MH(popManmen

0) 3amuiaemMoi HHMGopMarue

5. 3ammra wuwHpOpPMAlUHU, HANpaBJIeHHas Ha MPEJOTBPAIICHHE HEKOHTPOJIHUPYEMOTO
pacrpocTpaHeHHusl  3amuiiaeMod  uWHpopManMM B pe3ylbTaTe €€  pasrJallleHus |
HECAaHKIIMOHMPOBAHHOTO JIOCTyMa K HEH, a Takke Ha HCKIIOYEHHE (3aTpyAHEHHE) MOJydeHUs
3anumaeMoi HHGopMaIuy pa3BeKaMy U IpYTUMHU 3aHHTEPECOBAHHBIMU CYObEKTaMHU ITO:

a) 3amuTa HHGOPMALUU OT pa3IJIAICHUS

6) 3amuTa HHGOPMALIUU OT YTEUKU



B) 3amuTa nHGOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA
r) 3ammTa nHGOpPMAIMK OT HECAaHKIIMOHUPOBAHHOTO BO3/ICHCTBUS
1) 3ammTa nHGOpPMAIMK OT HEMPEeTHAMEPEHHOTO BO3ICHCTBUS

6. 3ammTa HHGOPMAIUH, HATIPABJICHHAs HA IPEAOTBPAIICHNE HECAHKIIMOHUPOBAHHOTO
JIOBEJICHUS 3alIUIIaeMO MHPOPMAIIHH JI0 3aMHTEPECOBAHHBIX CYOBEKTOB (TIOTpeOUTENCH ), HE
MMEIOIINX MPaBa JOCTYNAa K 3TOU WH(POPMAIUHU 3TO:

a) 3amuTa HHPOPMALIUU OT Pa3TIIAICHUS

0) 3amuTa HHPOPMALIUU OT YTCUKU

B) 3amuTa HH(GOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa nHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3aumTa HHQOpPMAaLUK OT HEMpeIHaMEPEHHOTO BO3ACHCTBUS

7. 3amuTta nHGOpPMAIIMH, HallpaBJIeHHAs! Ha MPEJOTBpAIleHUE NOJyYeHHS 3alUIaeMoi
nH(pOpMalLUK 3aMHTEPECOBAHHBIMU CyOBEKTAMU C HAPYILIEHUEM YCTaHOBJIEHHBIX
HOPMAaTUBHBIMH U MTPABOBBIMU JOKYMEHTaMH (aKTaMH) WK 00J1a1aTes MU UH(pOpMaLUK [TpaB
WM TPaBUJI pa3rpaHUyEeHUs 10CTyNa K 3allUiliaeMoil HHPpOpMaIuu 3TO

a) uHpOpMAaIMH 3aKUTa HHOPMAIIUHU OT pas3riamieHus

0) 3ammura HHGOPMALIMU OT YTEUKU

B) 3auuTa HH(GOpPMALMK OT HECAHKIMOHUPOBAHHOTO JTOCTYyIA

r) 3ammTa HHQOpPMAalUK OT HECAHKIIMOHUPOBAHHOTO BO3/IEHCTBUS

1) 3anmTa nHQOpMAalUK OT HEMpeIHaMEPEHHOTO BO3ICHCTBHS

8. 3amuTa nHpOpMaIMK, HaNIpaBJICHHAs HA TPEAOTBPAIICHUE HECAaHKIMOHUPOBAHHOTO JOCTYIa
W BO3JICHCTBUS Ha 3alIUINAEMyI0 WHPOPMAIMIO C HAPYIICHHEM YCTAHOBJICHHBIX TIPaB ¥ (WJIH)
MPaBHJI HA U3MEHEHHE WH(POPMAIINH, IPUBOSIINX K Pa3pyIICHUIO, YHUUTOKEHUIO, HCKAXKCHHUIO,
cOor0 B paboTe, HE3aKOHHOMY IIepeXBaTy W KOMHUPOBAHUIO, OJIOKMPOBAHUIO JOCTyIa K
nHpopManuKu, a TaKKe K yTpare, YHUUYTOXKCHHIO WIH CO0I0 (DYHKIIMOHMPOBAHUS HOCHUTEIS
WHGOPMAIIHH ITO:

a) wuHGbOpPMAIMHK 3alIUTa HHPOPMAIIUH OT pas3riameHHs

0) 3amurta HHGOpPMAIUU OT YTCUKH

B) 3amuTa uH(GOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA

r) 3amuTa uHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa nHGOPMAIMK OT HENPETHAMEPEHHOTO BO3/ICHCTBHSI

9. 3amura uHdopMay, HarpaBIeHHas Ha IPEAOTBPALEHUE BO3IEHCTBHS Ha 3aILUIIAEMYIO
MH(OPMAIIHIO OIMOOK €€ MOJIb30BaTEeNsl, COOSt TEXHMUECKHUX U IPOTPAMMHBIX CPEACTB
MH(QOPMAIIMOHHBIX CUCTEM, IPUPOIHBIX SBICHUI MM UHBIX HEIleJICHAPaBICHHBIX Ha
U3MEHEeHUe HHPOPMAIMU COOBITUH, TPUBOSIIIHMX K NCKOKEHHUIO, YHUUTOKECHHUIO, KOTTMPOBAHHIO,
OJIOKMPOBAHHMIO AOCTYyNa K MHPOPMAIMH, a TAKKE K yTpaTe, YHUUTOKEHHIO HITH CO0I0
(GYHKIMOHUPOBAHUS HOCUTENS MH(OPMAIUK 3TO:

a) uH(pOpPMAIMHK 3alTUTa UHPOPMALIUH OT pa3rialleHHs

0) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HH(GOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTYTIa

r) 3amuTa uHpOpMaIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACUCTBUS

1) 3amuTa nHGOpMalUU OT HeTIpeTHaMEPEHHOTO BO3/1eHCTBHS

Kiroun: 1 a), 2 a), 3a) 0) B),4 0), 56),64a), 78),8r), 9 n).

KpI/ITepI/II/I OLICHUBAHUA: TECT CUHUTACTCA HpOfI,Z[GHHLIM, €CJIn o6y11a101u1/1171 OTBCTUJI TPABUJIBHO
KaK MUHUMYM Ha IIOJIOBUHY BOIIPOCOB.



[Mpumeps! kouTpobHBIX 3amanuii (MOIIK-1.1, MOIIK-1.2, UOIIK-1.3)

Tema “Tlonstuiineiii anmapatr wuHpOpMannoHHON Oe3omacHocTn”. Mcmonbdyst bank
naHHbIX yrpo3 OesomacHoctd uHpopmanuu OCTIK Poccum (www.bdu.fstec.ru), tpebyercs
JeTaNbHO HM3YYHUTh TPU YIpo3bl Oe30macHOCTH MH(POpPMAuU (ONMHUCAHWE YrpO3bl, UCTOYHUKU
yrpo3bl, OOBEKT BO3JIEHCTBHSA, TOCIEIACTBHUS pEaTH3allMHd Yrpo3bl), MPHUCYIIUX HEKOTOPOMY
OJIHOMY BBIOpaHHOMY O0O0BEKTy (oOmauHas cucreMa, Tpua-cucrema, BIOS, BupryambHas
MalllrHa, OECTIPOBOIHAS CETh, Web-TIPHIIOKEHUE, XPAaHUJIHIIE OOJIBIINX JAHHBIX U T.I1.), @ TaKXKe
TPU yCTpaHEHHbIE YSI3BUMOCTH JUIsi HekoToporo BbiOpanHoro I1O (CYBJ MySQL, bpaysep
Google Chrome u T.1m.). Takke HamO TMO3HAKOMHUTHCS C TEPMHUHAMU MO HH(GOPMAIIMOHHOMN
0€30MacHOCTH: Yrpo3a, YA3BUMOCTb, KOH(QUACHIIMAIBHOCTh, LEIOCTHOCTh, JOCTYHHOCTH (CM.
https://bdu.fstec.ru/terms).

CTyneHT JOIDKeH CaMOCTOSTENIFHO BBIITOJHHUTH 33/1aHUE, BBUIOXKUTH OTYET B CHCTEMY
ynpasieHust ooyueHuem Moodle, npu HE0OXOIUMOCTH HPOAEMOHCTPUPOBATH IPETOIABATEIIO
MIPH YCTHOM 3aIllUTE BJIQJCHUE OCHOBHBIMH NOHATHAMH HH()OPMAIIMOHHOH 0€301acHOCTH.

OTtuer BKIIO4aeT B ceOsi: Ha3BaHWE AUCHUIUTMHBI M 3amaHusi, @O u HOMEp TrpymIbl
WCTIOJIHUTENS Pa0OTHI, pe3yibTaT BBITOJHEHHS paOOTHI: 1) CIMCOK OMpeneieHUuil TEpPMUHOB:
yrpo3a, ys3BUMOCTh, KOH(QHUICHIINATLHOCTbD, IIETIOCTHOCTD, JOCTYITHOCTD; 2) CIIUCOK W3Y4EHHBIX
YIpO3 U ySI3BUMOCTE.

Tema “Kpunrorpaduueckue metoapl 3ammTsl HHPopmauu”’. Tpebyercs 3amudpoBarh
ceoe ®UO mudpom Buxenepa n mudppom BepTHUKANBHOW mNepecTaHOBKH. CTYIEHT AOIKEH
CaMOCTOSITEJIbHO BBINIOJIHUTG 3aJ]aHHE, BBUIOKUTH OTYET B CUCTEMY YIpPaBICHUS OOydeHUEM
Moodle, mpu HEOOXOAMMOCTH NPOIAEMOHCTPUPOBATH MPEIMOAABATEII0 TPH YCTHOW 3allluTe
BiazeHue marepuaisoMm. OTdeT BKIOYAET B ceOs: Ha3BaHWE MUCHUIUIMHBI U 3amaHus, OO u
HOMeEp TPYIIIbI UCTIOJHUTENS pabOThI, pe3yNbTaT BHIMOTHEHUS PAOOTHI.

Tema “CpenctBo 3ammuTsl uHGopManun’’. TpedyeTcst BEIOpaTh Kakoe-ITu00 mporpaMMHOE
cpeactBo  3amutel  uHopmanuu (C3U) oT kakoro-nubo MNPOU3BOJIUTENSA, H3YYUTh
MpeIHa3HAuY€HUE CPEJICTBA: KaKue 3a/laud PEelIaloTcsl U KaKue METOJIbI/TIOAXOAbI/aIrOpUTMbI
UCIIOJIB3YIOTCS JUIsl PEIICHUs JaHHBIX 33/1a4, apXUTEKTypy (cxeMy paboTbl), PyHKIIMOHAIBHbIE
BO3MOKHOCTH M Xapaktepuctuku C3U. M3nydeHHBI Marepuall M3JIaraeTcsi B BHUJZIE KPATKOTO
pedepara ¢ ykazaHueMm HCTOYHUKOB MHGopmaruu. [locne yero Hafo ckauaTh M YCTaHOBUTH Ha
CBOEM IEPCOHAILHOM KOMIIbIOTEpe (HOyTOyKe) mpoOHYyro Bepcuio usydeHHoro C3U, a taxoke
Hactpouts C3U, aktuBu3upys 0azoBbie Bo3MoxkHOCTH mpoaykra. [Ipumepsr C3U: Kpuntollpo
CSP — kpunitonpoBaiinep, Secret Net Studio - 3ammra koHeunsix Touek, Kaspersky Small Office
Security - 3amuTa a5 Manoro OusHeca.

CTyneHT HOJDKEH CaMOCTOSITEIbHO BBIMOJIHUTH 3aJaHHE, BBUIOKUTH OTYET B CUCTEMY
ynpasienuss oOydennem Moodle, npu HE0OXOIUMOCTH MPOIEMOHCTPUPOBATH MPENOIABATEIIO
MIPH YCTHOM 3alUTE BIAJCHUE MaTepUajoM.

Otder BKJIIOYAET B cels: Ha3BaHUE AMCUUILTHHBI W 3amaHusi, PO u HOMEp rpymmbl
WCIIOJIHUTENS PalOThI, PE3ylbTaT BBIMOJHEHHUS padOThl B BUAE pedepara U CKPUHIIOTOB
(cHUMKOB 3KpaHa) ¢ HacTpoiikamu C31.

Brinonnenue KOHTPOJIBHBIX 3aJIaHUM OLICHHUBACTCA 18(0) JBOUYHOM CUCTEMC
(3aqu/He3aqu): CTYACHT IIOJY4YacT 3a4CT, KOrla OH IMOKa3aJl, YTO B LCJIOM YAOBJICTBOPUTCIBHO
pa36HpaeTc;1 B 3aa4C, XOpolmo 3HACT Marcpual, BO3MOXHO HMCIOTCA Herpy6me OIJ_II/I6I(I/I;
CTYACHT IOJY4YacT 3a4YCT, KOTJa OH c1abo pa361/1paeTc51 B 3a/a4c, IJIOXO 3HACT Marcpuall, HC
OTBEC€YACT, 1100 OTBC€YACT, HO C OIIMOKaMHM Ha BOIIPOCHI IPCIIOAaBaTCIIA.


http://www.bdu.fstec.ru/
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3. OIIeHO'lHLIe MaTepuajJabl HTOTOBOI'0 KOHTPOJIsA (HpOMe)ICYTOqHOﬁ aTTeCTaIII/II/I) H
KPUTEPUH OLICHUBAHUA

[IpomexxyTouHast aTTecTalusi OCYILECTBIAECTCS HAa OCHOBE BBINOJHEHUS CTYJIEHTOM
KOHTPOJIbHBIX 3aJaHUi W/WIKM TECTOB MO JICKIIMOHHOMY MaTepuany W/Wid Mo pe3ylbTaTaM
co0OeceloBaHUs C HCIOJIB30BAHUEM TMEPEUYHS KOHTPOJBHBIX BOIPOCOB MO Kypcy. Bompock
BBISIBIISIIOT  CIICAYIONIME WHAWKATOPBI JoctikeHus kommerennuid: MOIIK-1.1, MOIIK-1.2,
HOIIK-1.3.

[IpuMepHBIil epeyeHb KOHTPOJIBHBIX BOIIPOCOB IO KypCy:

YpoBHHU IIpeicTaBICHIS HHPOPMAIIHH.

CaoiicTBa 3amuiiaeMoi HHGOpMaLUH.

Buas! Taitn (rocynapcTBeHHasl, ciry>keOHasi, mpodeccuoHanbHas U JIp. ).
TepMuHBI, OTHOCSATIHECS K BHIaM 3alIUTHI HH(OPMAIUH.

TepmuHbl, OTHOCSIUECS K CIIOCO0AM 3alUThl HH(OPMAIIH.

TepMuHBI, OTHOCSATIHECS K 3aMBICITY 3alIUTHl HH(OPMAITUH.

TepMuHBI, OTHOCATIHECS K OOBEKTY 3alTUTHI HH(OPMAITUH.

TepMuHBI, OTHOCATIHECS K YTpo3aM 0e301MacCHOCTH HH()OPMAIIHH.

© o N AN RE

TepMI/IHBI, OTHOCSAIIUECA K TEXHUKE 3allIUThHI I/IH(i)OpMaIII/II/I.
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. Harimonanonas 6e3omacuocts POD.

[EEY
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. JoxTtpuHa nHpopmanuoHHoit 6ezonacHoctu PO.

[EEY
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. 3akoHOAaTeNbHAsI OCHOBA obOecreueHnss HHPOPMAITMOHHON 0€30MacHOCTH.

[EEN
w

. HopmaTtuBHast ocHoBa obecrieueHrss ”HPOpMaIMOHHON O€30MacHOCTH.

. bezonacHocThk KpuTHYECKO# MHPOPMAITMOHHON HHGPACTPYKTYphI PD.

. 'ocynapctBenHas cucreMa obecrneueHusi THGOPMAITMOHHONW O€301TaCHOCTH.
. HecankimmonnpoBaHHbIe oniepaii ¢ WHPOpMaIuen.

N
~N o o

. Uctounuku u kinaccudukanus yrpos 06e30macHOCTH HHpopMaIuu.

. [lepeveHb THIIOBBIX HEMPEIHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.

. IlepeveHp THIOBBIX MPETHAMEPEHHBIX UCKYCCTBEHHBIX YIPO3.

. Kimaccuguxkanust cmoco60B HeCaHKITMOHUPOBAHHOTO JOCTYIIA.

. TumoBeie aTaku Ha KOMMYHUKAITHOHHBIC TIPOTOKOJIBI.

. 3aKOHOIaTeIbHBIE MEPhI IIPOTUBOACHUCTBHSI YTPO3aM 0E30IaCHOCTH.

. OpranuzanoHHbIe MEPHI MPOTUBOACHCTBUS YIpo3aM OE30MaCHOCTH.

. ®u3nYecKue U TEXHUUECKUE MEPbl IPOTUBOACUCTBHS YTPO3aM OE30MaCHOCTH.

NN NN NDPNDDN R
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. AyTeHTHpUKAIHS.

. UmuTo3amura.

. lludpomsast moanuce.

. CummeTpuyHbIe HI(PBI

. AcuMMeTpUYHbIE HIU(PHI.

. Kpunrorpaduueckuii ananus.

. Kpunrorpaduyeckne npoTokosl.

. Kpunrorpaduueckue xemr-gyHkum.

W W wWwwWwNDNDNDDN
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. Knaccudukanust KpunTonpoToKoJIoB.

. CBoiicTBa 11upoBoOii TOMUCH.

. Kpunrorpaduueckue mpoTokobl ayTeHTH(PHUKAIUN COOOIICHUH.

. Kpunrorpaduueckue mpoTokosb! MASHTU(DUKALIUIH.

. OOBeKT, CyOBEKT, JOCTYN K MH(POPMAIIUH, ITPaBUJIa pa3TpaHUUYCHUS JOCTYIIA.

W w W w
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38. Unentudukanms, ayreHTU(HUKAIUS, aBTOPU3ALUS.

39. [IpoTokonupoBaHue U ayJuT (AaKTUBHBIN ayIuT).

40. CTaTucTHYECKUI METOT OOHAPYKECHHUS aTaK.

41. CurHatypHblii METOJT OOHAPYKEHUS aTaK.

42. JINCKpEMOHHOE YITPaBIECHHE TOCTYIIOM.

43. ManyaTHOE yIpaBIeHHE JOCTYIIOM.

44. PoneBoe ympaBjeHUE JOCTYIIOM.

45. 3amuTa nHGOpPMAIMK IPU XPaHEHUH U TIepeaade.

46. 3amuTa OT BPEOHOCHBIX ITPOTPAMM.

47. Buzel KOMIBIOTEPHBIX BUPYCOB M BPEIOHOCHBIX TIPOTPAMM.
48. 3amuTa MEXKCETEBOTO B3aMMO/ICHCTBHS.

49. TIpenoTBparieHue yredek nHpopManum.

50. Ayaut 6e30macHOCTH.

51. Yrpo3sl KOpopaTUBHOM CETH. 3aluTa IEPUMETPA CETH.

52. OcHOBHBIE MEXaHU3MBI 3aIIUTHI KOPIIOPATUBHON CETH.

53. CpencTBa 3amuThl HHPOPMAIIUN: MEKCETEBBIE KPAHHI.

54. CpencTBa 3auThl HHGOPMAIIMU: BUPTYyaJIbHbIE YACTHBIE CETH.
55. Cpenctra 3amuThl HHOOPMAITUU: CUCTEMBI aHAIM3a 3alUIIIEHHOCTH.
56. CpencTBa 3anuThl HHGOPMAITUU: CUCTEMBI OOHAPYKCHHUS aTak.
57. CucTtemsl MpeIoTBPALEHHS YTEeUKU KOH(PUIeHIMATIbHOW HH(pOpMaLIUK.
58. INonuTrka nHOOPMAITMOHHONW 0€30TTACHOCTH OpraHU3aIIHH.

Kputepuu onieHMBaHUS TPOMEKYTOUYHOM aTTECTAIIUU:

3a4eT Mo NUCHUIUIMHE — CTYIEHT OBJaeNl oO0sf3aTelIbHbIM MaTepHajioM IO pa3aeiam
JIEKIIMOHHOTO Kypca, BO3MOXKHO C HEKOTOPHIMH HEIOCTaTKaMM, a TakXke Ioka3aid TpeOyembie
YMEHHUSI U HaBBIKU MTPU BHITIOJIHEHUH OOJIBIIMHCTBA KOHTPOJIbHBIX 3aJaHH.

He3ayer mo gucuumiuHe — CTYIEHT UMEET CYIIECTBEHHbIE MpPOOEbl MO OTAEIbHBIM
TEOPETUYECKUM pa3jieiaM JUCIHUILIMHBI WIM He ToKa3ayl TpeOyeMble YMEHHS U HaBBIKU MpU
BBITIOJTHEHUH KOHTPOJIbHBIX 3aJJaHHH.

4. OueHo4HbIe MaTepHuaJIbl s NpOBepPKH OCTaTOYHBIX 3HAHUI
(chopMHUPOBAHHOCTH KOMIIETEHIIMA)

Tect (MOTIK-1.2.)

1. 3ammra wuHbOpPMALMK, HaNpaBiCHHAs HA MOPEJOTBPAILCHHE HEKOHTPOIHPYEMOTO
pacmpoCTpaHeHUs]  3allUIaeMoli  WHpOpPMAIMK B  pe3yiabTare ee  pasrialieHus |
HECaHKIIMOHMPOBAHHOTO JIOCTYNA K HEil, a TakKe Ha WCKIIOYCHHE (3aTPYIHEHUE) MOIyYECHHS
3anuaeMoi nHGOPMAIUK pa3BeAKaMU U IPYTUMH 3aHHTEPECOBAHHBIMU CYOhEKTAMH 3TO:

a) 3amura HHGOPMAIMK OT pa3rialiCHHs

b) 3ammra urGOpMAIMHU OT yTEUKH

C) 3ammrta HHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA

d) sammra nHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBHS

e) s3amura HHGOPMAIMH OT HEMTPEAHAMEPEHHOTO BO3ICHCTBUSI

2. 3ammTa nHGOPMAIIMHY, HalIpaBJICHHAs HA TIPEOTBPALICHUE HECAHKIIMOHUPOBAHHOTO
JOBE/ICHHS 3aIIUIIaeMOil HH(POPMAIMH 10 3aMHTEPECOBAHHBIX CYOBEKTOB (TIOTpeOuUTENeH), HE
MMEIOLIHX MPaBa J0CTyNa K 3TOH HH(OPMALUH 3TO:

a) 3amuTa HHPOPMAIMU OT pa3TIalICHUs

b) 3ammTa uHGOpMaNUK OT yTEUKH



c)
d)

€)

3. 3ammra HHGOPMAIUH, HAIIPABJICHHAs HA IPEJOTBPAICHIE MOTYICHHUs 3alIUIIaeMOi
nH(pOpMAINY 3aUHTEPECOBAHHBIMH CyObEKTaMU C HAPYIICHUEM YCTaHOBJICHHBIX
HOPMaTHBHBIMH U TIPABOBBIMH JIOKYMEHTAaMH (aKTaMH) WK 00Ja1aTeNsiMi HH(OOPMAIHH TTPaB

3anIuTa THPOPMALUU OT HECAaHKIIHOHUPOBAHHOTO OCTYMa
3anIuTa THPOPMALMHU OT HECAHKIIMOHUPOBAHHOTO BO3JICHCTBUS
3anUTa THPOPMALUU OT HEMTPETHAMEPEHHOTO BO3CHCTBUS

WIJIH TIPaBUJI pa3rpaHUueHHst JOCTYIA K 3alUIIaeMoil HHPOPMALIUHU ITO

a)
b)
c)
d)
e)

4. 3amuTa uHGOpPMAIINK, HAMpaBJICHHAs HA TIPEIOTBPAIICHUE HECAHKIIMOHUPOBAHHOTO OCTYTIA
U BO3JEUCTBUS Ha 3alIUIIAEMYyI0 MH(OPMALMIO C HAPYLIEHUEM YCTAaHOBJIEHHBIX IpaB U (MIJIH)
MIpaBWJI Ha U3MEHEeHHEe HH(OpPMaLlUH, MPUBOAIINX K Pa3pyLICHUIO, YHUUYTOXKEHHUIO, HCKaXKEHUIO,
B paboTe, HE3aKOHHOMY IepexBaTy W KOMUPOBaHWIO, OJOKMPOBAHUIO JOCTyNa K
nH(popMaluK, a TaKkKe K yTpare, YHHUTOXKEHHIO WM CO0I0 (PYHKIMOHUPOBAHUS HOCHUTENS

cboro

3anIuTa THPOPMALIUU OT Pa3TIIAlICHUS

3anIuTa THPOPMALIUU OT YTEUKH

3anuTa THPOPMALUU OT HECAaHKIIHOHUPOBAHHOTO JIOCTYMA
3anIuTa THPOPMAILIMU OT HECAaHKIIMOHUPOBAHHOTO BO3JICHCTBUS
3aniuTa THPOPMALIUU OT HETIPETHAMEPEHHOTO BO3ICHCTBUS

nH(pOpMaLIUU ITO:

a)
b)
c)
d)
e)

5. 3ammra nHGOpMAaIMH, HapaBIeHHAs HA IPEAOTBPAIICHUE BO3ICHCTBYS Ha 3aIUIIAEMYIO
HH(pOpMAIHIO OMTUOOK €€ TI0JIb30BaTelIsd, CO0sl TEXHHUECKUX U MTPOTPAMMHBIX CPEICTB
WH(POPMAIIMOHHBIX CHCTEM, IPUPOTHBIX SBJICHUI MIIM WHBIX HEIe/ICHAPABICHHBIX HA
M3MeHeHHe HHPOPMAIIUU COOBITHIA, PUBOIAIINX K UCKAKCHUIO, YHUUITOKCHHUIO, KOTTMPOBAHHUIO,
OJIOKMPOBAHUIO JOCTYNA K HH(OPMAIHMH, a TAKXKE K yTpaTe, YHUYTOXKECHUIO WU COOI0

3amuTa UHPOPMAIMK OT Pa3TIIalIeHUs

3amuTa UHPOPMAIIUK OT YTEUKU

3amuTa HHPOpMAaIMU OT HECAHKIIMOHUPOBAHHOTO JI0CTYIa
3amuTa HHPOpMAaIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
3amuTa HHPOpMAaIMU OT HETPEAHAMEPEHHOTO BO3IEHCTBUS

(GYHKIIMOHUPOBAHUS HOCUTEINS MH(OPMALIUU ITO:

a)
b)
c)
d)
e)

3amuTa HHQOpMAaIH OT pasriialleHus

3amuTa HHPOPMAIH OT YTEUKH

3amuTa HHPOpPMAIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa
3amuTa HHQOpMAaIMi OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
3amuTa HHPOpPMAIMH OT HeTIPEJHAMEPEHHOTO BO3/ICHCTBUS

Kroun: 1 b), 2 @), 3¢), 4d), 5¢e).

Kownrposnsnsie Bompocst (MOITK-1.1, MOTIK-1.2, UOTIK-1.3):

NG~ LNPRE

HecankunoHnpoBaHHbIe onepanuu ¢ HHPOpMaLUei.

HcTounuku n kiaccupukaius yrpos 6e30macHOCTH HH(DOPMAIHH.
Tunosble HENMpeJHAMEPEHHBIE HCKYCCTBEHHBIE YIPO3bI.

Tunosble TpeJHAMEPEHHBIE HCKYCCTBEHHBIE YIPO3bI.
Knaccugukamus crnoco60B HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA.
TunoBsle aTaky Ha KOMMYHUKAI[HOHHBIE TPOTOKOJIBI.
3aKkoHOJaTeIbHbIE MEPHI IPOTUBOACHCTBHSI Yrpo3aM 0€30IacHOCTH.
OpraHu3anoHHbIe Mepbl IPOTUBOACHCTBUS yrpo3aM 0€30MacHOCTH.



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

du3nUecKue U TEXHUUECKUE MEPbl IPOTUBOACHCTBHS Yrpo3aM 0€30MaCHOCTH.
Ayrentudukanus. Umurozamura. Hudposas moanuce.
Cummerpuynblie APl ACHMMETPUYHBIC U (PHI.
Kpunrorpaduueckue mpoTOKOJIbI.

Kpunrorpaduueckue xem-QpyHKInu.

Wnentudukanms, ayTeHTH (UKL, aBTOPU3AIUSL.
[IpoTokonupoBaHue u ayauT (aKTUBHBIN ayauT).
JIMCKpELIMOHHOE YIIPaBIEHHUE TOCTYIIOM.

MaHnpaTHO€E ynpaBiaeHue JOCTYIIOM.

PounieBoe ympaBiieHre JOCTymnom.

Bupl KOMITBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX IPOTPaMM.
3amura MeXCeTeBOT0 B3aUMOIEHCTBHUS.

OCHOBHBIE MEXaHU3MBI 3AIIUTHI KOPIIOPATHBHOM CETH.
OcHOBHBIE CPEJICTBA 3aIIUTHI KOPIIOPATUBHOM CETH

HNudopmanus o pazpadoryukax

TpenskaeB Bagum HukomaeBwd, kKaHI. TEXH. HayK, NIOIEHT, Kadeapa KOMITBIOTEPHOU

0e30IaCHOCTH, TOLIEHT
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