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1. KoMnerenuyuu n HHAUKATOPbI HX JOCTUKCHUS, IIPOBEPHEMbIC NAaHHBIMU
OLCHOYHBIMU MaTEepHaAJIaMHU

[enbto OCBOEHUS TUCIUIUIMHEI SABIIsICTCS (HOPMUPOBAHUE CIICAYIOIINX KOMIETSHIIUI:

OIIK-3. CnocoGen Kk pa3paboOTKe aIrOpUTMHUYECKHX M MPOTPAMMHBIX PEIICHHHA B
00JTaCTH CHCTEMHOTO M MPHUKJIAAHOTO MPOTPAMMHUPOBAHHS, MATEMATHUECKUX, HHPOPMALIMOHHBIX
U UMHUTAUOHHBIX MOJEJNEH, CO3MaHuI0 WH(POPMALMOHHBIX PECYpPCOB TIJIOOATBHBIX CETEH,
00pa30BaTEeIbHOTO KOHTEHTA, NPHUKIAJHBIX 0a3 JaHHBIX, TECTOB W CPEACTB TECTHPOBAHUS
CHCTEM M CPEJICTB Ha COOTBETCTBHE CTAaHIAPTaM M UCXOIHBIM TPEOOBAaHUSM.

[1K-2. Criocoben  mpoekTHpoBaTh 0a3bl  JaHHBIX, pa3padaThiBaTb KOMIIOHEHTHI
MIPOTPAaMMHBIX CUCTEM, 00ECTIeUNBAIOIINX PadOTy ¢ 0a3aMH TaHHBIX, C TOMOIIBIO COBPEMEHHBIX
MHCTPYMEHTAJIbHBIX CPEJICTB U TEXHOJIOTUH.

Pe3ynbpraraMu OCBOEHUS AMCUUIUIMHBI SIBJISIOTCS CIENYIOIINE UHAUKATOPBI JOCTHXKEHUS
KOMIIETEHIIUH:

NOIIK-3.1. Ucionp3yeT  MeTOAbl TOCTPOCHHS W aHalM3a  aIrOpUTMOB  TIpU
MIPOEKTUPOBAHUH U pa3pabOTKe MPOrPaMMHBIX CHCTEM.

NOIIK-3.2. Ucnionb3yer ¢yHIaMEHTAbHBIE 3HAHUS JUIS pEaNH3alidd  ajJrOpUTMOB
MPUTOAHBIX JUISI TPAKTUYECKOTO NPUMEHEHUs B 00JacTH WHGOPMAIMOHHBIX CHUCTEM U
TEXHOJIOTUH.

NIIK-2.3. Ucnomwayer cpeacrea CYB/l mist BeISIBICHUS TTPOOJIEM TTPOU3BOIUTEIIBHOCTH
IIPY BBITIOJIHEHUH U TTOBBIILIEHUEM MPOITYCKHOM CIOCOOHOCTH 0a3bl JaHHBIX.

2. OleHOYHbIE MaTePHAJIbI TEKYIEr0 KOHTPOJISI U KPUTEPUH OLleHUBAHUS

DneMEeHTHI TEKYLIEro KOHTPOJIS:
— TECThI;
— KOHTPOJIbHBIE 33/1aHUS.

ITpumep tunosoro tecra (MOITK-3.2.)

1. Css3ana nu uHGOPMAIMOHHAS 6E30MACHOCTH C 3ATUTONW HHPOPMAIMOHHBIX PECYPCOB OT
Pa3HOTO poJia yrpo3, COCOOHBIX HAHECTH YIIEpO HHTEpecaM JIMIHOCTH WITH 00mecTBa?
a) la
b) Her

2. Cpsi3aHa Ji1 MHPOPMALIMOHHAsT 0€30TIACHOCTD C 3aIIUTON HHPOPMAIIUKN OT HEXKEIATeIHbHOTO
pasrialleHus], UCKaXXCHUs, YTPAThl HIIM CHIXKEHUS CTETICHH JIOCTYITHOCTA UHPOpPMAIIUuU?

a) Jla

6) Her

3. MOHO JI1 OTHECTH K MPEAMETHOM 00s1acTH HHPOPMAIIHOHHON 0€30TIaCHOCTH CIICAYIOIIeE:
a) kiaccudukaiys yrpo3 0€30MacHOCTH HHPOPMAIIH
0) crocoObl, METO/IbI M CPE/ICTBA 3aIUTH HH(POPMAIIH
B) TpeOOBaHUs K 3aIIUIIEHHOCTH HH()OPMALIMOHHBIX CHCTEM
') METOJIOJIOTHUS MPOSKTHPOBAHHS 0a3 JaHHBIX

4. Wudopmanus, sBisoLiascs NPeIMETOM COOCTBEHHOCTH M IoJUIeXalas 3alluTe B
COOTBETCTBUH C TPEOOBAHUSAMH NPABOBBIX JOKYMEHTOB MM TPEOOBAHUSMH, YCTaHABIMBAEMbIMU
COOCTBEHHUKOM MH(OpMAIMK Ha3bIBAETCS

a) MpaBOBO MH(pOpMarHen

0) 3amuiaemoi nH(GopMare



5. 3ammra wHbOpMaNMHM, HampaBlieHHAas Ha TNPEAOTBPAIICHHE HEKOHTPOJIHUPYEMOTO
pacrpocTpaHeHHsl  3amuinaeMond  uWHGOpMAlMKM B pe3ylbTaTe €€  pasriallleHus |
HECAHKIIMOHUPOBAHHOTO JOCTYNa K HEH, a Takke Ha HCKIIOYCHHE (3aTpyAHEHHUE) MOJIyYCHHUS
3anumaeMoi nHpopMaIuy pa3BeKaMy U IPYTUMHU 3aWHTEPECOBAHHBIMU CYObEKTAMHU ITO:

a) 3ammTa HHPOPMAIIMU OT Pa3TIIAIICHUS

0) 3amuTa HHPOPMALIUU OT YTEUKU

B) 3amuTa HH(GOPMAIMK OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa nHpOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa nHGOPMAIMK OT HETPeTHAMEPEHHOTO BO3/ICHCTBHS

6. 3ammTa HHGOPMAITUH, HATIPABJICHHAS HA PEAOTBPALICHNE HECAHKIIMOHUPOBAHHOTO
JIOBE/ICHUS 3alIUIIaeMO HHPOpMAIIMK 10 3aMHTEPECOBAHHBIX CYOBbEKTOB (HOTpeduTeneit), He
MMEIOIIUX TpaBa J0CTyNa K 3T0H MH(OpMaLuu 3T0:

a) 3amuTa nHGOPMaLKHU OT pa3rialleHus

0) 3ammurTa HHGOPMALIUU OT YTEUKU

B) 3auuTa HH(OpPMALUU OT HECAHKLIMOHUPOBAHHOTO OCTYIA

r) 3ammTa HHQOpPMAalUK OT HECAHKIIMOHUPOBAHHOTO BO3/IEHCTBUS

1) 3aumTa nHQOpPMAalUK OT HEMpeIHaAMEPEHHOTO BO3ICHCTBHS

7. 3anmTa MHGOPMAITUH, HANIpaBJICHHAs HA MIPEIOTBPAICHUE MOTYICHHUS 3alHIacMO
nHpOpMAINY 3aUHTEPECOBAHHBIMI CyObEKTaMU C HAPYIICHHEM YCTaHOBJICHHBIX
HOPMAaTUBHBIMH U MTPABOBBIMU JOKYMEHTaMH (aKTaMu) WK 00J1a1aTesIMi UHQOpMAaIIUK ITpaB
WJTA TIPAaBUJI pa3rpaHHueHHst JJOCTYIA K 3allUIIaeMoil HHPOPMAIIUH ITO

a) wmH(bopMaIuu 3amuTa HHGOPMaIUK OT pasTIalICHHs

0) 3amuTa HH(GOPMAITUU OT YTEUKH

B) 3ammTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO J0CTYyTa

r) 3ammTa nHQOpPMALUK OT HECAaHKIIMOHUPOBAHHOTO BO3/ICHCTBUS

1) 3amuTa HHGOPMaIUK OT HEMPEIHAMEPEHHOTO BO3ICUCTBUS

8. 3amuTa nHpOpMaIMK, HaNIPaBJICHHAS HA NPEAOTBPAIICHUE HECAaHKIIMOHUPOBAHHOTO JOCTYIa
Y BO3JICHCTBUS Ha 3alUINAeMyI0 WH(GOPMAIMIO C HAPYIICHHEM YCTAHOBJICHHBIX NPaB M (MJIH)
MPaBHJI HA U3MEHEHHE WH(POPMAIINH, IPUBOSIINX K Pa3pPYIICHUIO, YHUUTOXKECHUIO, HCKAXKCHHUIO,
cOor0 B paboTe, HE3aKOHHOMY IIepeXBaTy M KONUPOBAHHIO, OJOKUPOBAHUIO JOCTyNa K
uHpOpMAIIMK, a TaKKe K yTpaTe, YHHUYTOXKEHHIO WM c0010 (DYHKIMOHHPOBAHUS HOCHUTEIS
UHGOPMAIIUH ITO:

a) wuHGbOpPMAIMH 3aITUTa THPOPMALIUHU OT pa3riiallCHUsI

0) 3ammurTa HHGOPMALIUU OT YTEUKU

B) 3amuTa nHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa uHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa uHGOPMAIMK OT HENPEIHAMEPEHHOTO BO3/ICHCTBHSI

9. 3amwra nHopMaIuy, HarpaBIeHHas Ha IPEAOTBPALlEHNE BO3/IEHCTBHS Ha 3alllUIIAEMYIO
MH(OpMaIHIO OINOOK €€ MOJIb30BaTeNs, CO0sl TEXHUUECKUX U MPOTPAMMHBIX CPEJICTB
MH(POPMAIMOHHBIX CUCTEM, IPUPOJIHBIX SIBJICHUNA WINM WHBIX HElleJIeHApaBIeHHbIX Ha
M3MeHeHHe HHPOPMAaLUU COOBITHI, MPUBOIAIINX K UCKAXKEHNIO, YHUUTOXKEHHUIO, KOTTHPOBAHHUIO,
OJIOKMPOBAHUIO JOCTYNA K MH(OPMAIMH, a TAKXKE K yTpaTe, YHUUYTOKEHUIO HIIU cO010
(GYHKIMOHUPOBAHUS HOCUTENS MH(OPMAIUK 3TO:

a) uH(pOpPMAIMK 3aITUTa THPOPMALIUHU OT pa3rialleHHs

0) 3amuTa HHPOPMALIUU OT YTEUKU

B) 3amuTa HH(GOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIa

r) 3amuTa uHpOpMaIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHUCTBUS



1) 3ammTa nHGOpPMAIMK OT HEMPEeTHAMEPEHHOTO BO3ICHCTBUS
Kuroun: 1 a), 2 a), 3a) 6) B), 4 0), 56), 6 a), 78),81), 9 n).

Kputepun ouieHMBaHHS: TECT CYMTACTCS NPOMIECHHBIM, €CIU OOy4YaromMid OTBETHII MPABHIHHO
KaK MUHHMYM Ha IIOJIOBUHY BOIIPOCOB.

[Mpumeps! koHTpObHBIX 3amanuii (MI1K-2.3, MOIIK-3.1)

Tema “IlonsTuiiHblii anmapar uHpOpManuoHHOM Oe3omacHocTH”. Hcnonws3ys bank
naHHbIX yrpo3 OesomacHoctu uHpopmanuu OCTIK Poccum (www.bdu.fstec.ru), tpebyercs
JETaJIbHO M3Y4YUTh TPU Yrpo3bl Oe30macHoCTH MHGOpMaluu (OMHCAaHHE YrpO3bl, UCTOUYHUKU
yIrpo3bl, OOBEKT BO3JCHCTBUS, MOCIEJICTBUS PEATU3aLUU Yrpo3bl), MPUCYIINX HEKOTOPOMY
OJIHOMY BBIOpaHHOMY 0OBeKkTy (oOnmauHasi cuctema, Tpua-cucrema, BIOS, BupryanpHas
MallliHa, OECTIPOBOIHAS CETh, WEb-TIPUITOKEHHE, XPAHIIIUILE OOJIBIITNX TAHHBIX U T.I1.), @ TaKXe
TPU yCTpaHEHHbIE YSI3BHUMOCTH JUIsi HekoToporo BbiOpanHoro I1O (CYBJ MySQL, bpaysep
Google Chrome u T1.1m.). Takxke Haj0 MO3HAKOMHUTHCS C TEPMUHAMU IO WHQPOPMAIMOHHOMN
0€30MacHOCTH: Yrpo3a, YA3BUMOCTb, KOH(QHUACHIHUAIBHOCTh, LEIOCTHOCTh, JOCTYMHOCTH (CM.
https://bdu.fstec.ru/terms).

CTyneHT NOJKEH CaMOCTOSITEIbHO BBIMOJIHUTH 3aJ]aHHE, BBUIOKUTH OTYET B CHUCTEMY
ynpasieHus odyueHuem Moodle, npu HE0OXOIUMOCTH IPOJAEMOHCTPUPOBATH IPETIOIAaBATEIIO
IIPY YCTHOM 3alIUTe BJIaJCHUE OCHOBHBIMU MOHATUSMHU HH(OPMAIIMOHHON 0€30aCHOCTH.

Otyer BrIOYaeT B ceOs: Ha3BaHWE MUCHUIIIMHBI B 3amanus, @O u HOMEp rpymiibl
UCIIOJHUTENS pabOThl, pe3yabTaT BBINIOJHEHHUS pabOTh: 1) CIHCOK ONpenesleHuil TepMUHOB:
yrpo3a, ysI3BUMOCTb, KOHQHUAECHIINAIBHOCTbD, LIEIOCTHOCTh, JOCTYITHOCTh; 2) CIIUCOK W3Y4CHHBIX
YIpO3 U ySI3BUMOCTEHA.

Tema “Kpuntorpaduyeckue metoapl 3amutbl uHbopManuu”. Tpebyercs 3amudposaTh
ceoe OO mmdppom Bmxkenepa m mmdpom BepTUKAIBHOW MepecTaHOBKU. CTYIEHT TOJDKEH
CaMOCTOSITEJIbHO BBINOJIHUTG 3aJ[aHHE, BBUIOKUTH OTYET B CHUCTEMY YIPaBICHUS OOydeHUEM
Moodle, mpu HeoOXOAMMOCTH MPOAEMOHCTPUPOBATH MPENOJABATEN0 IMPU YCTHOW 3alluTe
BiazeHue marepuasioM. OT4er BKIIOUaeT B cels: Ha3BaHMe AUCUMILIUHBI U 3amanus, OUO u
HOMeEp TPYIIIbI UCTIOJHUTENS Pa0OThI, pe3yNbTaT BHIMOIHEHUS PAOOTHI.

Tema “CpenctBo 3ammuTsl HHGopManun’’. TpedyeTcst BEIOpaTh Kakoe-Iu00 IporpaMMHOE
cpeactBo 3amuThl uHGopmammu (C3M) oT Kakoro-i1mbo IpPOM3BOAMTENS, HM3YYUTh
IpeAHa3HaueHUe CPEe/ICTBA: KaKHUe 3a/lauyd pellaroTcs M KakUe METOJIbl/TIOJIXO0/Ibl/aIrOPUTMbI
UCHOJB3YIOTCS JJIsl pellleHUs JaHHBIX 3aJay, apXUTEKTypy (cxemy paboTbl), GYHKIHMOHAIbHbIE
BO3MOXKHOCTH M Xapakrepuctuku C3U. M3myueHHBIH MaTepuai U3jiaraercs B BHUJE KPaTKOIO
pedepara ¢ ykazaHueM MCTOYHMKOB MHpopMaruu. [locie yero Hamo ckauaTb U yCTAaHOBHUTH Ha
CBOEM II€PCOHAJIBHOM KOMIIbIoTEpe (HOyTOyke) mpoOHyro Bepcuto usydeHHoro C3U, a takxke
Hactpouts C3U, aktuBu3Mpys 6a30Bble Bo3MOKHOCTU mpoaykra. [Ipumepsr C3U: Kpuntollpo
CSP — xpunrtonpoBaiinep, Secret Net Studio - 3ammra koHeuHbIX Touek, Kaspersky Small Office
Security - 3amuTa a5 Manoro OuzHeca.

CTyzneHT NOJKEH CaMOCTOSITENIBHO BBINOJIHUTH 3aJaHHME, BBUIOKHUTH OTYET B CUCTEMY
yrpasieHust oOydeHueM Moodle, npu HEOOXOIUMOCTH MPOJEMOHCTPUPOBATh IPETNOJIaBaTEINIO
IIPU YCTHOM 3aIllUTE BJIQJICHUE MATEPUATIOM.

Otuer BKIIOYaeT B ceOs: Ha3BaHUE AUCHUILIMHBI M 3aaaHuss, @O u HOMep rpymmbl
UCTIOJHUTENS paboThl, pe3yabTaT BBINOJHEHHS pabOThl B BHJE pedepara W CKPHUHIIOTOB
(cHMMKOB 3KpaHa) ¢ HacTpoiikamu C3U.


http://www.bdu.fstec.ru/
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BrpinosiHEHME  KOHTPOJBHBIX  33JJaHUM  OLICHMBAETCS 10  JIBOMYHOU
(3aueT/He3a4er): CTYASHT MOJyYaeT 3a4eT, KOTAa OH MOKa3all, YTO B IEJIOM YIOBIETBOPHUTEIHHO
pazbupaercs B 3a7ade, XOpOIIO 3HACT MaTepual, BO3MOXHO HMEIOTCS HErpyOble OIIMOKH;
CTYIEHT TONydaeT 3adeT, Korja OoH cliabo pazOupaercs B 3ajaye, IUJIOXO 3HAET MaTepuai, He

OTBC€YACT, 1100 OTBC€YACT, HO C omuOKaMH Ha BOITPOCHI NPCIIoAaBaTcIA.

3. OneHo4Hble MaTe€pUaJdbl HTOIOBOI'0 KOHTPOJIsA (l'[pOMe)KyTO‘{HOﬁ aTTCCTaIII/II/I) H

KPUTEPUHU OLICHUBAHUA

2.3.
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[IpomexxyTouHast aTTeCTalusi OCYIIECTBIAECTCS HAa OCHOBE BBINIOJHEHUS CTYJIEHTOM
KOHTPOJIbHBIX 3a/JaHUil W/WIKM TECTOB MO JIEKIMOHHOMY Marepuany W/Wid 1Mo pe3yibTaTam
cobeceloBaHMsI C HCIIOJIL30BAHUEM TIEPEYHS KOHTPOJBHBIX BOIMPOCOB MO Kypcy. Bompocsl
BBISBJISIIOT CIEAYIONME HHAUKATOPHI nocTikenus kommnereniuid: MOIIK-3.1, MOIIK-3.2, UTIK-

[IpuMepHBIil nepeyeHb KOHTPOJIBHBIX BOIIPOCOB IO KypCy:

YpoBHU npencTaBieHus HHOPMAIIHH.

CpoiicTBa 3amuiaeMoi HHGOpMaIHH.

Buner Taiin (rocynapcTBeHHas, ciryxkebHas, mpodeccuoHaIbHas U JIp. ).
TepMuHBI, OTHOCSATIHECS K BHIaM 3alUTHI HH(OPMAITUH.

TepMuHbI, OTHOCSIIIMECS K CITOCO0aM 3aIuThl HHGOPMAITIH.

TepMuHBI, OTHOCATIHECS K 3aMBICITY 3alIUTHl HH(OPMAITUH.

TepmuHsbl, oTHOCAIIHECS K 00BEKTY 3alIUTHl HH(GOPMAIUH.

TepMmuHbI, OTHOCSIIMECS K yrpo3aM 0e30TaCHOCTH HH(POPMAIIHH.
TepMuHbl, OTHOCALIMECS K TEXHUKE 3alTUTHl HHPOPMAIUH.

. HarmonaneHas 6e3onacHocts PO.

. loxTpuHa uHpopMaImoHHOH 6e30macHoCcTH PO.

. 3aKoHOJaTeNbHas OCHOBA o0ecrieueHus: HHPOPMAIIMOHHOM 0€3011aCHOCTH.

. HopmatuBHas ocHoBa oOecnieueHrs nHGOPMALMOHHON OE€30MaCHOCTH.

. bezonacHocTh KpuTHYECKO# MHPOPMAITMOHHON HHGPACTPYKTYphI PD.

. l'ocynapctBenHas cucrema odecrieueHus: HGOPMAIMOHHON 06€30MaCHOCTH.
. HecankumonupoBanHsie onepanuu ¢ uHbopManuei.

. UcTounuku u knaccuukanus yrpo3 6e30nacHOCTH HHPOPMAIIHH.

. [lepeueHb TUMOBBIX HEMPEIHAMEPEHHBIX HCKYCCTBEHHBIX YTPO3.

. [lepeueHb THMOBBIX MPEIHAMEPEHHBIX UCKYCCTBEHHBIX YTPO3.

. Knnaccuduxkanus cnoco60B HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

. TunoBble aTaku HA KOMMYHHKAIIHOHHBIE IIPOTOKOJIBI.

. 3aKOHOJaTeNTbHBIE MEPBI TPOTUBOACUCTBHUS YIrpo3aM 0€30MacHOCTH.

. OpranuzanoHHbIe MEPHI MPOTUBOACHCTBUS YIpo3aM OE30MaCHOCTH.

. dusnyecKue U TeXHUYECKHUEe MEPhI IPOTHBOICHCTBUS YIpo3aM O€30TacCHOCTH.
. AyTeHTH KA.

. UmuTo3amura.

. Hudposas moAnucs.

. CummeTpuyHbIe mU)PHI

. AcUMMeTpUYHbIC TITH(PHI.

. Kpunrorpaduueckuii anamus.

. Kpunrorpadguueckue mpoTOKOIIBI.



32. Kpunrorpaduueckue xem-QyHKINH.

33. Knaccugukaius KpurnTomnpoToKOJIOB.

34. CpoiicTBa 1u(pOBOIi MOIIHCH.

35. Kpunrorpaguueckue npoToKoJbl ayTeHTU(UKAIIMH COOOICHHH.

36. Kpunrorpaduaeckue mpoToKoJIbl UACHTHPHUKAIINAH.

37. O0beKT, CyOBEKT, T0CTYI K MH(POpPMAIINH, TIPaBHJIa pa3rpaHUueHIs JOCTYIA.
38. Unentudukanms, ayreHTU(HUKAIUS, aBTOPU3ALIUS.

39. [IpoTokonupoBaHue U ayauT (AaKTHBHBIN ayIuT).

40. CraTucTHueCcKHii MEeTO1 OOHAPYKECHHUS aTaK.

41. CurHatypHblii METOJT OOHApPYKEHUS aTaK.

42. JINCKpEIMOHHOE YITPABIICHHE TOCTYIIOM.

43. ManyaTHOE yIpaBIeHHE JJOCTYIIOM.

44. PoneBoe ynpaBlieHUE JOCTYIIOM.

45. 3anTa MHQOpPMALMK [TPU XpPaHEHUU U Iepeaaye.

46. 3amuTa OT BPEIOHOCHBIX IIPOTPaMM.

47. Buzel KOMIBIOTEPHBIX BUPYCOB M BPEIOHOCHBIX TIPOTPAMM.

48. 3amuTa MEeXKCETEBOTO B3aHMMO/ICHCTBHS.

49. TIpenoTBparnieHne yredek nHpopMaImm.

50. Ayaut 6e30TacHOCTH.

51. Yrpo3sl KOpoOpaTUBHOM CeTU. 3aluTa IEpUMETpa CETH.

52. OCHOBHBIE MEXaHU3MBI 3alTUTHI KOPITOPATHBHOM CETH.

53. CpencTra 3amuThl HHOOPMAITUN: MEKCETEBBIC IKPAHBI.

54. CpenctBa 3amuThl HHOOPMAITUU: BUPTYaJIbHbBIE YaCTHBIC CETH.

55. Cpenctra 3amuThl HHOOPMAITUU: CUCTEMBI aHAIM3a 3alTUIIICHHOCTH.
56. Cpeznctra 3amuThl HHOOPMAITUU: CHCTEMbI OOHAPYKEHHUS aTaK.

57. Cuctemsl IPEJOTBPAIICHUS YTEUKH KOH(DUICHIIMATLHON HH(OPMAITUH.
58. [NonuTrka nHGOPMAITMOHHOW O€30MMACHOCTH OpraHU3aIiH.

Kputepuu orieHuBaHus MPOMEKYTOUHON aTTECTALUU:

3a4yeT Mo NUCHUIUIMHE — CTYIEHT OBIafeN o0s3aTelIbHbIM MaTepHalioM IO pas3iesiam
JIEKIMOHHOTO Kypca, BO3MOXKHO C HEKOTOPBIMH HEIOCTaTKaMH, a Takke IoKa3al TpelyeMmble
YMEHUS U HABBIKU MPU BHIMIOJHEHUH OOJBIIMHCTBA KOHTPOJIBHBIX 3aJaHUM.

He3ayer mo gucuumiuHe — CTyIEHT UMEET CYIIECTBEHHbIE MpPOOEbl MO OTAEIbHBIM
TEOPETUYECKUM paszjieiaM JUCIHILIUHBI WIM HE ToKa3al TpeOyeMble YMEHUS U HABBIKU MpU
BBITIOJTHEHUH KOHTPOJIbHBIX 3aJJaHH.

4. OueHo4HbIe MaTepHAaJIbl st NPOBEPKH O0CTaTOYHBIX 3HAHUM
(chopMHPOBAHHOCTH KOMIIETEHIIMIA)

Tect (MOTIK-3.2.)

1. 3amurta wHpOpMAIMHU, HamNpaBlICHHAs Ha MPEIOTBPAIICHHE HEKOHTPOJIHPYEMOTO
pacnmpoCTpaHeHHs  3alUIIaeMOi  WHPOpPMAIMM B  pe3ylbTare €€  pas[IalleHus |
HECaHKIIMOHHUPOBAHHOTO JIOCTYyINa K HEH, a Takke Ha HCKIIOYEeHHUE (3aTpyAHEHHE) MOJyYCHHS
3aIunaeMoi HHGOPMaIK pa3BeKaMu U APYTMMHU 3aHHTEPECOBAHHBIMU CYObEKTaMH ITO:

a) 3amuTa HHPOPMAIMU OT pa3TIalICHUs

b) 3ammTa uHGOpMaNUK OT yTEUKH

C) 3amuTa HHPOPMAIMU OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA

d) 3ammTa MHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBHS



e) 3amuTa MHPOPMAIMK OT HENPETHAMEPEHHOTO BO3CHCTBHSI

2. 3amura nHGOPMAIMH, HATIPABJICHHAS HA IPEAOTBPAIICHHE HECAHKIIMOHUPOBAHHOTO
JIOBEJICHUS 3alIUIIaeMON HHPOPMAIIIH JI0 3aMHTEPECOBAHHBIX CYOBEKTOB (TIOTpeOUTENEH ), HE
UMEIOIIUX MPaBa J0CTyIa K 3TOH HHOOPMAIMHU 3TO:

a) 3amuTa HHPOPMAIMU OT pa3TIalICHUsI

b) 3amuTa uHGOpPMALIKK OT yTEUKH

C) 3ammra HHGOPMAIMH OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA

d) samuTa nHGOpPMAILIMK OT HECAHKITHOHUPOBAHHOTO BO3ICHCTBHSI

e) sammra HHGOPMAIMH OT HEMTPEAHAMEPEHHOTO BO3ICHCTBUSI

3. 3amuTa nHGOpMAaIMH, HallpaBJIeHHas! Ha MPEJOTBPAIleHUE NOJyYeHHS 3alUIaeMOi
nH(pOpMAIINY 3aUHTEPECOBAHHBIMH CyObEKTaMU C HAPYIICHUEM YCTaHOBJICHHBIX
HOPMAaTUBHBIMH U MTPABOBBIMU JOKYMEHTaMHM (aKTaMu) WK 00Ja1aTesiMi UHpOpMaLUK ITpaB
WIJIHA TIPaBUJI pa3rpaHHueHHst JOCTYIA K 3alUIIaeMoil HHGOPMAIIUU ITO

a) 3amuTa HHPOPMAIMU OT pa3TIalICHUsI

b) 3amuTa uHGOpPMAIIUK OT yTEUKH

C) 3amuTa HHPOPMAIIMU OT HECAHKIIHOHUPOBAHHOTO JOCTYIIA

d) samuTa nHGOpPMANIMK OT HECAHKITHOHUPOBAHHOTO BO3ICHCTBHS

e) 3amuTa HHPOPMAIMK OT HEMPETHAMEPEHHOTO BO3ICHCTBHSI

4. 3amuTta wHGOpPMAIIH, HAIIPaBIICHHAs HA MPEIOTBPAICHIEe HECAaHKITMOHHPOBAHHOTO JIOCTYIIA
W BO3JICHCTBUS Ha 3alIUINAeMyI0 WHPOPMAIMIO C HAPYIICHHEM YCTAHOBJICHHBIX NPaB ¥ (WJIH)
MPaBHJI HA U3MEHEHHE WH(POPMAIINH, PUBOSIINX K Pa3pyIICHUIO, YHUUTOKEHUIO, HCKAKCHHUIO,
cOor0 B paboTe, HE3aKOHHOMY IIepeXBaTy W KOMHUPOBAHUIO, OJIOKMPOBAHHUIO JOCTyIa K
nHpopManuKu, a TaKKe K yTpare, YHUUYTOXKCHHIO WIH CO0I0 (DYHKIIMOHMPOBAHUS HOCHUTEIS
“H(pOpMaIIUH 3TO:

a) 3amuTa HHPOPMAIMU OT pa3TIIalICHUsI

b) 3amura HHGOPMALIUK OT YTEUKH

C) 3amuTa HHPOPMAIIMU OT HECAHKITHOHMPOBAHHOTO JOCTYIIA

d) 3amuTa HHGOPMAIMK OT HECAHKITHOHUPOBAHHOTO BO3ICHCTBHS

e) 3amuTa HHPOPMAIMU OT HEIPETHAMEPEHHOTO BO3ICHCTBHSI

5. Bammra nHbOpPMAIHH, HATIPABJICHHAS HA MPEAOTBPAIICHIE BO3ICHCTBHUS Ha 3aIIUIIAEMYIO
UH(MOPMAIHIO OIHOOK €€ MOJIb30BaTelsl, COOsl TCXHUYECKUX U MMPOTPAMMHBIX CPEJICTB
UH(MOPMAIHOHHBIX CHCTEM, TIPUPOTHBIX SBICHUN WM HHBIX HEIICICHAPABICHHbIX Ha
u3MeHeHre nHGopManuu COOBITHI, MPUBOIANIMX K HCKAKEHUIO, YHHITOKEHHIO, KOITHPOBAHHMIO,
OJIOKMPOBAHMIO TOCTYIA K HH)OPMAIIUH, a TAKKE K yTpaTe, YHHYTOKCHHUIO MU cOO0
(GYHKIIMOHUPOBAHUSI HOCUTEIS HH(OPMAIIUK 3TO:

a) 3amurTa HHGOPMAIUK OT Pa3TIIAIICHHS

b) 3ammra urGOpMAIMHU OT yTEUKH

C) 3ammrta HHGOPMAIMH OT HECAHKIIMOHMUPOBAHHOTO JIOCTYIA

d) sammra HHGOPMAIMH OT HECAHKIIMOHHUPOBAHHOTO BO3/ICHCTBHS

e) s3amura HHGOPMAIMH OT HEMTPEAHAMEPEHHOTO BO3ICHCTBUSI

Kiroun: 1 b), 2 a), 3¢), 4d), 5e).
KOHTpOJ’ILHLIe BOIIPOCHI:

1. HecaHKunOHMpPOBAaHHBIE ONEPALIUHU ¢ MH(POpPMAITUEH.
2. HWcrtounuku u kinaccuukanus yrpo3 0e30MacHOCTH HH(POPMAIIH.



Turnosele HENPEIHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3BI.
Tunosele peIHaMEpPEHHBIE UCKYCCTBEHHBIE YIPO3BL.
Knaccugukamus crnoco60B HeCaHKITMOHUPOBAHHOTO JIOCTYIIA.
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5

6. TunoBble aTakd HA KOMMYHHUKALIMOHHBIE TPOTOKOJIBI.

7. 3akoHojaTeNbHbIE MEPHI IPOTUBOJICHCTBUS YIpOo3aM OE€30M1aCHOCTH.
8. OpraHu3anMoHHBIC MEPBI TPOTUBOICHCTBUS yrpo3aM OE30TIaCHOCTH.
9. ®wusznyeckne M TEXHUIECKUE MEPBI TPOTHBOIACHUCTBHS Yrpo3aM Oe301TacHOCTH.
10. Ayrentuduxanus. Mmurozammra. Lludposas noamucs.

11. Cummerpuunbie mHQPBI. ACHMMETPUYHBIC U PHI.

12. Kpunirorpadudeckre mpoTOKOJIBL.

13. Kpunirorpaduyeckne xemnr-QyHKIum.

14. Unentuduxanus, ayreHTUQUKALMS, aBTOPU3ALUS.

15. [IpoTokonupoBaHue 1 ayauT (aKTUBHBIN ayauT).

16. JIuckpennnoHHOE yIpaBJIeHUE TOCTYIIOM.

17. ManpnatHoe ynpaBlieHUE JOCTYIIOM.

18. PoseBoe yrpaBiieHHE JOCTYIIOM.

19. Buibl KOMITBIOTEPHBIX BUPYCOB U BPEAOHOCHBIX MPOTPaAMM.

20. 3ammra MeXXCceTeBOTO B3auMOIEHCTBUA.

21. OCHOBHBIE MEXaHU3MBI 3aIIUTHl KOPIIOPATUBHOM CETH.

22. OCHOBHBIE CpEJICTBA 3aAIUTHI KOPIIOPATHBHOU CETH

HNudopmanms o pazpadboTunkax

TpenrkaeB Bagum HuxomaeBwd, KaHI. TEXH. HayK, MIOIEHT, Kadeapa KOMITbIOTEPHOU
0€30MacHOCTH, JOIEHT
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