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1. lesap ¥ ni1aHUpPyeMble Pe3yJbTAThl 0CBOCHHS IMCIHIJIHHBI

[lenpro OCBOEHUS TUCIUTUINHBI SBISETCS (POPMUPOBAHUE CISAYIOMINX KOMITCTSHITUH:

BK — 1 Cmnocoben mnpuMeHsATh OOLIME U CIEUUATU3UPOBAHHBIE KOMITbIOTEPHBIE
MPOTPaMMBI MIPHU PEHICHUH 3a/1a4 MPOPECCHOHATBHON AESITETbHOCTH
BK - 3 CnocobeH wuCHoib30BaTh MPUHIMIIBI W CpPeACcTBAa MpodhecCHOHATBHOMN

KOMMYHUKAIMH 1151 2P PEKTUBHOTO B3aUMOICHCTBUS

PesynbpTaTramu ocBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINE WHANKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

POBK 1.1 3naer mpaBwiia U NMPUHIHUIBI TPUMEHEHUS OOIIMX W CICIHATM3UPOBAHHBIX
KOMITBIOTEPHBIX IPOTPaMM JJIsl pEHISHUs 3314 NPO(heCCHOHAIBHOM eI TeIbHOCTH

POBK 1.2 Ymeer mpumeHnsth coBpemeHHbIe [T-TexHomoruu st cOopa, aHanmm3a M
npeicTaBieHuss WH(POpPMALMK; WCIOIb30BAaTh B MPOPECCHOHATIBHON AEATENBHOCTH O0IIme U
CHeHaIM3UPOBaHHbIE KOMIIBIOTEPHBIE MPOTPaMMBbI

POBK 3.1 3naer cpencrBa, GyHKIMU U IPHUHLIUIIBI TPOPECCHOHATHHON KOMMYHUKALIUU

POBK 3.2 Vwmeer BbicTpauBaTh NpoeCCHOHANbHYI0O KOMMYHHKAIIMIO; MPEACTABISAThH
pe3yabTaThl CBOEW paboTHl C y4eTOM HOPM M MpPaBWJI HPUHATHIX B MPO(ecCHOHATBHOM
COOOILIECTBE.

2. 33}13‘11/1 OCBOCHHA TUCHHUIIIMHBI

— OcBoutp ammapar obecriedyeHHs] 0€30MaCHOCTH XPAaHEHHUs JaHHBIX Ha MEPCOHAIBLHOM
KOMIIbIoTepe B (haiIoBOM cucTeme u 0a3ax MaHHBIX M MPUMEHSTH €ro JUIi HHPOPMAIIHOHHOTO
HATIOJTHEHUS] HHTEPHET-caifiTa OpraHu3alui, B T.4. 0a3bl JaHHBIX.

— HayuuTbcss npuMeHsATh amnmapaT CKPBITHS W BOCCTAaHOBJIEHUS JAHHBIX, YCTaHOBKH
naposist U mupoBaHus JaHHBIX.

3. MecTo TUCHHMILINHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

Jucuumnnuza otHocuTes K broky 1 «/luctuminael (Mogynn).
JlucuunianHa OTHOCHTCS K 4YacTH oOO0pa3oBaTeIbHON MporpamMmbl, (GOpMHpPYEMOit
y4acTHUKaMU 00pa30BaTeNIbHBIX OTHOIICHU, SIBIISIETCS 0053aTENbHOMN IS U3YUEHUS.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOYHON aTTECTALMH 0 AUCHHUIINHE

BoceMoii cemectp, 3a4eT

5. Bxoauvblie Tpe0oBaHus [1JI51 0CBOEHHS THCIUTIIMHbI

JUis  yCHEeIIHOTrO0 OCBOCHMsI JUCHUIUIMHBI TpPeOYIOTCS pe3yinbTaTbl OOy4eHHUs 110
JUCHUITIIINHE «baspr JaHHBIX)).

6. SI3bIK peanuzanuun

Pycckuit

7. O0beM TUCUUILIAHBI

OO6m1ast TpyA0€MKOCTh TUCIHUIUIUHBI COCTABIISET 2 3.€., 72 9acOB, U3 KOTOPHIX:
-nekuun: 14 u.

-aboparopHsie: 24 4.

O0beM caMOCTOSTENEHON padOThI CTY/ICHTA ONpeAeNieH Y4eOHBIM IIIaHOM.

8. Conep:xkaHue IMCHUILIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM

Tema 1. Ieau m 3amaum aucHUIIMHBI. OCHOBHbIC NOHATHS W TpeOoBaHUS B
obs1actu MHGOPMAIIMOHHOW 0€30MACHOCTH.



Ponb mH(bOpMamu B cOBpeMEHHOM MHupe. 3HaUCHHE M aCHeKTHI 3aIIUThl WH(POPMAIIH.
OCHOBHBIC TIOHATUS U ONpeAeTeHUs: Oe30MacHOCTh WH(pOopManuu, O0e30MacHOCTh JaHHBIX,
3aliuTa JAaHHBIX, HWH(pOpManuoOHHAs OE€30MacHOCTh, KOH(PHICHUUAIBHOCTE HWH(OpManuy,
CaHKIIMOHMPOBAHHbIE W HECAHKIIMOHMPOBAHHBIA JOCTYN K HH(pOpManuu, HASHTH(UKALUI U
ayTeHTU(HKALKUs, yrpo3a HHPOPMAIIOHHOH 0€30MacHOCTH, YA3BUMOCTb, aTaka. | JJaBHbIC THIIBI
yIpO3 3aLIUTHI HH(OPMAIIHH.

Tema 2. 3akoH0aaTEJBCTBO B 00/1aCTH HH(POPMAILHOHHOI 0€3011ACHOCTH

Hcropus pa3BUTHS MEXIyHApOAHOIO MpaBa B 001acTH MH(GOPMALIMOHHON 0€30aCHOCTH.
Cratbn koHcTUTYUMH P® u yromoBHoro komekca P® B oOmactu wuHDOpMAIMOHHON
6e3omacHocTH. OpraHbl IoCyJapCTBEHHOM BJIAacTH, UIPAIOIIME OCHOBHYIO POJIb B CO3JaHUU
IPAaBOBBIX MEXAHNW3MOB 3aIUTHl HHPOPMALIUU

Tema 3. UcTounnkH, pucKH B (POPMBI aTAK Ha MHGpOpPMALHI0
Knaccugukanus yrpo3 OesomnacHocTd uHGpopMmanuu. TexHHYECKHE KaHallbl yTEUKU
uHpopmanuu. Cuctema ynpapieHUs! pUCKaAMH.

Tema 4. [lonckoBbie HHPOPMAIIHOHHBIE CHCTEMbI
CocraBieHue 3apocoB B MOIMYJIIPHBIX TTOMCKOBBIX MH(MOPMALMOHHBIX CUCTEMax google
u yandex. [Touck noxkymeHToB B cetu lHTEpHET.

Tema S. PesepBHOe KONIMPOBaHHE U BOCCTAHOBJICHHE JAHHBIX

[IpyuHuun  XpaHeHHsT JaHHBIX Ha JKECTKOM JMcKe. TeopeTMdyeckue OCHOBBI
BOCCTaHOBJICHHS JaHHBIX. BoccraHoBieHue (ailioB, yNaJIEHHBIX C BHEIIHETO HOCHUTEIS
uHpopmanuu.

Tema 6. [IporpaMMHbIe cpeICTBa CKPBITHA JTAHHBIX U YCTAHOBKHU MAPOJIsl, OUHUCTKH
JAAHHBIX

[Iponpuerapubie nmporpaMMHOe 00€CNeYeHHE CKPBITHS U yCTaHOBKH IMApOJisi, OUUCTKU
JTAHHBIX.

Tema 7. I[IporpaMMbl 00HAPYKeHHS M 3aIIUTHI OT BPEJOHOCHBIX IPOrpamMm
AnTHBHpYCHI U (aepBoiibl. OnMcaHue U CpaBHEHHE.

Tema 8. Kpunrorpapuueckme mMeroabl 3amuThl HHpOpManuu. IIEKTPOHHAS
noanuck (III). SQL-unbeknu

CuMMeTpuYHBIE U aCUMMETPUYHBIE AITOPUTMbI IU(GPOBAHUS JaHHBIX. DJIEKTPOHHAs
noanuck (DII). DnekTpoHHble cepTudukarel. Peanuzanus kpuntorpa@uueckux aaropuTMOB B
cpeae VisualStudio Ha a3bike nporpammupoBanust C#. SQL-unbekunu.

8.3. JlabopaTopHbie paboThl

Homep

Tema n1a6opaTopHoii pa6oThI
TEMbI

dopmupoBaHUE MOJUTHKN 0€30MaCHOCTH
BrisiBieHNE B OTTMCaHWe HCTOYHUKOB U (hOpM aTak Ha WH(GOPMAITHIO, OIICHKA PUCKOB

ITouck noxymeHTOB B ceTu MHTEpHET
Hcnonb3oBaHue s3bIKa MOMCKOBBIX 3ampocoB B google u yandex st moucka
HEO0XOIMMBIX JIOKYMEHTOB

BoccranoBnenue 1aHHBIX
BoccTranosnenue ¢ailsioB, yJajleHHBIX C BHEIIHErO0 HOCUTENSI MHPOpMAIIH

ITporpammMHbIe cpencTBa HHGOPMAIIMOHHOMN 0€30MacHOCTH
CKpbITHE U YCTaHOBKU Naposisi Ha (hailyibl ¥ Manku, OYMCTKH JaHHBIX




Hacrpoiika 6e30macHOCTH B onepannoHHoi cucteme Windows

Hactpoiika O6pay3epa, orpaHndeHre BO3MOKHOCTH CETEBOr0 JOCTyMa, IpoduIaKkTHKa
3apakKeHUs peecTpa, yIpaBjIeHUE ITPaBaMU IOJb30BaTEIEH, B T.4. HACTPOMKA MMaposen
10JIb30BaTENEH

AHTHUBUpPYCHbIE  TpPOTPaMMHBIE  CpeAcTBa  oOecreyeHus  MHPOPMALMOHHOM
0e30macHOCTH

[TpoBepka ¢aitnoB u url ¢ ucrnonp30BaHMEM OHJIAWH aHTUBUPYCOB. Vcmonb3oBaHue
necouHuupl. [Tonck BpeIOHOCHBIX IPOrpaMM Ha KOMIIBIOTEPE.

®daepBon
Hacrpoiika BctpoerHoro daepsosia Windows u nponpuerapHoro dhaeppoia

[Ipocreiitme anropuT™el HH(PpPOBaHUS
[udp Lezaps, mudp Bwkenepa, mmdp [neiidepa

CuMMeTpHuuYHBIE AITOPUTMBI U (poBaHus HHPOPMAIIH
Peamuzanmss mporpammbel  mmdpoBaHHMS C  UCIOJIB30BAHUEM  CHMMETPUYHBIX
AITOPUTMOB MU(PPOBAHHS

AcuMMeTpUYHBIEC ANTOPUTMBI UG POBaHUA UH(OPMAIIUU
Peanmzamust mporpaMMbl  IH(PPOBAaHUS C  HCIOJIH30BAHHEM ACUMMETPUIHBIX
ITOPUTMOB MU(GPOBAHUS

DNeKTpOHHAs MOANKUCH
Peayimzanus mporpaMmsbl CO3JIaHUS ¥ IPOBEPKU ITUPPOBOM MOAIUCH

9. Tekyuiuii KOHTPOJIb MO AUCUHUILTUHE

Texyuuii KOHTPOJIb MO AUCHUIUIAHE MPOBOAUTCS IyTEM MPOBEACHHS KOHTPOJBHBIX
paboT, TECTOB MO JICKIIMOHHOMY MaTepHaiy, OTYETOB IO BBIIOJHCHHUIO JTabOpaTOPHBIX PaboT U
(ukcupyetcs B hopMe KOHTPOJIbHOM TOYKH HE MEHEE OJJHOTO pa3a B CEMECTP.

OueHouyHble MaTepuaabl TEKYIEro KOHTpOJIS pa3MmelneHsl Ha caiite TI'Y B pasnmene
«Mudopmarust 06 obpasoBatenbHO# mporpammey - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂlIOK MPOBCACHUA U KPUTCPUHU OLICHUBAHUSA I[pOMe)KyTO‘lHOﬁ aTTeCTallumn

3aueT B BOCBMOM CEMECTpPEe TMPOBOAMUTCS B IMHCHbMEHHON (dopMe 1O OumeTam.
DK3aMeHaIMOHHBIN OUJIET COCTOUT U3 TpeX yacTel. IIpomomkuTensHOCTh 3aueTa 1 vac.

OneHouyHble MaTepUalbl sl POBEAEHUS NMPOMEKYTOYHON aTTEeCTAl[MM pa3MeEIIeHbl Ha
caire TI'Y B pasgene «MHpopmauus o0  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YueOHO-MeTOOAUYECKOE O0ecIeueHne

a) DJEeKTPOHHBIN y4eOHbIHM Kypc Mo JUCLHUIUIMHE B 3JIEKTPOHHOI 00pa3oBaTenbHO cpene
«iDOy - https://Ims.tsu.ru/course/view.php?id=00000

6) OI_ICHO‘-IHBIC MaTCepHrajibl TCKYHICTO KOHTPOJIA H HpOMC)KyTO‘-IHOﬁ arrecraiguu 110
JOUCLIUIIIIMHE.

B) MeTtoanueckue yka3aHus M0 MPOBEICHHIO TaO0paTOPHBIX PadoT.

r) Meroauueckue yKka3aHus 110 OPraHU3aluN CaMOCTOSITENIbHOIM pabOoThI CTYIEHTOB.

12. Ilepeuens yueOHOI 1uTEpaTyphl U pecypcoB ceTu HTEpHeT

a) OCHOBHas JTUTEpaTypa:

W3 crapoif nporpammsl «HQOpMaIIMOHHBIE TEXHOJIOTUU B YIPaBIECHUH Kaue€CTBOM M
3amuTa nHpopMaum»:

1. babamr A.B. AkTyanbHble BOIIPOCH! 3aIUThl HHGopManuu: MoHorpadus / A.B. babar,
E.K. bapanoBa — M.: UH®PA-M, 2020. — 110 c.



https://lms.tsu.ru/course/view.php?id=00000

2. by3oB I'.A. BrisiBeHUE ClIEIUaIbHBIX TEXHUYECKUX CPEIACTB HECAHKIIMOHUPOBAHHOIO
nony4yenus uHpopmanuu / I'.A. By3oB — M.: ['opsiuas nunus - Tenexom 2019. — 203 c.

3. Ko3pmunpix C.1. OGecneyeHne KOMIUIEKCHOM 3alUThl 00BEKTOB MHGOPMATH3AIUH :
[yaeOHOe mocoOue [Isi CTYJCHTOB BY30B, OOydaromuxcs 1mo HanpapieHuto "MHdopmarmonHas
6e3onacHocTh", kBanpukanus (crenens) "maructp"] / C.U. Ko3pmunbix ; ®UHAHCOBBIA YH-T
npu [IpasBut. Poc. ®en. — M.: IOHUTU-TAHA 2020. — 543 c.

4. IBeukoBa O.I'. bazoBele KpunTorpaduyecKue aJrOpUTMbI 3aIUTHl UHPOPMALHH :
yueObHoe 1mocobue: [l CTYISHTOB BBICIIMX YYEOHBIX 3aBEJCHMH, OOydaromuxcs IO
HanpasieHusaM noarotoBku 2.09.03.04 "IIporpammuas uwxkenepus” u 2.09.03.03 "[Ipukiannas
unpopmaruka"] / O.I'. [lIBeukosa, A.H. [Teuekun, 1.B. MapueB — M.: Kypc 2020. — 167 c.

0) IOTIOHUTENNbHAS JINTEpaTypa:

1. Bopona B.A. Teopernueckue OCHOBBI oOecriedeHuss O0€30MacHOCTH OOBEKTOB
uHpopMaTu3zanuu: ydeOHoe mocobue JuUIsi By30B Mo HampasieHuto "HMHdopmannonHas
o6e3onacHocts”" / B.A. Bopona, B.A. Tuxonos, JI.B. MurpsikoBa. — M.: I'opsuas Jlunwus-
Tenexom, 2016. — 303 c.

2. I'pymo A.A. Teoperndyeckue OCHOBbI KOMIIBIOTEPHOM Oe30macHOCTU: ydeOHOe
nocoOue sl CTYIEHTOB BY30B, OOyd4amImuxcs mO coenuaibHOCTAM Tpymmbel 090100
"Undopmannonnas 6e3omacHocts"/ A.A. I'pymo, 3.A. Ilpumenko, E.E. Tumonuna. — M.:
Axagemus, 2009. — 267 c.

3. leBsnun II. Moznenu 6e30MacHOCTH KOMIIBIOTEPHBIX CUCTEM. YIIpaBlIeHUE JOCTYIIOM
u nHpopmarmonasiMu orokamu / I1. Jlepstaun. — U3n-Bo: Topsiwas Jlunus - Tenexom, 2013. —
338 c.

4. 3aiineB A.Il. Texuuueckue cpencTBa U METOJbI 3aIUTHI UHPOPMALIMHU: YUYEOHUK AJIs
CTYJIEHTOB BY30B IO TpyImIie creuuaibHocTedt - "Wudopmanuonnas OezomacHocts" / A.IL
3aiiues, P.B. Memepskos, A.A. lllenynanoB. — M. : ['opsiuast JIunus-Tenexom, 2016. — 442 c.

5. llerenun A.E. MHdopmanmonHas 06e30MacHOCTh: y4eOHO-METOINYECKUHA KOMILIEKC
[1u1g cTyZeHTOB By30B Mo HampasieHnuto 23.07.00 "IIpuknagnas nuadopmaruka"]. Tom. roc. yH-
T. - Tomck: Tomckui roCyJapCTBEHHBIN YHUBEPCUTET, 2016. URL:
http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

6. Ilpockypun B.I'. 3ammra B oOmnepalMOHHBIX CHUCTeMax: yudeOHoe mnocolue [amns
CTyJIeHTOB (ciymiarenei) By30B, oOydarommxcsi 1o croeumansHocTaMm  10.05.01 —
"KommerorepHass ~ 0e30macHOCTS", 10.05.03 -  "HudopmanuonHas  0€30MacHOCTh
aBTomatusupoBaHHbelx cucteM" u 10.05.04 — "UHdopmanroHHO-aHATUTUYECKUE CUCTEMBI
6e3omacHocTu", o HampasiaeHuo noAaroroBku 10.03.01 — "MudopmannonHas 0e30macHOCTh",
ypoBens Oakanasp] / B.I'. [Ipockypun. — M. : l'opsiuas Jlunus-Tenexom, 2016. — 192 c.

7. Tanenbaym 3.C. CoBpemeHHble onepanrioHHble cucteMsl / J.C. Tanen6aym. — CIIO.:
[Tutep, 2010. — 1115 c.

8. Xayner T. 3amuTHble CpecTBA C OTKPBITHIMU MCXOMHBIMU TekcTamu / T. Xayner. —
M: UnTepHeT-YHUBEpCcUTET MHPOPMAIIMOHHBIX TeXHOJIOTUH [1 1ip.], 2010. — 607 c.

9. lllenyxun O.U. Creranorpadus. AIropuTMbl U MIPOrpaMMHas pean3anus : [yuebHoe
nmocoOue Jig CTYIEHTOB BY30B 10 HampaBieHuro mnoarotoBku 11.03.02. 11.04.02 -
"MHPOKOMMYHUKAITMOHHBIE TEXHOJIOTUM W CHUCTEMbI CBS3U" KBaTU(PHUKAIMU (CTEIEHN)
"6akamaBp" u "maructp"| / O.U. lllenyxun, C.[. KanaeB; moxg pea. O.U. lllenyxuna — M.:
I'opstuas nuawms - Tenexkom 2018. — 592 c.

10. HInatiep b. [lpuknannas kpunrorpadus. [IpoToKoIbl, aITOPUTMBI, UCXOAHBIE TEKCTHI
Ha s3bike Cu / b. HInaitep — Tpuymd, 2002. — 816 c.

B) pecypchl cetu HTepHeT:
1. Undopmarmonnas 06e30macHOCTh. 3amuta HHGOpMAUKU [DJIEKTPOHHBIA pecypc] —
Onektpon. nan. — URL: http://all-ib.ru/ .


http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

2. Comparison of antivirus software [Dnektponnsrii pecypc] — DnekTpoH. gaH. —
URL: http://en.wikipedia.org/wiki/Comparison_of antivirus_software.

3. Yrpo3sl uHpOpManuoHHON Oe3zonmacHocTH B AC [DneKkTpoHHBIM pecypc] —
Onekrpon. naH. — URL: http://asher.ru/security/book/its/05 .

13. Ilepeyenb nHGOPMAITMOHHBIX TEXHOJIOTHii

a) JIMLIEH3MOHHOE U CBOOOHO pacpOCTpaHAEMOe IPOTpaMMHOE 0OecTieueHHE:

— Microsoft Visual Studio Community (cBoOomHO pacmpocTpaHsemas Bepcus Visual
Studio s 00y4eHus IPOrpaMMHUPOBAHHIO);

— my6nuyHO nocTynHbIe o0nayHbie TexHosmoruu (Google Docs, SHaekc auck).

0) UH(POPMALIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTPOHHBIN KaTaJjior Hayunoi Ooubimorexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHast Ooubamoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pasoBatenbHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com - https://znanium.com/

14. MaTepuanbHO-TeXHUYECKOe obecrieyeHue

AynuTtopuu AJ1s NpOBeIeHHs 3aHATUH JIEKIIMOHHOIO THIIA.

Aynuropun Juisl TIPOBEIEHHUS 3aHATHM CEMHUHApCKOrO0 THIA, WHIAUBUAYAIbHBIX U
IPYNIIOBBIX KOHCYJIbTALUH, TEKYILEro KOHTPOJIS U IPOMEXYTOYHOM aTTeCTaluy.

[TomenieHust I CaMOCTOSITENNFHON pabOTHI, OCHAIEHHBIE KOMIBIOTEPHONW TEXHHUKOH U
JOCTYIIOM K ceTu VHTepHeT, B 3JIEKTPOHHYIO HMH(OPMALMOHHO-00pa30BaTEIbHYIO0 Cpelly U K
MH(OPMALIOHHBIM CIIPABOYHBIM CHCTEMaM.

Jlns mpoBeaeHUs 1a0OpaTOPHBIX pabOT HEOOXOAMMO JUIIEH3MOHHOE IPOrpaMMHOE
obecneuenue: OC Windows 10 Pro, Microsoft Office cranmaptasiii 2010, 6pay3ep nocnenHei
BEPCHH.

15. Undopmauus o paspadorunkax

Ilerenun Anexcanap EBrenbeBud, moneHt kadeapsl MHpopmannoHHOro obecredeHus
MHHOBAIIMOHHON AesTenbHocTH DakyabTeTa MHHOBALMOHHBIX TEXHOJIOTMH, KaHAUIAT PU3.-Mart.
HayK.
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