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1. Ileas U mu1aHUpYeMble Pe3yJIbTATHI 0CBOEHHS THCIUIIIUHBI

[{enpro 0OCBOEHUS TUCHIUTUINHBI SBISETCS POPMUPOBAHUE CIECAYIOMINX KOMITETSHITUH:

OIIK-1 CnocobeH HaxoauTh, (GOPMYJIHpPOBATH W peIIaTh AaKTyaJdbHbIE MPOOJIEMBI
MPHUKIIATHOW MaTeMaTHKH, QyHIaMEHTATbHON HHOOPMATUKY U WH(OPMAITMOHHBIX TEXHOJIOTHIA.

OIIK-4 CnocobeH onTUMaJbHBIM  00pa3oM KOMOWHHUPOBATh  CYIIECTBYIOIIHE
WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIC ~ TEXHOJOTMM  JIJIi  PEIIeHUs 3aqad B 00JIaCTH
npoecCuOHANBHOM NeSTEIbHOCTH C yu4eTOM TpeOoBaHUI HHPOPMAIIMOHHOM 0€30IaCHOCTH.

Pesynbraramu OCBOEHUSI AUCIUIUIMHBI SBJISIOTCS CIACAYIOIINE WHIMKATOPBI JOCTHKEHUS
KOMIIETECHIINH:

NOIIK-1.1  Anamm3upyeT 1npoOieMbl B 00NacTd MPUKIAJHON  MaTeMaTHKH,
dbyH1aMeHTaNbHON HHPOPMATUKU U UH(POPMAIIMOHHBIX TEXHOJIOTUN

NOIIK-1.2 ®opmynupyeT 3a/1a4yu UCCIICT0BAHUS

HOIIK-1.3 Pemraer akryanabHbIe TPOOIEMbI TPUKIIATHON MaTeMaTUKH, (pyHIaMEHTaIbHOMN
UHPOPMATUKU ¥ MH(OPMAITHOHHBIX TEXHOJIOTHI

NOIIK-4.2 YuutsiBaTh OCHOBHBIE TPeOOBaHUS HHPOPMAIIMOHHON 0€30MaCHOCTH

2.3ama4m 0CBOCHUA JUCHHUILINHBI

— OCBOHTH MOHATUIHBIN arapat HHPOPMALMOHHON OE30MaCHOCTH.

— O3HaKOMUTHCS C METOIAMH M CPEJICTBAMU KPUITOTpapuIeCKON 3alIUThl HHPOPMALINH.

— Ilonyunte mpeACTaBICHUE O CTAaHAAPTaX M HOPMATUBHBIX JOKYMEHTaxX B OOJACTH
MH(POPMALIMOHHOHN 0€30MacHOCTH.

— [NonyuuTh npeacTaBICHUE O COCTABE M COACPIKAHUHM OPTaHU3ALUOHHBIX U TEXHHYECKUX

Mep 0 00ECTIeYeHNI0 OE30MTaCHOCTH MEPCOHATBHBIX JAHHBIX

— O3HaKOMHUTBCS. C OCHOBHBIMH MEXaHM3MaMH 3alllUThl OT HECAHKIMOHUPOBAHHOTO

A0CTyIa U 0a30BEIMH CpeaAcCTBaMH 3allIUTbl KOMIIBIOTCPHBIX CUCTCEM U ceTeit

3. MecTO AUCHUIIMHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Jucuunmza otHocuTea K OT/] «DakyapTaTUBHBIE JUCUUTUIAHBDY.

4. Cemectp(b1) ocBOcHHS U (popMa(bl) MPOMEKYTOYHON ATTECTALMH 0 AUCHHUIINHE

[TepBoIii cemecTp, 3a4€T C OLIEHKOU

5. Bxognable TpOﬁOBaHI/Iﬂ AJIA 0CBOCHUA NUCHUIIJIMHBI

Jljis ycTIenHoro OCBOCHUS JUCHUILIMHBI TPEOYIOTCSl KOMIIETEHIIMH, c(hOpMUpOBaHHBIE B
XO0JIe OCBOEHHsI 00pa30BaTeIbHBIX IPOrpaMM IPEAIECTBYIOLIETO YPOBHS 00pa30oBaHusl.

JUis  yCHemHOro OCBOEHHUS JAMCHUIUIMHBI TpeOYIOTCS pe3ynbTaTbl OO0y4YeHHs IO
CJIEAYIOUIMM JUCLHUIUIMHAM: HH(OpMaTHKa, TUCKPETHAas MaTeMaTHKa, KOMIIBIOTEPHBIE CETH

6. SI3bIk peanu3zanuu

Pycckuii

7. O0beM TUCHUILIUHBI

OO61mas TpyA0eMKOCTh TUCHUIUTHHBI COCTaBsieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-JIeKuu: 16 4.
-nmabopatopusle: 16 4.
B TOM YHCJIE TTpaKTUUecKasi moaroroBka: 0 4.
O06beM caMOCTOSTENLHON pabOThI CTYICHTA ONpeAeNieH Y4EeOHBIM IIIaHOM.

8. Coneprxkanue IMCUUILIMHBI, CTPYKTYPHUPOBAHHOE 110 TEMaM

Tema 1. OOmmue noHATHS HHOPMAIIMOHHOM 0€30MacHOCTH



OcHoBHbIE TTOHATHS WH(POPMAIMOHHON Oe3omacHocTu. Kimaccudukamnus ys3BUMOCTEH U
yrpo3. MexayHapoaHble 0a3bl JaHHBIX M PEECTphl YsA3BHUMOCTEeH. bBaHK JaHHBIX yrpo3
6e3onacHoctu nHGopmanu PCTIK Poccun. Ataku Ha KOMIBIOTEPHBIE CUCTEMBI U CETH. Mepbl
POTHBOICHCTBUS YIpo3aM 0e30MacHOCTH.

Tewma 2. Kpunrorpadgudeckrne MeToapl 3aIUTH HHHOPMAITHH.

OcHoBuble 3a1aun kpuntorpadun. Kpunrorpaguueckue cuctemsl. Kpunrorpaduueckue
npoTtokoiibl. Kpunrorpadguueckne QyHKIMHM XEIIUPOBaHUA. DNEKTPOHHAsT HU(pPOBasi MOIMNKCH.
Kpunrorpaduueckue ctannapThl.

Tema 3. OcHOBHBIE MEXaHU3MBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kontpons nenocrtaoctu. Unentudukarms. [IpoTtokonupoBanue W ayauTt. YIpaBJICHUE
JOCTYTHOM. 3alliTa OT BPEIOHOCHBIX IPOrpamMM. 3aliuTa MeKCeTeBOTr0 B3auUMOICHCTBUS. 3aIluTa
uH(pOpMaLIKK TIPH Tepeade 1o KaHay cBs3u. [IpegoTepamienre yreuek nHpOpMaiuu.

Tema 4. CpencrBa obecnieueHuss HHGOPMAITMOHHONW 0€301TaCHOCTH.

Me:xcereBble 3kpaHbl. BupTyaneHble yacTHble ceTu. CUCTEMBI aHAIM3a 3aLUIIEHHOCTH.
Cucremsl oOHapyxeHus aTak. LllTatHbie cpeacTBa 3auThl THPOPMAIIUU OMIEPAIIUOHHBIX CHCTEM.
Aynut nH(pOpMaIIMOHHON 0€30IacHOCTH. 3aIlnTa BEIYUCIUTEIBHON CpeIbl KOMITAHUH.

Tema 5. CTannapTsl 1 HOpMaTUBHbBIE JOKYMEHTHI HH(OPMAIIMOHHON 06€30MacHOCTH

Crangaptel B 001acTH MHQOpMAIIMOHHON Oe3zonacHOocTH. HopmaTuBHBIE TOKYMEHTHI B
obnactu uH(popManuoHHOW Oe3omacHocTH. CocTaB W CcOJep)KaHHE OPraHU3alMOHHBIX U
TEXHUYECKUX MEp MO 00ECrEeYeHUI0 OE30IaCHOCTH MEPCOHANIBHBIX JAaHHBIX MpU UX 00pabOTKE B
WH(OPMAILIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX

9. Tekymuii KOHTPOJIb MO0 JUCHUIINHE

Texymuii KOHTPOJIb MO JIWUCHUIUIMHE MPOBOAUTCS IyTEM KOHTPOJS MOCEIaeMOCTH,
ompoca M0 JEKIIMOHHOMY MaTepHally, IPOBEPKHU JaOOpaTOPHBIX padoT, U pukcupyercs B popme
KOHTPOJIbHOM TOYKHM HE MEHEe OJIHOTO pa3a B ceMecTp. [IpakTuyeckas mOAroTOBKA OLIEHUBACTCS
10 pe3yJIbTaTaM BBINOJIHEHHBIX Ja00paTOPHBIX paldoT.

OneHouHble MaTepuaabl TEKYIIEro KOHTpOIs pa3MenieHbl Ha caiite TI'Y B paszmene
«Mudopmarnms 06 o6pa3oBareapHOM TporpaMme - https://www.tsu.ru/sveden/education/eduop/.

10. ITopsinok npoBeieHUsI H KPUTEPUH OLCHUBAHUS NIPOMEKYTOYHOM aTTeCTalluH

3ayer ¢ OIEHKOH B IEPBOM CEMECTPE MPOCTABISETCS HA OCHOBE BBHITIOJTHEHHUS CTYICHTaAMU
7a00paTOpHBIX pabOT W/MAM MO pe3yibTaTaM coOeceloBaHMs C MCIIOJIb30BAaHUEM IepedHs
KOHTPOJIBHBIX ~BOMPOCOB MO Kypcy. CXema KOHTPOJBHBIX BOIIPOCOB  COOTBETCTBYET
KOMIIETEHTHOCTHOM CTPYKType IUCHMIUIMHBIL. [IpM OIleHMBAaHUU CTYAEHTY HE00XOANMO
IIPOIEMOHCTPHUPOBATH TIOCTHIKEHUE BCEX 3aINTAHMPOBAHHBIX HHHUKATOPOB.

Kputepuu onieHnBaHUs IPOMEXYTOUHOM aTTeCTaIMH.

3a4er ¢ OLEHKOM “OTIMYHO” MO JUCUUIUIMHE MPOCTaBIsSIEeTCS, KOrJa CTYAEHT B
COBEpILEHCTBE OBJIA/IE] MaTepUaIOM IO BCEM pasJiesiaM JIEKLIMOHHOIO Kypca, a TakXke Mokaszall
TpeOyeMble YMEHHUSI U HaBBIKH IPH BBHITIOJTHEHUH 8cex JTa00pPaTOPHBIX PadoT.

3a4eT ¢ OIEHKOM “XOpoIIo” MO JUCHMIIMHE MPOCTABIAETCS, KOrJa CTYASHT OBJIajel
00s13aTeTIbHBIM MaTepHAIOM TIO0 OOJBIIMHCTBY PAa3JENIOB JIEKIIMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMM HEIOCTATKaMHM, a TakXKe MoKa3ayl TpeOyeMble YMEHHs! U HaBBIKU MPHU BBIIOJIHEHUHU
OonbuuHcmea 1ad0paTOPHBIX PaboOT.

3a4eT C OIEHKOM ‘“‘yIOBIETBOPUTENHHO” MO AUCHUIUIMHE MPOCTABIAETCS, KOTA CTYIACHT
OBJIa/IeN 00s13aTEIEHBIM MaTEPHAIOM IO HEKOTOPBIM pasziesiaM JIEKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMM HEIOCTATKaMHM, a TaKk)Ke MoKa3ayl TpeOyeMble YMEHHs U HaBBIKU MPHU BBIIOJIHEHUHU
yacmu 1a00paTOPHBIX PadoT.

3a4eT ¢ OLEHKOH “HeYyOBIETBOPUTEIBHO MO AUCHUILIUHE IPOCTABISAETCS, KOI/Ia CTYACHT
UMEET CYIIECTBEHHBIE MPOOETBl MO0 TEOPETUYECKHM pasfesiaM IHCHUTUIMHBI M HE TOoKa3all
TpeOyeMble YMEHHUS U HaBBIKH IPH BBHIIOJIHEHUH YacTH J1abOpaTOpPHBIX padoT.



OueHoYHbIE MaTepHaibl IS IPOBEACHUS MMPOMEXYTOYHOW aTTecTallMy pa3MEIleHbl Ha
caiire TI'Y B pasgmene «Mudpopmaums o0  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YuyeOHO-MeTOAHUYECKOE 00ecTIeueHne

a) DJIEKTPOHHBIA YUEOHBIM KypC MO JUCIMIUIMHE B 3JIEKTPOHHOM yHUBepcutere «LMS
IDO»

0) OLieHOUHBIE MaTepHalibl TEKYILIEro KOHTPOJISI M MPOMEXKYTOYHOW aTTECTalluH 110
JTUCLUATUIMHE.

B) CeMuHapcKuX / MPaKTUUYECKUX 3aHATUH 1O AUCLUILIMHE HET.

r) MeToaudeckue yka3aHus 1o IPOBEICHHIO JIA0OPATOPHBIX padoT.

B 3amanum x mabGoparopHoi pabote GOpMYIUPYIOTCS LIeTu JadopaTOpHOM padoTHI, a
TaKXe CrocoObl ux AocTkeHus. [Ipu moaroroBke K jabopaTtopHoil paboTe CTyIEHT 00s3aH
CaMOCTOSITENIbHO U3YYUTh METOAMYECKHE PEKOMEHIAINH 10 POBEICHHUIO JIa0OpaTOPHOI paboTHI,
a TaKKe OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI 1O JabopaTopHoil padote. Ilepen BbimonHeHneM
nabopaTtopHoil paboOThl MpernojiaBaTeieM MPOBOAUTCS HMHCTPYKTAXK MO JIOCTHXKEHUIO IeNied U
pemeHnio 3agad jgabopatopHoil paboThl. [lo BBIMOMHEHHIO J1AOOPAaTOPHOW pabOTHI CTYAEHT
TOTOBUT OTYET, B KOTOPOM YKAa3bIBAIOTCSI PE3yJbTAaThl BBHIMOJHEHHS J1a0OpaTOPHON pabOThHl U
nenatotcst BIBOABL. [lo Teme mabopaTopHoil paboThl (GOpMYyIHUPYIOTCS KOHTPOJIBHBIE BOIPOCHI,
MO3BOJIAIOIINE OLIEHUTh YPOBEHb 3HAHUI CTYIEHTOB MO HEWl.

1) Meroandeckne yKa3zaHHs [0 OpraHU3aluN CaMOCTOSITEIBbHON paboTHI CTYIEHTOB.

CamocrosTenbHas paboTa opraHu3yercs B cienyrommx ¢opmax: pabora co ciainamu
JCKIMH; W3YYECHHE BOIMPOCOB, BBHIHOCHUMBIX 32 pPaMKU JICKIMOHHBIX 3aHSATHH; BBITOJHEHHE
JOMAIITHUX 3aJaHMif; TOJArOTOBKAa K PYyOEKHOMY KOHTPOJNIO MO Teme/pasaeny. Paboty co
craiiiaMu (KOHCIIEKTOM) JIEKIIMK 1eJIecO00pa3HO MPOBOJIUTH HEMOCPEACTBEHHO TIOCTEe €€
npociaymuBaHus. HeoOXoauMbIM 31eMEHTOM OOy4eHHs SIBISETCS TNIyOOKOE OCBOEHHUE
COJepKaHUsl JICKIMM M CBOOOJHOE BJIaJEHHE MM, B TOM YHCJIE HCIIOJIB30BAaHHOH B HEH
TePMHHOJOTHH. l3ydyeHune BONPOCOB, BBHIHOCUMBIX 32 paMKW JIEKIIMOHHBIX 3aHSITHI,
IPEIoIaraeT CaMOCTOSTENIbHOE U3yUEHHE CTYACHTAMH JIOTIOIHUTEILHON JINTEPaTyPHI.

12. Ilepeyenn y4eOHOM JauTEpaTyphl U pecypcos cetn UHTEpHeT

a) OCHOBHas JUTEpaTypa:

— IHanerun B. @. UnpopmanmonHas 06e30MaCHOCTh KOMITBIOTEPHBIX CHUCTEM M ceTell /
B.®. lllanbrun. - Mocksa : ®opym, 2021. — 416 c.

— Xopes, I1. b. [IporpammHo-annaparHas 3amura uHGopmarmn: yuedHoe nocodue / I1.b.
XopeB. — 3-e uz., uctp. u nomn. — Mocksa : UHOPA-M, 2021. — 327 c.

— [Ipuxa3z ®CTIK Poccun ot 18.02.2013 N 21 (pea. ot 14.05.2020) "O6 yTBepxaeHUN
CocraBa u coJiepkaHusl OpraHU3alMOHHBIX U TEXHUYECKUX Mep M0 o0ecrneueHnto 6€301acHOCTH
NEPCOHANBHBIX JaHHBIX IpU HMX 00paboTke B HMH(OPMAIIMOHHBIX CHUCTEMaxX MEePCOHAIBHBIX
MaHHBIX"

— ba3oBas Mozenp yrpo3 0e30MacHOCTH MEPCOHANbHBIX JAAHHBIX MPU MX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX NMepcoHaNIbHbBIX JaHHbIX (Boinucka) (yrB. ®CTIK P® 15.02.2008)

0) ITOTOJTHUTEIbHAS JTUTEPATYpa:

— bapanoBa E.K., babam A.B. HudopmanronHas 0e30MacHOCT W 3aluTa HH()OPMAIUH:
yuebHoe mocobue. — M.: PUOP, 2021.

— IIpockypun B. I'. 3amuTa B onepanmoHHbIX cucTeMax: yuebHoe nocodue. — M. : 'opsiuas
muansg — TenekoMm, 2016.

— Mamok A.A. 3amuTa naopmaruu B vHGOPMALIMOHHOM 001IecTBe. YuebHoe nocodue
1uist By30B / A.A. Mamok. - Mocksa : ['opsiuas Jluaus—Tenexom, 2015. - 230 c.

—3aiiues AL, MemepskoB P.B., IllenymanoB A.A.. 3amwura wuHpopMmanuu B
nH(popMaloHHOM oO1u1ecTBe: yueOHoe mocodue. — M. : ['opsiuas Jlunus — Tenekowm, 2015.



B) pecypchbl cetu HTEpHET:
— denepanpHas ci1yk0a 10 TEXHHYECKOMY M DKCIIOPTHOMY KOHTpoJIto Poccun - https://fstec.ru/
— bank nanubIx yrpos 6e3onacaoctu nHpopmanuun ®CTOK Poccun- https://bdu.fstec.ru/
— National Vulnerability Database (NVD) - https://nvd.nist.gov/
— OcHOBBI HH(POPMALTMOHHOM 6€301IaCHOCTH [ DNeKTpOHHBIN pecypc] // HannonanbHbIH
Otkperteiid YauBepcutet "MHTYUWUT". URL: http://www.intuit.ru/studies/courses/10/10/info
— AHTUBUpPYCHAS 3alIMTa KOMITBIOTEPHBIX CHCTEM [ DJIEKTPOHHBIN pecypc] // HanpoHansHbIi
Otkpeiteiid YauBepcutet "MHTYUWUT". URL: http://www.intuit.ru/studies/courses/2259/155/info
— be3onacHocTs cereil [DnexTponnslii pecypc] / HarmonansHeiit OTKPBITHI Y HUBEPCUTET
"MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHIi

a) JIMIIEH3UMOHHOE U CBOOOIHO PacpOCTPaHIEMOE IPOTPaMMHOE 00eCTICUeHHE:

— CK3U GnuPG anis OC Windows - https://www.gpgdwin.org/

— OC Windows 10

— myOnu4uHO TocTynHbIe o0naunbie TexHonoruu (Google Docs, SIHaeKe AUCK | T.I1.).

0) nH(MOPMAIIMOHHBIE CIIPABOYHBIC CHUCTEMBI:

— DnexTpoHHbIN Katanor Hayunoit 6ubnuorexku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DnexTpoHHas Oubnuoteka (penozuropuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — http://e.lanbook.com/

— OBbC Koncynbrant cryaenra — http://www.studentlibrary.ru/
— Obpa3zoBatenbHas wiardopma FOpaiit — https://urait.ru/

— 3bC ZNANIUM.com — https://znanium.com/

— OBbC IPRbooks — http://www.iprbookshop.ru/

14. MaTepunainbHO-TeXHHYeCKOe o0ecnievyeHne

Aynuropun aJid NpOBEAEHUS 3aHATUH JIEKIIMOHHOTO TUIIA.

Aynuropun s MPOBEAEHUS J1aOOPATOPHBIX 3aHATHM, MHAWBUIYaAIbHBIX M T'PYMNIOBBIX
KOHCYJIbTAIMH, TEKYIEro KOHTPOJIS U MPOMEKYTOUHON aTTecTalui. AyJAUTOPUH JAOIKHBI OBITh
OCHAILIEHbl 000pYyJI0BaHUEM (IPOEKTOP, IKpaH, MOHUTOP, CUCTEMHBIH OJIOK) C JOCTYIOM B
WNHurepHer.

[TomemieHust 111 caMOCTOSATENBHON pabOThI, OCHAIIEHHBIE KOMITBIOTEPHOW TEXHUKOH U
JOCTYNIOM K ceTu VHTepHeT, B 3JIEKTPOHHYI0 HMH(pOPMAMOHHO-00pa30BaTEIbHYIO Cpely U K
MH(OPMALIOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Undopmanus o paspadoTunkax

TpenbkaeB Banum HukomaeBuu, KaHA. TEXH. HayK, JAOLEHT, JOLEHT Kadeapbl
KoMIbloTepHO# Oe3omacHocty HU TT'Y.
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