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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUILIMHbI

[enbro 0OCBOEHUS AUCHHUIUINHBI SBISETCS (POPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

OIIK-3 CrocobeH aHanu3upoBarh MpohecCHOHATBHYIO0 HH(OPMAIHIO, BBIACTATh B HEH
[JIaBHOE, CTPYKTYpPHpPOBaTh, OGOPMIISATh M MPEACTaBIATh B BHJE AHAIUTUYECKUX OO30pOB C
000CHOBAHHBIMH BBIBOJAMM U PEKOMEHIALUSMUY;.

Pe3ynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBISIOTCS CIEIYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETEHLIHM:

HOIIK-3.2 VYmeer pabotarh C pa3IUMYHBIMA BHJAaMH HHGOPMAIMH C ITOMOIIBIO
Pa3IMYHBIX CPEICTB MHPOPMAITMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTUN

2. 3agauy ocBOEHHS JUCIHUILINHBI

— OcBOUTH MOHATUHHBIN anmapar HHPOPMALUOHHONW OE30MACHOCTH.

— O3HaKOMHUTBCSI C METOIAMH M CPEJICTBAMH KPUIITOTPAPHUECKOM 3alUThl HH(POPMAIIHH.

— IlonmyunThs mpeacTaBieHHWE O CTaHAAPTaX M HOPMATHUBHBIX JOKYMEHTaX B 00JacTu
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

— Ilomy4uTh MpecTaBIEHUE O COCTABE U COACPIKAHUN OPTraHU3aIMOHHBIX M TEXHUYECKUX

Mep 0 00ECTIEYCHUI0 OE30MaCHOCTH MEPCOHATIBHBIX JaHHBIX

— O3HaKOMHUTHCSI C OCHOBHBIMH MEXaHHW3MaMH 3alIUThl OT HECAHKIMOHUPOBAHHOTO

JOCTyTa ¥ 6a30BBIMH CPEJICTBAMHU 3alIIUThI KOMIIBIOTEPHBIX CUCTEM U CETEH

3. MecTo IUCUMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

Jucuunmza otHocuTes K OT/] «DakynpTaTUBHbBIE JUCLUILUIMHBDY.

4. Cemectp(bI) ocBOeHMS U (popMa(bl) MPOMEKYTOYHON ATTECTAIUM 110 AUCHHUIINHE

[IepBrlii ceMecTp, 3a4€T C OLIEHKOU

5. BxoaHblie Tpeﬁonaﬂuﬂ AJik OCBOCHHUA JUCHUIIJINHBI

JUisl yCHenHoro OCBOGHUs AUCHUILIUHBI TPEOYIOTCS KOMIIETEHIIH, CPOPMUPOBAHHbBIE B
XOJIE OCBOEHHS 00pa30BaTENbHBIX IIPOrPaMM IPEAIIECTBYIOIIETO YPOBHA 00pa30BaHusl.

JUis  yCHEemIHOTrO0 OCBOCHMsI JUCHUIUIMHBI TpPeOYIOTCS pe3yiabTaTbl OOydeHHUs 110
CJIEYIOIINM JUCHUIUIMHAM: HH(POpPMATHKa, TUCKPETHAs MaTeMaTHKa, KOMIIbIOTEPHBIE CETH

6. SI3bIK peanuzanun

Pyccknit

7. O0beM TUCUUILINHBI

OO6m1ast TpyI0€MKOCTh TUCIUIUIUHBI COCTABIISAET 3 3.€., 108 uacoB, U3 KOTOPHIX:
-nekuu: 16 u.
-maboparopHsie: 16 4.
B TOM YHMCIIE IpaKTU4ecKas nmoaroroska: 0 .
O6beM caMOoCTOATENbHON pabOThI CTY/IEHTA OINpeAeNieH YI4eOHbIM IJIAHOM.

8. Conep:xkaHue TMCHUILUIMHBI, CTPYKTYPHPOBAHHOE 10 TeMaM

Tema 1. OOuivie moHATHS HHPOPMAIIMOHHOM 0€30MaCHOCTH

OcHoBHbIE TIOHATUS UHPOpPMaLMOHHON Oe3omacHocTH. Kitaccudukanus yszBumocteil u
yrpo3. MexnyHapoaHble 0a3bl JaHHBIX U pPEecTpbl ysA3BUMOcTed. baHK JaHHBIX yrpos
oe3omacHoctr uHpopMmarmun DPCTOK Poccun. ATaku Ha KOMITBIOTEPHBIE CHUCTEMBI H CETH.
Mepsbl IPOTHBOACHCTBUS yrpo3aM O€30MacCHOCTH.

Tema 2. Kpuntorpadudeckre MeToIbl 3aIUThl HHPOpMAITUH.



OcHoBHble 3a1aun kpuntorpadun. Kpunrorpaguueckue cuctemsl. Kpunrorpaduueckue
npoTtokoiibl. Kpunrorpadguueckne QyHKIMM XEIIUPOBAHUSA. DJICKTPOHHAs LU(POBas MOIMNKCH.
Kpunrorpaduueckue cTannapThl.

Tema 3. OcHOBHBIE MEXaHU3MBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kontpons nenocrtHoctu. Maentuduxarms. [IpoTtokonupoBanue W ayaut. YIpaBlICHUE
JOCTYNOM. 3aluTa OT BPEIOHOCHBIX MPOrpaMM. 3alluTa MEKCETEBOI'O B3aMMOACHCTBHUSL.
3ammTa HHGOPMALIMY TIPH Nepeaayde 1o KaHay cBss3u. [IpenorBpaienne yreuek nH(OpMaIHH.

Tema 4. CpencrBa obecnieueHuss HHGOPMAITMOHHONW 0€301TaCHOCTH.

MeskceTeBble SKpaHbl. BupTyanbnbie yacTHble ceTH. CHCTeMbl aHAIN3a 3alIUICHHOCTH.
Cucrembl ob6nHapyxxenusi atak. llltatHele cpeacTBa 3amuThl HWHGOPMALKMU OMEPAIMIOHHBIX
cucTteM. AyauT HH(POPMAITMOHHONW 6€30MaCHOCTH. 3aIIUTa BHIYUCIUTEIBHON Cpe/ibl KOMIAHHH.

Tema 5. CtannapTsl 1 HOpMaTHUBHbBIE JOKYMEHTHI HH()OPMAaLIMOHHON 6€30MacHOCTH

Crangaptel B 001acTH HHPOPMAIIMOHHOW Oe30macHOCTH. HopMmaTuBHBIC JOKYMEHTHI B
obnactu uH(popManuoHHOW Oe3omacHocTH. CocTaB W COJep)KaHUE OPraHU3alMOHHBIX U
TEXHUYECKUX MEp MO 00eCreYeHUI0 OE30IaCHOCTH MEPCOHANIBHBIX JAaHHBIX IIPH UX 00paboTKe B
WH(OPMAILIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX

9. Tekyumuii KOHTPOJIb MO AUCUHUILIUHE

Tekymmii KOHTPOJb IO TUCIHMIDIMHE MPOBOJUTCS IYTEM KOHTPOJIS MOCEIIAEMOCTH,
OIIpoca 1o JICKIIMOHHOMY MaTepHally, IPOBEPKH JTA00PaTOPHBIX paboT, u puKcupyercs B hopme
KOHTPOJIbHON TOYKH HE MEHEE OJHOTO pa3a B ceMecTp. [IpakTuieckas moAroToBKa OlEHHBACTCS
10 pe3yJIbTaTaM BBIIIOJIHEHHBIX Ja00PaTOPHBIX padoT.

OreHOYHBbIC MaTepHaJbl TEKYIIETO KOHTPOJIS pasmerneHbl Ha caiite TI'Y B pasmene
«Hudpopmarust 06 o6pazoBaTenpHOM Iporpamme» - https://www.tsu.ru/sveden/education/eduop/.

10. INops10k NpoBeeHUsI U KPUTEPUH OLleHUBAHUS NMPOMEKYTOYHOM aTTecTAlUH

3aueT C OIEHKOH B TIEPBOM CEMECTPE IMPOCTABISACTCS HAa OCHOBE BBITOJHCHUS
CTy/IeHTaMH J1abOpaTOPHBIX paboT W/WiKM 1O pe3yibTaTaM COOECeIOBaHHs C HCIOIb30BAHHEM
MepeYHs] KOHTPOJBHBIX BOMPOCOB MO Kypcy. CXema KOHTPOJBHBIX BOIMPOCOB COOTBETCTBYET
KOMIIETEHTHOCTHOW CTPYKTYpe IUCHUIUIMHBL. [lpu OIleHMBaHWHM CTYACHTY HEOO0XOIMMO
MIPOJIEMOHCTPHPOBATH TOCTIKEHUE BCEX 3aINIAHUPOBAHHBIX HHIUKATOPOB.

Kputepuu ornieHnBaHus MPOMEKYTOYHON aTTECTAIUH.

3aueT C OLEHKOM “OTIMYHO” MO0 AUCIMIUIMHE TMPOCTABISIETCS, KOTrJa CTYICHT B
COBEpIIICHCTBE OBJAJIE] MAaTEpHUaIOM IO BCEM pazjeiaM JIEKIIMOHHOTO Kypca, a Takke MoKaszal
TpeOyeMble YMEHUS ¥ HaBBIKU TTPH BBITIOTHEHUH 8CeX TAOOPATOPHBIX PadoT.

3a4er ¢ OIEHKOH “XOpOIIo” MO JUCIUIUIMHE MPOCTABISAETCS, KOTAA CTYASHT OBIAJEN
00s13aTeIbHBIM MaTepHaJIOM [0 OOJBIIWHCTBY pPa3/eiioB JIEKIIMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMH HEAOCTaTKaMH, a TAKXKe MOoKa3al TpeOyeMble yMEHHUs U HAaBBIKH MPHU BBITOIHEHUU
OonbuuHcmea 1adOPaTOPHBIX PadoT.

3a4er ¢ OIEHKOH “‘yIOBIETBOPUTEIHHO” IO AUCIUIUIMHE MPOCTABISETCS, KOTAA CTYACHT
OBJIAJICIT 00sI3aTeIFHBIM MaTepUAIOM IO HEKOTOPBIM pa3jieliaM JICKITMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMH HEAOCTaTKaMH, a TAaKXKe MOoKa3al TpeOyeMble yMEHHUs U HABBIKH MPHU BBITOIHEHUU
yacmu JTabOPATOPHBIX PadoT.

3a4eT ¢ OIEHKOW ‘“‘HEYNOBJIETBOPHUTENHHO” MO AWCHUILIMHE TMPOCTABISIETCSA, KOTIa
CTYIEHT HMMEET CYIICCTBEHHBIC MPOOETBI MO TCOPETHUSCKHM paszesiaM JUCIUTUIMHBI W He
noka3ai TpedyeMble YMEHUS M HaBBIKU MIPH BBHITTOTHEHUH YaCTH JIA0OPaTOPHBIX padoT.

OrneHOYHBIE MaTEepUANBI ISl TPOBECHUSI MPOMEKYTOYHON aTTeCTallii pPa3MeEIIeHbl Ha
cahte TI'Y B pasmene «Mudopmamus o0  oOpa3oBaTeNbHOW  MporpaMme» -
https://www.tsu.ru/sveden/education/eduop/.



11. YyeOHO-MeTOOAMYECKOE 00ecIIeUeHHue

a) DJCKTPOHHBIH YYEOHBI Kypc [0 JUCHHUILUIMHE B OSJCKTPOHHOM YHHBEPCHTETE
«Moodle - https://moodle.tsu.ru/course/view.php?id=00000

0) OrleHOUHBIE MaTepHalbl TEKYIIETO KOHTPOJIS W MPOMEKYTOUHOW aTTECTAIMH 10
JTUCLUTUIMHE.

B) CeMHHApCKUX / MPAKTHYECKUX 3aHATHH MO JUCIUTUINHE HET.

r) MeToaudeckue yKa3aHus 10 IPOBEACHUIO TAOOPATOPHBIX paboT.

B 3amanuu x nmabGopatopHol pabote GOpMYIUPYIOTCS 1eau JabopaTOpHOH padoTHI, a
TaKXe CrocoObl ux AocTkeHus. [Ipu moaroroBke K jabopaTtopHoil paboTe CTyAeHT 00s3aH
CaMOCTOSITENIbHO HW3YYUTh METOJUYECKHE PEKOMEHIAIUU TI0 TPOBEICHHUIO J1abopaTOpHOM
paboThl, a TaKKe OTBETHUTh HA KOHTPOJIbHBIE BOMpPOCHI MO JabopaTopHoii pabote. Ilepen
BBIIIOJIHEHUEM  J1a0OpaTOpHOW  pabOThl  MpErojaBaTesieM IPOBOAMUTCS HHCTPYKTX IO
JOCTHIKEHUIO TEJIeH W PEIICHUIO 3a1a4 JJabopaTopHoi paboTel. [1o BEIMOIHEHHIO 1a00paTOPHOIA
paboOThl CTYIEHT TOTOBHT OTYET, B KOTOPOM YKa3bIBAIOTCS PE3YJIbTAThl BBIMOJHCHHS
nabopaTopHOil paboThI U JenatoTcst BEIBOMBL. 1o TeMe mabopaTopHOit paboTsl (popMyTupyrOTCS
KOHTPOJIbHBIE BOIIPOCHI, IO3BOJISIONINE OIICHUTh YPOBEHb 3HAHUHN CTYIICHTOB TI0 HEH.

1) Metoauyeckue yka3zaHus 10 OpraHU3aI[ii CaMOCTOSTEIILHON pabOThI CTYICHTOB.

CamocrosTenbHas padoTa opraHu3yeTcsl B cieayrmux (opmax: padora co claigamu
JICKIMH; W3YYEHHUE BOIPOCOB, BBHIHOCHUMBIX 32 PaMKH JIEKIMOHHBIX 3aHSATHH; BBITOJHEHHE
JIOMAIIHUX 3aJIaHui; TIOATOTOBKAa K PYyOSKHOMY KOHTPOJIO MO Teme/pasmeny. Pabory co
craiiiaMu  (KOHCIIEKTOM) JIEKIIMK 1eJIeCO00pa3HO MPOBOJIUTH HEMOCPEACTBEHHO TIOCTEe €€
npociuymuBanus. HeoOXomuMbIM — 3JIEMEHTOM OOy4YeHHs SBISETCS TIyOOKOE OCBOCHHUE
COJepKaHUsl JICKIMM M CBOOOJHOE BJIaJEHHE MM, B TOM YHCJIE HCIIOJIB30BAaHHOH B HEH
TEPMUHOJIOTHH. V3ydeHHue BOMPOCOB, BBIHOCUMBIX 32 pPAMKH JICKIIMOHHBIX 3aHSATHIA,
NPEIoIaraeT CaMOCTOSTENIbHOE U3YUSHHE CTYACHTAMH JIOTIOJIHUTEILHON JTUTEPaTypHhI.

12. Ilepeuyens y4yeOHOIi TuTEpaTyphl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JTUTEpaTypa:

— IHanerun B. @. UnpopmanmonHas 6e300acHOCTh KOMITBIOTEPHBIX CHUCTEM M ceTell /
B.®. lllanwrus. - Mocksa : @opym, 2021. — 416 c.

— Xopes, I1. b. [IporpammHo-annaparHas 3amura nHGopmarmn: yauebHoe nocodue / I1b.
Xopes. — 3-e usn., ucrnp. u goi. — Mocksa : UHOPA-M, 2021. — 327 c.

— [Ipuxa3z ®CTIK Poccun ot 18.02.2013 N 21 (pea. ot 14.05.2020) "O6 yTBepkaeHUN
CocraBa u coaepXaHus OPTraHU3aIMOHHBIX U TEXHHUECKUX MEp 10 00ECTIEYeHNI0 0€301TacHOCTH
NEPCOHANBHBIX JaHHBIX HpU HMX 00paboTke B MH(OPMAIMOHHBIX CHUCTEMaX MEepPCOHAIbHBIX
JaHHbIX"

— ba3oBas Mozenp yrpo3 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU MX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEeMaX MepcoHaNbHbIX JaHHBIX (Bbeinucka) (yrB. ®CTIOK P® 15.02.2008)

0) ITOTIOTHUTEIBbHAS JTUTEPATYpA:

— bapanoBa E.K., babam A.B. Wudopmarmonnas 0e30macHOCTs W 3amurTa HH(GOpPMAIHK:
y4uebnoe nmocobue. — M.: PUOP, 2021.

—IIpockypun B. I'. 3ammra B omnepanuoHHBIX cUcTeMax: ydyeOHoe mocobue. — M.
I'opstuas muaus — Tenexom, 2016.

— Mamok A.A. 3amuTa nadopmaiuu B nHGOPMALIMOHHOM 001IecTBe. YuebHoe nocodue
1uist By30B / A.A. Mamok. - Mocksa : ['opsiuas Jluaus—Tenexom, 2015. - 230 c.

—3aiiues  A.IL, Memepsko P.B., IllenymanoB A.A.. 3amwura wunHbopMmManuu B
nH(popMaloHHOM oO11ecTBe: yueOHoe mocodue. — M. : ['opsiuas Jlunus — Tenekowm, 2015.

B) pecypchl cetn MIHTepHeT:
— OenepanpHast CTy:k0a IO TEXHUYECKOMY U 3KCIIOPTHOMY KoHTpouto Poccun - https://fstec.ru/
— Bank manubIX yrpo3 6e3onacuoct nHpopmanuu @CTIOK Poccun- https://bdu.fstec.ru/



https://moodle.tsu.ru/course/view.php?id=00000
https://fstec.ru/
https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHoBBI HTHGOPMAITMOHHON 0€301aCHOCTH [ DNeKTPOHHBIN pecypc] // HarmoHanbHBIN
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHpYCHas 3alllTa KOMITBIOTEPHBIX CUCTEM [ DIEKTPOHHBIN pecypc]| // HanmoHnamsHbIiI
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/2259/155/info
— be3onacHocTh ceteii [DnekTpoHHbIi pecypc] / Hanmonanbhpiit OTKPBITEIA Y HUBEPCUTET
"MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb HHGPOPMALMOHHBIX TEXHOJIOT Ui

a) TUIICH3MOHHOE ¥ CBOOOTHO PacIpOCTPaHsIEMOE MMPOTrPaAMMHOE O0eCTIeueHuE:

— CK3H GnuPG mnst OC Windows - https://www.gpg4win.org/

— OC Windows 10

— myOuYHO MoCTyIHbBIe o0naynblie TexHosoruu (Google Docs, SIHaekc AuCK U T.11.).

0) MH(POPMALIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DnexTpoHHBIH Katanor Hayunoit 6ubmmorexku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— OnexTpoHHas Oubnuoreka (penosuropuii) TI'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBbC Jlans — http://e.lanbook.com/

— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/

— O6pasoBatenpHas miardopma FOpaiit — https://urait.ru/

— OBbC ZNANIUM.com — https://znanium.com/

— DBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuaabHO-TeXHUYECKOe ofecrieyeHme

Ayautopuu 11l TPOBEICHUS 3aHATUN JIEKIIMOHHOTO THIIA.

Aynutopuu ISl MPOBENEHUs J1aOOPATOPHBIX 3aHITHM, MHAWBUIYATbHBIX U TPYMIOBBIX
KOHCYJIbTAIMH, TEKYIIETO KOHTPOJIS U MPOMEKYTOYHOUN aTTecTanuu. AyJIUTOPUN JOHKHBI OBITh
OCHAIIIEHBl 000pYyIOBaHUEM (MPOEKTOP, IKPaH, MOHUTOP, CHUCTEMHBIH OJIOK) C JOCTYNOM B
Nurtepner.

[TomemieHust 111 caMOCTOSTENBHON pabOThI, OCHAIIEHHBIE KOMITBIOTEPHOW TEXHUKON U
JIOCTYTIOM K ceTu MHTepHeT, B 3JIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEIbHYIO CPEIy U K
WH(OPMAILIMOHHBIM CIPABOYHBIM CHCTEMaM.

15. Undopmanus o paspadorunkax

TpenbkaeB Bamum HukonmaeBuu, KaHI. TEeXH. HayK, JOLEHT, JOLEHT Kadeapsl
KoMmnbroTepHOi 6e3omacHocty HU TT'Y.
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