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1. KOMHeTeHIII/II/I U HHAHAKATOPbLI HUX JOCTHXKCHHUSA, IPOBEpAEMbIC JTaHHBIMHA
OLCHOYHBIMH MaTepHaAIaMH

Lenbt0 OCBOCHHSI TUCIUIUIMHEI ABJSIETCSA (POPMUPOBAHUE CIIEAYIOMINX KOMIETSHIIUI:

OIIK-1 CrocobeH omneHuBaTh posib WH(MOpMaIuy, MUHPOPMAIMOHHBIX TEXHOJOTUH H
WH(OPMAIIMOHHON 0E€30MacCHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAYCHHUE JJIsi 00CCICUCHHUS
00BEKTUBHBIX MOTPEOHOCTEH TMYHOCTH, OOILIECTBA U TOCYIapCTBa.

OIIK-10 CnocobeH aHanmM3UpOBaTh TEHACHIMH pPAa3BUTHS METOJOB U CPEICTB
Kpuntorpaduueckoil 3amuTel UHGOPMALMU, HCHOJB30BAaTh CPEACTBA KPUIITOrpapuuecKon
3alUThl HHOOPMAIMK MTPU PELICHUH 33124 MPO(HECCHOHAIBHON eI TeIbHOCTH.

OIIK-8 Crnoco0eH MNpPUMEHATh METOJAbl HAyYHBIX HCCIEAOBAaHUN TIPU TPOBEIACHUH
pa3paboTok B 00s1acTH oOecreueHus: 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U CETEH.

OIIK-9 Crnocoben pemarh 3amadud  NpodeCcCHOHATBHOM ACATEIHPHOCTH C YYETOM
TEKYIETO COCTOSIHUS M TEHACHUUH pa3BUTHs METOAOB 3aIIUTHI HHPOPMALIMU B ONEPAIMOHHBIX
CUCTEMax, KOMITBIOTEPHBIX CETSAX U CHCTEeMax ylpaBieHHs Oa3aMu JaHHBIX, a TAK)KE METOAOB U
CPEeZACTB 3aIIUTHl HH(OPMAIIMK OT YTEUKH MO TEXHUYECKUM KaHajlaM, CeTeH M CHCTeM Mepeaadu
uHpopmanuu.

Pe3ynbraramMu 0CBOEHUS IHCUUIUIMHBI SBJISIOTCS CIEIYIOIINE UHAUKATOPBI TOCTHKEHUS
KOMIIETECHIINN:

NOIIK-1.1 VYuuTeiBaeT COBpeMEHHBIE TEHACHIMHA pPa3BUTHA WHPOPMALIMOHHBIX
TEXHOJIOTHI B cBOel MpOoheCCHOHATBHOM NesSTeIbHOCTH

NOIIK-1.2 Tlonumaer 3HaYeHHe HHPOPMALUH, WHPOPMANMOHHBIX TEXHOJOTHHA U
nH(GOPMaLIMOHHON 0€30M1aCHOCTH B Pa3BUTUU COBPEMEHHOI'O 00IIECTBa

NOIIK-1.3 BeisBisier BiusiHUe UWHGOpMaNnM, HHOOPMAIIMOHHBIX TEXHOJIOTHH U
WH(GOPMALIMOHHON 0€30MacHOCTH Ha OOBEKTHUBHBIE MOTPEOHOCTH JMYHOCTH, OOIIECTBA U
rocyaapcTBa

NOIIK-10.1 OcymecTBiasger aHaau3 TEHACHUUN pa3BUTHUSA METOAOB U CPEACTB
KpunTorpadguueckoi 3amuThl HHGOpMAIHH

NOIIK-8.1 OcymectBasier moadop, u3ydeHue MU 0000IIeHHe Hay4YHO-TEXHHUYECKOU
uH(pOpMalli, METOIUYECKOW HH(OpPMallMM OTEYECTBEHHOTO U 3apyOeXHOro OmbITa 10
npobjaemMaM KOMIbIOTEPHOI 6€301macHOCTH

HNOIIK-9.1 VY4yuthiBaeT COBpEMEHHBIC TEHJEHIIMM PA3BUTHS METOJIOB  3aIllUThI
uH(pOpMallMd B OMEPALMOHHBIX CHUCTEMaX, KOMIBIOTEPHBIX CETAX MU CHCTeMax YIpaBlIeHUs
0a3zaMu TaHHBIX IIPU PEIIEHUU 3a7a4 CBOe! MpodeccroHalbHOMN 1eATeIbHOCTH

2. OneHOYHBbIE MATEPHAJIBI TEKYIEr0 KOHTPOJISI U KPUTEPUH OLleHUBAHUS

DNIEeMEHTHI TEeKYIIETO KOHTPOJIS:
— TECTHI;
— KOHTPOJIbHBIE 3a/IaHUS.

[Tpumep Tunosoro tecra (MOIIK-1.1, MOIIK-1.2, UOIIK-1.3)

1. Ceszana nu nHOpMaIMOHHAs OE30MACHOCTH C 3aIUTON HH(POPMAIIMOHHBIX PECYPCOB OT
pa3HOTro pojia yrpo3, CIOCOOHBIX HAHECTH YIIepO MHTepecaM JTNYHOCTH WK o01iecTBa?
a) Nla
b) Her

2. Cszana nu nH(opMannoHHas 0€30MaCHOCTH C 3alIUTON HHPOPMAIH OT HEKEIaTeIbHOTO
pasTiamieHus], HICKaXEHUs, yTPaThl WM CHWKEHHUS CTETIEHU TOCTYIMHOCTH nHpopmarun?

a) Jla

6) Her

3. M0>XHO JT1 OTHECTH K MPEIMETHON 00J1acTH HH(OPMAITMOHHOM 0€301TaCHOCTH CIIeyIOIIee:



a) Ki1accuuKaIys yrpo3 6e30macHOCTH HH(pOpMAIUU

0) crmocoObl, METOJIBI M CPEICTBA 3AIUTH HH(OpMAITUN

B) TpeOOBaHMS K 3alIUIIEHHOCTA HH(OPMAIIMOHHBIX CUCTEM
I') METOJIOJIOTHS MPOCKTHPOBAHMS 0a3 JTaHHBIX

4. Hudopmanus, SBISIOMASICT TPEIMETOM COOCTBEHHOCTH U TOJICKAIas 3alluTe B
COOTBETCTBUH C TPEOOBAHUSMH MPABOBBIX JOKYMEHTOB MJIM TPEOOBAHUSMH, YCTAHABIMBAEMbBIMU
COOCTBEHHHUKOM HH(MOpMAIH HA3bIBACTCS

a) MpaBOBOI HH(pOpMaIHeH

0) zamumaeMoi uHdopmaluen

5. 3ammra wuHbOpManWM, HampaBJIeHHAas Ha MPEAOTBpPAILCHHE HEKOHTPOJIUPYEMOTO
pacnpocTpaHeHUs  3allUIaeMod  uHpoOpMamuu B  pe3ylbTaTe €€  pas[allleHus |
HECAaHKIIMOHUPOBAHHOTO JIOCTYyINA K HEH, a Takke Ha WCKIOYEHHUE (3aTpyAHCHHE) MOTY4CHHS
3anMmaeMoi nH(popMaIy pa3BeKaMy U IpYTUMHU 3aUHTEPECOBAaHHBIMH CyObEKTaMH 3TO:

a) 3amuTa HHPOPMAIMU OT pas3TiIalIeHUs

0) 3amuTa HHPOPMALIUU OT YTCUKU

B) 3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOT'O IOCTYIa

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3ammTa “HPOPMAIMK OT HENPEIHAMEPEHHOTO BO3CHCTBHS

6. 3amura uH(OpMaIUK, HarpaBJIeHHas Ha IPeA0TBpaIleHue HECAHKLIMOHUPOBAHHOTO
JIOBEJICHUS 3alUIIAeMO HHPOPMAIUH JI0 3aMHTEPECOBAHHBIX CyOBEKTOB (IOTpeduTENeit), He
UMEIOIIUX [IPaBa AOCTYMA K 3TOW HHPOPMALIUU 3TO:

a) 3amuTa HHPOPMALIUU OT Pa3TIIAIICHUS

0) 3ammrta nH(OPMALIUU OT YTEUKU

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa UH(pOpMAIMK OT HECAHKLIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3ammTa UHQOpMaluK OT HEMpeIHaMEPEHHOI0 BO3IEHCTBHS

7. 3amuTa uHGOpMAaIMK, HAlIpaBJIeHHAs Ha MPEA0TBpallleHUe MOIyYeHHs 3allUIaeMon
UH(POPMALINU 3aMHTEPECOBAHHBIMU CYObEKTaMU C HapyIIEHUEM YCTaHOBIICHHBIX
HOPMAaTUBHBIMH U ITPABOBBIMH JIOKYMEHTAMH (aKTaMu) WK oOJanaTesiMu HH(pOopMaluu rnpas
WY TIPaBWJI pa3rpaHUyeHUs JOCTYNA K 3alUIaeMoil HHPOpPMaLUHU 3TO

a) uHpOpMaIUM 3aKTa HHPOPMAIIUU OT pas3rilalleHus

6) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HH(pOpMAIUU OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa

r) 3amuTa UHGOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3AECUCTBUS

1) 3ammTa HHQOpMaluK OT HEMpeIHaMEPEHHOI0 BO3IEHCTBHS

8. 3amura uHpoOpMaIMK, HalIpaBJIEHHas! Ha MPEeIOTBPAIlEHNE HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA
¥ BO3CHCTBUS HA 3alMIAeMYI0 WH(OpPMAIMIO C HApYIIEHUEM YCTaHOBJIECHHBIX MpaB M (MJIH)
IIpaBUJI HA U3MEHEHUEe UHPOPMAIUH, IPUBOASIINX K Pa3pyIICHNUI0, YHUUTOXKEHUIO, HCKAXKEHUIO,
cboro B paboTe, HE3aKOHHOMY II€pexBaTy W KOIUPOBAHHIO, OJOKHPOBAHHIO JOCTyHa K
uH(popMaIuu, a TakXke K yTpare, YHUUYTOKCHHIO WIH COOI0 (YHKIIMOHUPOBAHUS HOCUTEIIS
UH(pOpMaIINH 3TO:

a) uHpopMaIuH 3amKTa HHGOPMaIUU OT pas3rilalleHus

6) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HHGOPMALUU OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa

r) 3amuTa “HPOpMAIMK OT HECAHKLIIMOHUPOBAHHOTO BO3/1EHCTBHS

1) 3ammTa UHGOpMaluK OT HEeMpeIHaMEPEHHOT0 BO3IEHCTBHS



9. 3amwuTa nH(pOpMaIMHK, HATIpaBJIEHHAs HA MPEAOTBPAIICHUE BO3ICHCTBHS Ha 3alIUIIAEMYIO
nH(}OpMaIHIO OITMOOK €€ MOJIb30BaTeNs, COOSI TEXHUYECKHUX U MTPOTPAMMHBIX CPEICTB
UH(POPMALIMOHHBIX CHCTEM, IPUPOHBIX SBJICHUN MJIM MHBIX HEIleJICHAIPABICHHBIX Ha
U3MEHEHHE UHPOPMALIUU COOBITUH, TPUBOISIINX K UCKAKCHUIO, YHUUYTOXKEHUIO, KOITUPOBAHHIO,
OJIOKMPOBAHUIO JOCTYNA K MHQOPMAIINH, a TAKXKE K yTpaTe, YHUUTOXKEHUIO MK OO0
(GYHKIIMOHUPOBAHUST HOCUTENS HH)OPMAIUH ITO:

a) wuH(bOpMAIMHK 3a1IUTa HHPOPMALIUHU OT pa3rialieHus

0) 3amuTta MHPOpPMAIIUU OT YTECUKH

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

r) 3amuTa “HGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ICHCTBUS

1) 3ammTa vHGOpMaIUK OT HEMPEeIHAMEPEHHOTO BO3ICHCTBHS

Kmoun: 1 a), 2 a), 3 a) 6) B), 46), 5 6), 6 a), 7 B), 8 1), 9 11).

Kputepun olieHMBaHUsA: TECT CUMTAETCS IMPONUJEHHBIM, €CIM OOy4YarolUii OTBETUJI IIPABUIIBHO
KaK MUHHUMYM Ha I10JIOBUHY BOIIPOCOB.

[Tpumepst kouTpoabHbIX 3aaanuii (MOIIK-10.1, MOIIK-8.1, MOIIK-9.1):

Tema “IlonsTuiinbiii anmapar wuHbopManuoHHON Oe3omacHocTH”. Mcmonw3ys bank
naHHBIX yrpo3 Oe3omacHocTr mHPopMammu DPCTOK Poccmm (www.bdu.fstec.ru), TpebGyercs
JIETalbHO M3Yy4YUTh TPU Yrpo3bl Oe3omacHocTH WH(pOpManuu (OMucaHUE Yrpo3bl, UCTOYHUKHU
yrpo3bl, OOBEKT BO3JCHCTBUS, IMOCIEICTBUS pPEATU3ALUU Yrpo3bl), MPUCYIIUX HEKOTOPOMY
OIHOMY BbIOpaHHOMY O00BekTy (oOmauHasi cucrema, Trpua-cucrema, BIOS, Bupryanphas
MalmHa, OecrpoBOIHAS CETh, Web-TIPIIIOKEHHE, XPaHUJIHILE OOJBIINX JAaHHBIX U T.I1.), & TaKXKe
TPU YCTpPaHEHHBIE YSI3BHUMOCTH isi HekoToporo BeiOpanHoro 1O (CYBJ MySQL, bpaysep
Google Chrome u T.m.). Takke HamO TMO3HAKOMHTHCA C TEPMHUHAMH IO HH()OPMAITMOHHOU
0€30MacHOCTH: YIrpo3a, YsA3BUMOCTb, KOH(UICHIIMAIBLHOCTh, IEIOCTHOCTh, JOCTYIMHOCTH (CM.
https://bdu.fstec.ru/terms).

CTyaeHT NOMKEH CaMOCTOSITENIbHO BBINOJHUTH 3a/1aHUE, BBUIOKUTH OTYET B CUCTEMY
ynpasieHus: oOydenuem Moodle, npu HeoOXoqUMOCTH MPOJEMOHCTPUPOBATH MPENOJABATEIIO
P YCTHOM 3allUTe BIIaICHHE OCHOBHBIMH MOHATUSAMU WH(OPMAITMOHHON 0€30MacHOCTH.

Otuer BKiIIOYaeT B ce0si: Ha3BaHUE AMCUMIUIMHBI U 3anaHuss, PO u HOMEp rpynimbl
UCTIONTHUTENSL Pa0OThI, Pe3yNbTaT BBIMOIHEHUS padOThI: 1) CHUCOK OMpeneNeHHil TePMUHOB:
yrpo3a, ya3BUMOCTb, KOH(UIEHIIUATEHOCTD, IEIOCTHOCTD, JOCTYITHOCTb; 2) CIUCOK M3YUYE€HHBIX
yYIpO3 U ySI3BUMOCTEH.

Tema “Kpunrorpaduueckue meroas! 3amuTshl HHGopMauu”. Tpelyercs 3ammdpoBarh
ceoe OO mumppom Buxenepa n muppoM BepTUKaIbHOW mNepecTaHOBKHU. CTYIEHT JOKEH
CaMOCTOSITEJIBHO BBIMOJIHUTG 33JaHHe, BBUIOKUTh OTUET B CUCTEMY YIPABIECHUS OOyueHHEM
Moodle, mpu HeoOX0OUMOCTH MPOIEMOHCTPUPOBATH IpPENOAABAaTENI0 IMPU YCTHOM 3alluTe
BiIaJieHne MarepuanoM. OTueT BKIIOYaeT B ce0s: Ha3BaHME AUCHUIUIUHBI U 3amanus, OUO u
HOMeEp TPYIIIbI UCTIOHUTENS pabOThI, PE3yJIbTAT BBINOJIHEHUS PAaOOTHI.

Tema “CpenctBo 3ammtsl nHpopmanuu”. Tpebyercst BbIOpaTh Kakoe-1ud0 MporpaMMHOE
cpeactBo 3aumthl  uHpopmammu (C3M) oT Kakoro-nuGo  MPOU3BOIAMTENS, HU3YYUTh
IpeJHa3HAauYE€HUE CPE/ICTBA: KaKWe 3a/aud PEelIaloTcs U Kakue METOJbl/TIOAXO/Abl/aIrOpUTMbI
UCTIONIB3YIOTCS /U1l PEIEHHsI JaHHBIX 3a7a4, apXUTEKTypy (cxemy paboTbl), QyHKIMOHAIbHbIE
BO3MOXKHOCTH M Xapakrtepuctukn C3M. M3mydeHHBI Marepuall M3jaraercsi B BUAE KPaTKOTO
pedepara ¢ ykazaHueM UCTOUYHHMKOB MH(opMmaru. [locne yero Hajgo ckauarh U yCTAaHOBUTH Ha
CBOEM IEpPCOHATHPHOM KOMIIbIOTEpe (HOyTOyKe) MpoOHyIo Bepcuio m3ydeHHoro C3U, a Taxxke
HacTpouTh C3U, akTuBM3MpYs 6a30Bble Bo3MoOkHOCTH mponykra. [Ipumepst C3U: Kpunrollpo


http://www.bdu.fstec.ru/
https://bdu.fstec.ru/terms

CSP — xpuniroripoBaiinep, Secret Net Studio - 3ammra koHeuHbIx Touek, Kaspersky Small Office
Security - 3amuTa A58 Majgoro ou3Heca.

CTyoeHT JOIDKeH CaMOCTOSITENIbHO BBIOJHHUTH 33/1aHUE, BBUIOKHTH OTYET B CUCTEMY
yrpasiieHus: oOydeHueM Moodle, mpu HEOOXOIUMOCTH TPOIEMOHCTPUPOBAThH IPETIOABATEIIO
IpU YCTHOH 3aIIXTE BIAJCHUE MaTEPHAIIOM.

Otuer BKJIIOYAET B ceOs: Ha3BaHWE AUCHUILTUHBI M 3amaHusi, MO u HOMEp rpymIbl
UCTIOJIHUTENSE paboThl, pe3ylbTaT BBHINOJHEHHS paboThl B BHIE pedepara W CKPUHILOTOB
(cHUMKOB 2KpaHa) ¢ HacTpoitkamu C3U.

Brimonaenune KOHTPOJIbHBIX Sa,Z[aHI/Iﬁ OLCHUBACTCA 10 ,Z[BOI/I‘IHOﬁ CHUCTEMCEC
(33.‘-16T/HC33H€T): CTYACHT IOJIY4YacT 3a4CT, KOI'la OH ITOKa3all, UYTO B LCJIOM YIOBJIICTBOPUTCIILHO
pa36HpaeTc>1 B 3a1a4c, XOpomo 3HACT Marcpuall, BO3ZMOXHO HMCIOTCA Hel"p}I6BIC OI_HI/I6KI/I,
CTYACHT HOJYYacT 3a4CT, KOIrla OH c1abo pa36HpaeTc;1 B 3a4a4c, IJIOXO 3HACT Marcpuaj, HC
OTBCUACT, 100 OTBCYaAcCT, HO C omuOKaMH Ha BOITPOCKHI ITPCIIOAABaTCIIA.

3. OueHo4yHble MATepPHAJIbl HTOTOBOI0 KOHTPOJIS (MPOMEXKYTOYHOH aTTeCTAUMHU) H
KPHUTEPUH OLlCHUBAHUSA

3aueT MPOBOAMTCS HA OCHOBE MPOBEPKHU BBHIMIOJHEHUS KOHTPOJIBHBIX 3a/IaHUN W/HITU TI0
pe3ynbTaTaM coOeceI0BaHUs C UCIOIb30BAHUEM MEPEUHS BOIIPOCOB MO Kypcy. Cxema BOIpocoB
3a4e€Ta COOTBETCTBYET KOMIIETEHTHOCTHOM CTPYKTYpE IUCHUIUIMHBL. [IpogoinKuTeIbHOCTh
3adera 1 yac.

[IpumepHnsiit nepeueHs Bompocos k 3auety (MOIIK-1.1, MOIIK-1.2, MOIIK-1.3, UOIIK-
10.1, UOIIK-8.1, UOIIK-9.1):

YpoBHHU IpecTaBICHUS HHPOPMAITIH.

CgoiicTa 3ammnaemMoi HHGopMaIm.

Buas! Taiin (rocynapcTBeHHasi, ciyskeOHas, mpodeccuoHanbHasl,. .. ).
TepMuHBI, OTHOCSIIIMECS K BUJIaM 3aIIUTHI HH(GOPMAIIIH.

TepMuHBI, OTHOCSIIIHECS K CITOCO0aM 3aluThl HH(OPMAIIIH.
TepMUHBI, OTHOCSIIHMECS K 3aMBICITY 3alIUTHI HH()OPMAITUH.
TepMuHBI, OTHOCAIIHECS K 00BEKTY 3alUThl HHGOPMAIUH.
TepMuHBI, OTHOCAIINECS K YTpo3aM 06e30MacHOCTH WH(OPMAIIUH.
TepMUHBI, OTHOCAIINECS K TEXHUKE 3alUTHI HH(POPMAIUH.
Hammonanwsnas 6e3omnacHocts PO.

O N s W=

—_ = \O
—_ O

. JoxTpuna nHbopMaIMoHHON 6e30macHOCTH PO.

[—
N

3akoHOAaTeNbHas OCHOBA oOecrneueHus: HHPOPMaMOHHON 0€3011aCHOCTH.

[—
(98]

. HopmaTtuBHas ocHoBa o0OecrieueHrss UHPOPMaIMOHHON 0€30MacHOCTH.

—_—
o

be3zonacHocTh kpuTHUEeCcKON MHPOPMAIMOHHON HHPpacTpyKTypbl PD.

[S—
hd

['ocynapcTBeHHas cuctema obecrieueHust HHHOpMAIIMOHHON 0€30I1acHOCTH.
. HecankumoHupoBaHHbIE ONEpaIiiy ¢ HHPOPMALIUEH.

VcTouHHKH U KITacCU(pUKALHS YTPO3.

ITepeueHp TUIOBBIX HENPEIHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.

—_—
© o 3o

IlepedyeHb TUIIOBBIX IPEIHAMEPEHHBIX HCKYCCTBEHHBIX YTPO3.

N
e

Knaccudukanmst cnoco60B HECaHKITMOHUPOBAHHOTO JIOCTYTIA.

\S)
—_

TunoBwle aTaky Ha KOMMYHUKAIIWMOHHBIC ITPOTOKOJIBI.

N
N

3akoHOAATeIbHbIE MEPbl IPOTUBOAEUCTBUS YTPO3aM O€30MacHOCTH.

[N}
had

OpraHu3anroHHbIe MEPbI IPOTUBOICHCTBUA yrpo3aM 0€30MacHOCTH.
dusnyuecKue U TeXHUYECKHUE Mepbl IPOTUBOACHCTBUS YTpo3aM OE€30MaCHOCTH.

)
b



25. AyrenTtuduxamnus. HeBO3MOXXHOCTh OTKa3a OT aBTOPCTBA.

26. NmwurozamuTta. L{udpposas noanuce.

27. CUMMETpUYHBIH / aCHMMETPUYHBIN mHUdP.

28. Kpunrorpadudeckas CTORKOCTb mHUQpa.

29. Metoa kpunrorpaguaeckoro aHamu3a.

30. Kpunrorpaduyeckuii mpoTOKOJI.

31. Kpunrorpadudeckas xem-QyHKITUs.

32. Knaccudukanusi KpUITOMpOTOKOJIOB.

33. CgoiicTBa Iu(pOBOI MOIIHUCH.

34. Kpunrorpadudeckue mpoTOKOIbl ayTeHTU(HUKAIIMN COOOIICHUH.
35. Kpunrorpadudeckue mpoTOKOIbl HACHTU(DUKAIINN.

36. OOBEKT, CYOBEKT, TOCTYI K HHPOPMAIUH, IPABUIIA PAa3TPAaHUICHUS JOCTYTIA.
37. Unentudukanus, ayreHTHGUKALNS, aBTOPU3ALIU.

38. IIpoTtokonupoBaHue U ayaUT (AKTUBHBINA ayIUT).

39. Cratuctuueckuil METO] OOHApYKEHHUS aTaK.

40. CurHaTypHBbIi MeTO OOHAPY)KEHUS aTaK.

41. JIucKpeluoHHOE YIIPaBICHUE JOCTYIIOM.

42. MaHnatHoe yrpaBieHHue JOCTYIIOM.

43. PoneBoe yrmpaBieHue JOCTYIIOM.

44. 3amuTa nHMOpPMAIMK IPU XPAHEHUH U TIepeIade.

45. 3ammTa OT BpEJOHOCHBIX POTrpamMM.

46. Buabl KOMIOBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX MTPOTPAMM.

47. 3ammra MeXXCETEBOr0 B3aMOJIEHCTBHSL.

48. IlpenoTBparieHue yreuek nH(HOpMaIUU.

49. Aynut 6e30MacHOCTH.

50. ¥Yrpo3bl KOPHOPAaTUBHOM CETH. 3alllUTa IEPUMETPA CETH.

51. OcHOBHbIE MEXaHU3MBI 3aILUTHl KOPIOPATUBHOU CETH.

52. Cpenctsa 3amuThl HHOOPMAITUU: MEKCETEBBIE YKPaHBI.

53. Cpenctsa 3amuThl HHGOPMAITUU: BUPTyaJIbHBIE YACTHBIEC CETH.
54. CpenctBa 3amuThl HHOOPMAITUU: CUCTEMBI aHAJIN3a 3aIUIIIEHHOCTH.
55. Cpenctsa 3amuThl THGOPMAITUU: CUCTEMBI OOHAPYKEHHUS aTak.
56. Cuctembl IpeJOTBPAICHHs YTEUKH KOH(PUIEHITHAIBHON HHPOPMAITHH.
57. Tlonautuka HHPOPMAITMOHHOM 0€30MaCHOCTH OpPTaHU3AIIHH.

Pe3ynbTaThl 3aueTa ONnpenensoTca OUEHKAMU «3a4TEHO», «HE 3a4TEHO»:

OILIEHKAa «3auTeHO» CTaBUTCS, €CIU CTYICHT OBIaJen 00s3aTelbHBIM MaTepHaioM I10
paszienaM JIEKIIMOHHOTO Kypca, BO3MOXKHO C HEKOTOPBIMH HENOCTAaTKaMH, a TakKe IOoKa3al
TpeOyeMble YMEHUS U HABBIKU MPHU BBHITOTHEHUH O0NBIIUHCTBA (>80%) TECTOBBIX/KOHTPOIBHBIX
3aJaHuH.

OIICHKa «HE 3auTEHO» CTAaBHUTCS, €CIM CTYICHT HMEET CYIIECTBEHHBIE MPOOENbI IO
OTACIIbHBIM TeopeTI/IquKI/IM pa311enaM JUCHUITIIMHBI I/I/I/IJ'H/I HC ITOKa3aJl Tpe6yeMLIe YMGHI/ISI 158
HABBIKU TPU BBIMIOJTHEHUN TECTOBBIX/KOHTPOIBHBIX 3a/1aHUH (BBIOIHEHO MeHee 80% 3amanwii).

4. OueHo4yHbIe MaTepHaJIbI I NMPOBEPKH 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIMIA)

Tect (MOIIK-1.1, MOIIK-1.2, NOIIK-1.3)



1. 3ammra wuHOpManmMM, HampaBJeHHas Ha MPEAOTBPAIICHUE HEKOHTPOIHPYEMOTO
pacrpoCTpaHeHHs  3aluinaeMod WHpopManMu B pe3yibTaTe e¢  pasrjalleHus |
HECAaHKIMOHMPOBAHHOTO JOCTYyMa K HEW, a TakKe Ha UCKIIOYCHHE (3aTpyTHEHHE) MOTydeHUs
3anmIaeMoi nHGopMaIy pa3BeIkaMy U IPYTUMU 3aUHTEPECOBAaHHBIMH CyOBEKTaMH 3TO:

a) 3ammrTa HHGQOPMALIUU OT Pa3TIIAIICHUS

b) 3ammra HHGOPMALIMK OT YTCUKH

¢) 3ammrta nHGHOPMALUU OT HECAHKIIMOHHPOBAHHOTO JTOCTYIA

d) 3amuTa HHGOPMALIUK OT HECAHKIIMOHUPOBAHHOT'O BO3ICHCTBHSI

e) 3ammrTa HHGOPMAIIUU OT HENMPETHAMEPEHHOTO BO3ICHCTBUS

2. 3ammra HHPOPMAaLUH, HAIPABJICHHAs HAa IPEAOTBPAICHNE HECAHKIIMOHUPOBAHHOTO
JIOBEICHUS 3aIIUIIaeMOi HH(OPMAITUH 10 3aMHTEPECOBAHHBIX CYOBEKTOB (ITOTpeOuTENeH), He
UMEIOIIUX MTPaBa AOCTYMA K 3TOW HHPOPMALIUH 3TO:

a) 3amuTa HHPOPMAIIUU OT pa3rJIAIICHUS

b) 3amuTa nHGOPMAMU OT YTEUKH

C) 3amuTa HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOT'O JIOCTYIIA

d) 3ammra nHpOPMAIIMK OT HECAHKITMOHUPOBAHHOTO BO3JICHCTBUS

€) 3amuTa HHPOPMAIIUU OT HEMTPETHAMEPSHHOTO BO3JICHCTBHUS

3. 3amura nHGOpMaIUK, HapaBJICHHAS HAa IPEIOTBPALICHNAE TIOTYYCHUS 3alUIIIaeMO
UH(POPMAIIUU 3aMHTEPECOBAHHBIMU CyObEKTaMU C HApPYIICHUEM YCTaHOBIICHHBIX
HOPMATHUBHBIMHU U NPABOBBIMH JJOKYMEHTaMH (aKTaMH) WK o0ianatensiMu nHGOpMaIiy IpaB
WM TIPAaBWIT Pa3TPaHUUYCHUS JOCTYIA K 3alUIIAeMON HHPOPMAIIUH 3TO

a) 3amuTa HHPOPMAIIUU OT pa3TIIAICHUS

b) 3amuTa nHOPMAMU OT YTEUKH

C) 3amuTa HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOT'O JIOCTYIIA

d) 3amurta nHGOpPMAIIMK OT HECAHKITMOHUPOBAHHOTO BO3IEHCTBUSI

€) 3amuTa HHGOpPMAaLUU OT HEMIPEeTHAMEPEHHOT0 BO3IeHCTBUS

4. 3amuTa uHGOpPMAIINK, HAllpaBJIeHHAs HA TPEIOTBPAIICHIE HECAHKIIMOHUPOBAHHOTO JTOCTYIIA
U BO3CHCTBUS Ha 3alMIAEMYI0 WH(OpPMAIMIO C HapyIIEHUEM YCTaHOBJIEHHBIX MpaB M (MJIH)
IIPaBWJI HA U3MEHEHUE UH(POPMAIUH, IPUBOASIINX K Pa3pyLICHNUIO, YHUUTOXKEHUIO, HCKAKEHUIO,
cboro B paboTe, HE3aKOHHOMY II€pexBaTy M KOIUPOBAHHIO, OJOKHPOBAaHHIO JOCTyHa K
uH(poOpMalMK, a TakKe K yTpaTre, YHHYTO)KEHHIO WM COOI0 (PYHKIIMOHUPOBAaHUS HOCHUTENs
UH(pOpMaLINH 3TO:

a) 3amuTta uH(POpMAIUU OT pasTiIalIeHUs

b) 3amuTa HHpOPMALUU OT YTEUKU

¢) 3amuTta uH(pOpMAIUU OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa

d) 3amuTa nHGOpPMAMK OT HECAHKLIMOHUPOBAHHOTO BO3/IEHCTBHS

€) 3amuTta nHpOpMAIUK OT HETPETHAMEPEHHOTO BO3/ICHCTBHS

5. 3amura nHdopmanuy, HarpaBIeHHas Ha MPEIOTBPAIEHHE BO3IEHCTBUS Ha 3aIIUILAEMYIO
UH(OPMALIKIO OIIHOOK €€ MOIb30BaTeNsl, CO0sl TEXHUUECKUX U MPOrPaMMHBIX CPECTB
WH(POPMAIIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN WJIM MHBIX HEIIeJICHAIIPABICHHBIX Ha
U3MEeHeHHe UHPOPMALIUU COOBITUH, TPUBOIAIINX K HCKAXKEHUIO, YHUUTOKEHHUIO, KOMUPOBAHHUIO,
0JIOKHPOBAHUIO JTOCTYNA K MHPOpPMAINH, a TAKXKE K YTpaTe, yHUYTOKEHHUIO WIH COOI0
(GYHKLIMOHUPOBAHUS HOCUTENS MH)OPMAIUH 3TO:

a) 3amuTa “H(pOpPMAIUU OT pas3TIalICHUsS

b) 3amuTa HHGOPMALUU OT YTEUKU



¢) 3amuTa HHPOPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA
d) 3amurta nHPOpPMAIUK OT HECAHKITMOHUPOBAHHOTO BO3ICHCTBHSI
e) 3ammra HH(OPMAILIUU OT HENMPETHAMEPEHHOTO BO3ICHCTBUS

Kiroun: 1 b), 2 a),3¢),4d),5e).

OLICHUBaHUU

[IpumepHBIif nepedeHb KOHTPOJIBHBIX BOIIPOCOB /JIsl IPOBEPKU OCTATOYHBIX 3HAHUH (TIpH

WHUKATOPOB JIOCTUKEHUSI KOMIIETCHIIH ):
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HecaHKIIMOHUPOBAHHBIC ONIEPALIUU ¢ UHPOPMAIIUECH.

HcTounuku u knaccudukanus yrpo3 6e30macHOCTH HHpOpMAaIIHH.
TunoBble HePeAHAMEPEHHBIC UCKYCCTBEHHBIE YTPO3HI.

TunoBble IpeHAMEPEHHBIC HCKYCCTBEHHBIC YTPO3BI.
Knaccugukarus cmoco60B HECAaHKITMOHUPOBAHHOTO JIOCTYTIA.
TurmoBsie aTaku HA KOMMYHHUKAIIMOHHBIE TPOTOKOJIBI.
3akoHOAATEeNbHBIE MEPhl IPOTUBOACUCTBHUS YIrPo3aM OE30MacHOCTH.

OpFaHI/ISaHI/IOHHLIC MCPbI HpOTHBOI[GfICTBPIH yrposam 0€30I1aCHOCTH.

dusznyeckre U TEXHUYSCKUE MCPBI HpOTHBOHeﬁCTBHH yrposam 0€30IaCHOCTH.

. Ayrentudukanus. Umurozamura. Lludpposas moanuce.
. CummeTrpuuHble WUdpbl. ACUMMETPUYHbIE MH(PHI.

. Kpunrorpaduyeckue mpoTokosl.

. Kpunrorpaduueckue xem-QpyHkuuu.

. Unentuduxanus, ayreHTU(HUKaLUs, aBTOPU3ALIMSL.

. IIpoTokosnnpoBanue u ayauT (AKTUBHBIN ayuT).

. IMCKpeMOHHOE YIpaBIeHHUE JOCTYIIOM.

. MannaTHOe yrnpaBiieHue 10CTyIOM.

. PoneBoe yrpaBneHue JOCTYIOM.

. BUipl KOMITBIOTEPHBIX BUPYCOB M BPEITOHOCHBIX ITPOTPAMM.
. 3al1MTa MEKCETEBOr0 B3aUMOICHCTBHUS.

. OCHOBHBIE MEXaHU3MBI 3aIIUTHI KOPITOPATHBHOMN CETH.
. OCHOBHBIE Cpe/ICTBA 3aIIUTHI KOPIIOPATHBHOMN CETH

HNudopmanus o paspadoTunkax

TpenbkaeB Banum HwukonaeBuy, KkaHA. TEXH. HAyK, JOLEHT,

KOMITbIOTEPHOI 0€301MacHOCTH

JOLIEHT

HGO6XOI[I/IMO IMPOACMOHCTPHUPOBATE JOCTHIKCHHE BCEX 3allJlTAHUPOBAHHBIX

Kadenpsl



