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1. Ilesb ¥ MUIaHUpYeMBbIe Pe3yJIbTATHI OCBOCHHS THCHUIIINHBI

[enbio 0ocBOEHUS AUCHUILINHBI SBISETCS POPMUPOBAHUE CIEAYIOIIUX KOMITETEHIUI:

OIIK-3 CniocobeH pa3zpabaTsiBaTh MATEMaTHYECKUE MOJIEIH U IPOBOJUTH UX aHAIU3 MIPH
peleHnu 3a1a4 B 006JacTi NpoQeccuOHANIbHOMN 1eATeIbHOCTH.

IIK-1 Cnocoben ¢opmanuzoBaTh TpeOOBaHUS K IMPOrPaMMHOMY OOECIEUYEHHIO,
CIPOEKTHUPOBATH MPOrpaMMHOE oOecIiedeHre, HalucaTh MPOrPaMMHBIN KO, a TaK)Ke MPOBEPUTH
paboTOCIOCOOHOCT MPOrPAMMHOTO 00CSCIICUEHUS M HCTIPABUTH 1€(DEKTHI.

Pe3ynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBISIOTCS CIENYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETEHLIHM:

HOIIK-3.1 PazpabartpiBaecT MaTeMaTHYECKHE MOJEIM B 00JACTH  IMPHUKIIATHOMN
MaTeMaTHKU ¥ HH()OPMATHKH.

HOIIK-3.3 Pa3pabarbiBaeT W aHaIU3HPYeT HOBBIE MATEMATHYECKHUE MOJCIU JUIs
peleHusT TMPHUKIAIHBIX 33a7ad MpopECCHOHATBHONW AEATENbHOCTH B 00JAaCTH MPUKIIAIHON
MaTeMaTUKU U UH()OPMATUKH.

UIIK-1.1 Ocymectisger aHammM3 TpeOOBaHUH K TPOrpaMMHOMY OOECIICUEHHUIO,
MOoCTpoeHUEe (POPMAIBHON MOJIETH, TPOBEPKY PabOTOCIIOCOOHOCTH MPOTPAMMHOT0 0OecTeyeHHs
U HCIIpaBIIeHHE Ie(EKTOB.

NIIK-1.2 OcymecTBisier pa3paboTKy TEXHUYECKHX crernupuKaluidi Ha MporpaMMHbIC
KOMITOHEHTBI M WX B3aMMOJICHCTBHE, Pa3pabOTKy HpOIEayp MPOBEPKH PabOTOCIOCOOHOCTH U
U3MEpPEHUsS] XapaKTePUCTHK MPOTPaMMHOI0 obecreyeHus, pa3pabOoTKy TECTOBBIX HaOOpOB
JAHHBIX.

NIIK-1.3 OcymiecTBiasieT NPOEKTUPOBAHUE MPOrPaMMHOr0 oOecmedeHus, padboTy ¢
CUCTEMOM KOHTPOJISI BEpCUl, pe(paKTOPUHT U ONTUMH3ALUIO IPOIPAMMHOTO KOJa.

2. 3272491 0CBOECHHUSA JUCIHAILIHHDI

— OCBOHTD KU3HEHHOTO UKJI 0€301acHON pa3paboTKH.
— OcBOMTD NIPAKTUKH O€30MaCHOM pa3paboTKH.
— Hayuutbcst npuMeHsATh NpakTUKKU O0e30macHol pa3paboTku B ku3HeHHOM mukie [10.

3. MecTo AUCHHUILINHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl

JucuunnuHa otHocuTes K broky 1 «Jluctuminaer (MoLynn).

JlucuuniauHa OTHOCHTCS K 4YacTH 0oOpa3oBaTeNbHOM MporpamMMbl, (HOpMHUpPYEeMOit
y4acTHUKaMU OOpa30BaTeNbHBIX OTHOLICHWM, TMpeuiaraercs oOydalomuMcs Ha BbIOOD.
JucnurauHa BXoIUT B MOAYJb «Crienuanu3aius.

4. Cemectp(bl) ocBOeHHMS U GopMa(bl) NPOMEKYTOUHON ATTECTALUM MO JMCHMUIINHE

Tpertnii cemectp, IK3aMeEH

5. Bxognable TpOﬁOBaHI/Iﬂ AJIA 0CBOCHUA NUCHHUIIJIMHbI

Jljis ycTienHoro OCBOCHUS JUCHUILIMHBI TPeOYIOTCSl KOMIIETEHIIMH, c(hOpMHUpPOBaHHBIE B
X0/ OCBOEHHS 00pa30BaTeIbHBIX MPOTrpaMM HPEAIIECTBYIOIIETO YPOBHS 00pa30BaHusl.

JUis  yCHemHOro OCBOEHHUS AMCLUUIUIMHBI TpeOyIOTCsl pe3ynbTaThl OO0y4deHHs IO
CIENYIOIIMM JUCHMIUIMHAM: BBEJIEHUE B IMPOTPAMMHYIO HHXXEHEPUIO, BBEJIECHUE B
KOMIIBIOTEPHYIO 0€30MacHOCTb, TECTUPOBAHME IMPOrpaMM, 3aliuTa HHQOpMAIMU Ha YpOBHE
oporpaMM M JaHHBIX, aJTOPUTMBI M CTPYKTYphl JaHHBIX, pa3paboTKa MpPOrpaMMHOTO
o0ecrevyeHns U CKPUITOBBIE SI3bIKH.

6. SI3pIk peanu3zanuu

Pyccknit



7. O0BbeM TUCHUIIIHHBI

OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABIISAET 4 3.€., 144 4acoB, U3 KOTOPHIX:
-nekiuu: 16 u.

-1aboparopusie: 32 u.

O0BeM caMoCTOATENbHOI pabOTHI CTYIEHTA ONPEICICH YUeOHBIM IIJIAHOM.

8. Conepxxanme TUCUMIIMHBI, CTPYKTYPUPOBAHHOE 10 TeMaM

Tema 1. XXKuzHneHHslid nUKI pa3paboTku mporpammHoro obdecrnedeHus (SDLC). Monenu
SDLC.
PaccmaTpuBaetcs mpoliecc IpOeKTUPOBAHUS U pa3padOTKH BeICOKOKadecTBeHHOTO [10.

Tema 2. Ilepexon ot SSDLC.
PaccmarpuBaercss mporiecc MPOSKTHUPOBAaHHMS M pa3padOTKM €  YYETOM aHaJn3a
Oe3omacHocTH pa3zpabareiBacmoro I10.

Tewma 3. [lepeuens ysa3zpumocteit CWE, OWASP.

3nakomctBO ¢ mepeuneM ys3Bumocted CWE(Common Weakness Enumeration),
NPECTaBIISIONIAs CUCTEMY KIacCU(UKAMU HETOCTaTKOB O€30MMacHOCTH, a TAK)KE 3HAKOMCTBO C
OWASP(Open Web Application Security Project) — cmucok TpeboBaHuii K 0e€30MacHOCTH
NPWIOKEHUH W TECTOB, KOTOPBIE MOTYT HCIIOJB30BAThCS JUISL  pa3pabOTKH, COOpPKH,
TECTUPOBAHUS M BepU(PHUKALNY 3AIMUIIEHHBIX TPHIOKCHHIA.

Tema 4. 3HaKOMCTBO ¢ IpakTHKaMu Oe3omacHoi pazpaboTku: SCA.
Paccmotpenne SCA-penieHnii ¢ 1eIpl0 aHaau3a KOMIOHEHTHOTO COCTaBa U BHYTPEHHUX
3aBucuMocTeil komnoHeHTos [10.

Tema 5. 3HAKOMCTBO € IpPaKTUKaMu 0e30IacHOM pa3paOOTKM: CTaTMYECKHE aHAIU3aTOPBI
(SAST) u nunamuyeckue ananuzaropsl (DAST).

Paccmotpenune SAST-penienust, npeaHa3HAYE€HHBIX Ul aHAJIM3a UCXOQHOIO KOJa C IIEIIbI0
0oOHapyXeHHs TOTEHIUAIBbHBIX YS3BUMOCTEH Ha paHHMX dTamax *U3HEHHOTO LIMKJIA pa3paboTKu
ITO. Paccmorpenune DAST pemieHus, npeaHa3HAueHHBIX sl OOHApYKEHHUs YA3BUMOCTEH U
c1abbIX MECT B pabOTArOIIEM TPHIIOKEHUH.

Tema 6. 3HaKOMCTBO C TMpakTUKaMu Oe30macHOW pa3pabOTKU: HUHTEPAKTHBHOE
TecTUpoBaHue OezonacHocTy npuioxxenuit IAST.

3nakomctBo ¢ pemeHueM [AST (Interactive Application Security Testing), KOTOpbI
BBINOJIHSIET BECh aHAJIN3 B PEXKUME PEaTbHOTO BPEMEHH.

Tema 7. Tectuposanue 110.

Ha srane TecrupoBanus >xuzHeHHoro nukiaa I1O BHeapsIOTCS AOMOJHUTENbHBIE BHJIbI
TECTUPOBAHUs, TAKUE KAaK TECTUPOBAHUE HA IPOHUKHOBEHHE, TECTUPOBAHHUE ITyTEM HMUTALUU
XaKepCKUX aTak, a TaKKe TECTUPOBAHME OTKA30yCTOMYMBOCTH IYTEM BBOJA CIyYaWHBIX WIH
3aBEJJOMO HEBEPHBIX JaHHBIX C LEJIbIO BBI3BATh cOOM cuctemsl (fuzz testing).

Tema 8. 3nakomctBO ¢ DevSecOps.
Paccmorpenne DevSecOps MeTOm0JI0THH, B YaCTHOCTH INPUMEHEHHE JYy4IIUX MPAKTHK
0€30IMaCHOCTH Ha BCEX 3Tamnax >KM3HEHHOTO IIUKJIa IPOrpaMMHOT0 oOecrieueHusl.

9. Tekymmii KOHTPOJIb 1O AUCHUIJINHE

Texymuil KOHTPOJIb MO AMCIUIUIMHE MPOBOJUTCS MYTEM KOHTPOJS MOCEHIAeMOCTH,
BBITNOJIHEHHE Ta00PaTOPHBIX paboT Mo Kypcy.



OneHouHble MaTepuaibl TEKYIIEro KOHTpOJs pa3MelleHbl Ha caiite TI'Y B pasnmene
«Muadopmarus 06 odpazoBaTenbHON Mporpammey - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂ)IOK MPOBECACHUSA U KPUTEPUHN OLICHUBAHUSA I[pOMe)KyTO‘lHOﬁ arrecranuu

DK3aMeH B TPEThEM CEMECTPE MPOBOIUTCS B MUChbMEHHO (hopMe o Ouseram.

buner conepxUT TEOpETUUECKUN BONPOC U MPAKTUYECKYIO 3a1auy. CTyJEeHT NUCbMEHHO
TOTOBUT OTBET Ha BOIMPOCHI B OWJIETE, pEIICHUE MPAKTHYECKON 3ajaud, MOCIe Yero, B YCTHOM
dbopMe 00BACHSICT/3aNMIIACT MPENOIaBATENIO MMOATOTOBICHHBIN MaTepHal.

CTyleHT JOMyCcKaeTcsl K 3K3aMEHY B TOM Cilydae, €ClM B TCUCHHE CEeMEeCTpa YCIEIIHO
cliaJ Bce J1adopaTopHbie paboThl 1o Kypcey. [IpogomkurenbHOCTh SK3aMeHa 1,5 yaca

OueHouHble MaTEpHAIIbI JIJIsl TMPOBEJICHUS MTPOMEKYTOUHOM aTTECTAllMM Pa3MEIIECHbl Ha
cahte TI'Y B pasmene «Mudopmamus 00  oOpazoBarenbHOW  MporpamMme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHo-MeTOAN4YECKOE 00ecreueHue

a) DNEeKTPOHHBIN yueOHbIN Kypc no auciuminiHe B LMS IDO.

0) OrleHOYHBIE MaTepHalibl TEKYHIEro KOHTPOJIS M MPOMEKYTOYHOW aTTECTAllUH I10
JTUCLUTLITNHE.

B) [lnan cemMuHapcKuX / MpaKTUUECKUX 3aHATHI 10 AUCLUHUTUIHHE.

r) Meronndeckne yka3aHus M0 MPOBEACHUIO JJA0OPATOPHBIX paboT.

12. Ilepevyenn yueOHOM JquTEPATYpPHI M pecypcoB cetu UHTEepHeT

a) OCHOBHas JUTEparypa:
— Buykos, A. A. 3ammura undopmanuu: yuebnoe nocodbue g By30B / A. A. BHykoB. —

3-e u3n., nepepab. u nmon. — Mocka: M3natensctBo IOpaitt, 2024. — 161 c. — (Bsicuiee
oOpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr: anexkrponnsiii // OOpa3oBaTenbHas
mwiarpopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/537247 (nara oOpaieHus:
08.12.2024).

— bezomacHocth pa3pabotku B Agile-npoekrax / JI. bem, M. Bpanton-Cnomn, P. Cmur,
. bapx; nepeson ¢ anrmmiickoro A. A. Coumakus. — Mocksa: JIMK Ilpecc, 2018. — 448 ¢c. —
ISBN 978-5-97060-648-3. — Tekct: ayeKTpoHHBIN // JlaHb: 31I€KTPOHHO-OMOIMOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/123703 (mara oOpamenus: 08.12.2024). —
Pexwum noctyna: st aBTOpU3. TOJIB30BATENECH.

bananoB, A. H. KommiekcHas nHpopmanoHHas 0€30MacHOCTh: yueOHoe mocolue s
By30B / A. H. bamanoB. — Cankr-IletepOypr: Jlans, 2024. — 400 c. — ISBN 978-5-507-49250-
3.— Texkct: oanexkrtpoHHslid / JlaHb: 31eKTpoHHO-OMOIMOTeuHass cucrema. — URL:
https://e.lanbook.com/book/414947 (mara obOpamenus: 08.12.2024). — Pexum goctyna: s
aBTOPH3. MTOJIb30BATENEH.

bananos, A. H. Kubep6e3zonacHocTs: yueOHoe mocobue aiis By3oB / A. H. bananos. —
Cankt-IlerepOypr: Jlanp, 2024. — 680 c. — ISBN 978-5-507-49562-7. — Tekcr:
AJIEKTPOHHBIH // Jlanb: 3JIEKTPOHHO-OMOIMOTEIHAS cucrema. — URL:
https://e.lanbook.com/book/422558 (mata oOpamenus: 08.12.2024). — Pexum poctyma: ans
aBTOPH3. NIOJIb30BATEIICH.

I'pomzenckuii, 5. C. Undopmanmonnas Oe3zomacHocTh: yueOHOoe mnocobue / S. C.
I'ponzenckuit. — Mocksa: IIpocnekr, 2020. — 142 ¢. — ISBN 978-5-9988-0845-6. — Tekcr:
AIIEKTPOHHBIH // Jlans: 3JIEKTPOHHO-OUOINOTEeYHAS cucTtema. — URL:
https://e.lanbook.com/book/181193 (mara oOpamenus: 08.12.2024). — Pexum goctyna: s
aBTOPH3. M1OJIb30BATENCH.

0) IOTNOJIHUTENbHAS JINTepaTypa:


https://urait.ru/bcode/537247

— bmuau, JI. IIporpammupoBanue Ha s3bike Rust. beictpoe u Ge3omacHoe CUCTEMHOE
nporpammupoBanue / JI. bimunu, [I. Opernopd; nepeBoxa ¢ anrnuiickoro A. A. ClIMHKWHA., —
Mocksa: JIMK Ilpecc, 2018. — 550 c¢. — ISBN 978-5-97060-236-2. — TekcT: 3MeKTPOHHBIH //
Jlanb: snexkrponHO-OnbIMoTeuHas cucrema. — URL: https://e.lanbook.com/book/112925 (nata
obpamienusi: 08.12.2024). — Pexum goctyna: AJis aBTOPU3. MOJIb30BaTEIEH.

— bonmape, B. B. AHain3 3alIMIIEHHOCTH W MOHUTOPHHI KOMIIBIOTEPHBIX CETEH.
Mertoas!l u cpencta: yuebHoe nocodbue / B. B. bongapeB. — MockBa: MI'TY um. baymana,
2017. — 228 ¢. — ISBN 978-5-7038-4757-2. — TekcT: 31eKTpoHHBIN // JIaHb: 3JI€KTpPOHHO-
oubmuoreuynass cucrema. — URL: https://e.lanbook.com/book/103518 (mara oOpameHus:
08.12.2024). — Pexxum gocTyna: i aBTOPHU3. MTOJIB30BATENCH.

AspomuH, C. M. Texnonoruu u npoayktel Microsoft B obecrieueHnu nHGOpMaITHOHHON

6e3omacHocTH: yaeOHoe mocobue / C. M. ABgomnH, A. A. CaBenbeBa, B. A. Ceparok. — 2-¢
u3n. — MockBa: UHTYUT, 2016. — 432 c. — TekcT: 3neKTpoHHBIH // JlaHb: 37IeKTpOHHO-
ouOmmoteuynas cucrtema. — URL: https://e.lanbook.com/book/100514 (mata oOpareHus:

08.12.2024). — Pexwum noctyna: A aBTOPU3. [10JIb30BATEIEH.

buprokoB, A. A. HudopmanumonHas 0Oe30macHOCTh: 3allMTa W HamageHue / A. A.
buprokoB. — 2-e¢ uzn. — Mocksa: JIIMK Ilpecc, 2017. — 434 ¢. — ISBN 978-5-97060-435-
9.— Texkct: onexktpoHHblii / Jlawb: snekTpoHHO-OMOMMOTeuyHass cucrema. — URL:
https://e.lanbook.com/book/93278 (mara oOpamenus: 08.12.2024). — Pexum gocrtyma: ais
ABTOPU3. MOJIb30BATENCH.

B) pecypchl cetu MIHTepHEeT:

1. UznatenbeTBO «JlaHby [DNEKTPOHHBINA pecypc]: AIeKTPOH.-ONOIMOTeYHas CHCTEMa. —
Onektpon. Jlan. — CII06., 2010. — URL: http://e.lanbook.com/

2. O6pazoBarenbHas aThopmMa ik YHUBEPCUTETOB U KoJutepkei «tOpaiity. — URL:
https://urait.ru/

2. ScienceDirect [Electronic resource] / Elsevier B.V. — Electronic data. — Amsterdam,
Netherlands, 2016. — URL: http://www.sciencedirect.com/

3. Hayunas anextponnas oubnunoreka eLIBRARY.RU [DnextponHsIii pecypce]. —
OnektpoH. Jlan. — M., 2000. — URL: http://elibrary/ru/defaultx.asp?

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHii

a) JIMLIEH3UOHHOE U CBOOOHO pacipoCTpaHsIeMoe IpOrpaMMHOe oOecrieueHHe:
— Microsoft Office Standart 2013 Russian: maker mporpamm. BxirouaeT mpuIoKeHUS:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Oftfice Web Apps (Word Excel MS PowerPoint Outlook);
— IIporpammuas cpena Microsoft Visual Studio Community, nHTerpupoBaHHas cpesia
paspabotku Microsoft Visual Studio Community C++ 2017.
— Qt Creator - 370 kpoccmaropMeHHast UHTerpupoBaHHas cpena pazpadotku (IDE)
— Git pacnipenien€éHHas cucTeMa yIpaBleHHs BEPCUSIMU;
— GitKraken, rpadpudeckuii  kpocc-uiaTGOPMEHHBIM  KIMEHT JAis  paboTel ¢
peno3utopusiMu U cepsucamu Git.
— yOJIMYHO AOCTYIHBIE 00JIAYHbIE TEXHOJIOTHH:
GitHub — xkpymnueimmii BeO-cepBuC i XocTHHTa [T-TPOEKTOB M MX COBMECTHOM
pa3paboTKu.

6) I/IH(I)OpMaI_II/IOHHBIe CIIPaBOYHBIC CUCTCMBI:

—DJIEKTPOHHBII KaTaJjor Hayunoin O6ubIMoTeKH Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
—OneKTpOHHAas O6ubanoreka (pemo3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index



http://e.lanbook.com/
https://urait.ru/
http://www.sciencedirect.com/
http://elibrary/ru/defaultx.asp
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index

— M3narenbetBo «JlaHb» [DNEKTPOHHBIN pecypc]: 3MeKTpoH.-OM0IMoTeyHas cucTeMa.
— OnektpoH. Jlan. — CII6., 2010. — URL: http://e.lanbook.com/

14. MaTepuanbHO-TeXHH4YECKOe o0ecreyeHne

— AyauTopuu JUIs MPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA.

— AynuTopuH Ui TPOBEIEHHUS 3aHATUH CEMUHAPCKOTO THIMA, HHIUBUAYAIbHBIX U
TPYNIOBBIX KOHCYJIbTAIlMH, TEKYIIET0 KOHTPOJIS U MPOMEXYTOuHOU arrectanuu. [lomemenus
JUIL CaMOCTOSITEIIbHOM PalOThI, OCHALIICHHbIE KOMIIBIOTEPHOH TEXHUKOW M JOCTYIIOM K CETH
HuTepHeT, B 3JIEKTPOHHYI0 MH()OPMAIIMOHHO-00pa30BaTeIbHYIO Cpely U K MH(GOPMallMOHHBIM
CIPAaBOYHBIM CHCTEMaM.

— Ayautopuun ais mpoBeeHHs Ja0OpaTOPHBIX 3aHATHI, OCHAIEHHbIE KOMITBIOTEPHOM
TEXHUKOHU U JOCTYNOM K ceTu MHTepHer.

— AyauTtopun  Ans  TPOBEACHMSI 3aHSATHH  JIGKIIMOHHOTO M CEMHUHApCKOro THIIA
UHIWBUIYAIIbHBIX W TPYIIOBBIX KOHCYJbTALMi, TEKYIIEro KOHTPOJS M TMPOMEKYTOUHOMH
aTTECTaIlMu B cMelieHHOM dopmarte («AKTpy»).

15. Undopmanus o paspadorunkax

AnnpeeBa Banentuna BanepbeBHa, K.T.H., JOLICHT, JOIECHT Kadeapbl KOMIIBIOTEPHOU
6e3omacuoctu, MIIMKH.
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