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1. KOMHeTeHHHI/I U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IMPOoBEpPsA€MbI€¢ JaHHBIMHA
OIICHOYHBIMM MaTepHaJIaMH

Iesbro0 0CBOCHMSI JUCLUILUIMHBI ABJsIETCS (POPMUPOBAHUE CIEAYIOIINX KOMIETEHIUI:

OIIK-1 Cnocoben HaxoauTh, (GOPMYIHPOBATH W peIIaTh aKTyaJbHbIE MPOOIEMbI
IPUKJIAJHON MaTeMaTUKH, (pyHAaMeHTaIbHONM HHOOPMATUKU U MH(POPMALMOHHBIX TEXHOIOTUH.

OIIK-4 CmoocoOeH ONTUMAIBHBIM  00pa3oM  KOMOWHHPOBATh  CYIICCTBYIOIIUE
MH(POPMALMOHHO-KOMMYHUKAIMOHHBIE  TEXHOJIOIMHM M  pelleHus 3a7ad B oOjactu
npodeCCHOHATBLHOM IEATENFHOCTH C yU4eTOM TpeOoBaHU HHPOPMALMOHHOM OE30MaCHOCTH.

PesynbraTamu OCBOCHHUS TUCLMILIMHBI ABJSIOTCS CIEAYIOLINE MHIAMKATOPb! JTOCTUXKEHUS
KOMIIETCHIIMMN:

HNOIIK-1.1 Avnamu3upyer mnpoOiieMbl B  00JacTH  MPUKIAJHON  MaTEMAaTHKH,
byHIamMeHTanbHOW HHPOPMATUKU U UH(OPMAITMOHHBIX TEXHOJIOTHMA

HOIIK-1.2 ®opmynupyet 3a7a4u UCCIACTOBAHUS

NOIIK-1.3 Pemaer akTyanbHble Ipo0IeMbl IPUKIAIHOW MaTeMaTHKH, QyHIaMEHTaTbHON
UH(POPMATUKU U UH(POPMALIMOHHBIX TEXHOJIOTHI

NOIIK-4.2 YauteiBaTh OCHOBHBIC TPpeOOBaHMS HH)OPMAIIMOHHOW OE30IMaCHOCTH

2. OueHoYHbIE MATEPHAJBI TEKYIIEr0 KOHTPOJISI U KPUTEPUH OLIEHUBAHUS

DJIEMEHTBI TEKYILETO KOHTPOJIS: TECTHI.
ITpumep tunosoro tecra (MOITK-1.1., UOIIK-1.2., MOIIK-1.3., UOIIK-4.2.)

1. Csszana mu undopmanronHas 6€30MacHOCTD € 3alUTON HH(GOPMAIIMOHHBIX PECYPCOB OT
Pa3HOTO poja yrpo3, CIIOCOOHBIX HAHECTH yIIepd WHTEpecaM JIMYHOCTH MM 00IIecTBa?
a) Ma
b) Her

2. CBs3ana Jin MHQGOpPMAaIIMOHHAs 0€30IaCHOCTD C 3aIUTON HH()OPMAIUH OT HEXKEIaTeIHbHOTO
pasriameHusl, UCKaXEHUs, yTpaThl MJIM CHUKEHUS CTENIEHH JTOCTYITHOCTH UHpOpMaLuu?

a) Nla

06) Her

3. MOXHO JI1 OTHECTH K MpeAMETHON 001acTH HH(POPMAIIMOHHOM 0€30IMacCHOCTH ClleAyIoIIee:
a) kiaccudukamus yrpo3 6e3omacHocTy nHpopmauu
6) crocoObl, METO/IbI U CPE/ICTBA 3AILUTHI HHPOPMALIUU
B) TpeOOBaHMS K 3alUILEHHOCTH HH(OPMALIMOHHBIX CUCTEM
I') METOAOJIOTHS IPOEKTUPOBaHUS 0a3 JaHHbBIX

4. Wudopmarus, SBISIOMASACS NPEAMETOM COOCTBEHHOCTH M TOAJekamias 3alluTe B
COOTBETCTBUH C TPEOOBAHUSIMH MIPABOBBIX IOKYMEHTOB WJIM TPEOOBAHMSIMH, YCTaHABIUBACMBIMH
COOCTBEHHUKOM MH(OpPMAIIMU HAa3bIBACTCS

a) NpaBoBOi MHOpMaIHe

0) 3amuiaemMoi HHGoOpMaruen

Kiroun: 1 a), 2 a), 3a) 0) B), 4 0).

KpI/ITepI/II/I OLICHUBAHUA: TECT CUUTACTCA HpOﬁﬂCHHLIM, €Clin O6yanOHlHﬁ OTBCTUJI IPABUJIBHO KaK
MHWHHUMYM Ha IIOJIOBMHY BOITPOCOB.



3. OueHoYHbIe MaTePHAJIbI UTOTOBOT0 KOHTPOJIs (IPOMEKYTOYHOM ATTEeCTAIUM) H
KPUTEPHUHU OLlEHUBAHUS

[IpoMexxyTouHass aTTecTalMsl OCYIISCTBISICTCS HAa OCHOBE BBIIOJHEHHUS CTYJICHTOM
7a00paTOPHBIX pabOT W/MAM MO pe3yjbTaraM COOeCeOBaHMS C HCIOJb30BAaHHEM IIEPEUHS
KOHTPOJIBHBIX BOIPOCOB 110 Kypcy. BOIpPOCHI BBISABIAIOT CISAYIONIUE HHIAMKATOPHI JOCTHIKCHUS
komnerennmii: MOIIK-1.1., UOIIK-1.2., MUOIIK-1.3., UOIIK-4.2.

[IpuMepHBIii IepeYeHb KOHTPOJIBHBIX BOIIPOCOB 110 KYpCy:

TepMHUHBI, OTHOCSIIUECS K BHJIAM 3aIIUTHl HH()OPMAIIH.
TepMuHBI, OTHOCSIMECS K ClTOcOOaM 3aIUThl HHPOPMALIUH.
TepMUHBI, OTHOCSILUECS K 3aMbICITy 3aLUThl HH()OPMAIHH.
TepMmuHbI, OTHOCSIUECS K 00BEKTY 3aLUThI HH(OPMALIHUH.
TepMuHBI, OTHOCSIMECS K yTPO3aM 0€3011aCHOCTH HH(POPMALIUH.
TepMUHBI, OTHOCSIIUECS K TEXHUKE 3alIUTHI HHPOPMALINH.
HecanknmoHnpoBaHHBIE ONEepaluy ¢ UHPOPMALIUEH.

VcTounnku U KiIaccuuKanus yrpo3 6€30MacHOCTH HHPOPMALIHH.
IlepedyeHb TUIIOBBIX HENPEIHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.
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. HepequL TUIIOBBIX MMPEAHAMCPCHHBIX HCKYCCTBCHHBIX YI'DO3.
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. KJ'IaCCI/I(bI/IKaI_[I/IH c1oco0oB HCCAaHKIIMOHUPOBAHHOT'O JOCTYIIA.
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. TumoBkle aTaku HA KOMMYHHKAIIUOHHBIC ITPOTOKOJIBI.
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. 33.KOHOI[8.T€J'IBHBIC MCPBI HpOTHBOHeﬁCTBHH yrposam 0€30I1aCHOCTH.
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. OpraHu3annoHHbBIE MEPHI TPOTUBOJCHCTBUS yrpo3aM 0€30MacHOCTH.
. @u3nyecKue U TEXHUUECKUE MEPbI IIPOTUBOIEHCTBUS YTpo3aM O€30IaCHOCTH.
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. Ayrentudukanus. Umurozammra. Lludposas moanuce.
. Cummerpuunbie mudpsl. ACHMMETPUYHBIC THADPHI.
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. Kpunrorpaduueckre npoToKoJsl.
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. Kpunrorpaduueckue xem-pyHkium.
. Knaccugukarus kpunTonpoToKoIoB.
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. CoiicTBa I ppoBOI MOANHCH.
. Kpunrorpaduyeckue npoTokosibl ayTeHTU(PHUKAIUN COOOIICHUH.
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. Kpunrorpaduueckne npoTokosbl HACHTUPUKAIIH.

. O0beKT, CyOBEKT, TOCTYI K MH(OpMaLH, IpaBuUja pa3rpaHuyeHHs! 10CTyNa.
. Unentuduxanus, ayreHTrUKaIMS, aBTOpU3ALIHSL.

. IIpoTokonupoBanue U ayAUT (aKTUBHBIN ayauT).
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. Cratuctuyeckuit MeTo1 OOHapyKEHHs aTak.

N
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. CurHatypHslit MeTOJ1 OOHApYKEHUS aTak.
. JIMCKpEIMOHHOE YIIPaBIEHUE JOCTYIIOM.
. ManzatHoe ynpaBiieHUE JOCTYIIOM.
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. PoneBoe ympaBiieHrE AOCTYTIOM.

. 3amuTa MHQOpPMAINK NTPU XPaHEHUHU U Tepeaye.

. 3anuTa OT BPEJOHOCHBIX MPOrPamMM.

. BU1bI KOMIIBIOTEPHBIX BUPYCOB U BPEJJOHOCHBIX IPOIPAMM.
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. 3aH_[I/ITa MEXKCETEBOI'0 B3aMOCHCTBUS.

w
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. IlpenoTBparienue yreuek HHGOpPMALIUH.
. Ayt 6e30MacHOCTH.

w
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38.
39.
40.
41.
42.
43.
44,
45.

Yrpo3bl KOPIIOPATUBHOM CETH. 3allnTa IEPUMETPA CETH.

OCHOBHBIE MEXaHU3MBbI 3aLUTHI KOPIIOPATUBHOM CETH.

Cpencta 3amuThl HHOOPMALIMH: MEKCETEBBIC IKPAHBI.

Cpencta 3amuThl UHOOPMALIUN: BUPTYaIbHBIC YACTHBIC CETH.
CpenctBa 3amuThl UHOOPMALIUN: CUCTEMBI aHAIH3A 3AIIUIEHHOCTH.
CpenctBa 3amuThl HHOOPMALIUU: CUCTEMBI OOHAPYKEHHS aTak.
CucreMsl IpeIOTBpAIllEHUs] YTEUKU KOHPUACHIINAIbHOU HHPOpMAIUH.
[TonuTuka nHbOpMaLMOHHON O6€30MaCHOCTH OpraHU3aAIIH.

[Tpumepsl 1ab0paToOpHBIX PaboT MO Kypcy:

Jlabopatopuas pabdota "OpenPGP / CK3U GnuPG". ens: nmo3nakomutses co IETF-
craggaptroM OpenPGP (moxyment RFC4880) 1 moy4nTh HaBbIKH paOOTHI CO CPEICTBOM
kpunrorpadguueckot  3amuthl  umHpopmanmuu  (CK3UM)  GnuPG  (cBOOGOmHBIN
HEKOMMepueckuil BapuaHT peanusaiuu cranjgapra OpenPGP). 3amanune 1 «Cranpapt
OpenPGP»: mnosnakomuthecsi co crangaprom OpenPGP. Hcrounuku wundopmaimu:
claibl JeKIui, a Takke https://www.openpgp.org/about/standard. 3amanue 2 «CK3U
GnuPG»: ycranoBute Gpgdwin (www.gpgdwin.org) — naker GnuPG ¢ Habopom yTunur
u pacmmpenuit s padotrel B OC Windows, janee co3aaTth U mepeaaTb CBOM OTKPBITHIN
KIIF0Y KOPpPECHOHJeHTY (a0OHEHTy) B OOMEH Ha ero OTKpBITHIA Kitou (g oOMeHa
KJIIOYaMH HCIOJB30BAaTh COIMAIBHYIO CETh, OOJAuHBIA CEPBUC M T.II.), MOCIE YEro
MPOBEPUTH OTKPBITHIA KIIIOY KOPPECIOHACHTA Yepe3 «OTMEYaTOK Malblay, Jalee
noanucath (YCTAaHOBUTH YPOBEHbB JIOBEPHsI) OTKPBITHIN KITI0Y KOPPECTIOHACHTA, TIOCIIE YeTO
noJAnucaTh M 3amudpoBaTh COOOIIEHHE W TOCTIaTh €r0 KOPPECIOHACHTY, a TaKkKe
pacudpoBaTh U MPOBEPUTH MOJIMUCH COOOIIECHHS, KOTOPOE IMpHCIal KOPPECHOHCHT,
nainee copMUPOBATh U MPOBEPUTH KOHTPOJBHYIO CyMMY JJisl MPOU3BOJILHOTO (aiina,
u3Menute Qaitt u yoenurecs, uro CK3U1 GnuPG obHapyxuBaet ¢akt usmenenus. [locne
BBITMIOJTHEHHS JTa0OpaTOpHOW paboOThl COCTaBUTH B BBUJIOKUTH B CPELy 3JIEKTPOHHOTO
o0yuenust Myt TT'Y otyeT o mpojieranHoM paboTe, KOTOPHIN BKIIIOYAET B CeOsl: Ha3BaHUE
pabotel, ®MO u HOMEp TpyMIbl WUCIOIHUTENS PabOThl, KpAaTKUil 0030p cTaHgapra
OpenPGP, ckpuHIIOTHI BBIOJIHEHHBIX JEHCTBHII C KOMMEHTapusMH, B TOM 4HCIE
COOOIIIEHHUsI OT KOPPECIIOHIEHTOB B 3aIIM(PPOBAHHOM U pacHIn(ppOBaHHOM BH/JIE.

JlaGopatopnas pabora "Berpoennsie C3M OC Windows". Ilenab: mMO3HaKOMHUTBCS C
BO3MOXXHOCTSIMU U TNPUOOPECTH HABBIKM HACTPOMKH BCTPOEHHBIX CPEJICTB 3aIMThI
unpopmanun OC Windows. 3aganue 1 «O630p C3U OC Windows». Hanmcare kpaTkuii
0030p MEXaHM3MOB U CpEACTB obecreyeHus HHpopManuoHHON Oe3zomacHocT OC
Windows: ynpasnenue noctynoM k pecypcam OC, ayTeHTuUKaIMs, ayAUT, IH(pOBaHUE
JTAaHHBIX, cepTU(UKATHI, MEKCETEBOE dKpaHupoBaHue u Ap. 3aganue 2 «Hactpoiika C3U1U
OC Windowsy». Ilpu BbIONTHEHMH 3a/aHUIl PEKOMEHAYETCS MCIIOJB30BaTh KOHCOJIb
ynpasineHuss mmc (Microsoft Management Console) ¢ pa3au4HBIMEH OCHAacCTKaMH
(rpynmoBas MOJIUTHKA, A0I0HBI 6€30MAaCHOCTH U JIp.). 3a1ava 1. YipaieHue J0CTyIOM
(ocHactka JlokanpHBIE TTOJIB30BATENH U TPYIINHI): cO3/1aTh nosib3oBaTeneit UserA u UserB,
co3nath rpynmy Students m HacTpOUTh MOJUTHKY Oe3omacHOcTH Tpymmbl Students,
npunucath nosnb3oBateneit UserA u UserB k rpynme Students, HacTpouTs mipaBa J0cTyIia
(vactuusbiil qoctymn) UserA K 3aaHHOMY Kartajory (Iamke), HaCTPOUTh MpaBa JOCTyIa
(momuerii moctyn) UserB k 3amanHOMy kartajory (mamke), MPOBEPHUTH BBITIOJHEHUE
orpannueHui npasB goctyna UserA m UserB. 3amaua 2. Ayaut (IpOTOKOJIMpPOBaHUE)
(ocHactka PemakTtop 00BEKTOB TpymnmoBoi monuTuku - Ilomutuka "JlokanbHBIN
KOMITbIOTEP"): YCTAaHOBHUTH ayAMT COOBITHI BXO/Aa B cUCTeMy (ycreX, OTKa3), OTKpBITh
Kypnan peructpauuu cOOBITUNA M ONPEEIUTh MOCIETHUN BXOJ B CUCTEMY, YCTaHOBUTh
ayJUT BBIOpaHHOTO Kartaiora (mamku) Juist mosbs3oBatess UserA, HaCTpOUTh MapamMeTphl


https://www.openpgp.org/about/standard

aynuTta, OTKpbITh JKypHan O0€30MacHOCTH W ONPENeIuTh MOCIEAHUE HN3MEHEHUS
OTCIIe)KMBAaeMOro karajora (mamkw). 3amada 3. MexcereBoil dKkpaH (OpaHamayap)
(ocmactka  MonuTtop  OpaHamayspa):  co3daTh  OpaBWiIo  OpaHamayspa Ui
BXOJISAIICTO/UCXOSIIETO  TOAKIIOYCHHs, TPOBEPUTh HA TMPAKTHKE BBIOJHEHUS
orpaHWyeHui co3maHHbIX npaBwi. 3amaya 4. [ucneruep cepruduraroB OC Windows
(ocnactka Ceptudukarsl): IpocMOTpeTh cepTudukarel, ycraHosiaeHHble B OC Windows,
SKCIIOPTUPOBATh  MPOU3BOJIBHBIM  cepTUPUKAT, HUMIOPTHUPOBATH  MPOU3BOJILHBIN
ceprudukar B manky Jluuneie. 3amaua 5. [[la6non Ge3onacHoctu (ocHactka [1labmoHbI
0e30macHOCTH): co37aTh IAOJIOH Oe3omacHOCTH  “YueOHBIA®™ W pealn30BaTh
pekoMeHnayemyto HacTpouky I[lonmutuku maposneit, [lonutvkyu OJOKMPOBKH YYETHOU
3anucu, [loautuku aynurta, [lapamerpsl HazHaueHUs mnpaB mnojb3oBatens. I[locie
BBINOJIHEHUS JTaOOpaTOPHOM pabOThl COCTaBUTHb B BBUIOKUTH B CpEly 3JIEKTPOHHOTO
o6yuenusst My TT'Y otdet o mpojiennanHoi paboTe, KOTOPBIN BKIIOYAET B ceOs: Ha3BaHUE
paboter, ®VUO u HOMEp TPYyNMbl HCIOIHUTEIS PabOThI, KPATKUil 0030p MEXaHH3MOB
obecrieuenuss nHGopMannonHor Oe3zonmacHocTn OC Windows, CKpUHIIOTHI (CHHUMKH
9KpaHa) ¢ pean30BaHHBIMU HACTPOMKAMH CPEJCTB 3aIUTH HH(OPMAIIH.

3. JlabopatopHas pabora "bank maHHbIX yrpo3 Oe3omacHocTH uH(popmanuu GCTIK
Poccun"(www.bdu.fstec.ru). Llens: oBnaneTp 6a30BBIMH MOHATUSMH WH(POPMALMOHHOM
0€30MacHOCTH U U3YUYUTh CYIIECTBYIOLINE YIPO3bl Oe30MacHOCTH HH(popMaluu. 3aaHue:
ucnonb3ys bank nanHbIx yrpos 6e3onacHocti nHpopmanun CTIK Poccun, neranbho
U3YYHTb TPU YTPO3bl 0€30MaCHOCTH UH(OpMALIUY (OITUCAHHE YTPO3bl, ICTOUHUKU YTPO3BbI,
00BEKT BO3/IEHUCTBUS, TOCIEACTBHS PEATU3aLMU YTPO3bl), IPUCYIIUX HEKOTOPOMY OJHOMY
BbiOpanHOMy UT-00bekTy (oOmayHas cucTema, IpUI-CHCTeMa, BHpTyallbHas MallliHa,
OecrpoBOIHAS CETh, WEb-TIPUIIOKECHHE, XPAHWIHIIE OONBIINX JaHHBIX U T.I.), & TaKKe
TPU yCTpaHEHHbIE YSA3BUMOCTH ISl HEKOTOporo oaHoro BeiOpanHoro Bamu I10 (CYB/]
MySQL, 6payzep Google Chrome u T1.11.). Takke H3y4uTh TEPMHUHBI 110 HHHOPMAITUOHHON
0€30MacHOCTH: YIpo3a, ysI3BUMOCTb, KOHPHUICHINAIBHOCTD, IIEIOCTHOCTh, JTOCTYITHOCTb
(cm. https://bdu.fstec.ru/terms). [ocne BbIMONHEHHS J1AOOPATOPHOW PabOThI COCTABUTH B
BBUIOXKHUTH B Cpey JeKTpoHHOro odoydenus Myt TI'Y otder o npoaenaHHoi pabote,
KOTOpBIN BKJIIOYaeT B ceOsi: Ha3zBaHue paborsl, PO u HOMEpP TPYyMNIBI UCTOJIHUTEIS
paloThbl, pe3yNbTaT BBINOJHEHHUS pabOTHI, T.€. CIUCOK ONpPEEeNeHUH CIeayoImuxX
TEPMHHOB: Yrpo3a, YyS3BHUMOCTh, KOH(QUIEHIMAIBHOCTD, LIEIOCTHOCTb, JIOCTYIIHOCTb, a
TaKXe CIUCOK M3YYEHHBIX YTPO3 U YA3BUMOCTEH C UX HOMEpaMH (KoJaMH).

Kputepun onieHuBaHMs IPOMEKYTOUHOM aTTECTAIIMN:

3a4er ¢ OLEHKOM “OTIMYHO” MO JUCUUIUIMHE MPOCTAaBISIEeTCS, KOrJa CTYAEHT B
COBEpILEHCTBE OBJIA/IE] MaTepUaAIOM IO BCEM pasJiesiaM JIEKLIMOHHOIO Kypca, a TakXke MoKaszall
TpeOyeMble YMEHHUSI U HABBIKH IPH BBHITIOJTHEHUH 8CeX JTa00PaTOPHBIX PadoT.

3a4eT ¢ OLEHKOM “XOpOoIIo” MO JUCHMIIMHE MPOCTABIAETCS, KOrJa CTYASHT OBJIajel
00s13aTeTIbHBIM MaTepHAIOM TIO0 OOJBIIMHCTBY PAa3JeNiOB JIEKIIMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMM HEOCTATKaMHM, a TakXKe MoKa3ayl TpeOyeMble YMEHHsI U HaBBIKU MPHU BBIIOJIHEHUHU
OonbuwuHcmaea 1ad0OpaTOPHBIX PaboT.

3a4eT C OIEHKOM ‘“‘yIOBIETBOPUTENHHO” MO AUCLUIUIMHE MPOCTABIAETCS, KOTJA CTYIACHT
OBJIaJIeN 00s3aTEIbHBIM MaTEPHAJIOM IO HEKOTOPBIM pasziesiaM JIEKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMM HEIOCTATKaMHM, a TakXKe MoKa3ayl TpeOyeMble YMEHHs! U HaBBIKU MPHU BBIIOJIHEHUHU
yacmu 1a00paTOPHBIX PadoT.

3a4eT ¢ OLEHKOH “HeyIOBIETBOPUTEIBHO MO AUCHUILINHE IPOCTABISAETCS, KOI/1a CTYACHT
UMEET CYIIECTBEHHBIE MPOOETBl MO TEOPETUYECKHM pasfesiaM IUCHUTUIMHBI M HE TOoKa3all
TpeOyeMble YMEHHUS U HaBBIKH IPH BBHIIOJIHEHUH YacTH J1abOpaTOpPHBIX padoT.
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4. OneHOYHbIE MATEPHAJIBI IJISI POBEPKH OCTATOYHBIX 3HAHM (cHPOPMUPOBAHHOCTH
KOMIIETEHIINH)

IIpuMepHBIii IepeYeHb KOHTPOJIBHBIX BOIIPOCOB IS IIPOBEPKU OCTATOYHBIX 3HAHMIA:

N310XUTh OCHOBHBIE MOHATHS HHPOpMaMoHHoit 6e3onacHoctu (UB).
Ornucath 3aKk0HOIATeNIbHBIE MeTOAEI 0Oecieuenus Ub.

Onucarb aIMUHUCTPATUBHO-OpraHU3aIlMOHHbIE MeTo1bl oOecrieuenus Ub.
CpaBHUTH CUMMETPUYHbBIEC K ACHMMETPUYHBIE ITH(PBHI.

[TpenocraBuTh cxemy THOPUAHON (KOMOMHUPOBAHHOW ) KPUITOCHCTEMBI.
[IpenocTaBuTh CXeMy JICKTPOHHOMN ITU(POBOI MOHUCH.

N310KHUTh MeTOA 00eCTIeYeHHS LIEIIOCTHOCTU COOOIICHUSI.

N3510KUTHh OCHOBHBIEC CBOMCTBA 3JICKTPOHHOU U(DPOBOI MOMUCH.
OxapakTepu30BaTh NapOIbHBIA METOJ Ay TEHTU(DUKAIIUH.
OxapakTepu30BaTh ayTeHTH(PHUKAIUIO Ha 0a3e MPOTOKOJIA «3apOC-OTBETY.

OxapakTepu30BaTh CTATUCTUYECKHI METO/I 0OHAPYKEHUSI KOMIIBIOTEPHBIX aTak.
OxapakTepr30BaTh CUTHATYPHBI METOA OOHAPYKEHUSI KOMITBIOTEPHBIX aTak.
OxapakTepu30BaTh IUCKPEIIMOHHOE YIIPABICHUE JOCTYIIOM.
OxapakTepr30BaTh MaHIATHOE YIPABICHUS JOCTYIIOM.

OxapakTepu30BaTh pOJIEBOE YIIPABICHUE JOCTYIIOM.

[lepeuncnuth GyHKINU, KOTOPHIE MOXKET BBIMOJIHATH MEKCETEBOH IKPAH.
KnaccudupoBaTs KOMIBIOTEPHBIE BUPYCHI U BPEIOHOCHBIE IPOTPAMMBI.
N310KHUTh CIOCOOBI PaCIIpOCTPaHEHUSI M OOHAPYKEHUS BPEJOHOCHBIX IPOTPAMM.
W310XUTh TUIIOBOE COJEPIKAHUE MOTUTUKH 0€30MaHOCTH MPEIITPUSITHSL.
OxapakTepu30BaTh TEXHOJIOTHIO MOCTPOSHHS BUPTYAJIbHBIX YAaCTHBIX CETEH.
OxapakTepr30BaTh TEXHOJOTUIO aHAIN3A 3AIUIICHHOCTH CETH.
KnaccudumupoBars cucreMbl 00HApyKEHUS aTak.

N310XUTh HECAaHKITMOHUPOBAHHBIE ONEpalUy ¢ UHPOPMAIIHEH.
KnaccudumupoBats yrpo3sl 6€301macHOCTH HH(GOPMAITHH.

[TepeuncnuTh THIOBBIE HETIPEITHAMEPEHHbBIE HCKYCCTBEHHBIE YTPO3BI.
[lepeuncnuTh THIOBBIEC IPEAHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3HI.
KnaccugunupoBars crioco0bl HECaHKIIMOHUPOBAHHOTO JOCTYIA.
[lepeuncnuTh THIOBBIC aTaKH HA KOMMYHHKAIIMOHHBIE TTPOTOKOJIBL.
OxapakTepu30BaTh AUCKPEIIMOHHOE YIIPABICHHUE JOCTYIIOM.
OxapakTepr30BaTh MaHIaTHOE YIIPABICHHUE JOCTYIIOM.

OxapakTepr30BaTh POJIEBOE YIPABICHUE IOCTYIIOM.

Nudopmanus o paspadoTunkax

TpenbkaeB Banum HwukomaeBud, KaHA. TEXH. HAyK, JIOLUEHT, JOLEHT

KoMmbroTepHON 6e3omacHoct HU TT'Y.
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