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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUILIMHbI

Iesbr0 0CBOEHMSI JUCLUIUIMHBI ABISETCA (POPMUPOBAHUE CIECAYIOIIMX KOMITETEHIIMHI:

[1K-4 CriocoGeH ynpaBiiTh MOJyYeHUEM, XpaHEHUEM, repeaadcii, 00paboTkol 6OIbIINX
JTAHHBIX..

PesynpTaTamMu OCBOCHUS TUCIMILIMHBI SBISIOTCS CIEAYIONINE HHIUKATOPHI TOCTHKECHUS
KOMIIETECHIINH:

NIIK-4.2 Hcnonp3yeT METOAbl M MHCTPYMEHTBI IIOJYy4YEHUS, XPAaHEHHUs, NEepelayd,
00pabOTKH OOJIBIITUX TAHHBIX

2. 33}13‘[“ OCBOCHHUA NTUCHHUIIIIMHBI

— OcBOUTH MOHATUHHBIN anmapaT KOMIIBIOTEPHON 0€30IIaCHOCTH.

— IMomyuuTs mpeacTaBieHUE O HOPMATHBHBIX JOKYMEHTaX B 00JaCTH KOMITBIOTEPHOM
0€30MacHOCTH, O METO/IaX U CPEACTBAX 3aIIUTHl KOMITBIOTEPHBIX CUCTEM U CETCH.

— TlonmyunTh TpeACTaBICHHE O MPAKTUKaX, METOJIaX U TEXHOJOTHAX, IMO3BOJISIOIMINX
3aIUTUTHh KOMITBIOTEPHBIC CUCTEMBI U CETH OT KOMITBIOTEPHBIX aTak

— O3HAKOMUTH C PA3TUYHBIMU BUJIAMU COBPEMEHHBIX KPUNTOrPAPUIECKUX TTPOTOKOJIOB

3. MecTo AuCHMILINHBI B CTPYKTYpe 00pa30BaTeibHOIl POrpaMMbl

Jucuunnuza otHocuted K biioky 1 «Jlucuuminael (Moxynn)».

JlucuuIuinHa OTHOCUTCA K 4acTh oOpa3oBaTelIbHOW Mporpammsl, (GopMmupyemoit
YY4aCTHHKaMH 00pa30BaTeNbHBIX OTHOIICHWH, TMpeajaraercs oOyJaromuMcs Ha BBIOOD.
JucuumirHa BXOAUT B MOAlyJib BBeieHne B MH(OpMaIMOHHYIO 6€3011aCHOCTb.

4. Cemectp(bl) ocBOeHMA M (popMa(bl) NPOMEKYTOYHOM aTTeCTALMHU 10 JMCHUIIIHHE

Bropoii cemectp, 3auer

5. BxoaHblie Tpeﬁonaﬂuﬂ AJIA OCBOCHUSA JUCHUIIJIUHBI

Jl7is ycTienrtHoro OCBOCHUS JUCIHUILTUHBI TPEOYIOTCS KOMIIETEHIIUH, chopMUpOBaHHBIE B
X0JI€ OCBOEHUSI 00pa30BaTEIIbHBIX MPOTPAMM MPEIIECTBYIOIIETO YPOBHS 00pa3oBaHuUs.

Jlis  yCHemHoro OCBOEHHUS AUCHUIUIMHBI TpeOYyIOTCS pe3ynbTaThl OO0y4eHHs IO
ciaenyromuM aucturimuHaM: WHpopMannonHas 0e€30macHOCTh M pabdoTa ¢ TMEPCOHATBHBIMU
JTaHHBIMU

6. SI3bIK peaau3anun

Pyccknii

7. O0beM TNCUMILIUHBI

OO61mast TpyA0eMKOCTh TUCHUILINHBI COCTaBiseT 3 3.€., 108 yacoB, U3 KOTOPHIX:
-JeKuuu: 32 4.
O0beM caMOCTOSTENbHOM pabOThI CTYIEHTA ONpeeTeH YIeOHBIM IJIaHOM.

8. Conep:xkaHue TMCHUILUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM

Tema 1. OCHOBBI KOMITBIOTEPHBIX CUCTEM M CETEM.
e [IpuHIMIBI OPraHU3alUU KOMIIBIOTEPHBIX CETEM.
e [IpvHIMIIBEI IOCTPOCHUS COBPEMEHHBIX OIEPALMOHHBIX CUCTEM.

Tewma 2. [TonsaTHs 1 331291 KOMITBIOTEPHOU 0€30MMaCHOCTH.
e OCHOBHBIC TTOHATHSI KOMITBIOTEPHOU OE30MMaCHOCTH.



e ATaku Ha KOMITBIOTCPHBIC CUCTCMbI U CCTHU.

Tema 3. CranmapTel 1 HOpMaTUBHBIC TOKYMEHTHI KOMITBIOTEPHOI 0€30macHOCTH.
e HopmaruBHble TOKyMEHTHI B 001acTH HH(GOPMALIMOHHON OE€30MaCHOCTH.
e CrannapTtsl B 001actu HHGOPMAITMOHHON 0€3011aCHOCTH.

Tema 4. MexaHu3Mbl U CPEJICTBA 3ALUTHl KOMIIBIOTEPHBIX CUCTEM U CETEH.
e MexaHU3MBbI 3aIIUTHl KOMIIBIOTEPHBIX CUCTEM U CETEH.
e (pencrsa 3alUTHI KOMIIBIOTEPHBIX CUCTEM U CETEH.

Tewma 5. Kpunrorpadudeckue mpoToOKOIbI
e Kiaccudukanus kpunrorpaguueckux IpoTOKOJIOB.
e Artaku Ha KpunTorpauueckrue mpOTOKOJIIBL.
e [IpoTokoibl HICHTU(DUKALINH.

VPN-nporokomsr: IPSec, SSL/TLS.

9. Tekymmii KOHTPO.JIb MO IUCHUILIHHE
Texkymuil KOHTPOJb IO AWCLUIUIMHE NPOBOAUTCS IIYyTEM KOHTPOJSA IIOCEUIAEMOCTH,
TECTOB I10 JICKIIMOHHOMY MaTepualy, BBIMOJHEHUS TOMAIIHUX 3aaHui U PUKCHpyeTCs B hopme
KOHTPOJILHON TOYKH HE MEHEE OJJHOTO pa3a B CEMECTP.
O1leHOYHbIE MaTepUalibl TEKYIIEro KOHTPOJS pasMmerieHsl Ha caiite TI'Y B pasmene
«Hudpopmarust 006 o6pazoBaTenpHOM Iporpamme» - https://www.tsu.ru/sveden/education/eduop/.

10. lopsi1ok npoBeAeHUs] U KPUTEPUH OLIEHUBAHUS MPOMEKYTOYHOM aTTecTaluu

3auer MMPOCTAaBJIACTCA HAa OCHOBAHHMU BBIIIOJHCHUA MPAKTHYECKOTO KOHTPOJIBHOI'O
3aJaHusl, KOTOPOE BBIMOJHAETCS 3a04HO (yJAJIEHHO), a OTYET O BBINOJHEHHOM 3aJlaHUU
BBIKJIQ/IbIBAa€TCSl B CHCTeMy ympaBieHus oOyueHueM Moodle TI'Y u oueHuBaercs
npenojasareneM. [Ipu HE0OX0AUMOCTH CTY/IEHT OOBSACHSET X0/ BHIIIOJIHEHUS 33/1a4H ITPH OUHOU
BCTpeYe.

OrneHouHble MaTepuanbl Uil MPOBEICHHUS MPOMEXKYTOYHON aTTeCTAallMU pa3MELIeHbl Ha
caite TI'Y B pasmene «Mudopmamus o0  oOpa3oBaTeNbHONW  MporpaMme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHO-MeTOAMYECKOE 00€ecIIeueHue

a) DNEeKTPOHHBIN y4eOHBI Kypc MO JUCIHHUILUIUHE B JJIEKTPOHHOM YHUBEPCHUTETE
«Moodley - https://moodle.tsu.ru/course/view.php?id=00000

0) OrieHOUHBIE MaTepHallbl TEKYHIEr0 KOHTPOJS M TMPOMEKYTOYHOW aTTECTAllUH T10
JUCITUITIIINHE.

B) CeMUHapCKUX / MPAKTUYECKUX 3aHATUHN MO JUCIHUILTUHE HET.

r) JJabopaTopHBIX pabOT MO TUCIUTIIINHE HET.

1) Meroandeckue yka3aHusl [0 OpraHU3aIlii CaMOCTOSITEIIbHON paOOThI CTYICHTOB.

CamocrosiTennpHas paboTa OpraHu3yercs B cienyromux ¢opmax: pabora co craigamu
JICKIIMU; W3YYCHHE BOIPOCOB, BHIHOCHMBIX 32 PAMKHU JIEKI[MOHHBIX 3aHSTHI;, BBINOJTHEHUE
JIOMAITHUX 3aJaHui; TOJITOTOBKAa K pPyOeKHOMY KOHTPOJIO MO TeMme/pasznmeny. Paboty co
craiijaMu (KOHCIIEKTOM) JIEKIIMU I[e1eco00pa3HO MPOBOJUTH HEMOCPEICTBEHHO IOCIE ee
npociymuBanus. HeoOXoauMBIM  3JIeMEHTOM OOYYeHHs SBIIIETCS TIIyOOKOE OCBOCHHUE
COJlepKaHusl JIEKIIMM M CBOOOJHOE BIAJCHHE MM, B TOM 4YHCIIE HCIONH30BAaHHOW B HeEH
TEPMUHOJIOTHH. V3ydeHHue BOMPOCOB, BBIHOCUMBIX 33 pAMKH JICKIIMOHHBIX 3aHSTHIA,
npeamnojgaract CaMoCTOATCIIbBHOC U3YUCHUC CTYICHTaAMU I[OHOHHHTGHBHOﬁ JIUTCPATYPHI.



https://moodle.tsu.ru/course/view.php?id=00000

12. Ilepeuyens yueOHOIi TuTEpaTYyphl U pecypcoB ceTu UHTepHeT

a) OCHOBHasI TUTepaTypa

— Ilanerun B. ®. UHdpopmannonHas 0e30mMacHOCTh KOMIBIOTEPHBIX CHCTeM U cerell / B.D.
[[Tanbrun. - Mocksa : @opym, 2021. — 416 c.

— Xopes, II. b. IlporpammHo-amnmapatHas 3amura uHGopManuu: ydeOHoe mocobue / II.B.
Xopes. — 3-e u3., uctp. u gon. — Mocksa : UHOPA-M, 2021. - 327 c.

— Hectepos, C. A. OcHoBbl HHGOPMAIIMOHHON O€30MacHOCTH : yuyeOHuK mis By3oB / C. A.
Hecrepos. — Cankrt-IlerepOypr: Jlanb, 2021. — 324 c.

— 3aneunukos, C. B. Kpunrtorpadguueckrue MeToabl 3aUThl HHPOPMAIMH : YYeOHUK IS BY30B
/ C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa: M3garensctBo FOpaiit, 2025. —
309 c.

0) OMOMHHUTEIbHAS JTUTEPATypa:

— T'anmarenko B.A. OcnoBbl uHpopmannonHoii 6e3omacHoctu / B.A. T'anarenko. — Mocksa:
Hanmonanenenii Otkpeiteiii YauBepcuter MUHTYUT, 2025. — 266 c.

— bapanoa E.K., babam A.B. MadopmamnuronHas 0e30MacHOCT, W 3aIiuTa HH(POPMAIIUH:
yaebHnoe nocobue. — M: UHOPA-M, 2019, 202 c.

— Yepemymikun A.B. Kpunrtorpaduueckue mpotokoiibl. OCHOBHBIE CBOWCTBA U YA3BUMOCTHU. —
M.: Akanemus, 2009, 271 c.

B) pecypcbl cetr HTepHET

— OenepanpHas CIyK0a 0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpouto Poccun - hitps://fstec.ru/
— bank manHbIX yrpos 6e3onacHoct nHpopmarmu @CTIK Poccun- https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHOBBI MH(POPMALIMOHHON 6€301acHOCTH [DneKTpoHHbIH pecypc] // HannoHanbHbIHM
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBUpYCHAs 3alllUTa KOMITBIOTEPHBIX CHCTEM [ DIeKTPOHHBIN pecypc] // HanroHansHbIN
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/2259/155/info
— besonacHocTs cereil [DnexTponHsIii pecypc] / HatmonaneHblit OTKpBITEI Y HUBEpCUTET
"MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb HHPOPMALMOHHBIX TEXHOJIOT U

a) JIMIIEH3MOHHOE U CBOOOIHO PacIpOCTpaHsIeMOe MPOrpaMMHOE 00eCTICUCHHE:
— amysitopsl komnbiotepHoit cetn PNETLab, EVE-NG, GNS3
— myOnu9YHO MocTymHbIe oOnadnbie TexHonoruu (Google Docs, Slnaexkc auck u T.11.).

0) UH(pOPMAIIMOHHBIE CTIPABOYHBIE CUCTEMBI:

— DnexkTpoHHbIN KaTanor Hayunoit 6ubnuoreku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DnekTpoHHas oubnuoteka (penozutopwuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index—

14. MaTepuaabHO-TeXHHYECKOe odecrieyeHme

AyauTopuu 1Sl TPOBECHUS 3aHATUN JIEKIIMOHHOTO THTIA.
Aynutopun s TPOBEACHUS 3aHSATUH CEMHHAPCKOTO THUMA, HWHAUBUIAYAITbHBIX U
TPYIIIOBBIX KOHCYJIbTALlMN, TEKYIIIETO KOHTPOJISA U IPOMEKYTOUHOMN aTTECTALNH.
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[TomerieHust It CaMOCTOSITENNbHONW paboThI, OCHAIEHHBIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYNIOM K ceTu MHTepHeT, B 3JIEKTPOHHYIO HH(OPMALMOHHO-00pa30BaTEIbHYO Cpely U K
UH(OPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

Aynuropun Uil TPOBEACHMs 3aHATUM JICKUUOHHOTO UM CEMHHApCKOro THIIA
VMHAVBUAYAJIBHBIX M TPYIIOBBIX KOHCYJIbTAlMi, TEKYLIErO0 KOHTPOJIS M IPOMEKYTOUHOM
aTTECTAIlMu B cMelieHHOM dopmate («AKTpy»).

15. Undopmanus o paspadorunkax

TpenbkacB Bagum HukosnaeBud, KaHa. TeXH. HayK, JOICHT, kKadeapa KOMIIbIOTSPHON
0€30I1aCHOCTH, JIOLICHT



