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1. KOMHeTeHHHI/I U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IMPOoBEpPsA€MbI€¢ JaHHBIMHA
OIICHOYHBIMM MaTepHaJIaMH

Iesbro0 0CBOCHMSI JUCLUILUIMHBI ABJsIETCS (POPMUPOBAHUE CIEAYIOIINX KOMIETEHIUI:

OIIK-2 CrmocobeH TOpUMEHSTh  KOMIBIOTEPHBIC/CYTIEPKOMITBIOTEPHBIE  METOJIBI,
COBPEMEHHOE IpPOrpaMMHOE oOecrieyeHue (B TOM YHCIe OTEYECTBEHHOI'O MPOM3BOJCTBA) AJIS
peeHus 3a1a4 NpopecCuOHATBHOMN 1A TeIHOCTH.

OIIK-4 CnocobeH onTUMaJbHBIM  00pa3oM KOMOWHHUPOBATh  CYIIECTBYIOIIHE
UH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJOTMM JJIs  pelieHus 3ajad B o0jactu
npo¢eCCHOHATIBHOM 1EeATEIBHOCTH C yU4ETOM TpeOOBaHUH HHPOPMALIMOHHON O€3011aCHOCTH.

[1K-4 CriocoGeH ynpaBiiTh MOJyYeHHEM, XpaHEHUeM, niepeaayei, 00paboTkoi 6ombImx
JTAHHBIX.

PesynpTaTamu 0CBOEHUS IUCLUIUIMHBI SIBJISIOTCS CIEIYIOIIME WHAMKATOPBI JOCTHXKEHUS
KOMIIETCHIINH:

NOIIK-2.1 O6nanaer He0OXOAUMBIMUA 3HAHMSIMA OCHOBHBIX KOHLIEMIIHIA COBPEMEHHBIX
BBIUUCIIUTENBHBIX CHUCTEM M IPOTrpaMMHOI0 obecrnedyeHuss (B TOM YHCIE OTEYECTBEHHOI'O
IIPOU3BO/ICTBA)

NOIIK-4.2 YauteiBaTh OCHOBHBIE TpeOOBaHMs HH)OPMALIMOHHOW O€30MacCHOCTH

NIIK-4.2 Hcnonp3yeT METOAbl M HMHCTPYMEHTBl IOJYyY€HUs, XpaHEHHUs, Nepelayd,
00paboTKH OOJIBIINX TAHHBIX

2. OneHo4Hble MaTepUuaJIibl TEKYIIECTI0 KOHTPOJISA U KPUTEPUHA OLNCHUBaAHUA

DJIEMEHTHI TEKYIIETO KOHTPOJIS:
— TECTHI;

— pedepartsl.

[Tpumep Tunosoro tecta (UI1K-4.2, UTIK-4.2, NOIIK-2.1). 3amura nundopmanuu.
OCHOBHBIE TCPMUHBI U OTIpeieNieHUs. TepMUHBI, OTHOCSIIHECS K CIIOCO0aM 3aIIHThI
uHpopmanuu.

1. 3ammra wuHpOpMalUMU, HaNpaBleHHAas Ha TMPEAOTBpPAIIEHUE HEKOHTPOIUPYEMOTO
pactpocTpaHeHHs  3aIMINAaeMoi  uHpOpMAlMM B  pe3yibTaTe €€  pas[alleHus |
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K HEH, a TakkKe Ha HUCKIYEHUe (3aTpyAHEHUE) MOIy4YeHUs
3anumaeMoi HH(pOpMaIK pa3BeKaMy U IPYTHMHU 3aUHTEPECOBAHHBIME CyOBEKTaMHU 3TO:

a) 3amuTa HHGOPMAILUU OT pa3rJIalleHus

6) 3ammra nH(GOPMALUU OT YTEUKU

B) 3amuTa HHGOpPMAaLUU OT HECAHKIIMOHUPOBAHHOT'O JI0CTyTa

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa “HGOpMAIMK OT HEeTIpeIHaMEPEHHOI0 BO3/IEHCTBHS

2. 3amMra MHGOpMaLUK, HapaBJIeHHas Ha IPeA0TBpalleHne HECAHKLIIMOHUPOBAHHOTO
JIOBEJICHUS 3alUIIaeMOil HHPOpPMAINH JI0 3aMHTEPECOBAHHBIX CyOBEKTOB (MOTpeduTeneit), He
UMEIOIIUX MIPaBa AOCTyNa K 3TOW HHPOPMALIUU 3TO:

a) 3amuTa uH(pOpMAIUU OT pasTIalICHUs

0) 3amuTa HHPOPMALIUU OT YTEUKU

B) 3amuTa MH()OpPMAIMK OT HECAHKITMOHUPOBAHHOTO JIOCTYyTa

r) 3amuTa “HpOpMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3aumTa HHGOpMaluK OT HEMpeIHaMEPEHHOT0 BO3ICHCTBUS

3. 3amuTa uHGOpMaIMK, HAIIpaBJIeHHAs Ha MPEeA0TBpallleHre TOTyYeHHUs 3alIUIaeMon
UH(OPMALIUU 3aMHTEPECOBAHHBIMU CYOBEKTaMU C HAPYIIEHUEM YCTaHOBJIEHHBIX
HOPMAaTUBHBIMH U TPABOBBIMH JIOKYMEHTaMH (aKTaMu) UK o0JanaTesiMu HH(popMaluu npas
WIY TIPaBWJI pa3TpaHUyeHUs JOCTyIA K 3alUIiaeMoi HHPOPMAaLUHU 3TO



a) wHpopmauu 3amuTa nHGOpMaIUK OT pas3TiIalieHUs

0) 3amuTa HHPOPMALIUU OT YTCUKU

B) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIa

r) 3amuTa “HpOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
1) 3amuTa “HPOPMAIMK OT HEMPETHAMEPEHHOTO BO3ICHCTBHS

4. 3amura uH(pOopMaIMY, HAIPaBJICHHAs Ha IPEIOTBpaIlleHIe HECAHKIIMOHUPOBAHHOTO IOCTYTIA U
BO3/ICHCTBUS Ha 3alUINAcMyI0 HH(DOpMAaIUio ¢ HApYIICHHEM YCTAHOBIICHHBIX TpaB W (WJIH)
IpaBUJI Ha U3MEHEHNE UH(POPMALIUH, IPUBOSIIUX K pa3pyILICHUIO, YHUUYTOKEHHIO, HCKaKECHHUIO,
cOboto B paboTe, HE3aKOHHOMY IIepexXBaTy W KOIMPOBAHHIO, OJOKUPOBAaHUIO JOCTyINa K
uHpOpMaLlUK, a TAaKKe K yTpaTe, YHHUTOXKCHHIO WM CO0I0 (DYHKIIMOHHPOBAHUS HOCUTEIS
UH(POPMAIIHUH 3TO:

a) wuH(pOpMAIMHK 3aIUTa THPOPMALIUHU OT pa3rialieHus

0) 3amuTa HHPOPMAIIUU OT YTEUKH

B) 3amuTa nHPOPMALKUU OT HECAHKIITMOHUPOBAHHOTO JI0CTyTIa

r) 3amuTa “HGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3CHCTBUS

I) 3ammTa HHQOpPMAIMK OT HEMPEeTHAMEPEHHOTO BO3ICHCTBHS

5. 3amuTa nH(pOpMAIH, HATIPaBICHHAS HA MPEJIOTBPAIICHUE BO3ICHCTBHS Ha 3aIUIIAEMYIO
nH(pOpPMAILIKIO OIHUOOK €€ MOJIb30BaTeNs, CO0sl TEXHUYECKUX U MPOTPAMMHBIX CPEICTB
WH(POPMALIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN MIIM MHBIX HEIIeJICHAIIPABICHHBIX Ha
U3MeHeHre HHGOpMaIuu COOBITUH, MPUBOASIINX K HCKQXKEHUIO, YHUYTOXXEHUIO, KOMTUPOBAHUIO,
OJIOKMPOBAHUIO JOCTYIA K MHQOPMAIIHH, a TAKXKE K yTpaTe, YHUYTOXKECHUIO MU COOF0
GYHKIIMOHUPOBAHMS HOCUTENS HH(GOPMALIUU 3TO:

a) wuH(bOpMAIMHK 3a1IUTa HHPOPMALIUHU OT pa3rialieHuUs

0) 3amuTa HHGOPMAIIUK OT YTCUKH

B) 3amuTa HHPOPMAIKUU OT HECAHKITMOHUPOBAHHOTO JIOCTyTIa

r) 3ammTa UHQOpPMALUK OT HECAaHKIIMOHUPOBAHHOTO BO3/IEHCTBUS

1) 3amuTa HHGOPMAIMK OT HETIPeTHAMEPEHHOTO BO3/ICHCTBHS

Kiroun: 1 6), 2 a), 3 B),4 1), 5 n).

Kputepun olieHuBaHus: TECT CUUTAETCS MPONUJEHHBIM, €CIM OOy4arolUMil OTBETUII IMPABUIBHO
6osee, ueM Ha OJIOBUHY BOIPOCOB.

[Tpumepst Tem pedepartos (UI1K-4.2, UTIK-4.2, MOIIK-2.1):

e Kpunrorpadguueckue npoTokossl HASHTU(PUKALNN Ha OCHOBE TEXHUKHU ‘“3alpOC-OTBET .
e IIpoTokonbl uaeHTU()UKAIIMN Ha OCHOBE TEXHUKH J10Ka3aTeNbCTBA 3HAHMUS.

e Kpunrorpadpuueckue npoToKoIsl OTKPHITOrO paclpeaeaeHus KItoden
e Kpunrorpaduueckue npoToKoibl NPeABAPUTEIBHOTO paclpeieleHus Kirouei
e Kpunrorpapuueckue npoTOKOIbl HIEKTPOHHOTO FOJI0COBAHUS.

e Kpunrorpapuueckue npoToKoIbl O€30MaCHBIX COBMECTHBIX BHIYMCICHUH.
e Kpunrorpadguueckue npoToKosbl SIEKTPOHHOTO ayKIIMOHA.

e ATaku Ha IPOTOKOJIbI UACHTU(DHUKAIIH.

e ATaku Ha TPOTOKOJIbI pacTpeaeIeHUs KIIOUEH.

Kpurepuu onenku pedepara.



«OTnM4YHO»: TeMa TMOJHOCTBIO pacKphiTa, padora opopmieHa Ha BBICOKOM YpOBHE, B paboTe
NPOBEIECH IIUPOKUN M MOCIENOBATEIbHBIA 0030p HAay4YHO/TEXHHYECKOW JIMTEPaTyphl IO
uccienyeMoil  mpobiieMe, aBTOp CBOOOJHO OPHEHTHUPYETCS B Marepualie, Omepupyer
TEPMUHOJIOTHEN IO paccMaTpHBaeMoil MpoOieMe, MOXKET apryMEHTHPOBAHO OTCTAaMBATh CBOIO
TOUKY 3pEHUS U OTBETUTHh Ha BO3HUKAIOIINE BOIPOCHI.

«Xopomo»: TemMa pabOTBl B IIEJIOM JIOCTATOYHO IIOJIHO PACKPBITA, HMCIIOJIE30BAHBI
COOTBETCTBYIOIIAsl OCHOBHAs U JIONOJIHUTENbHAS JHTEparypa M JIPyrue MCTOYHHKH, aBTOP
JIOCTAaTOYHO YBEPCHHO OPUCHTUPYETCS B MaTepHalie, MMCIOTCS 3aMEuUaHWsi WM HETOYHOCTH B
YaCcTU M3JI0KEHUS U OTICIBbHBIC HEIOCTATKH 10 O()OPMIICHUIO PaOOTHI.
«YIOBICTBOPUTEIBHO»: TeMa pabOThl pacKphITa HEJIOCTATOYHO IOJHO, MCIOJIh30BAIKCH
TOJILKO OCHOBHBIC HCTOYHHMKH, MaTepHall M3JI0XKECH HEIOCIICI0BATEIIbHO, UMCIOTCS HEJIOCTATKH B
0(hOpMIICHHH.

«HeynoBneTBOpUTENbHOY»: TeMa pabOThl HE PacKpbITa, MaTepual U3JI0KEH HEMOCIeI0BaTeNbHO,
OTCYTCTBYIOT CCHUIKH Ha JINTEPATYpPHbIC UCTOYHUKU U IPYTU€ UCTOYHUKU, UMEIOTCS HEIOCTATKU
B oopmiieHHH Pa0OTHI, aBTOp IUIOXO OPHEHTUPYETCS B MPEICTaBICHHOM MarepHale,
coJiepKaHre paboThl 3aMMCTBOBAHO M3 KAKOTO-THO0 UCTOYHHKA.

3. OneHoYHbIe MATEPHAJTbI HTOTOBOI0 KOHTPOJISI (IPOMEXKYTOYHON ATTeCTAlMU) U
KPUTEPUHU OLleHUBAHUS

IIpoMexyTouHass arrecTalysi OCYIIECTBIISIETCS HAa OCHOBE BBIIOJHEHUS CTYIEHTOM
KOHTPOJIBHOI'O 331aHMs1, KOTOPOE BBIABIIAET CIEAYIOIINAN HHANKATOP JOCTHKEHNS KOMIIETCHIUN:
NITK-4.2., UTIK-4.2, UOIIK-2.1.

IIpuMepbl KOHTPOJIBHBIX 3aJAHUN.

3ananue 1 . Tpebyercs U3y4nuTh U MPOrPAMMHO pealin30BaTh Kakou — TuO0 KpunTorpaduyeckuit
IIPOTOKOJI U3 IPEIOAKEHHOIO CITUCKA!

e S/KEY (One-Time Password System), RFC 1760,
https://datatracker.ietf.org/doc/html/rfc1760

e TOTP (Time-based One-Time Password Algorithm), RFC
6238, https://datatracker.ietf.org/doc/html/rfc6238

e CHAP (Challenge Handshake Authentication Protocol), RFC 1994,
https://datatracker.ietf.org/doc/html/rfc1994

e  MS-CHAP (Microsoft Challenge Handshake Authentication Protocol), RFC
2433, https://www.rfc-editor.org/rfc/rfc2433

o Diffie-Hellman, RFC 2631, https://datatracker.ietf.org/doc/html/rfc2631

e Oakley (any example), RFC 2412, https://datatracker.ietf.org/doc/html/rfc2412

[Tpu peanuzanyy BO3MOXKHBI MOAU(UKAIIMK U YIPOIIEHUS OpUTHHAJIA, KOTOPbIE HE 3aTParuBaroT
6a30Bble MPUHLUIIBI PAOOTHI IPOTOKOJIA.

OTueT 0 MPOJETaHHOM KOHTPOJBHOM 33J]aHUU HEOOXOAMMO 3arpy3uTh Cpeay 3JIEKTPOHHOTO
o6yuenust «KLMS IDOy». Otuer noipkeH BKIIOUYATh B ceOs: Ha3BaHWE NUCIUIUIMHBI U Ha3BaHUE
3aganust, ®UO u HOMep Ipynmbl HCIOJHUTENS PabOThl, KPATKOE OMHCAHUE CleUU(UKAIIIH
MPOTOKOJIA, JETadl M OCOOEHHOCTH MPOTrpaMMHOM peanu3auuu (UCHOJIb3yeMble KIAcChl U
METO/bI, CTPYKTYPBI TaHHBIX, (OpMaT COOOIIEHUH MPOTOKOA, a TaKXKe BHIOOPOYHBIE MTPHUMEPHI
KOZla MpPOrpaMMbl), CKPUHIIOTHI (CHHMKH JKpaHa), EMOHCTPUPYIOLIUE MpOXOonbl (IIaru) u
TUIIOBbIE CIIEHApUU pabOTHI IPOTOKOJIA, HAIPUMED CIIydail ¢ MPaBHIIbHBIM/JIOXKHBIM MAPOJIEM UITH
HITaTHBIN/HEIITaTHBIA PEKUM pabOTHI.



3amanwne 2. C moMorisio cBo00HO pacmpocTpansemoro smyssitopa cetu (PNETLab, Cisco Packet
Tracer, Boson NetSim, GNS3, VIRL, EVE-NG) TpeOyeTcsi CpoeKTHpPOBaTh MPOU3BOJIBHYIO
MIPOCTYIO CETEBYIO TOMOJIOTHIO M MPOU3BECTH HACTPOUKY CETEBBIX YCTPOMCTB, TPOMOIECTUPOBATH
KaKyI0-JIN0O KOMITBIOTEPHYIO aTaKy, a Jajee B pealn30BaHHYIO CETEBYIO TOMOJIOTHIO 100aBUTH U
HACTPOUTH CPEICTBO 3aIlIMThl WH(GOPMAlMU WM TEPEHACTPOUTH CETEBBIE YCTPONCTBA U
yOeIUTRCS, YTO KOMITBIOTEpHAS aTaka HeWTpain3oBaHa. MoIeIMpoBaTh KOMITBIOTEPHYIO aTaKy U3
OJIHOTO M3 CIICAYIOIINX KJIaCCOB:

ARP-spoofing attack

VLAN-hopping attack

CAM Overflow attack

DHCP Starvation attack

e STP L2 attack

e DDOS attack

e ICMP redirect man-in-the-middle attack
e OSPF route spoofing

e BGP route spoofing

OTuer o npoJIeTaHHOM KOHTPOJIbHOM 33/IaHUU BBIKJIA/IBIBACTCS B CPEAY DJIEKTPOHHOTO O0yUeHUs
«LMS IDO» u BritouaeT B ceOs: Ha3BaHHUE JAUCHMIUIMHBI U Ha3zBaHue 3amanus; OO u nHomep
TPYIIbl UCHOMHUTENS palOThl; KPaTKOE OMHMCAHHWE KOMIIBIOTEPHON aTaku; PUCYHOK CETeBOU
TOTOJIOTH JUIsl MOACIIUPOBAHUS aTaKW;, CKPUHIIOTHI (CHUMKH KpaHa), IeMOHCTPUPYIOIIHE IIaru
aTaKkd ¢ KOMMEHTapHsMH; CKPUHIIOTHI, JEMOHCTPUPYIOIINE MEphl MPOTUBOJCHCTBHUS aTake C
KOMMEHTAPHUSAMH.

Kpurepuu onieHuBaHus IPOMEKYTOUHON aTTECTALIUN:

3ageT 10 AUCHUIUIMHE — CTYACHT OBJIAaAC]I 00s13aTeILHBIM MarcpuajioM 1o pasaciiaM
JICKOHMOHHOI'O KypCa, BO3MOKHO C HCKOTOPBIMU HEAOCTATKAMHU, a TAKIKC ITOKa3aJI Tpe6yeMLIe
YMCHUA U HAaBBIKU ITPU BBINTOJIHCHU W KOHTPOJBLHOT'O 3a/JlaHH .

Hezauer 1o AUCHUIIMHE — CTYACHT HMECT CYHICCTBCHHBIC HpO6€J’II)I IO OTACIIBbHBIM
TCOPCTUUCCKUM pa3aciiaM JUCHUIINIMHBI MK HE IMOKa3aJl Tpe6yeMHe YMCHHUA U HABBIKU IIpH
BBITIOJTHCHUH KOHTPOJIbHOI'O 3aaHUs.

4. OueHOYHbIEe MATEPHAJIBI IJISI IPOBEPKH OCTATOYHBIX 3HAHU (cHOPMUPOBAHHOCTH
KOMIIeTeHI M)

Tect (UI1K-4.2, UTIK-4.2, UOIIK-2.1). TepmuHbl, OTHOCSIIHNECS K CIOCOOAM 3aIlIUThI
uH(pOpMaLIUH.

1. 3amwura wuHoOpmManMM, HampaBlieHHas Ha MPENOTBPALEHHE HEKOHTPOIUPYEMOTO
pacmpocTpaHeHHs  3amuinaeMoil  uHGOpManud B  pe3yJabTaTe €€ pasrialieHuss u
HECaHKIIMOHMPOBAHHOIO JOCTYyNa K HEW, a Takke Ha UCKJIIOYEeHHE (3aTpyJHEHHE) MOTyueHUs
3amuIaeMon HHGOpMaIH pa3BeIKaMH U JPYTUMHU 3aMHTEPECOBAHHBIMU CyOBEKTaMU ITO:

€) 3amuTa nH(pOpMAIUU OT pas3TIalICHUs

) 3aIuTa UHPOPMAIMU OT YTEUKH

3) 3amuTa HHPOpPMAIMK OT HECAHKITMOHUPOBAHHOTO JIOCTYyTIa

M) 3ammra nHGOPMAaIlMU OT HECAHKITMOHUPOBAHHOTO BO3IEHCTBUS

K) 3amuTa nHpOpMaIuu OT HETPEeTHAMEPEHHOTO BO3ICHCTBHS



2. 3amuTa nHGOpPMAIUH, HATIPABJICHHAS HA TPEJOTBPAIlleHNE HECAaHKIIMOHUPOBAHHOTO
JIOBEICHUS 3aIIUIIaeMOi HH(OPMAITUH 10 3aMHTEPECOBAHHBIX CYOBEKTOB (ITOTpeOUTENEH), HE
UMEIOIIUX MIPaBa AOCTyMa K 3TOW HHPOPMALIUH 3TO:

€) 3amuTa HHPOPMAIIUU OT Pa3TIIAIICHUS

) 3aIuTa HHPOPMAIMU OT YTECUKH

3) 3amuTa HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYTIa

M) 3amuTa nHPOPMAaLUU OT HECAHKITMOHUPOBAHHOTO BO3/ICHCTBHS

K) 3amuTa HHPOPMAIIUU OT HEMTPETHAMEPEHHOTO BO3ICHCTBHUS

3. 3ammra nHGOpMaIUK, HapaBJIeHHAs Ha IPEI0TBPANICHNE TIOTYYCHUS 3aIIUIIIaeMO
UH(OPMALIUY 3aMHTEPECOBAHHBIMU CYOBEKTaMHU C HAPYIIIEHUEM YCTaHOBJICHHBIX
HOPMATHUBHBIMHU U NPABOBBIMH JJOKYMEHTaMU (aKTaMH) WK 001agaTensiMu nHGOpMAIIHK TIPaB
WIY TIPaBWII pa3TpaHUYCHUS JOCTYIA K 3aIUIIaeMOi HHPOPMALIUH 3TO

e) wuHpopmaluu 3amuTa HHGOpMaIUK OT pas3TiialiecHUs

) 3aIuTa UHPOPMAIMU OT YTECUKH

3) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa

M) 3amuTa HHPOPMAIUU OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBHS

K) 3amuTa HHPOPMAIIUU OT HEMTPETHAMEPSHHOTO BO3JICHCTBHUS

4. 3amura nHbOpMaIMY, HATIPABJICHHAS Ha IPEIOTBpaIlleHIe HECAHKIIMOHUPOBAHHOTO TOCTYTIA 1
BO3/ICHCTBUS Ha 3alMINAeMyl0 HH(OpPMAlMIO ¢ HApyIIEHHEM YCTAaHOBJICHHBIX MpaB U (WJIH)
IIPaBUJI HA U3MEHEHUE UH(POPMALUH, IPUBOASIIUX K PA3PYLICHNUIO, YHUUYTOXKEHUIO, HCKAKEHUIO,
coor0 B paboTe, HE3aKOHHOMY II€peXBaTy W KOMHPOBAHHIO, OJIOKUPOBAHUIO JAOCTYyNa K
uH(poOpMallMy, a TaKKe K yTpaTe, YHHUYTOXKEHHIO WM COOX0 (PYHKIIMOHUPOBAHUS HOCHUTENS
uH(pOpMaIUH 3TO:

e) wuH(bopMaIHHK 3aIUTa HTHPOPMALIUHU OT pa3rialIeHUs

K) 3ammTa HHPOPMAIUHA OT YTCUKH

3) 3amuTa UHPOPMAIUKA OT HECAHKIIMOHUPOBAHHOTO JOCTYyIIA

M) 3aluTa nHPOpPMAalUU OT HECAHKIIMOHUPOBAHHOIO BO3/IEHCTBHS

K) 3amuTa nHQOpMaluu OT HEMPETHAMEPEHHOTO BO3AEHCTBUS

5. 3amura uHpOpMaIUU, HATIpaBJICHHAs HA MIPEAOTBPAIICHUE BO3ICHCTBUSI Ha 3aIUIIIAEMYIO
UH(pOPMaLIHIO OIIMOOK €€ MOJIb30BaTeNs, CO0s TEXHUUECKUX U MPOTPaMMHBIX CPEJICTB
MH(OPMALIMOHHBIX CUCTEM, IPUPOIAHBIX SIBJICHUIN WIIM HHBIX HEIleJIeHAIIPABIEHHBIX Ha
U3MEeHeHHe UHPOPMALUU COOBITUH, MPUBOAIINX K HCKAXKEHUIO, YHUUTOKEHHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHMIO JOCTyNA K MH(OpMAINH, a TAaKXKe K yTpaTe, YHUITOKEHUIO U COOI0
(YHKIIMOHUPOBAHUS HOCUTENS MHYOPMAIUH 3TO:

€) uH(popManuM 3ammTa HHGOPMaIUU OT pas3rilalleHus

) 3aIuTa HHPOPMAIMU OT YTEUKH

3) 3amuTa UHPOPMAIUKA OT HECAHKIIMOHUPOBAHHOTO JOCTYyIIA

M) 3amuTa nHPOpPMAalUU OT HECAHKIIMOHUPOBAHHOTO BO3/IEHCTBHS

K) 3ammrTa nHGOpMaluu OT HEMPEeTHAMEPEHHOTO BO3ACHCTBUS

Kiroun: 1 6), 2 a), 3 B),4 1), 5 n).
KoHTpoIibHBIE BOITPOCHI:
l. Knaccudukanus kpunrorpadguyeckux NpoTOKOJIOB.

2. Knaccugukaius KOMIBIOTEPHBIX aTak.
3. OcHOBHbBIE MEXAaHU3MBI 3aIUTHl KOMIIBIOTEPHOH CETH.



4. OCHOBHBIE CPEICTBA 3aIIUTHl KOMIIBIOTEPHOU CETH.

3. TumnoBsle aTaku Ha KPUNTOrpadUIECKUE TTPOTOKOIIBI.

6. [Tpumep kpunTorpaduyeckoro NpoToKoIa UICHTUPUKAIIUH.

7. [Tpumep kpunTorpaduyecKoro NpOTOKoIa pacpeIeICHHs KITFoUeh
8. [Tpumep aTaku Ha MPOTOKOJ UACHTUDUKAIIIH.

9. [Ipumep ataku Ha MPOTOKOJ PACHPEAEIEHUS KIIOUCH.

10. HecaHkimmoHnpoBaHHbBIE oniepanuy ¢ WHpopMaIuen.

11.  HMcTouHuKH U KIacCH(PHUKAIMA yrpo3 0e30MacHOCTH WH(POPMAIIHH.
12. TumnoBble HENpPEIHAMEPEHHbBIE UCKYCCTBEHHBIE YTPO3BbI.

13.  TumnoBsle IpeiHaMEPEHHBIE UCKYCCTBEHHBIE YTPO3BI.

14.  Knaccudukaius cnoco00B HECaHKIIMOHHUPOBAHHOTO JIOCTYTIA.

15. Turnosble aTaku Ha KOMMYHUKAMOHHBIE ITIPOTOKOJIBL.

16. 3aKoHOMaTENbHBIE MEPHI TPOTUBOICUCTBHS Yrpo3aM 0€30MacHOCTH.
17.  OpraHu3alMOHHbIE MEPBI IPOTUBOAECUCTBUS yIpo3aM 0€30I1aCHOCTH.
18.  dusuyeckue U TEXHUYECKUE MEPBI MPOTUBOACHCTBUS yrpo3aM 0e3011aCHOCTH.
19.  HWpentuduxanms, ayreHTU(HUKALUS, aBTOPU3ALIHSL.

20.  IlpoTtokonupoBaHUE U ayaAUT (AKTUBHBINA ayIUT).

21.  Jloruueckoe ynpaBJI€HHE TOCTYTIOM.

22. 3amuTa MeXCETEBOT0 B3aUMOJIENCTBHSL.

HNudopmanus o pazpadboTunkax

TpenbkaeB Bamum HukonaeBud, KaHA. TEXH. HayK, JOIEHT, kKadeapa KOMIBIOTSPHON
0€30MacHOCTH, JOLIEHT



