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1. IIe.m) U INTAHUPYEMBbIC PE3yJIbTaThl 0CBOCHUSA TUCIHUIIJIMHBI

Llenbto 0cBOEHUS TUCHUIIIMHBI ABJISE€TCA ()OPMUPOBAHUE CIEAYIOIUX KOMIIETEHIINH:

OIIK-1 CnocoGeH olleHMBaTh PoJib MH(GOPMAIMK, WHOOPMAIIMOHHBIX TEXHOJIOTUH M
nH(pOpPMAIMOHHOW 0E30MacCHOCTH B COBPEMEHHOM OOINECTBE, MX 3HAUYCHHUE I o0ecredeHus
00BEKTUBHBIX TOTPEOHOCTEH JIMYHOCTH, OOIIIECTBA ¥ TOCYIapCTRA.

OIIK-8 CnocoOeH NpUMEHSITh METOABl HAyYHBIX MCCIEIOBAaHUN MpU TNPOBEIECHUU
pa3paboTok B 001acTu obecrnedeHust 0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH.

OIIK-9 CnocobGen pemarts 3agayul MNPOPECCHOHAIBHONW JESITEIBHOCTH C YYETOM
TEKYIIETO COCTOSHUS M TEHJAEHIIMHA Pa3BUTHS METOJOB 3aIIUThl HH(OPMAIMK B ONEPAIMOHHBIX
cHCTeMax, KOMITBIOTEPHBIX CEeTAX M CHCTeMax YIpaBlieHHs 0a3aMu JaHHBIX, & TAKXKE METOIOB U
CpPEICTB 3alUTH HHPOPMAILIUU OT YTEUKU 110 TEXHHUECKUM KaHallaM, CeTell U CUCTEeM Iepenadn
uH(popManuu.

OIIK-18 CnocoOeH mNpOBOAUTH aHAIM3 3AIIMIICHHOCTH U OCYIIECTBISATH IOUCK
YSI3BUMOCTH KOMITBIOTEPHON CHCTEMBI.

OIIK-20 Cnoco0OeH npoBOJUTh TECTUPOBAHUE M HCIOJIb30BATh CPEACTBA BEPUPUKALIUU
MEXaHU3MOB 3aIUTHI HH(POPMALINH.

Pe3ynpTaTraMu OCBOEHUS JUCHUILUIMHBI SIBISTIOTCS CISAYIOIINE WHAUKATOPBI JOCTUKECHUS
KOMIIETECHIINH

NOIIK-1.1 VYuutbiBaeT CcOBpeMEHHbIE TEHACHLIUU PpPa3BUTHSI HHPOPMAIIMOHHBIX
TEXHOJIOTHUI B CBOEH MpodeccroHaNbHON NeaTeIbHOCTH

HNOIIK-8.1 OcymectBiasier mon0op, HM3ydeHHEe Hu O0000IICHHE HayYHO-TEXHUYECKOMN
uH(popMaluy, METOAMYECKOH HUHGOpPMalUU OTEYECTBEHHOI0 U 3apyOE€KHOro OmbITa IO
npobJieMaM KOMIBbIOTEPHOM 6e30nacHOCTH

HNOIIK-9.1 VYuuteiBaeT COBpEMEHHbIE TEHACHUMH PA3BUTHS METOJOB  3aIlUTHI
uH(OpMAIIMK B OIEPAIMOHHBIX CHCTEMaxX, KOMIBIOTEPHBIX CETSIX M CHUCTEMaX YIPaBJICHUS
0a3aMu TaHHBIX IPU PEILLICHUH 3a/1a4 CBOEH PO eccu OHATBHOM e TeTbHOCTH

HNOIIK-18.1 OmnpeaensieT ypoBEHb 3alMIIEHHOCTH M JOBEpPUS B KOMIIBIOTEPHBIX
CUCTeMax W TMPOTHO3UPYET BO3MOXHBIE IYTH  pa3BUTUS  JEHCTBUH  HapyLIUTEINs
nH(OPMaAIIMOHHOM 6e301acHOCTH

NOIIK-20.1 IloHuMaeT NpUHOMIBI OpraHU3allid, COCTaB M AJITOPUTMBI PabOTHI
MEXaHU3MOB 3aIIUTHl MH(POPMALMHU, CTAHAAPTHI OIEHUBAHMS 3AIIUIIEHHOCTH KOMITBIOTEPHBIX
CHCTEM

2. 3agaun ocBOeHUS AUCHHUILIHHBI

— JaTh mpejacTaBieHne 00 0071acTH, 00bEKTaX U BUAAX MPO(ECCHOHATIBEHON eATeIbHOCTH,
B TOM 4YHCJIE€ O3HAKOMUTh C TPYIOBBIMH (QYHKIUSMHU CIEIHATNCTa T0 0e30MacHOCTH
KOMITBIOTEPHBIX CHCTEM H CETeHl.

3. MecTO TUCHMILUIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOil MPporpaMmsl

JucuunnuHa otHOcuTCs K bioky 1 «lucuunauasl (MOLyIn)».
JlucruriiHa OTHOCHTCS K O0S3aTEIbHOM YacTH 00pa3oBaTEbHOH IPOrPaMMBbI.
JucruruirHa BXOAUT B «Moayib «OO0II#e BOIpOChl KOMITBIOTEPHOM 0€3011aCHOCTI.

4. Cemectp(bl) ocBoeHHsI H (popMa(bl) MPOMEKYTOUHOMH ATTECTANMH 110 JUCIUTLINHE

Tperuii cemectp, 3aueT

5. BXOI[HLIC TpCﬁOBaHHﬂ AJIA OCBOCHUSA JUCHUITJIMHbBI

Jlnsg  ycHemHoro OCBOGHHUS JUCHUIUIMHBI TpeOyloTcs pe3yinbTaThl OOydeHHus 1o
cieayrommM  aucuumianHaMm:  MHpopmatuka, ApXHUTEKTypa BBIYMCIHUTEIBHBIX  CHCTEM,
JluckpeTHass ~ MaTeMaTHka, SI3plkum  mporpammupoBaHusi, OCHOBBI  HWH(OPMAIIMOHHON
0e30macHOCTH.



6. SI3pIk peaan3auuu

Pyccknii

7. O0BbeM JUCHHUIITHHBI

OO611ast TPy 10EMKOCTb Y CIIUTIMHBI COCTaBIISACT 2 3.€., 72 4acoB, U3 KOTOPBIX:
-JIeKIuu: 32 4.
O6bemM caMOoCTOATENBEHOM pabOThI CTyIEHTa ONpeieieH Y4eOHbIM MIJIaHOM.

8. Coaep:xkaHue TUCHMILIMHBI, CTPYKTYPHPOBAaHHOE 110 TeMaM

Tema 1. OCHOBBI KOMIIBIOTEPHBIX CUCTEM U CETEH.
e [IpuHIMIBI OpraHU3alUy KOMIIBIOTEPHBIX CETEH.
e [IpuHIMIBI OCTPOEHUSI COBPEMEHHBIX ONEPALMOHHBIX CUCTEM.

Tewma 2. [TonsTust ¥ 3a1a4u KOMITBIOTEPHOU O€30MaCHOCTH.
e OcCHOBHBIE IOHATHS KOMIIBIOTEPHON 0€30I1aCHOCTH.
e ATaku Ha KOMIIBIOTEPHBIE CUCTEMBI U CETH.

Tema 3. CraHgapThl 1 HOPMAaTUBHBIE JOKYMEHTHI KOMIIBIOTEPHON 0€30MaCHOCTH.
e PykoBomsmue qokymeHTsl ['ocrexkomuccnu Pocecun.
e OrtpacneBble CTaHIAPTHI B 00,1aCTH HH(POPMALIMOHHOM 6€30MacHOCTH.

Tema 4. MexaHu3Mbl ¥ CPEJICTBA 3AIUUTHI KOMIIBIOTEPHBIX CHCTEM M CETEH.
e  OCHOBHBIE MEXaHU3MBI 3aIIUATHl KOMIIBIOTEPHBIX CUCTEM M CETEH.
e CpencTpa 3aMThl UHOOPMALIMK KOMIIBIOTEPHBIX CHCTEM U CeTEH.

Tewma 5. 3amura nHPOpPMAIIMU B KOMITBIOTEPHBIX CUCTEMAaX U CETSX.
e OOcmyxuBaHUE CPEICTB 3aIUTHI MH(POpPMANUM B KOMIBIOTEPHBIX CHUCTEMaX H
CeTsIX
e AJIMHUHHCTPUPOBAHUE CPEJICTB 3AIIUTHI HHPOPMAIIUU B KOMITBIOTEPHBIX CHCTEMAX
U CeTsX
e OreHuBaHKEe ypPOBHsI 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM U CETEH
e PazpaboTka cpecTB 3alMTH HHOOPMALIUA KOMITBIOTEPHBIX CHCTEM H CEeTel

9. Tekymuii KOHTPOJIb MO TUCHHUTLINHE

Texkyumuii KOHTPOJb MO IUCHUILUIMHE (uKcupyeTcs B (opMe KOHTPOJIBHOM TOUKH HE
MEHee OJJHOT'O pa3a B CEMECTP.

[IpoBeneHne TEKyIIEro KOHTPOJIA YCIIEBAEMOCTH IO JUCLUIUIMHE OCYIIECTBIISIETCS B
pamMKax MpOEeKTHOro o0yudeHus. POPMHUPYIOTCS KOMaHIbI MO 3-5 CTYACHTOB AJii COBMECTHOM
IpyNIoBoil paboThl, KOTOpas 3aKJIIOYAETCsl B pealu3aluu MpoeKTa B 00JacTH CIElHaTIbHOCTU
“KomnproTepHas 6e3onmacHOCTh”. B Xo1e paboThl HaJl MPOSKTOM KOMaHJIE CTYASHTOB TpeOyeTcs
BBINIOJIHUTh JOKJIAJ C 3asiBKOH Ha IPOEKT, O030pHBIA JOKIAJ IO NPEAMETHOW 00JacTH,
BBITIOJIHUTH MPOMEXYTOYHBIE OTYETHI O MPOAEIAaHHOW paboTe, MpoBecTH (UHAIBHYIO 3alIUTY
mpoekta. B 3aBUCMMOCTH OT TEeMbl IIPOEKTa KJIOYEBBIM J€HCTBHEM MOET OBITh
aMMHHMCTPUpPOBAHUE CpPEACTB 3alluThl HH(oOpManuu, pa3paboTKa CpenCcTB  3alllUThI
uHpopMaIuu, aHaau3 0e30MacHOCTH KOMIIBIOTEPHOM CHCTEMBI UJIU CETH.

Texkymuii KOHTPOJb YCIEBAEMOCTH MO JUCIUILUIMHE OCYIIECTBISETCS Ha 0asze OIEHKH
JIOKJIaI0B (3asiBKa HA MPOEKT, 0030pHBIN JOKJIA] IPEAMETHON 001aCcTH, TPOMEKYTOYHBIN OTYET).
JIoKTaapl OLIEHUBAIOTCS 1O OWMHApHOM cHcTeMe (3a4eT/He3adeT): 3a4eT — KOMaHAa B IEJIOM
YAOBJIETBOPUTENHHO pa30upaeTcs B BHIOPaHHOM TeMe MpoeKTa, 3HaeT MaTepHas, OTBedaeT Ha
BOMNPOCHI C 3aMEUaHUSIMU WM C HErpyOBbIMU omIMOKaMM; He3adeT — KoMaH1a ciabo pazoupaercs



B BLI6paHH01>i TEMC IIPOCKTA, IIJIOXO 3HACT MATCpHajl, HC OTBCYACT, oo 0oTBC4YacT, HO C
omuOKaMHu Ha BOMPOCH! npenonaBarens. OeHKa 3a TPOACIaHHYI0 PabOTy BBICTABIIAETCS BCEH
KOMaHAC, HO HE OTACJIbHBIM €€ YYaCTHHUKAaM.

OueHoYHbIle MaTepHuaibl TEKYILEro KOHTPOJs pa3MenieHbl Ha caiite TI'Y B pasnene
«Hudopmanus 06 oOpazoBaTesbHOI mporpamMmmey - https://www.tsu.ru/sveden/education/eduop/.

10. IMopsinok NpoBeeHUs 1 KPUTEPHH OLEHUBAHMS MPOMEKYTOUHOMN aTTeCTAIUH

3aueT B TPETHEM CEMECTPE IIPOBOAUTCS B PaMKaX NMPOEKTHOro o0ydeHus. PopMuUpyroTcs
KOMaHJIbl MO 3-5 CTYyAEHTOB JUJII COBMECTHOW TPYNIOBOH pPabOTHI, KOTOpas 3aKJIFOYaETCS B
peanuzanuy TpoekTa B obsactu crneunanbHocTu ‘“‘KommbproTepHass Oe3omacHocTs”. B xone
paboThl HaJ MPOEKTOM KOMAHIEC CTYACHTOB TPeOYeTCs BBIMOJHUTH CIleayonme 3amaun: 1)
BBIOpaTh TEMY MPOEKTa, CAENATh JOKJAJ C 3asBKOH Ha MPOEKT, COBMECTHO C MPEMNoAaBaTeIeM
onpenenuThcs ¢ (GOopMOil TPOBEACHUS MPOEKTa, LEIbI0 W 3aJadyaMH MPOEKTa; 2) H3YyYUTh
BbIOpaHHBIN OOBEKT 3aAIUTHI, a TAKXKE MEXaHU3MbI €r0 3aIlUThI, CAENaTh 0030pHBIA JOKIIAL 110
IpeMeTHOI 00JIaCTH MPOEKTa; 3) BHIMOIHUThH IPOMEXYTOUHBIE OTYETHI O IIPOJIETaHHON paboTe,
a TaKKe MPOBECTH (MHAJIBHYIO 3aLUTY IpoekTa. IIpoMexyTouHast aTTecTalius OCyIIeCTBIAETCS
Ha OCHOBE 3aIUThI IpoekTa. [IpogomkurensHOCTh 3a4eTa | yac.

Kpurepun oneHMBaHUs IPOMEKYTOYHON aTTECTALIUN:

3ayer no JUCLUIUIMHE — KOMaH/1a OBJIajiella MaTepuaioM 110 BhIOpaHHOW TeMe MPOEeKTa,
BO3MOXHO C HEKOTOPbIMH HEJOCTaTKaMH, a Takke Ha (UHAJIbHOW 3alluTe MpOeKTa
IPOAEMOHCTPHpOBala NPUOOPETEHHbIE B XOJE€ BBIIOJHEHHsS IPOEKTAa BBICOKHE/XOPOLINE
3HaHU/YMEHHUSA/HaBBIKU 1O TeMe npoekTa. OleHKa 3a MpoieaHHyI0 paboTy BBICTABIsIETCS BCei
KOMaH/IE, HO HE OTACJIbHBIM €€ y4aCTHUKaM.

He3auer no nucnumimHe — KOMaH1a HE IPOILJIA TEKYLIIUMH KOHTPOJb YCIIEBAEMOCTH IO
JUCLMILIMHE, a TakkKe HAa (UHAJIBHOW 3alllMTe MPOEKTa MPOAEMOH CTPUPOBaIa HU3KUNH ypOBEHb
3HaHWUI/yMEHUI/HaBBIKOB 1O TeMme MpoekTa. OleHka 3a MpoJeiaHHyl paboTy BBICTaBISETCS
BCEU KOMAHJIE, HO HE OTAE/IBbHBIM €€ YYaCTHUKAM.

OneHouHble MaTepUalIbl U MPOBEACHUS MPOMEKYTOUYHOM aTTECTAllUU pa3MEILIEHBI Ha
caite TI'Y B pasmene «Mudopmamus o0  oOpa3oBaTenbHOH  mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. Y4yeOHO-MeTOAMYECKOE 00ecIeueHue

a) DIIEKTPOHHBIM Yy4eOHBIH KypC MO IUCIHHUIUIMHE B Cpelle JJIEKTPOHHOTO OO0y4YeHHs
«iDO» - https://Ims.tsu.ru/course/view.php?id=6168

0) OnleHOYHBIE MaTepualbl TEKYIIET0 KOHTPOJII M IPOMEXKYTOUHOH aTTecTaluu II0
TUCIHTLIIHE.

B) MeToanyeckue yka3zaHusl 10 OpraHU3alui CaMOCTOSITEIbHON paboThI CTY/ICHTOB.

IIpu pa3paboTke mpoeKTa cIeayeT HCHOIb30BaTh CIEAYIONIYI0 THIIOBYIO CXEMY
OMHMCaHUS TMPOEKTAa. Ha3BaHHE, ONUCAaHUE NPOOJIEMbl; LeJdb MPOEKTa; 3aJadd IPOEKTa;
CoZiepXKaHUE JEeATENbHOCTH; CPOK pealu3allMM IPOEKTa; OKUIAeMble PE3yIbTaThl IMPOEKTA;
pecypchl IPOEKTa; BOSMOXKHBIE pUCKU IpoekTa. [Ipu pa3paboTke mpoekTa HYKHO: COM3MEPSATh
KelaHUs M BO3MOXKHOCTH; MOAYMaTh HaJ TEM, Y€ro Bbl JIEHCTBUTEIBHO XOTUTE JIOOMUTHCS;
WHTEPECOBAThCSI MHEHUSMHU YYACTHHUKOB IMPOEKTA; YECTHO IIAHUPOBATH CBOE BpeMs U JIeNaTh
Bc€ B cBoe BpeMs. IIpoekT peanusyercs B HECKOJIBKO ATANOB, B IIEJIOM aHAJIOTWYHBIX dTaram
MMOJATOTOBKH HAYYHOT'O MCCIICIOBAHMS U KBAJU (PUKAIIMOHHOW PabOThI: BEIOOP TEMBI; pa3paboTKa
U OpraHu3alus IJjaHa MPOeKTa; OCYIIECTBICHUE 3aIUIAHMPOBAHHON MPOEKTHOM AEsTeNbHOCTH;
MIPEe3eHTAlNs IPOEKTa; OL[EHKA U aHAJIN3 PE3yJIbTaTOB.

12. Ilepeyens yueOHoI JuTEepaTypbl H pecypcoB cetu HTepHeT

a) OCHOBHAas JIUTEpaTypa:


https://lms.tsu.ru/course/view.php?id=6168

— HecrepoB C.A.OcHOBBI mH(MOpMAIIMOHHONW Oe30MacHOCTH: y4eOHOoe mocodue. — M:

Jlanp, 2019, 324 c.

— bapanosa E.K., ba6am A.B. MndpopmarnronHas 6€30macHOCTb U 3a1UTa HHPOpMAIIH:
yaeOHoe nocobue. —-M: UHOPA-M, 2019, 202 c.

— Xopes I1.b. TIporpamMmMHo-anmapaTHas 3amuTta uHGopmalnuu: yueOHoe mocooue. — M:
NHO®PA-M, 2020, 327 c.

— Illanprun B.®. B. KommuiekcHas 3ammTa uHGOpPMAIMN B KOPIOPATHUBHBIX CHCTEMAX:
yaeOHoe ocodbue. — M: UHOPA-M, 2015, 590 c.

0) IOTOTHUTENbHAS JIUTEPATYpA:

—T'anmatenko B.A. OcHoBBI HMHpOpManmoHHOW Oe3omacHOCTU: ydeOHoe mocobue. — M:
Wntepuer-Yuusepcuter Unpopmannonnsix Texnonornii , 2010, 205 c.

— 3aneunukoB C.B., Kazapun O.B., TapacoB A.A. Kpunrorpapuueckue MeTomabl
3amuThl nHGopManuu- M.: FOpaiit, 2016, 308 c.

— UYepemymkun  A.B. Kpunrorpaguueckue nportokonsl. OCHOBHbIE CBOWCTBA U
ysi3BUMOCTU. -M.: Akanemus, 2009, 271 c.

B) pecypchl ceti HTepHerT:

— bank nanubIx yrpo3 6e3onacHoctu unpopmarnnu PCTIK Poccun- https://bdu.fstec.ru/
— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHoBbI HH(POPMAIIOHHOW 6€30MacHOCTH [ DNeKTPOHHBIN pecypc] // HannmonansHbIi
Otkpeithiii YHuBepcuter "MHTYUT". URL:
http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHpYCHAS 3alIUTa KOMIIBIOTEPHBIX CHCTEM [ DJIEKTPOHHBIN pecypc] //
Hannonansnsiii OtkpbiTeiii Yauepcuter "MHTYUT". URL:
http://www.intuit.ru/studies/courses/2259/155/info

— be3zonacHocTs ceTeil [DnekTpoHHbIN pecypc| // HanmonanbabIi O TKPBITHIHA
Yuusepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. llepeuensb nHGOPMALMOHHBIX TE€XHOJIOTHIi

a) JTMIIEH3MOHHOE U CBOOOIHO pacnpoCTpaHsIeMOe MPOrpaMMHOE oOecTiedeHue:

— OC Windows/Linux

— Bpaysep Firefox/Snnexc

— [Iy6imuno goctynHble obsnaunsle TexHosoruu (Google Docs, SIlunexkc aAuck u T.11.).
— Cucremsl ynpasnenus rnpoektoM (Trello, YouGile u T.1m.)

0) nHpOpPMaIMOHHBIE CITPABOYHBIC CHCTEMBI:

— DnexTpoHHbIN Katanor Hayuynoit 6uoamoreku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DnextponHas bubnuoreka (pernozutopuit) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — http://e.lanbook.com/

— OBC KoncynbTanT cryaenta — http://www.studentlibrary.ru/

— O6pa3zoBarenbHas miardopma FOpaiit — https://urait.ru/

—9BC ZNANIUM.com — https://znanium.com/

—9BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuaibHO-TeXHHYeCKOe o0ecreyeHHe

Aynutopuu sl TIPOBEAEHUS 3aHATUH JIEKIMOHHOIO THUIA, WHIUBUIYaJbHBIX U
TPYIIOBBIX KOHCYJbTALUHI, TEKYLEro KOHTPOJII U IPOMEKYTOUHON arrectauuu. [lomemenus
JUIl CaMOCTOSITENIbHOW padOThI, OCHAIEHHbIE KOMIIBIOTEPHONW TEXHUKOH M JOCTYNOM K CETU


https://bdu.fstec.ru/
https://nvd.nist.gov/
http://www.intuit.ru/studies/courses/10/10/info
http://www.intuit.ru/studies/courses/2259/155/info
http://www.intuit.ru/studies/courses/102/102/info
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

WHTepHeT, B 3JEKTPOHHYIO MH(POPMALMOHHO-00pa30BaTEIbHYIO Cpely M K MH(POPMAIMOHHBIM
CIIPaBOYHBIM CHCTEMAM.
15. Undopmanus o pazpadoTunkax

TpenpkaeB Banum HukonaeBuy, KaHI. TEeXH. HayK, [JOLIEHT, JOLEHT Kadeapsl
KOMIIBIOTEPHOM 0€3011acCHOCTH
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