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1. Ileab U mu1aHUpYeMble Pe3yJIbTATHI 0CBOEHHMS THCIUIIIUHBI

[lenpro OCBOEHUS TUCIUTUINHBI SBISETCS (POPMUPOBAHUE CISAYIOMINX KOMITCTSHITUH:

OIIK-1 Cnocoben pemarb akTyajdbHble 3a7a4d (yHIAMCHTAIPHOW W TPHUKIATHON
MaTEeMaTHKH.

OIIK-4 CriocobeH KOMOMHHUPOBATh M aJalTUPOBATh CYIIECTBYIOIIME MH(POPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIE TEXHOJIOTUW ISl pelIeHHus 3ajad B o0yacTH  MpogecCHOHATbHON
JESTEIbHOCTH C y4eToM TpeOoBaHUI HHPOPMAIIMOHHOM 0€3011aCHOCTH.

Pesynbraramu OCBOEHUSI AUCIUIUIMHBI SBJISIOTCS CIACAYIOIINE WHIMKATOPBI JOCTHKEHUS
KOMIIETECHIINH:

NOIIK-1.1 Anamu3upyer mnpoOiembl B oOiacTv (yHIAMEHTAIBHOW M TNPHUKIATHON
MaTeMaTHKH.

NOIIK-1.2 ®opmynupyeT 3a7auu UCCIEIOBAHUS.

HOIIK-1.3 Pemaet aktyanpHbIe 331291 (PyHIaMEHTAIBLHON M MPUKIIAIHOW MAaTEMaTHKH.

NOIIK-4.2 YauteiBaeT OCHOBHBIE TPpeOOBaHUS HH()OPMAIIMOHHOW OE30ITaCHOCTH.

2. 3272491 0CBOECHHSA JUCIUILINHDI

— OcBOUTPH MOHATUIHBIN anmapar HHPOPMALMOHHONW OE30MACHOCTH.

— O3HaKOMHUTHCSI C METOIaAMH M CPEJICTBAMU KPUITOTpaGHUECKON 3alIUThl HHPOPMALIUH.

— IlomyunThs mpeacTaBieHHWE O CTaHAApTaX M HOPMATHUBHBIX JOKYMEHTaX B 00JacTu
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

— Ilomy4uTh TpecTaBICHUE O COCTABE U COACP)KAHUU OPTraHU3AIMOHHBIX M TEXHUYECKHIX

Mep 0 00ECIICYCHUI0 OE30MTACHOCTH MEPCOHATBHBIX JaHHBIX

— O3HaKOMUTBCS C OCHOBHBIMH MEXaHHW3MaMH 3alllUTHl OT HECAaHKIMOHWPOBAHHOTO
JIOCTYTIa ¥ 0a30BBIMH CPEJICTBAMHU 3allIUThI KOMIIBIOTEPHBIX CUCTEM U CETEH

3. MecTo JUCHUIIMHBI B CTPYKTYpe 00pa30BaTeJIbHON NMPOrpaMMbl
Jucuunimza otHocuTes K biioky «@T/]. @akynbTaTuBHBIE JUCIUIUIMHBD).
JlucumiimHa OTHOCUTCSA K (paKyIbTaTUBHON 4acTH 00pa30oBaTeNbHOM MPOrpaMMBl.

4. Cemectp(b1) ocBOCcHHS U (popMa(bl) MPOMEKYTOYHON ATTECTALMH 0 AUCHHUIINHE

[TepBoIii cemecTp, 3a4€T C OLIEHKOU

5. Bxognable TpOﬁOBaHI/Iﬂ AJIA 0CBOCHUA NUCHUIIJIMHBI

Jljis ycTIenHoro OCBOCHUS JUCHUILIMHBI TPEOYIOTCSl KOMIIETEHIIMH, c(hOpMUpOBaHHBIE B
XO0JIe OCBOEHHsI 00pa30BaTeIbHBIX IPOrpaMM IPEAIECTBYIOLIETO YPOBHS 00pa30BaHusl.

JUis  yCHemHOro OCBOEHHUS JAMCHUIUIMHBI TpeOYIOTCS pe3ynbTaTbl OO0y4YeHHs IO
CJICAYIOUIMM JUCHUIUIMHAM: HH(OpMaTHKa, JUCKPETHAs MaTeMaTHKa, KOMIIBIOTEPHBIE CETH.

6. SI3bIK peasm3anmnu

Pycckuit

7. O0beM TUCHUILIUHBI

OO61mas TpyA0eMKOCTh TUCHUIUTHHBI COCTaBsieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-JIeKuu: 16 4.
-nmabopatopusle: 16 4.
B TOM YHCJIE€ MPAKTUYECKas MOAroToBKa: 16 4.
O06beM caMOCTOSTENLHON pabOThI CTYICHTA ONpeAeNieH Y4EeOHBIM IIIaHOM.

8. Coneprxkanue IMCUUILIMHBI, CTPYKTYPHUPOBAHHOE 110 TEMaM

Tema 1. OOmmue noHATHS HHOPMAIIMOHHOM 0€30MacHOCTH



OcHoBHbIE TTOHATHS HH(POPMAIMOHHON Oe3omacHocTu. Kmaccudukamnus ys3BUMoCTed 1
yrpo3. MexayHapoaHble 0a3bl JaHHBIX M PEECTphl YsA3BHUMOCTEeH. bBaHK JaHHBIX yrpo3
o6e3onacHoct uHpopmaruu OCTOK Poccuu. ATakn Ha KOMIBIOTEPHBIE CHCTEMBI U CETH.
MepbI IPOTUBOACHCTBUS YIpo3aM 0€30MacHOCTH.

Tema 2. Kpunrorpadgudyeckre MeToabl 3aIUTl HHPOPMAITUH.

OcHoBHbIe 3a1aun kpuntorpaduu. Kpunrorpapuueckue cucremsl. Kpunrorpaduueckue
npoTokoubl. Kpunrorpadpuieckne QyHKIMU XEIUPOBaHUA. DJIEKTPOHHAs LU(PPOBasi MOJIHCH.
Kpunrrorpadudeckue crangapTol.

Tema 3. OcHOBHbBIE MEXaHU3MBI 3AIUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA.

Kontpons uenocrtHoctu. MUaentuduxarms. [IpoTtokonupoBanue W ayaurt. YIpaBJICHUE
JOCTYIIOM. 3allluTa OT BPEJOHOCHBIX MPOrpaMM. 3aluTa MEKCETEBOr0 B3aUMOJCHCTBHUSL.
3amuTa HHGOPMAIUH MPH Tepeaade mo KaHaiy cBs3u. [IpenoTBpaiieHue yreuek nHPOopMaIim.

Tema 4. CpencrBa obecrniedueHus HHGOPMAIMOHHON O€30IMaCHOCTH.

MesxceTeBbie SKpaHbl. BupTyanbHbie yacTHble ceTH. CHCTEMbl aHAIN3a 3alIHICHHOCTH.
Cucrembl oOHapyxeHusi arak. llltatHeie cpeacTBa 3amMTBl MHPOPMAIUU ONEPAIIMOHHBIX
cucteM. AyauT HHPOPMAITMOHHOM O€30MaCHOCTH. 3alllUTa BHIYUCIUTEIBHOMN Cpellbl KOMIIAHHH.

Tema 5. CTannapTsl 1 HOpMAaTUBHbBIE JOKYMEHTHI HH(OPMAIIMOHHON 6€30MacHOCTH

Crannmaptel B o0nactu uHGOPMAIIMOHHON Oe3onmacHOCTH. HopMaTuBHBIE TOKYMEHTHI B
obnactu uH(popManuoHHOW Oe3omacHocTH. CocTaB W COJepKaHUE OPraHU3alMOHHBIX U
TEXHUYECKUX MEp MO 00ECreYeHUI0 OE30IaCHOCTH MEPCOHANIBHBIX JAaHHBIX MpU UX 00pabOTKe B
WH(OPMAILIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaHHBIX

9. Tekymuii KOHTPOJIb MO0 TUCHUIINHE

Texkymuil KOHTPOJb IO AWCHUIUIMHE NPOBOJUTCS ITyTEM KOHTPOJSA IOCEHIAEMOCTH,
OIIpoca Mo JIEKIIMOHHOMY MaTepHaiy, POBEPKH Ja0OPaTOPHBIX paboT, U GUKCHpyeTcs B hopme
KOHTPOJILHOM TOYKH HE MEHEe OJIHOTO pa3a B cemecTp. [IpakTudeckast MOArOTOBKA OIICHUBACTCSI
0 pe3yJIbTaTaM BBIITOJHEHHBIX JJA00OPAaTOPHBIX padoT.

OrneHoYHBIE MaTepuajbl TEKYIIETO KOHTPOJs pa3MmelieHsl Ha caiite TI'Y B pazzgene
«MHupopmanust 06 oOpazoBaTensHON mporpammey - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂI{OK MPOBECACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMC)KyTO‘lHOifI aTTeCTallumn

3ayeT C OLEHKOM B TMEpPBOM CEMECTpE IPOCTABISIETCS HAa OCHOBE BBIIIOJIHEHUS
CTyJEHTaMH J1JabOpaTOpHBIX pabOT W/MIM MO pe3yJbTaTaM coOeceOBaHMs C HCIOJb30BaHUEM
MEepeYHsl KOHTPOJIBHBIX BOMPOCOB MO Kypcy. CxemMa KOHTPOJBHBIX BOIPOCOB COOTBETCTBYET
KOMITETEHTHOCTHON CTPYKType JUCHUIUIMHBL. [Ipu oOmeHWBaHUM CTYJIEHTY HE0OXOAMMO
MPOJIEMOHCTPUPOBATH IOCTHKEHUE BCEX 3aIJIAHUPOBAHHBIX UHIUKATOPOB.

Kpurepun onieHuBaHus MpOMEKYTOYHONW aTTECTALIAH.

3ayeT C OLEHKOM “OTIMYHO” MO [AWCLUMIUIMHE MPOCTAaBISIETCS, KOrJla CTYACHT B
COBEPIIICHCTBE OBJIAJIE MaTepUajioM IO BCEM paszeiiaM JIEKIIMOHHOTO Kypca, a TaKXKe TMoKa3al
TpeOyeMble YMEHUS ¥ HaBBIKU TIPH BBITTOTHEHUH 8CeX TaOOPATOPHBIX PadoT.

3ader ¢ OLIEHKOM ‘XOpOIIO” MO JUCHUIUIMHE MPOCTAaBISAETCS, KOTZAa CTYICHT OBJIAJEN
00s13aTeNbHBIM MaTepHalIOM IO OOJBIIMHCTBY pPAa3AeloB JEKIIMOHHOTO Kypca, BO3MOXHO C
HEKOTOPBIMH HEJIOCTAaTKaMH, a Tak)Ke MoKaszasl TpeOyeMble YMEHHUSI M HaBBIKU MPHU BHITIOJHEHUHN
bonvuuHcmea 1a00paTopHBIX PadoT.

3aueT ¢ OIEHKOW ‘‘YIOBJICTBOPUTEIHHO MO JUCHIUILIMHE MPOCTABISAETCS, KOT/a CTYJAEHT
OBIIaJIeNl 00s13aTeIHLHBIM MaTepUaIoOM MO HEKOTOPBIM pa3jiesiaM JIEKIIMOHHOTO Kypca, BO3MOXKHO C



HEKOTOPBIMH HEAOCTAaTKaMH, a TakXKe MOoKa3all TpeOyemMble YMEHHUS U HaBBIKH MPHU BBITOJIHEHUU
yacmu 1a00paTOPHBIX pabdoT.

3adyeT C OLEHKOW “HEYIOBJIETBOPUTEIBHO  TO JUCUMUIUIMHE MPOCTABISAETCS, KOTrAa
CTYICHT HMMEET CYHICCTBEHHBIC NPOOEThI MO TEOPETHUSCKUM paszesiaM JUCHUIUIMHBI U He
nokaszaji TpedyeMble YMEHUS M HaBBIKU IIPH BBHITOJTHEHUH YaCTH JIAOOPaTOPHBIX padoT.

OueHouHble MaTepHUAIIbl JIJISl MPOBEACHUS MPOMEKYTOUHOM aTTECTAllMKM Pa3MEIIECHbI Ha
cahte TI'Y B pasmene «Mudopmamus 00  oOpazoBarenbHOW  MporpamMme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHo-MeToau4eCKO€E o0ecreueHue

a) DIEKTPOHHBIN y4eOHbIH Kypc no auctumiuHae B LMS IDO

- https://moodle.tsu.ru/course/view.php?id=5226

0) O1ieHOYHBIC MaTepHallbl TEKYMIErO KOHTPOJS M TPOMEKYTOYHOW AaTTECTAIMH I10
JTUCIUILINHE.

B) CeMUHApCKUX / MPAKTHYECKHUX 3aHATUH 110 JUCIUTLIINHE HET.

r) MeTtoauyeckue yka3aHus 1o IpOBEICHHIO JIA0OPaTOPHBIX padoT.

B 3aganmm x nmaboparopHoil pabore GopMYyITUPYIOTCS LETH JIA0OpaTOPHOUW paboThI, a
TaKkke CrnocoObl WX AocTikeHus. [Ipm moaroroBke k JabopaTopHoOW paboTe CTyIOEHT o00s3aH
CaMOCTOSITCIIbHO HM3yYUTh METOAMYECKHE PEKOMEHIAIMU [0 TIPOBEACHHUIO J1TAOOPATOPHOMH
paboThl, a TaKKe OTBETHUTh HAa KOHTPOJbHBIE BOMPOCHl MO JabopaTopHoii pabote. Ilepen
BBITIOJTHCHUEM  JTAOOpPaTOpHOH pPabOTHl  TpENoJaBaTeieM IPOBOJUTCS HWHCTPYKTAX  II0
JTOCTHIKEHUIO 1eJIel U pelIeHHI0 3a7a4d 1abopatopHoit paboTsl. [1o BeimonHeHUIO 1a00paTOPHOI
paboThl CTYACHT TOTOBUT OTYET, B KOTOPOM YKa3bIBAIOTCS PE3YJIbTAThl BBIMOJTHCHHS
nabopaTtopHoi paboThl U JenaroTcs BeIBOABIL. [1o TeMe nmabopaTopHOii paboThl POPMYITUPYIOTCS
KOHTPOJIBHBIE BOIIPOCHI, IO3BOJISIONIHNE OIICHUTh YPOBEHb 3HAHUH CTYJCHTOB IO HEH.

1) MeTtonuyeckue ykazaHus M0 OpraHU3alli CaMOCTOSTEIbHON PabOThHI CTYACHTOB.

CaMocrosiTenbHasi padoTa OpraHU3yeTcs B Cileayrommx (opMax: pabora co ciaiaaMu
JIEKIIMU; W3Y4YEHHE BOIMPOCOB, BBHIHOCHMBIX 3a PAMKH JIEKIIMOHHBIX 3aHSTHI; BBINOJTHEHUE
JOMAITHUX 3aJaHui; TOJIrOTOBKAa K pPyOeKHOMY KOHTPOJIIO MO Teme/paszueny. Paboty co
cnaiijaMu (KOHCIIEKTOM) JIEKIIMU [e1eco00pa3HO MPOBOIUTH HEMOCPEICTBEHHO IOCIE €€
npociaymuBaHusa. HeoOXoaMMBIM  3JIeMEHTOM OOYyYCHHsS SIBJIISIETCS TIIyOOKOE OCBOCHHE
CoJlep’KaHusl JIeKIMU M CBOOOJHOE BIAJCHHE MM, B TOM 4YHCIIE HCIOIb30BAaHHOW B HeEl
TEPMHHOJIOTHH. l3ydyeHne BOMPOCOB, BBIHOCHMBIX 32 paMKHA JICKIIMOHHBIX 3aHSITHIA,
MpeJoiaraeT CaMOCTOSTEIbHOE H3yUEHUE CTYACHTaMHU JOTMOHUTENBHOMN INTEPATYPHI.

12. Ilepeyenn y4yeOHOI uTEpaTypsbl U pecypcoB cetn UHTEepHeT

a) OCHOBHas JIUTEpaTypa:

— lanbrun B. ®. UHpopManmonHas 6€30MacHOCTb KOMIBIOTEPHBIX CUCTEM U ceTell /
B.®. Ilanbrun. - Mocksa : @opym, 2021. —416 c.

— Xopes, I1. b. IlporpammHo-anmnaparHas 3amura nHGopMauu: yueonoe nocooue / I1.b.
Xopes. — 3-e u3n., ucnp. u gom. — Mocksa : UHOPA-M, 2021. — 327 c.

— IIpukaz ®CTIK Poccun ot 18.02.2013 N 21 (pen. ot 14.05.2020) "OO6 yTBEepKIAeCHUU
CocraBa u cofepKaHus OpPraHU3alMOHHBIX U TEXHUUECKUX Mep 10 00eCIeYeHnI0 0€301MacHOCTH
NEPCOHAIBHBIX JaHHBIX MpPH UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX
na”HHBIX"

— bazoBas Mozens yrpo3 0€30mMacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTke B
MH(POPMALIMOHHBIX CHCTEMax MepCOHANIbHBIX NaHHbIX (Brimucka) (yrB. ®CTIOK PO 15.02.2008)

0) JOTMONHUTEIbHAS TUTEpaTypa:
— bapanoa E.K., babam A.B. Wudopmarmonnas 6e30macHOCTh ¥ 3alura HHOOPMAIIUH:
yuebHoe mocobue. — M.: PUOP, 2021.


https://moodle.tsu.ru/course/view.php?id=5226

—IIpockypun B. T'. 3amura B omepariMoHHBIX CHCTeMax: ydeOHoe mocoome. — M. :
I'opstuas nuaus — Tenexom, 2016.

— Mamok A.A. 3amuTa nHGopMari B ”HOOPMAITMOHHOM 00IIecTBE. YueOHOe mocooue
1utst By30B / A.A. Mamok. - Mocksa : ['opsiaas Jluaus—Tenexom, 2015. - 230 c.

—3aiiie A.Il., Memepskos P.B., IllenynanoB A.A.. 3amwura wuHPOpManuu B
uHpOpPMaLMOHHOM ob11ecTBe: yueOHoe nocodue. — M. : opsiuas Jlunus — Tenexom, 2015.

B) pecypcbl cetu HTEpHET:

— ®epnepanpHas ciyx0a MO TEXHHUYECKOMY U OKCIOPTHOMY KOHTpomo Poccum -
https://fstec.ru/

— bank mannbIX yrpo3 6e3onacHoctu nHpopmanuu PCTIK Poccun- https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHoBbl HHGOPMAITMOHHON Oe3omacHOCTH [DnekTpoHHbIH pecypc] // HammonanbHbII
OtxpeiThiii YHuBepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTHBUpPYCHas 3alIuTa KOMIIBIOTEPHBIX CHCTEM [DIJIeKTpOHHBIH pecypc]| //
HannonaneHbI OTKpBITHII YHusepcurer "MHTYUT". URL:
http://www.intuit.ru/studies/courses/2259/155/info

— besonmacuocte cereit  [DnektpoHHbI pecypc] // HammonampHBIE OTKPBITHINA
Yuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOT il

a) JIMLIEH3UOHHOE U CBOOOHO PacCpOCTPaHIEMOE IPOTPaMMHOE 00eCTICUCHHE:

— CK3U GnuPG myis OC Windows - https://www.gpgdwin.org/

— OC Windows 10

— myOnu4YHO TocTynHBIe 00naunbie TexHonoruu (Google Docs, SIHaeKe AUCK | T.11.).

0) nH(MOPMAIIMOHHBIE CIIPABOYHBIC CHUCTEMBI:

— DnexTpoHHbIN Katajor Hayunoit 6ubnuorexku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DnexkTpoHHas 6ubanoteka (penosutopuit) TI'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — http://e.lanbook.com/

— OBC KoncynbsTanT ctynenrta — http://www.studentlibrary.ru/
— OO6pa3oBatenpHas miaardopma FOpaift — https://urait.ru/

— ObC ZNANIUM.com — https://znanium.com/

— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepunainbHO-TeXHHYeCKOe o0ecnevyeHne

Aynuropun aJid IpOBEAEHUS 3aHATUH JIEKIIMOHHOTO TUIIA.

Aynuropun Ajs MPOBENEHUS JIaOOpAaTOPHBIX 3aHATHM, MHAWBUIYyAIbHBIX M T'PYMNIOBBIX
KOHCYJIbTAIMH, TEKYIEro KOHTPOJIS U MPOMEKYTOUHON aTTecTaui. AyJAUTOPUH JOJKHBI OBITh
OCHAILIEHbl 000pYyJ0BaHHEM (IPOEKTOP, IKpPaH, MOHUTOP, CUCTEMHBIH OJIOK) C JOCTYHNOM B
WNurepHer.

[TomemieHust 1151 caMOCTOSITENbHON pabOThI, OCHAIIIEHHBIE KOMITBIOTEPHOW TEXHUKON U
JOCTYTIOM K ceTu VIHTepHeT, B 3JIEKTPOHHYIO HH(OPMAIMOHHO-00pa30BaTEIbHYIO Cpely U K
MH(OPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Undopmanus o pazpadorunkax

TpenpkaeB Bagum HwukonaeBuu, KaHI. TEXH. HayK, JOIEHT, JOIEHT Kadeaps
KoMIIbIoTepHO# Oe3omacHocty HU TT'Y.
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