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1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

[enbro 0OcBOEHUS AUCHHUIUINHBI SBISETCS POPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

OIIK-1 CnocobeH pemaTh akTyajdbHbIE 3anaud (YHIAMEHTAIBHOW W TMPHKIATHON
MaTeMaTHUKH.

OIIK-4 CnocoGeH KOMOMHUPOBATh M QIallTUPOBATh CYIIECTBYIONIUE WH(DOPMAIIMOHHO-
KOMMYHUKAIIIOHHbIE TEXHOJOTUU JJisi pelIeHUs 3a7ad B 00JacTH MpodeccCHOHATbHON
NEeSITeILHOCTH € YIeTOM TpeOoBaHUN HH(POPMAITMOHHOM OE30MMaCHOCTH.

Pe3ynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBISIOTCS CIENYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETEHLIHM:

HOIIK-1.1 Anammsupyetr mnpoOjemMbl B 00jacTd (yHIAMEHTAJIbHOW M TPHUKIIATHON
MaTEMAaTHUKH.

HOIIK-1.2 ®opmynupyet 3aa4u UCCICTOBAHMUS.

NOIIK-1.3 Pemaer akryanbHbIe 330a44 (PyHIaMEHTAIbHON M MPUKJIAAHON MaTEMAaTUKH.

NOIIK-4.2 YuutsiBaeT OCHOBHBIE TpeOOBaHUS MHPOPMAIIMOHHON O€30MaCHOCTH.

2.3ama4m 0CBOCHUSA JUCHHUIIMHBI

— OCBOHTH MOHATUIHBIN arapat HHPOPMALUOHHON OE30MaCHOCTH.

— O3HaKOMUTHCS C METOAAMH M CPEJICTBAMH KPUITOTpapHUECKOM 3aTUThl HH(OPMAIIHH.

— IMonyunte mpeACTaBICHUE O CTAaHAAPTAX M HOPMATHUBHBIX JOKYMEHTaX B O0O0JIACTH
MH(POPMAIIMOHHON 0€30MacHOCTH.

— [NonyuuTs npecTaBICHUE O COCTABE U COJCPIKAHUH OPTaHU3AIMOHHBIX U TEXHUUYECKUX

Mep 10 00ECTIeYeHHIO OE30MTaCHOCTH MEPCOHATBHBIX JAHHBIX

— O3HAaKOMUTBCS C OCHOBHBIMH MEXaHHU3MaMHU 3alIMThl OT HECAHKIIMOHHWPOBAHHOTO
A0CTYyIIa U 0a30BLIMH CpeACTBAaMH 3alllUThl KOMIIBIOTCPHBIX CUCTCEM U ceTeit

3. MecTO JUCHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl
Jucuunnuza otHOcUTCA K biioky «@T/I. PakynpTaTUBHBIE JUCLHUIIIIMHBDY.
JlMcuuIuinHa OTHOCUTCSA K (PaKyJIbTaTUBHOM yacTu 00pa3oBaTeIbHON MPOrpaMMBbl.

4. Cemectp(bl) ocBOeHHs U GopMa(bl) NPOMEKYTOUHON ATTECTANMH MO TUCHHUILINHE

[IepBrlii cemecTp, 3a4eT C OLIEHKOU

5. Bxognble Tpeﬁonaﬂuﬂ AJiIsk OCBOCHHUA JUCHUIIJINHBI

JUisl yCHenHoro 0OCBOSHUs AUCHUIUIMHBI TPEOYIOTCSI KOMIIETEHIIMH, CPOPMHUPOBAHHBIE B
X0JIE OCBOEHHS 00pa30BaTENbHBIX IIPOrPaMM IPEALIECTBYIOIIETO YPOBHA 00pa30BaHusl.

JUis  yCHEeIIHOrOo OCBOCHMsI JUCHUIUIMHBI TpPeOYIOTCS pe3yiabTaTbl OOydeHHUs 10
CJIEYIOIINM JUCHUIUINHAM: HTHPOpPMATHKa, TUCKPETHAs MaTeMaTHKa, KOMIIbIOTEPHBIE CETH.

6. S3pIk peanu3zanuu

Pyccknit

7. O0beM TUCHUILTHHBI

OO6m1ast TpyI0€MKOCTh TUCIUIUIMHBI COCTABIISAET 3 3.€., 108 uacoB, U3 KOTOPHIX:
-nekuu: 16 u.
-maboparopusie: 16 4.
B TOM YHMCJIE€ IPAKTUYECKas MOAroTOBKa: 16 u.
O6beM caMOoCTOSTENbHON pabOThI CTY/IEHTA ONpeieNieH YIeOHbBIM IJIAHOM.

8. CoaepikaHue TUCHHUILVINHBI, CTPYKTYPHPOBAaHHOE 110 TEMaM

Tewma 1. OGmue nousTHS HHOOPMAITMOHHONW 0€301TaCHOCTH



OcHoBHBIE TIOHATUS UHPOpMaLMOHHON Oe3omacHocTH. Kitaccudukanus yszBuMocTteil u
yrpo3. MexayHaponHble 0a3bl JaHHBIX W PEECTPhl YA3BUMOCTEH. baHK NaHHBIX yIrpo3
oe3omacHoctr uHpopMmarmun PCTOK Poccun. ATaku Ha KOMITBIOTEPHBIC CHUCTEMBI H CETH.
Mepb! npoTHBOEHCTBUS YIpo3aM 0€30MaCHOCTH.

Tewma 2. Kpunrorpadgudeckrne MeToapl 3aIUTH HHGOPMAITHH.

OcHoBuble 3a1aun kpuntorpapun. Kpunrorpagpuueckue cuctemsl. Kpunrtorpapuueckue
nportokoiibl. Kpunrorpadguueckue QyHKIMM XeIIUPOBaHUA. DNEKTPOHHAsI LU(pOBasi MOAIMUCE.
Kpunrorpaduueckue cTanIapThl.

Tema 3. OcHOBHbBIE MEXaHU3MBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA.

Kontpons nenoctHoctu. Uaentuduxamnus. [IporokonupoBanue u ayauTt. YmpaBieHHE
JIOCTYIIOM. 3allluTa OT BPEJOHOCHBIX MPOrpaMM. 3alluTa MEXKCETEBOI'0 B3aUMOJCHCTBUS.
3amuTa uHGOpPMAIMK NIPH Nepeaaye o kaHaiy cBsasu. [IpenoTBpaiienue yreuek HHPOpMaIiH.

Tema 4. CpenctBa obecrieueHus: HHGOPMALIMOHHON O€30MaCHOCTH.

Me:xcereBble 3kpaHbl. BupTyansHble yacTHble ceTu. CUCTEMBI aHAIN3a 3aLUIIEHHOCTH.
Cucrembl obOnHapyxkeHusi atak. llltatHele cpeacTBa 3amuThl HWHGOPMALKUU OMEPAIMOHHBIX
cucteM. AyauT HH(POPMAITMOHHOW O€30MaCHOCTH. 3aIIUTa BHIYUCIUTEIBHON CPeIbl KOMIAHHH.

Tema 5. CranmapTel 1 HOpMAaTUBHBIE TOKYMEHTH HHPOPMALIMOHHON O€30MacHOCTH

Crannaptel B o0nactu uH(popManoHHON Oe3onacHocTu. HopMaTHUBHBIE TOKYMEHTHI B
obmactn wuH(popManmoHHON Oe3omacHocTH. COCTaB W COAEp)KaHUE OPTaHU3ALMOHHBIX U
TEXHUYECKUX Mep 10 o0ecreyeHn0 0e30aCHOCTH NEPCOHANIBHBIX JaHHBIX IPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANbHBIX JaHHBIX

9. Tekymmii KOHTPOJIb MO AUCHUIIHHE

Texkymuii KOHTPOJb MO TUCHMIUIMHE MPOBOJUTCS IYTEM KOHTPOJIS MOCEIIAaeMOCTH,
orpoca 1o JEKIMOHHOMY MaTepHuaily, IpOBEpKH J1abopaTOPHBIX paboT, u puKcupyercs B popme
KOHTPOJILHOM TOYKH HE MEHee OJJHOTO pa3a B cemecTp. [IpakTnyeckas moAroToBKa oLeHUBAEeTCs
10 pe3yJIbTaTaM BBIITOJIHEHHBIX Ja00paTOPHBIX padoT.

OrneHouHble MaTepHalbl TEKYLIEro KOHTpOJs pa3melieHsl Ha caiite TI'Y B paszmene
«udopmarus 06 o6pazoBaTenbHON porpammey - https://www.tsu.ru/sveden/education/eduop/.

10. ITopsiaok npoBeieHUsI H KPUTEPUH OLCHUBAHUSA MIPOMEKYTOYHOM aTTeCTALIUH

3ad4eT C OILIGHKOM B TEPBOM CEMECTpE IIPOCTABISIETCS Ha OCHOBE BBITOJTHEHUS
CTyJIeHTaMH JabOpaTOpHBIX paboOT W/MIK MO pe3yabTaTaM coOeceqoBaHHsS C HCIOJIb30BaHUEM
MepevHsl KOHTPOJIBHBIX BOIMPOCOB MO Kypcy. CxeMa KOHTPOJIBHBIX BOIPOCOB COOTBETCTBYET
KOMIIETEHTHOCTHOW CTPYKTYpe IUCHUIUIMHBL. [lpyW OIEHMBaHWHM CTYACHTY HEOO0XOIMMO
MIPOJIEMOHCTPUPOBATH TOCTHKEHUE BCEX 3allJIAHUPOBAHHBIX MHIMKATOPOB.

Kputepuu onieHuBaHMs IPOMEXKYTOUHOMN aTTECTAIUH.

3adeT C OLIEHKOM “OTIMYHO” MO JUCHUIUIMHE MPOCTABIAETCS, KOTAAa CTYAEHT B
COBEPILIEHCTBE OBJIAJIEN MaTepuajoM IO BCEM paszeliaM JIEKIIMOHHOTO Kypca, a TakXe MoKa3al
TpeOyeMble YMEHUS U HaBBIKH TIPH BBITIOJTHEHUH 8cex 1a00paTopHBIX padoT.

3ayeT c OLIEHKOW “XOpolIo” MO JUCHUIIMHE MPOCTABISETCA, KOIJAa CTYIEHT OBIIAJEN
00s13aTeNIbHBIM MaTEPHAIIOM TI0 OOJBIIMHCTBY Pa3/eoOB JIGKIIMOHHOTO Kypca, BO3MOXXHO C
HEKOTOPBIMHU HEAOCTaTKaMH, a TAKXKe MOoKa3al TpeOyeMble yMEHHUS U HABBIKH MPHU BBITOIHEHUU
Oonbuurcmaea 1adOpaTOPHBIX PadoT.

3ayeT ¢ OLICHKOW ‘“‘yOBJIETBOPUTEIBHO MO JWCUUILIMHE MPOCTABISETCS, KOT/Ia CTYAEHT
OBJIaJIeTT 00s3aTEILHBIM MaTEPHAIIOM 10 HEKOTOPBIM pa3jiesiaM JEKIIMOHHOTO Kypca, BO3MOXKHO C



HEKOTOPBIMH HEAOCTaTKaMH, a TAKXKe MOKa3all TpeOyeMble YMEHUS U HABBIKH MPHU BBIMTOIHEHUU
yacmu 1a0OpaTOPHBIX PadoT.

3aueT ¢ ONEHKOM ‘“HEyHOBJIETBOPUTENIBHO MO JIUCUUIUIMHE IPOCTABISETCSA, KOrja
CTYIEHT HMMEET CYUIECTBEHHbIC MPOOETbl MO TEOPETHUECKUM pas3iesiaM AUCHUIUIMHBI U He
nokasai TpedyeMble yMEHUS U HaBBIKU IIPU BBIITOJHEHUU YaCTH JTaOOPaTOPHBIX padoT.

OneHouyHble MaTepUalIbl ISl IPOBEJICHUSI POMEKYTOYHON aTTeCTal[Mi pa3MeEIIeHbl Ha
caiire TI'Y B pasmene «Mudpopmauus o0  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YuyeOHO-MeTOANYECKOE O0ecIeueHne

a) DIEeKTPOHHBIN yueOHBIN Kypc 1o auciuummae B LMS IDO

- https://moodle.tsu.ru/course/view.php?id=5226

0) OlieHOYHBIE MaTepHalibl TEKYHIEro KOHTPOJIS M MPOMEKYTOYHOM aTTECTallUH I10
JTUCLUTUIMHE.

B) CeMuHapCKuX / MPaKTUUECKUX 3aHATUH 1O AUCHUILIIMHE HET.

r) Meronndeckne yka3aHus 10 MPOBEACHUIO JJA0OPATOPHBIX paboT.

B 3amanuu x naGoparopHoil pabore GopMyIHPYIOTCS LEMH J1abopaTOpHOW paboThI, a
TaKKe crnocoObl Ux aocTixeHus. [Ipy moaroroBke k JiabopaTopHOW padoTe CTYIAEHT 00s3aH
CaMOCTOSITENIbHO M3YyYUTh METOAMYECKHE PEKOMEHIAIMU 110 MPOBEIACHHUIO J1abopaTOpHOM
paboThl, a TakXKe OTBETUTh HAa KOHTPOJBHBIE BOMPOCHI MO JabopaTtopHou padorte. Ilepexn
BBIMIOJTHEHHEM  JTa0OpaTopHOM palOoThl MperojaBareieM IMPOBOJUTCS HHCTPYKTaX IO
JTOCTIHKCHUIO LIeTIeH U pelIeHuto 3a1ad 1adbopatopHoil paboTel. [1o BeimogHEeHUIO 1ab0paTOpHOI
paboThl CTYIEHT TOTOBUT OTYET, B KOTOPOM VYKAa3bIBAIOTCS PE3YJbTAaThl BBINOJIHEHUS
nmabopaTopHOil paboThI U JenatoTcs BEIBOABL. [1o Teme mabopaTopHOil paboThl (OPMYIHPYIOTCS
KOHTPOJIbHBIE BOIIPOCHI, TO3BOJISIONINE OIICHUTh YPOBEHb 3HAHUM CTYACHTOB IO HEHl.

1) Meroandeckue yka3aHHs [0 OPTaHU3alUU CaMOCTOSITEIILHON pabOTHI CTYIEHTOB.

CaMoctosTenbHas paboTa opraHusyercss B cienyromux ¢opMax: pabora co criainamu
JICKIIUW; W3YYCHHE BOIPOCOB, BBIHOCHMBIX 3a PAMKH JICKIIMOHHBIX 3aHSTHI, BBITOJHCHUE
JIOMAIIIHUX 3a/laHull; TOATOTOBKAa K pyOeKHOMY KOHTpOJI MO Teme/pasaeny. Paboty co
craiiiaMu (KOHCIIEKTOM) JICKIIMU I11eJIeCO00pa3HO TMPOBOJUTH HEMOCPEACTBEHHO TIOCie ee
npociaymuBaHug. HeoOXonuMmbIM  37€eMEHTOM OOy4yeHMs SBJsieTCs TIyOOKOe OCBOEHHE
CONepKaHWsl JIEKIMM M CBOOOJHOE BJIAJEHHE WM, B TOM YHCJIE HCIIOJIB30BAaHHOH B HEH
TePMHHOJOTHH. l3ydyeHne BOMPOCOB, BBHIHOCHMBIX 32 paMKHd JIEKIIMOHHBIX 3aHSTHIA,
IPEIoIaraeT CaMOCTOSTENIbHOE U3YUSHHE CTYACHTAMH JIOTIOJIHUTEIILHON JTUTEPaTypHhI.

12. Ilepeyenn y4eOHOM auTEPaTypHhI U pecypcoB cetn UHTEpHeT

a) OCHOBHas JTUTEpaTypa:

— IHanerun B. @. UnpopmanmonHas 06e300aCHOCTh KOMITBIOTEPHBIX CHUCTEM M ceTell /
B.®. [llanbrus. - Mocksa : ®opym, 2021. — 416 c.

— Xopes, I1. b. [IporpammHo-annaparHas 3amura uHGopmarmn: yauednoe nocodue / I1.b.
Xopes. — 3-e uzn., ucnp. u gom. — Mocksa : UHOPA-M, 2021. — 327 c.

— IIpukaz ®CTOK Poccum ot 18.02.2013 N 21 (pen. ot 14.05.2020) "O6 yrBepx)aeHUH
CocraBa u coJiep’kaHusl OPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 oOecrneueHnto 6€301acHOCTH
NEPCOHANBHBIX JaHHBIX HpU HMX 00paboTke B HMH(OPMAIIMOHHBIX CHUCTEMaxX IEPCOHANbHBIX
JTaHHBIX"

— ba3oBas Mozenb yrpo3 0e30MacHOCTH MEPCOHANBHBIX IAHHBIX MPU MX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEeMaX MepcoHaNbHbIX JaHHBIX (Beinucka) (yrB. ®CTIOK P® 15.02.2008)

0) IOTIOJTHUTEIbHAS JTUTEPATYpA:
— bapanoBa E.K., babam A.B. Wudopmarnmonnas 0e30macHOCTs W 3amuTa HHGOpPMAIHK:
yuebHoe mocobue. — M.: PUOP, 2021.


https://moodle.tsu.ru/course/view.php?id=5226

—IIpockypun B. I'. 3ammra B omnepamuoHHBIX CUCTeMax: ydueOHoe mocobue. — M. :
INopsiuast muausa — Tenexkom, 2016.

— Mamok A.A. 3amuTa naHpopmaruu B ”HGOPMALIMOHHOM 001IecTBE. YuebHoe mocodue
115 By30B / ALA. Mamok. - Mocksa : [N'opsuas Jluaus—Tenexom, 2015. - 230 c.

—3aiiue  A.IL, Memepsko P.B., IllenymanoB A.A.. 3amwmra wundopmanuu B
nHpopManmoHHOM o0ITIecTBe: yueOHOoe mocooue. — M. : ['opsiuas JIuaus — Tenexom, 2015.

B) pecypchl cetu HTepHeT:

— ®@enepanpHast ciayxk0a MO TEXHHYECKOMY W OJKCIOPTHOMY KoHTposto Poccun -
https://fstec.ru/

— bank nannbix yrpo3 6e3onacnoctu uHpopmanuu @CTIOK Poccunu- https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHOBBI MH(POPMAITMOHHON 0€30MacHOCTH [DNEeKTPOHHBINA pecypc] // HanmoHambHBIM
Otkpeiteiid YauBepcutet "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AuTHBUpYCHas 3amIUTa KOMITBIOTEPHBIX CHUCTeM |[DlleKTpoHHBIH pecypc] //
HanunonanbHelit OTKpBITHII YHusepcurer "MHTYUT". URL:
http://www.intuit.ru/studies/courses/2259/155/info

— besonacHocts cereit [OnexTponHbli pecypc] // HamumonambHbli  OTKpBITHII
VYuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb nHGPOPMANMOHHBIX TEXHOJIOTHIA

a) JTUIICH3NOHHOE ¥ CBOOOTHO pacpoCTpaHsIeMoe ITPOrpaMMHOE 00eCTICUeHuE:

— CK3U GnuPG mimst OC Windows - https://www.gpgdwin.org/

— OC Windows 10

— myOnnyHO JocTymnHbIe o0naunbie TexHoioruu (Google Docs, SIHaeke AUCK | T.11.).

0) MH(POPMALIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— OnexTpoHHbIN Kataior Hayunoit oubnuorexku TI'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— OnexTpoHHas Oubnuoreka (penosuropuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBbC Jlansb — http://e.lanbook.com/

— 3bC Koncynbrant cTyaeHTa — http://www.studentlibrary.ru/
— O6pazoBatenbHas wiargopma FOpaiit — https://urait.ru/

— 3bC ZNANIUM.com — https://znanium.com/

— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuanbHO-TeXHH4YECKOe o0ecreveHne

Ayautopuu 11l TPOBEICHHS 3aHATUN JIEKIIMOHHOTO THIIA.

Aynutopun A MPOBEACHUS JTA0OPATOPHBIX 3aHATHM, UHAMBUIYAIbHBIX M TPYMIIOBBIX
KOHCYJIBTAINH, TEKYIIETO KOHTPOJISI U TIPOMEXYTOYHOW aTTECTaIlluu. AYAUTOPHH JOJIKHBI OBITh
OCHAIIIEHBI 000pYIOBaHHEM (TMPOEKTOP, IKPaH, MOHUTOP, CUCTEMHBIH OJIOK) C JOCTYIOM B
Nurtepner.

[TomemieHust 111 CaMOCTOSTENBHON pabOThI, OCHAIIICHHBIE KOMITBIOTEPHOW TEXHUKOU U
JOCTYTIOM K ceTu VHTepHeT, B 3JIEKTPOHHYIO MH(POPMAIIMOHHO-00pa30BaTEIbHYIO CpEIy U K
WH(OPMAIIMOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Uupopmanms o paspadoTyukax

TpenbkaeB Bamum HukonmaeBuu, KaHI. TEeXH. HayK, JOLEHT, JOLEHT Kadeapsl
KoMmnbroTepHO 6e3omacHocty HU TT'Y.
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