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1. Ileab U mu1aHUpYeMble Pe3yJIbTATHI 0CBOEHHMS THCIUIIIUHBI

[lenpro OCBOEHUS TUCIUTUINHBI SBISETCS (POPMUPOBAHUE CISAYIOMINX KOMITCTSHITUH:

OIIK-2 Cnoco0GeH COBEpIICHCTBOBATh M PEAM30BBIBATH HOBBIE MaTEMaTUYECKUE
METO/Ibl PEIICHUs] MPUKIIAIHBIX 3a/1a4.

OIIK-4 CriocobeH KOMOMHHUPOBATh M aJalTUPOBATh CYIIECTBYIOIIME MH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHBIC TEXHOJOTHUU /I pEIIeHUs 3a7ad B 00JacTH mpoQecCHOHATBHON
JEATEeILHOCTH C YYETOM TpeOoBaHUN MH(OPMAITMOHHONW O€301IaCHOCTH.

[IK-1 CnocobeH wu3y4uTh pabOTy CHUCTEMbI M IOJCHUCTEM, BBIABUTH TPEOOBAHHS K
(GYHKIHSIM CUCTEMBI U MOJCUCTEM, 00padaThiBaTh 3alIPOChl HA U3MEHEHHS K (DYHKITUSM CHCTEMBI
U MOJICUCTEM.

Pe3ynbpTaramm 0CBOEHUS JUCHMILUIMHBI SBJSIOTCS CIEAYIONIUE UHIUKATOPHI JOCTHUKEHUS
KOMIICTCHITUI:

HOIIK-2.1 Ucnonb3yeT pe3yiabTaThl NPUKIAJIHOW MATEMATUKHU JIJI1 OCBOCHHU S, aAanTalluu
HOBBIX METOJ/IOB PEIICHUS 337124 B 00J1aCTH CBOMX MPO(ECCHOHATBHBIX HHTEPECOB.

NOIIK-4.2 YauteiBaeT 0OCHOBHBIE TpeOOBaHUS UH(DOPMALIMOHHON OE30MTaCHOCTH.

HIIK-1.2 Crpour MaTeMaTHYECKyI0 MOJEIb CHUCTEMBbl WJIM TOJCUCTEMBI, BBOJHUT
1eneByt0 (YHKIUIO CHCTEMbl WM MOJCHUCTEMBI, CTPOUT OrPAHUYCHHs, COOTBETCTBYIOIIKE
TpeOOBaHUS K CUCTEME UJTU TTOJICHCTEME.

2. 3272491 0CBOECHHSA JUCIAILINHDI

— OcBoUTb MOHATUHHBIN annapaT KOMIbIOTEPHOI 0€30I1aCHOCTH.

— IloayuuTh mpencTaBieHHE O HOPMATHUBHBIX JOKYMEHTaX B O0JIACTH KOMIIbIOTEpHOH
0€30MMacHOCTH, O METOAAX U CPEACTBAX 3ALUTHl KOMIIBIOTEPHBIX CUCTEM U CETEH.

— Ilonyuuth mnpexncTaBiieHHE O IMpPaKTHKaX, METOAAaX M TEXHOJOTMSX, MMO3BOJISIOLINX
3aIIUTUTL KOMIIBIOTCPHBIC CUCTCMBI U CECTHU OT KOMIIBIOTCPHBIX aTakK.

— O3HaKOMUTb € PA3TUYHBIMU BUJAAMU COBPEMEHHBIX KPUNTOIpau4IeCKUX IPOTOKOJIOB.

3. MecTo AMCHHMILUINHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

JucuuruimHa oTHOCHTCS K brioky 1 «/lucuuninunel (MOZYIn)».
JlucumMmiuHa OTHOCUTCS K 00s3aTeNbHOM dYacTh 00pa3oBaTeIbHOW MPOTrpaMMBI.
JucuumnirHa BXOAUT B MOy b «BBeneHne B ”HGOPMALIMOHHYIO 0€30aCHOCTh.

4. Cemectp(bl) ocBOeHHs U GopMa(bl) IPOMEKYTOUHOI ATTECTALMHU MO TUCHUILINHE

Bropoii cemectp, 3auer

5. Bxognble Tpeﬁonamm AJik OCBOCHHUA JUCHUIIJINHBI

Jl5is ycTienrHoro OCBOCHUS JUCIHUILTUHBI TPEOYIOTCS KOMIIETEHIINH, chopMUpOBaHHBIE B
X0J1€ OCBOEHUSI 00pa30BaTENIbHBIX MPOTPAMM MPEIIECTBYIONIETO YPOBHS 00pa30BaHuUs.

Jlis  yCHemHoro OCBOSHHUS JUCHUIUIMHBI TpPeOYIOTCS pe3ynbTaThl O0ydYeHHs IO
ciaenyromuM auctnurinHaM: WHopMannonHas 0€30macHOCTh M padoTa ¢ TMEPCOHATBHBIMU
aHHBIMH.

6. SI3bIK peasm3annu

Pycckuit

7. O0beM TUCHUILIUHBI

OO61ast TpyA0eMKOCTh IUCHUIUTHHBI cOcTaBsieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-JIeKIuu: 32 4.
O0beM caMOCTOSATENLHON pabOThI CTYICHTA ONpeAeieH Y4eOHBIM IIIaHOM.



8. Conepxxanue TMCUUIIMHBI, CTPYKTYPHUPOBAHHOE 10 TEMaM

Tema 1. OCHOBBI KOMITBIOTEPHBIX CUCTEM U CETEH.
e [IpuHIUIBI OpraHU3aIi KOMIIBIOTEPHBIX CETEH.
e [IpUHIMIIBI TOCTPOCHUSI COBPEMEHHBIX ONEPAIMOHHBIX CUCTEM.

Tewma 2. [lonsTHs 1 3a1a41 KOMITBIOTEPHOM 0€30MMaCHOCTH.
e OCHOBHBIC IOHSATHUS KOMITBIOTEPHOM O€30MaCHOCTH.
e ATaku Ha KOMITBIOTCPHBIC CUCTCMbI U CCTHU.

Tema 3. CtanmapTel 1 HOPMAaTUBHBIE JTOKYMEHTHI KOMITBIOTEPHOI 0€301MacHOCTH.
e HopmaruBHBIE JOKYMEHTHI B 00:1aCTH HH()OPMAITMOHHON 6€30aCHOCTH.
e Crannaptsl B 001acTi HHGOPMAITMOHHON OE30MMaCHOCTH.

Tema 4. MexaHu3Mbl U CPEJICTBA 3AUTHI KOMIIBIOTEPHBIX CUCTEM U CETEH.
e MexaHu3MBbI 3aIUTHl KOMIIBIOTEPHBIX CUCTEM U CETEH.
e (Cpencrsa 3alUThl KOMIIBIOTEPHBIX CUCTEM U CETEH.

Tema 5. Kpunrorpadudeckue mpoToKoiabl
e Kiaccudukanus kpunrorpaguueckux IpoTOKOIOB.
e Artaku Ha KpunTorpaguueckrue mpOTOKOIBL.
e [IpoTokosnbl naeHTU(DUKALINH.
e VPN-mporokousr: [IPSec, SSL/TLS.

9. Tekymuii KOHTPOJIb MO0 JAUCHUILINHE

Texymuil KOHTPOJIb MO IUCLUUIUIMHE IPOBOAUTCS IyTEM NPOXOKIeHUs TecToB B LMS
IDO, BhIMONIHEHMS AOMAIIHKUX 33JaHUl U (PUKcUpyeTcsa B (popMe KOHTPOJIBHON TOUYKH HE MEHee
OJIHOTO pa3a B CEMECTP.

OrneHoYHBIE MaTepuajabl TEKYIIETO KOHTPOJsA pa3MmelneHsl Ha caiite TI'Y B pazzgerne
«MHupopmanust 06 oOpa3oBaTenbHON mporpammey - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂI{OK MPOBCACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMC)KyTO‘lHOifI aTTeCTallumn

3aueT NPOCTaBJISIETCA HA OCHOBAHMM BBINOJHEHUS IPAKTUYECKOIO KOHTPOJIBHOIO
3a/laHusl, KOTOPOE€ BBIMOJHSETCS 3a04HO (YJAJIEHHO), a OTYET O BBIOJIHEHHOM 3a/1aHUuU
BBIKJIQJIbIBACTCd B cUCTeMy ympaBieHuss ooOydenuem TI'Y (LMS IDO) u oneHuBaercs
npenogasareneM. [Ipu HE0OXOAUMOCTH CTYJEHT OOBSICHSET X0/ BBIIIOJIHEHUS 3a/1a4M IPU OYHON
BCTpEYe.

OneHouyHble MaTepUalibl ISl IPOBEAEHUS NMPOMEKYTOYHON aTTeCTal[MM pa3MEIIeHbl Ha
caiire TI'Y B pasgmene «Mudpopmauus o0  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YuyeOHO-MeTOAHYECKOE O0ecTIeueHne

a) DNEeKTPOHHBIN y4eOHbIN Kypc o auciumuimae B LMS IDO

- https://Ims.tsu.ru/course/view.php?1d=5580

0) O1leHOYHBIE MaTEPHAIBl TEKYIEro KOHTPOJIS W TMPOMEKYTOYHOM AaTTeCTaluH TI0
JTUCITUTLINHE.

B) CeMHUHAPCKUX / MPAKTHYECKUX 3aHATUN MO AUCIIUIUIMHE HET.

r) JIaGopaTopHBIX pabOT MO AUCHHUTIIMHE HET.

1) Metoaudeckue yka3aHus 10 OPraHU3aIlliyd CaMOCTOSITEIIBHOM PaOOTHI CTY/IEHTOB.



https://lms.tsu.ru/course/view.php?id=5580

CamocrosiTennpHass paboTa opraHu3yeTcs B cieayromux ¢opmax: pabora co craigamu
JICKOUH; H3YUCHUC BOIPOCOB, BBIHOCHUMBLIX 3a PaAMKH JICKIHOHHBIX 3aHHTHﬁ; BBITIOJTHCHUEC
JOMAITHUX 3aJaHMif; TOJrOTOBKAa K pPYyOEKHOMY KOHTPOJIO MO Teme/pasaeny. Paboty co
craiiiaMu (KOHCIEKTOM) JICKIMU 1eJecO00pa3Ho IMPOBOJUTh HEMOCPEACTBEHHO TIOCe ee
npociaymuBanus. HeoOXoauMbIM 37eMEHTOM O0O0ydeHHs SIBISETCS TINIyOOKOE OCBOEHHUE
COJICpKaHUsl JIEKIIMM W CBOOOJHOE BIAJCHHE MM, B TOM 4YHCIIE HCIIONB30BAaHHOW B HEH
TEPMHUHOJOTUH. l3ydyeHune BONPOCOB, BBHIHOCHMBIX 32 paMKU JIGKIIMOHHBIX 3aHSTHIA,
MPEJIIOJIaraeT CaMOCTOSTEIIbHOE H3yUYEHUE CTYACHTAMU JOMOJHUTEIBHON JINTEPATYPHI.

12. Ilepeyennb y4eOHOM JuTEPATYPHI U pecypcoB ceTd UHTEepHeET

a) OCHOBHas JUTEparypa:

— Mlanerun B. ®. MadbopmanronHas 0€30MaCHOCTh KOMIIBIOTEPHBIX CUCTEM M CETeH /
B.®. llanbrun. - Mocksa : ®opym, 2021. —416 c.

— Xopes, I1. b. [IporpammHo-anmaparHas 3amurta nHGopmaiuu: yaeonoe nocoodue / I1.b.
Xopes. — 3-e uzn., ucnp. u gom. — Mocksa : UHOPA-M, 2021. — 327 c.

— Hecrtepos, C. A. OcHOBBI HH(POPMAIIMOHHOM 0e30macHOCTH : y4eOHuK Juist By30B / C.
A. Hecrepos. — Cankr-IlerepOypr: Jlans, 2021. — 324 c.

— 3aneuynukoB, C. B. Kpunrorpadguueckue MeTo bl 3aIMTH HHYOPMALIUHY : YUSOHUK IS
By30B / C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa: U3narensctBo FOpaiir,
2024. - 309 c.

0) JOMONHUTEIbHAS TUTEpaTypa:

— Tamatenko B.A. OcnoBbl umH(pOpManmonHoir 6ezonmacHoctu / B.A. T'amatenko. —
Mocksa: Hanmmonanbnsiii OTkpbiTeiii YHuBepcuter MHTYUT, 2024. — 266 c.

— bapanoga E.K., babam A.B. UndopmanronHas 6e30macHOCTh U 3aiiuTa HH()OPMAIIUH:
yuebHoe nmocodue. — M: UHOPA-M, 2019, 202 c.

— UYepemymkun  A.B. Kpunrorpapuueckne npotokosnsl. OCHOBHBIE CBOWCTBA U
ys3BUMoOcCTH. — M.: Akanemus, 2009, 271 c.

B) pecypchl cetu MHTepHeT:

— DepepanpHas coyx0a TO TEXHUYECKOMY H OKCIHOPTHOMY KOHTpomo Poccum -
https:/fstec.ru/

— bank nannsix yrpo3 6e3onacHoctu nuHpopmannu @CTIK Poccun- https://bdu.fstec.ru/

— National Vulnerability Database (NVD) - https://nvd.nist.gov/

— OcHoBbI HHpOpPMAIIMOHHOH Oe3onacHOCTH [DneKTpoHHbIN pecypc] / HannoHanbHbII
Otxperteiit YHuBepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHpYCHAs 3alllMTa KOMITBIOTEPHBIX CUCTEM [ DIEKTPOHHBIN pecypc] //
Harnmonaneneli OtkpeiTeiii YHuBepeutet "UHTYUT". URL:
http://www.intuit.ru/studies/courses/2259/155/info

— be3onacHocts cereit  [OnexTpoHHbI pecypc] // HaumonampHbIE OTKpBITBINA
VYuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHIA

a) JIMIIEH3MOHHOE U CBOOOTHO PacTIpOCTpaHsIEMOe POrPaMMHOE 00ECTICUCHHE:!
— sMyIsaTopsl KommnbiotepHoit cetn PNETLab, EVE-NG, GNS3
— myOIMYHO TOCTymHBIe 00nmaynbie TexHomorun (Google Docs, SIlaaexc aAuck u T.11.).

0) UH(pOPMAIIMOHHBIE CTIPABOYHBIC CUCTEMBI:

— DnexkTpoHHbIN KaTanor Hayunoit 6ubnuoreku TI'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DnexkTpoHHas oubnuoteka (penozuropuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index—
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14. MaTepuajbHO-TeXHHYECKOE o0ecrieyeHmne

Ayautopuu Juisl IPOBEIEHNUS 3aHATUHN JIEKIIMOHHOIO THUIIA.

Aymutopun U1 IPOBEIEHHs 3aHATUH CEMUHApCKOTrO THIIA, WHAMBUIYaJIbHBIX U
IPYIIOBBIX KOHCYJIbTALUM, TEKYILIETO KOHTPOJIS U IPOMEKYTOYHON aTTECTALIUU.

ITomemieHust Uil cCaMOCTOSITENILHOW pabOThI, OCHAILEHHbIE KOMIIBIOTEPHON TEXHUKOH U
JOCTYTIOM K ceTh VHTepHeT, B 3JIEKTPOHHYI0 HWH(POPMAIIMOHHO-00pa30BaTEIbHYIO Cpeay U K
UH(POPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

AyautopuM s IPOBENCHUS 3aHATUH  JIEKIMOHHOIO U CEMUHApCKOro THIA
UHIUBUIYAIbHBIX W TPYIINOBBIX KOHCYJbTALMH, TEKYILEro KOHTPOJS M INPOMEXYTOYHOH
aTTeCTallud B CMEUICHHOM (hopMaTe (KAKTPY»).

15. Undopmanus o pazpadoTyukax

TpenbkaeB Bamgum HukonaeBud, KaHA. TeXH. HayK, JOIEHT, kKadeapa KOMIBIOTEPHON
0e30MacHOCTH, JIOLICHT.



