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1. KOMHeTeHHHI/I U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IMPOoBEpPsA€MbI€¢ JaHHBIMHA
OIICHOYHBIMM MaTepHaJIaMH

[enbro 0OCBOEHUS AUCUUILINHBI SBJIsETCS (POPMUPOBAHUE CIEAYIOIUX KOMIETEHITHI:

OIIK-1 Cnocoben HaxoauTh, (GOPMYIHPOBATH W peIIaTh aKTyaJbHbIE MPOOIEMbI
MPUKIATHON MaTeMaTHKH, QyHIaMEHTaTIbHON HHOOPMATUKH U MH(OPMALIMOHHBIX TEXHOJIOTHIA.

OIIK-4 CmoocoOeH ONTUMAIBHBIM  00pa3oM  KOMOWHHPOBATh  CYIICCTBYIOIIUE
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM  JJIs  pelieHus 3agad B 00JIacTu
npodeCCHOHATBLHOM IEATENFHOCTH C yU4eTOM TpeOoBaHU HHPOPMALMOHHOM OE30MaCHOCTH.

PesynpTaTramu ocBOEHUS NUCUUIUIMHBI SIBISIOTCS CIEIYIONINE WHAUKATOPBI JOCTHXKEHUS
KOMIIETCHIIMMN:

HNOIIK-1.1 Avnamu3upyer mnpoOiieMbl B  00JacTH  MPUKIAJHON  MaTEMAaTHKH,
byHIamMeHTanbHOW HHPOPMATUKU U UH(OPMAITMOHHBIX TEXHOJIOTHMA

HOIIK-1.2 ®opmynupyet 3a7a4u UCCIACTOBAHUS

NOIIK-1.3 Pemaer aKTyaJbHBIC poOIeMbI IIPUKJIIATHOMN MaTEeMaTHKH,
dbyHI1aMeHTaNbHON HHPOPMATUKU ¥ UH(POPMAIIMOHHBIX TEXHOJIOTUN

NOIIK-4.2 YauteiBaTh OCHOBHBIC TPpeOOBaHMS HH)OPMAIIMOHHOW OE30IMaCHOCTH

2. OueHoYHbIE MATEPHAJBI TEKYIIEr0 KOHTPOJISI U KPUTEPUH OLIEHUBAHUS

DJIEMEHTBI TEKYILETO KOHTPOJIS: TECTHI.
[Tpumep tunosoro Tecta (MOITK-4.2)

1. Css3ana 1 nHGOPMAIIMOHHAS 0€30MaCHOCTD C 3aIUTON HH()OPMAIHOHHBIX PECYPCOB
OT Pa3HOTrO PoJa Yrpo3, CIOCOOHBIX HAHECTH yIIepO HHTEpECcaM JTHIHOCTH WK 00IecTBa?

a) Jla

b) Her

2. Cps3ana 1u uHPOPMALMOHHAs OE€30MACHOCTh C 3alIMTOM HWH(OpPMAIMH OT
HE)KEJIaTEJIbHOTO Ppa3IVIAleHUsl, MCKAKEHUS, YTpaTbl WM CHUKEHMS CTENEHH JOCTYIHOCTU
uH(popmanun?

a) Ja

0) Her

3. MoOXHO M OTHECTH K TMPEAMETHON o00yiacTé WHPOPMAIMOHHON 0e30MacHOCTH
ClIeyIolIee:

a) kiaccudukaius yrpo3 6e3omacHOCTH HHPOpMaLIUU

0) crocoObl, METOJIBI U CPE/ICTBA 3AILUTHI HHPOPMALIUU

B) TpeOOBaHUS K 3aLUIIEHHOCTH HH()OPMALIMOHHBIX CUCTEM

I') METOAOJIOTUs MPOSKTUPOBaHUs 0a3 JaHHBIX

4. Nndopmanus, sBisiOLIascs MPeAMETOM COOCTBEHHOCTHM M MOJyIeXalias 3alure B
COOTBETCTBUH C TPEOOBAHUSMH MPABOBBIX JOKYMEHTOB HIIH TPEOOBAHUSIMH, YCTaHABIMBACMBIMHA
COOCTBEHHUKOM HMH(pOpMAIMK Ha3bIBAETCS

a) mpaBoBoi MH(pOpMaluei

0) 3ammiiaemMoil nHpopmarmen

Kitoun: 1 a), 2 a), 3 a) 0) B), 4 0).

KpI/ITepI/II/I OLOCHHUBAHUA: TCCT CUHTACTCA HpOﬁ,[[GHHLIM, €CJIn 06yqa10mm71 OTBCTHII
IMMPaBUJIbHO KaK MUHUMYM Ha IIOJIOBHUHY BOITPOCOB.



3. OueHOYHbIE MaTEePHAJIbI HTOTOBOI0 KOHTPOJIsI (MPOMEXKYTOYHOM ATTeCTAIlUN) H
KPUTEPHUHU OLlEHUBAHUS

[IpoMexxyTouHass aTTecTalMsl OCYIISCTBISICTCS HAa OCHOBE BBIIOJHEHHUS CTYJICHTOM
7a00paTOPHBIX pabOT W/MAM MO pe3yjbTaraM COOeCeOBaHMS C HCIOJb30BAaHHEM IIEPEUHS
KOHTPOJIBHBIX BOIPOCOB 110 Kypcy. BOIpPOCHI BBISABIAIOT CISAYIONIUE HHIAMKATOPHI JOCTHIKCHUS
kommerennuii: MOIIK-4.2.

[IpuMepHBIii IepeYeHb KOHTPOJIBHBIX BOIIPOCOB 110 KYpCy:

TepMHUHBI, OTHOCSIIUECS K BHJIAM 3aIIUTHl HH()OPMAIIH.
TepMuHBI, OTHOCSIMECS K ClTOcOOaM 3aIUThl HHPOPMALIUH.
TepMUHBI, OTHOCSILUECS K 3aMbICITy 3aLUThI HH)OPMAIIHH.
TepMmuHbI, OTHOCSAIUECS K 00BEKTY 3alUThI HH(OPMALIHUH.
TepMuHBI, OTHOCSIIUECS K yTPO3aM 0€30I1aCHOCTH UH(POPMALIUH.
TepMUHBI, OTHOCSIIUECS K TEXHUKE 3alIUTHI HHPOPMALIUH.
HecanknmoHnpoBaHHBIE ONEepaluy ¢ UHPOPMALIUEH.

HcTounnku U Kiaccuukanus yrpo3 6e301macHOCTH HHPOPMAIIHH.
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HepequL TUIIOBBIX HCITPECAHAMCPCHHBIX UCKYCCTBCHHBIX YI'PO3.
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. HepequL TUIIOBBIX MMPEAHAMCPCHHBIX UCKYCCTBCHHbBIX YI'DO3.

. KJ'IaCCI/I(bI/IKaI_[I/IH c1oco0oB HECAHKIIMOHUPOBAHHOI'O JOCTYIIA.

. Tumnosble aTaku Ha KOMMYHHKAIIUOHHBIC ITPOTOKOJIBI.

. 38.KOHOI[8.T€J'IBHBIC MCPBI HpOTHBOHeﬁCTBHH yrposam 0€30I1aCHOCTH.
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. OpraHu3annoHHbIE MEPHI TPOTUBOJICHCTBHSA yrpo3aM 0€30acHOCTH.
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. @u3nyecKue U TEXHUUECKHUE MEPHI MPOTUBOJIECHCTBUS YIpo3aM O€30MaCHOCTH.
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. Ayrentudukanus. Umurozammura. L{udposas moanuce.
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. CummerpuuHble UQpbl. ACUMMETPUYHBIE KU (PHI.
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. Kpunrorpaduuecknue mpoToKosl.
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. Kpunrorpadpuyeckue xem-pyHKmm.

. Knaccugukarus KpunTonpoToKoIoB.

. CpoiicTBa I poBOI MOAMIHCH.

. Kpunrorpaduyeckue npoTokosbl ayTeHTUPHUKAIUNA COOOIIEHUH.
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. Kpunrorpaduuecknue npoTokosbl HASHTUPUKALIUH.

N
~

. O0BeKT, cyOBeKT, AOCTYI K HH(OpMAaLIMY, IPaBUIIa pa3rpaHUUEHUs JOCTYIIA.

N
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. Unentuduxanus, ayTeHTUPUKAIIS, aBTOPU3ALIHSL.

N
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. IIporoxonupoBanue u ayauT (aKTUBHBIN ayauT).

N
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. Cratuctuyeckuit MeTos1 0OOHapyKEHHS aTax.
. CurHatypHbIil MeTOJT OOHApYKEHUS aTaK.

. IMCKpELIMOHHOE yNPABIEHUE TOCTYIIOM.

. ManpnatHoe ynpaBileHUE JOCTYIIOM.
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. PonieBoe ynpaBieHue J0CTyOM.
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. 3amuTa MHQOpPMAINK NIPH XPaHEHUHU U Tiepeiaye.

w
w

. 3amuTa OT BPEIOHOCHBIX TPOTPaMM.

w
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. Buasl KOMIIBIOTEPHBIX BUPYCOB M BPETOHOCHBIX IIPOTPAMM.

w
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. 3ammra MeKCeTeBOro B3auMOICHCTBUS.
. IlpenoTBparienue yreuek HHPOpPMALIUH.
. Aynut 6e30MacHOCTH.
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38. Yrpo3bl KOPHIOPAaTUBHOM CETH. 3alUTa IEPUMETPA CETH.

39. OcHOBHBIE MEXaHU3MBI 3AIIUTHI KOPIIOPATUBHOMN CETH.

40. Cpencrsa 3anuThl HHGHOPMAIIUN: MEKCETEBBIE SKPAHBI.

41. CpexcrtBa 3amuThl MHPOPMALIMU: BUPTYaJIbHBIC YACTHBIEC CETH.

42. CpexcrBa 3amIuThl MHPOPMALIMU: CHCTEMBI aHAJIM3a 3aIUIIEHHOCTH.
43. Cpencrsa 3ammThl HHPOPMAIUK: CUCTEMbl OOHAPYKCHHS aTak.

44, Cuctembl IPEIOTBPAIICHUS YTEUKA KOHPHUICHIMAIBHOW HH(DOpMAIUH.
45. TTonutuka nHGOPMAITMOHHOW 0€30MMaCHOCTH OpraHU3AIINH.

[Mpumepsl naboparopHbix padoT mo kypey (MOIIK-1.1, UOTIK-1.2, MUOIIK-1.3):

1. JIabopatopnas pabora "OpenPGP / CK3U1 GnuPG". Llenb: mo3nakomuthes co IETF-
crangaproM OpenPGP (moxyment RFC4880) u momyuuTh HaBBIKH pabOTBl CO CpPEICTBOM
kpunrorpaduueckort 3amutel uHpopmarmu (CK3U) GnuPG (cBOOGOIHBIN HEKOMMEpUYECKUit
BapuaHT peanu3anuu cranaapta OpenPGP). 3aganue 1 «Crannapt OpenPGP»: mo3znakoMuthcs
co craggaptoM OpenPGP. MWcrounuku uHpopmauuu: chaiapl JeKUUHd, a Takke
https://www.openpgp.org/about/standard. 3amanue 2 «CK3U GnuPG»: ycranoBute Gpgdwin
(www.gpg4win.org) — maker GnuPG c¢ HabopoM yTWIMT W pacmupeHuid s padotel B OC
Windows, manee co3math W mepenaTh CBOW OTKPBITHIA KJIFOU KOPPECMOHICHTY (a0OHEHTY) B
OOMEH Ha ero OTKpBITBIA K04 (11 oOMeHa KIIF0YaMH HCIOJb30BaTh COIHUAIBHYIO CETb,
00JIauHbIi CepBUC M T.I.), TIOCIE YEro MPOBEPHUTHh OTKPBITHIA KIOY KOPPECIOHACHTa 4Yepe3
«OTHEYaTOK Majiblia», Jajiee NOoANucaTh (YCTAaHOBUTb YPOBEHb JIOBEPUs) OTKPBITHIM KIIIOU
KOPPECHOHJIEHTa, IOCJe Yero MoamucaTh H 3amudpoBaTh cOOOLIEHHE M TOCIATh €ro
KOPPECIIOHJICHTY, a TaKKe paciu(poBaTh U MPOBEPUTH MOIICH COOOIICHUS, KOTOPOE MPHCIIA
KOPPECIIOHJICHT, Jaiee c(popMUpOBaTh U MPOBEPUTH KOHTPOJIBHYIO CYMMY JUIS TIPOU3BOJIBHOTO
daiina, usmenure ¢aitn u ybéeaurech, uto CK3U GnuPG obnapyxuBaer (akT HW3MEHEHUS.
[Tocne BhIMoONHEHUs 1a0OpaTOPHOM PabOThl COCTAaBUTh U BBUIOKUTH B CpPEAy 3JIEKTPOHHOIO
oOyuenus Myan TI'Y ortuyer o mpoxaenaHHoOW paboTe, KOTOPBIA BKJIIOYAET B cels: Ha3BaHUE
pa6otel, @O u HOMep rpynnbl UCHOIHUTENS paboThl, KpaTkuil 0030p ctanzapta OpenPGP,
CKPHMHIIOTHl BBIIOJIHEHHBIX JACUCTBUI C KOMMEHTapusiMH, B TOM 4YHCJE€ COOOIIEHUS OT
KOPPECIOH/IEHTOB B 3alIM()POBAaHHOM U pacHIM(PpOBaHHOM BH/IE.

2. JlaboparopHuas padora "Berpoennsie C3M1 OC Windows". Ilenb: MO3HAKOMUTBCS C
BO3MOXHOCTSIMHM M IPHOOPECTH HABBIKM HACTPOIKM BCTPOCHHBIX CPEACTB 3allUThl HHPOpMALUU
OC Windows. 3aganue 1 «O630p C31 OC Windowsy. Hanucate kpaTkuii 0030p MEXaHU3MOB U
cpeacTB obecneyeHust nHGpopmarmonHoi 6ezonacHoctd OC Windows: yrpaBieHHe JOCTYIIOM K
pecypcam OC, ayTeHTHQUKALUs, ayIuT, MHU(PpPOBaHHE AAHHBIX, CEPTHU(PHUKATHI, MEXKCETEBOE
sKpaHupoBanue u Ap. 3aganue 2 «Hactpoiika C31 OC Windowsy. [Ipu BbeImomHeHNH 3a1aHU
pEeKOMEHAyeTCsl UCIOJIB30BaTh KOHCOJb yipasieHus mmc (Microsoft Management Console) ¢
Pa3IMYHBIMM OCHACTKaMu (TpyMIIoBasi MOJMTUKA, IIa0JIOHBI OE30MacHOCTH M Jp.). 3agaya I.
VYmopasnenne poctynoMm (ocHacTka JIokanbHbIE TONB30BaTed U TPYIIbI):  CO3AATh
nosab3oBarenei UserA u UserB, coznats rpynmy Students 1 HaCTpOUTh MOIUTUKY 0€30MaCHOCTH
rpynnsl Students, npunucate nonb3oBareneil UserA u UserB k rpynme Students, HacTpouTsb
npasa gocTyna (yacTuyHblil goctyn) UserA K 3aJJaHHOMY KaTtajory (Tamke), HACTPOUThH IMpaBa
noctyna (monuelii goctyn) UserB k 3amaHHOMy KaTanory (Iamke), MPOBEPUTH BBINOJIHEHHE
orpannueHuit nmpas aoctyna UserA u UserB. 3agaua 2. Aynut (mpoTtokonupoBaHue) (OCHACTKa
PenakTop 00bekTOB IpynmnoBoil nmonutuku - [lonmutuka "JlokanbHblil KoMObIOTEP"): YCTAHOBUTH
ayJIUT COOBITHI BXOAa B cUCTeMy (yCIeX, OTKa3), OTKpbITh JKypHan perucrpauuu coObITUH U
OTpEeAENUTh MOCIEIHUIN BXOJ B CUCTEMY, YCTAHOBUTH ayAUT BHIOPAHHOIO Katajora (Mamnku) ajs
noab3oBarenst UserA, HacTpOMTh MapaMeTpbl ayauTa, OTKpbITh JKypHan Oe30macHOCTH U
OTpeAeNUTh MOCIeAHIEe U3MEHEHHSI OTCIIeKMBAEMOro KaTtanora (manku). 3agada 3. MexcereBoit


https://www.openpgp.org/about/standard

9KkpaH (OpanaMmay’p) (ocHacTka MoHuTOp OpaHAMayspa): co3/1aTh MPaBUIIO OpaHaAMaydpa s
BXO/JISIIETO/UCXO/SIIEIO MOAKIIOUEHUS, TPOBEPUTh HA TPAKTHKE BBIMOJHECHUS OTpPaHUYCHUN
co3maHHbIX mpaBwi. 3amgada 4. [ucmeruep ceprudukaroB OC Windows (ocHacTka
CepTtudukarsl): MpocMOTpeTh cepTuduKaThl, yctanoBiaeHHbIe B OC Windows, 3KCHOPTHpPOBATh
MPOU3BOJILHBIA CcepTU(UKAT, UMIOPTHUPOBATh MPOU3BOJIbHBIN cepTH(HUKAT B manky JIuuHble.
3amaga 5. Illa6non Oe3zonmacHoctu (ocHactka IllaGnoHBI Oe30mMacHOCTH): CO3[aTh MIA0JIOH
Oe3omacHOCTH “YUeOHBIN” W peaqnu30BaTh PEKOMEHIyeMyr HacTpoiky [lonuTuku mapoiiei,
[Tonutuku ONOKUPOBKU ydeTHOW 3amucu, llomutuku ayaura, [lapameTpbl Ha3HavyeHUs MpaB
nonib3oBarens. [locne BbIMONIHEHUs J1TaOOpaTOPHONW pabOTHI COCTABUTHh W BBUIOKUTH B CpEAy
anekTpoHHOro o0yueHuss Myt TT'Y otueT o mpoaenanHoii padoTe, KOTOPBI BKIIOYAET B CeOsI:
Ha3zBaHue pabotel, PO 1 HOMEp rpyNIbl UCIIOIHUTENS PabOThI, KPAaTKU 0030p MEXaHU3MOB
obecnieuenus naPopmanronHoi 6e3onacHoctn OC Windows, CKpUHIIOTHI (CHUMKH JKpaHa) C
pealn30BaHHBIMHM HACTPOHKAMHU CPEJICTB 3alIUThl HH(GOPMaIUH.

3. JlaboparopHast pabora "bank maHHBIX yrpo3 Oe3zomacHoctu uHpopMmaruun DPCTOK
Poccun"(www.bdu.fstec.ru). Ilenb: oBnamerp 0a30BBIMH TOHATHAMH HHGOPMAIIMOHHON
0C30MacCHOCTH W W3YyYHUTh CYIIECTBYIOIIHME YTIPO3bl Oe30macHOCTH HWHQOpMAIMHU. 3aJaHue:
ucnonb3yss bank gaHHbix yrpo3 OeszomacHoctd uHpopmanmu DPCTIK Poccum, neranbHo
U3YYHTh TPH YTpo3bl Oe3omacHocTH WHGOpMAnuu (OMHCAHHE Yrpo3bl, MCTOYHUKH YTPO3BI,
O0BEKT BO3JIEHCTBUS, MOCIEICTBUS peaM3allud YIPO3bl), MPUCYIIUX HEKOTOPOMY OJIHOMY
BeiOpanHOMy UT-00bekTy (oOnauHast CcucTema, TpPHI-CUCTEMa, BHPTyallbHAs MAIHHA,
OecrpoBojiHAsI CETh, Web-TPUJIOKEHUE, XPAHUIIHIE OOJBIIMX AAHHBIX U T.I.), @ TaKXe TPH
YCTpaHEHHbIE YA3BUMOCTH JJIi HEKOTOporo ojHoro BblOpanHoro Bamu I10 (CYBJ
MySQL, 6payzep Google Chrome u T.m.). Takxke H3y4uTh TEPMHHBI MO HH(OPMALIMOHHOU
0€30IaCHOCTH: yTPO3a, YS3BHUMOCTh, KOH(HIECHIUATBHOCTD, IEIOCTHOCTh, TOCTYITHOCTH (CM.
https://bdu.fstec.ru/terms). I[Tociie BbIoIHEHUS J1a00PAaTOPHOI PaOOTHI COCTABUTH B BBLIOKHUTH B
cpeny anekTporHoro o0ydenust Mynin TI'Y oTdeT o nmpojenanHoi paboTe, KOTOPBINA BKIIOYAET B
cebst: HazBanue paboTel, DO 1 HOMEp TPYIIBI UCTIOTHUTENS PaOOTHI, PE3YIbTAT BBINOJIHEHUS
paboThl, T.e. CHOHCOK ONpEACNCHHWH CIEeIyIIIUX TEPMHHOB: YIpo3a, YSI3BUMOCTH,
KOH(UICHIIMATBEHOCTD, IEIOCTHOCTh, JOCTYIMHOCTh, a TakK)Ke CIHCOK H3yYEHHBIX YIrpo3 u
yS3BUMOCTEHN ¢ UX HOMEpaMH (KOAaMH).

Kpurepun onieHMBaHus MPOMEKYTOUHON aTTECTALIUN:

3ayeT C OLEHKOM “OTIMYHO” MO JAUCLUMIUIMHE MPOCTABISIETCS, KOIJa CTYOEHT B
COBEPIIICHCTBE OBJIAJIE MAaTepUajOM IO BCEM paszesiaM JIEKIIMOHHOTO Kypca, a TakXKe IMoKa3al
TpeOyeMble YMEHUS ¥ HaBBIKU MIPH BBITTOITHEHUH 8cex TaOOPaTOpHBIX padoT.

3aueT ¢ OIEHKOW “XOpOoIIo” MO JUCHUIIIMHE MPOCTABISETCSA, KOTJla CTYACHT OBJIAJET
00s13aTeNbHBIM MaTepHalioM MO OOJBIIMHCTBY pPa3AeNoB JEKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMHU HEJIOCTAaTKaMH, a TakXKe MoKa3zasl TpeOyeMble YMEHHUSI U HABBIKU TPU BBHIMOJHEHUHN
bonvuuHcmea 1ad0paTOPHBIX PAOOT.

3adeT ¢ OLIEHKOHN “yIOBIETBOPUTEIBHO MO IUCIHUIUIMHE MPOCTABISIETCA, KOT/Ia CTYACHT
OBIIaJIeNl 00s3aTeIHLHBIM MAaTEpPUATIOM IO HEKOTOPBIM pa3jeniaM JIEKIIMOHHOTO Kypca, BO3MOXKHO C
HEKOTOPBIMH HEJIOCTAaTKaMH, a TakKe MoKaszasl TpeOyeMble YMEHHUSI M HaBBIKU MPHU BHITIOJHEHUHN
yacmu 1a00PATOPHBIX PaboT.

3adyeT C OUEHKOW “HEYIOBJIETBOPUTEIBHO TO JUCHUIUIMHE MPOCTABISAETCS, KOTrAa
CTYIEHT HMMEET CYHIECTBEHHBbIE MPOOETbl MO TEOPETHUECKHM pasieliaM AUCHUIUIMHBI U He
MoKasaJl TpeOyeMbIe YMEHHUS U HaBBIKH MPHU BBITTOJIHEHUH YaCTH Ja0OpaTopHBIX padoT.

4. OueHo4YHbIE MaTepHaJIbl I NMPOBEPKH 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIH)


https://bdu.fstec.ru/terms

[IpumepHBIil MepeueHb KOHTPOJBHBIX BOMPOCOB MAJIi MPOBEPKU OCTATOYHBIX 3HAHHM
(MOIIK-4.2):
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N3710XUTh OCHOBHBIE MOHATHS HHPOpMamoHHoi 6e3omacHoctu (UB).
OrnucaTh 3aKk0HOAATeNIbHBIE MeTOAEI 0Oecieuenus UB.

Onucarb aIMUHUCTPATUBHO-OpraHU3allMOHHbIE MeTo1bl oOecrieuenus Ub.
CpaBHUTH CUMMETPUYHbBIEC U ACHMMETPUYHBIE ITH(PBHI.

[TpenocraBuTh cxemy THOPUIHON (KOMOMHUPOBAHHOW ) KPUIITOCHCTEMBI.
[IpenocTaBuTh CXeMy JICKTPOHHOMN ITU(POBOI MOHUCH.

N310KHUTh MeTOA 00eCTieYeHHs LIEIIOCTHOCTH COOOIICHUSI.

N3510KUTh OCHOBHBIC CBOMCTBA 3JICKTPOHHON TU(DPOBOI MOAMUCH.
OxapakTepr30BaTh NapOIbHBIA METOJ Ay TEHTU(DUKAIIUH.

OxapakTepu30BaTh ayTeHTH(PHUKAIUIO Ha 0a3e MPOTOKOJIA «3apOC-OTBETY.

HCpG‘II/ICJ'H/ITB LCJIM U 3ala4r IPOTOKOJIHMPOBAHUSA U ayAUTA.

OxapakTepn30BaTh CTATUCTUYECKHUI METO/1 OOHAPYKEHUSI KOMIIBIOTEPHBIX aTak.
OxapakTepu30BaTh CUTHATYPHBIN METO/1 0OHAPYKEHUSI KOMITBIOTEPHBIX aTak.

OxapakTepu30BaTh IUCKPELUOHHOE YIIPABJICHUE JOCTYIIOM.
OxapakTepu30BaThb MaHaTHOE YIPABICHUS TOCTYIIOM.
OxapakTepu3oBaTh pOJIEBOE YIIPABJICHUE JOCTYIIOM.

[Tepeuncnuth GyHKINU, KOTOPBIE MOXKET BBIMOJIHATH MEKCETEBOU IKPaH.

KnaccudunupoBaTs KOMIBIOTEPHBIE BUPYCHl U BPETOHOCHBIE TPOTPAMMBI.

N310XHUTh CIOCOOBI PacIpOCTPAaHEHUSI M OOHAPYIKEHHUST BPEJOHOCHBIX IPOTPaMM.

M310XUTh TUIIOBOE COACPIKAHUC ITOJIMTUKH 0e30macHOCTH MMpCAIPUATHA.

OxapakTepu30BaTh TEXHOJIOTHUIO TOCTPOCHUS BUPTYaIbHbIX YaCTHBIX CETEH.

OxapakTepr30BaTh TEXHOJOTUIO aHAIN3A 3AIUIICHHOCTH CETH.
KnaccudummpoBars cucreMbl 00HApyKEHUS aTak.

W310XUTh HECAaHKITMOHUPOBAHHBIE ONIEPALUU ¢ HHPOPMAITHEH.
KnaccudumupoBats yrpo3sl 6€301macHOCTH HH(GOPMAITHH.
[TepeuncnuTh THIOBBIE HETIPEITHAMEPEHHbBIE HCKYCCTBEHHBIE YTPO3BI.
[lepeuncnuTh THIOBBIEC IPEAHAMEPEHHBIE ICKYCCTBEHHBIE YTPO3HI.
KnaccugunupoBars cnoco0bl HECaHKIIMOHUPOBAHHOTO AOCTYIIA.
[lepeuncnuTh THUIOBBIE aTaKH HA KOMMYHHKAIIMOHHBIE TTPOTOKOJIBI.
OxapakTepu30BaTh AUCKPEIIMOHHOE YIIPABICHHUE JOCTYIIOM.
OxapakTepr30BaTh MaHIaTHOE YIIPABICHHUE JOCTYIIOM.
OxapakTepu30BaTh POJIEBOE YIPABICHUE TOCTYIIOM.

Nudopmanus o paspadorunkax

TpenbkaeB Banum HwukomaeBud, KaHA. TEXH. HAyK, JIOLUEHT, JOLEHT
KoMmbloTepHON 6e3omacHoctTn HU TT'Y.

Kadenpsl



