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1. KOMHeTeHIII/II/I U HHAHAKATOPbLI HUX JOCTHXKCHHUSA, IPOBEpAEMbIC JTaHHBIMHA
OLCHOYHBIMH MaTepHaAIaMH

Lenbto0 OCBOSHHSI TUCIUIUIMHBEI ABJSIETCA (POPMUPOBAHUE CIICAYIOMIMX KOMIETSHIINH:

[1K-2 Crioco6eH o1eHUuTh YPOBEHb 0€30IaCHOCTH KOMIIBIOTEPHBIX CUCTEM U pa3padoTaTh
IPOTpaMMHO-aNapaTHBIE CPEJICTBA 3aIUTH HH(POPMAIIH.

Pe3ynbraramMu OCBOEHUS IHMCUUIUIMHBI SBJISIOTCS CIEIYIOIINE MHAUKATOPHI TOCTHKEHUS
KOMIIETEHLIHM:

HIIK-2.1 OcymecTBasieT MPOBEACHHE KOHTPOJIBHBIX MPOBEPOK PabOTOCIIOCOOHOCTH H
3¢ (HEeKTUBHOCTH TMPUMEHIEMBIX MPOrPAMMHO-AMIIAPATHBIX CPEJICTB 3aIUTHl HWH(pOpMauu,
pa3paboTKy TpeOoBaHMII K MPOrpaMMHO-aNMapaTHBIM CpPEACTBAM 3allUThl HH(OpManuu
KOMITbIOTEPHBIX CUCTEM.

NIIK-2.2 OcymecTBisieT pa3paboTKy TpeOboBaHUH 1O 3amuTe, (OPMUPOBAHUE TTOJTHTHK
0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U CETeH, IPOEKTUPOBAHUE IPOTrPAMMHO-ANIAPATHBIX
CPEICTB 3alUThl HHHOPMAIIUU KOMIIBIOTEPHBIX CUCTEM.

NIIK-2.3 OcymiecTBisieT NMpOBEJACHNUE aHaln3a 0e30IMacHOCTH KOMITBIOTEPHBIX CHCTEM,
poBeJicHNE cepTU(UKAIIKI TPOrPaMMHO-AIIAPATHBIX CPECTB 3allUThl HHPOPMAIIUU U aHAIN3
pe3yabTaToOB, pa3padOTKy W TECTUPOBAHHE CPEJCTB 3aIIUTHl MH(OpMAIMH KOMIBIOTEPHBIX
CUCTEM.

2. OneHo4Hble MaTepHaJIibl TCKYLIECT0 KOHTPOJA U KPUTEPUHA OLNCHUBaAHUA

DeMEHTHI TEKYIIET0 KOHTPOJIIS:

— TECTHI 110 JIEKIIMOHHOMY MaTepHuaiy,

— KOHTPOJIb TIOCEIIaEMOCTH;

— J1abopaToOpHBIC PaOOTHI;

— KOHTpOJIbHAsI TOYKA HE MEHEE OJHOTO pa3a B CEMECTP.

1. TecThl 1O JIEKIIMOHHOMY MaTepHany oQOpMIICHHI B 3JeKTpoHHOM Kypce B LMS IDO B
BHJIE (UiZ-OMPOCOB, OTHOCSIIUXCS K UTPOBBIM METOaM OOYUYEeHHS: TaKHUE OMPOCHI TPOBOJISATCS B
HavaJje JICKIUH WM IIPAKTUYECKOI0 3aHATHS 110 MaTepUaly MPEAbIAYIIEH JEKIUU U TTO3BOJISIOT
JIOCTAaTOYHO OBICTPO BCIIOMHUTH HEOOXOIUMBIH JIJIs1 TEKYIIETO 3aHSITHS MaTepHall.

IIpumep quiz-onpoca.

Kakwue Tumsl nporpaMm OTHOCATCS K BPEIOHOCHBIM?

BHPYCHI
TPOSIHCKHE KOHM \
YyepBH \

CUCTCMHBLIC CHY)K6BI
OICPalTMOHHBIC CUCTCMBI

2. KOHTpOJ'II)Haﬂ TOYKa B CEPCAMHE CEMECTpa SABIACTCA KOMINIICKCHBIM KOHTPOJIBbHBIM
MCPONPUATHEM, BKIHOYAIOIIUM: 1) ABa TCOPECTHUYCCKUX BOIIPOCA; 2) BBITIOJIHCHUC ABYX IICPBBIX

1abopaTopHBIX paboT; 3) rPyNIOBYIO padoTy.

Ilepeuenn TeopeTHYecKMX BONPOCOB:

1. Yro Takoe nH(pOpMaIMOHHAs O€30MaCHOCTH?

2. Kakue KOMIOHEHTHI BXOJAT B HHPOPMAIIMOHHYIO 0€3011acCHOCTh?

3. [Touemy BO3HMKIIA HEOOXOJUMOCTb B 3aLIUTE KOMIIBIOTEPOB?

4. [Toyemy opraHu3alMM CTAJKUBAIOTCS C TpoOJeMaMu TpU  0OecredeHUuHn

UH(POPMALIMOHHOM 6e30macHOCTH?



5. SBASIOTCS M CUCTEMBI, cepTU(UIMPOBaHHBIE MO ypoBHIO C2 TpaBHTEILCTBA
CIIA, caMbIMH 3aIIMIIICHHBIMHA?

6. [Touemy 6€3011aCHOCTB - 3TO MPOLIECC, @ HE KOHEUHBIN IPOAYKT?

7. CKOJIBKO CHCTEM MOJYyYUIIU cepTH(HUKAT 110 ypoBHIO Al?

8. [Touemy "OpankeBast KHUra" yTpaTuiia CBOIO CHITY?

0. brena mm oneparnmonHas cucreMa Microsoft Windows NT ceprudumupoBana mo

ypoBHI0 C2 "OpanxeBoil KHUTH"?
10. Yo 3Haumut TNI?

11.  Tlouemy dpu3mueckas 3ammra He MOXKET rapaHTUPOBATH O€30MaCHOCTD?

12. [Tonararorcs i CUCTEMBI yIIPaBICHUS JOCTYIIOM Ha APYTUE CUCTEMBI?

13. Ot kakoro HamaJeHus 3alIUILA0T MEXCETEBbIE SKPAHDI?

14.  Kakue Tpu Bely UCIOJIb3YKOTCS Ul YCTAaHOBICHUS TOJTMHHOCTH JINYHOCTH ?

15. Ha3zoBute aBa Tna GMOMETPUUYECKUX CUCTEM.

16. Ha3oBuTe OCHOBHBIE KATETOPUHU aTaK.

17. Kakoii Tun nocryna tTpedyeTcs AJis BBIMOJHEHHS aTak JI0CTyNa K JOKyMEHTaMm?

18.  Ilouemy araku nepexBara BBIIIOJHUTH TPYAHEE, YEM MIPOCITyIINBaHUE?

19.  Tlouemy TpyIHO BBHINOJHUTH aTaKd MOJH(PHKAINU JOKYMEHTOB, XPAHSIIUXCSA B
BUJIEC pacIeqyaTok?

20. s xakoro Tuma atak d3pQPeKTHBHBIM HHCTPYMEHTOM SIBIISICTCS Pa3phIB KaOess?

21.  IIpoTMB Kakux CBOWCTB HH(pOpPMAllMM HampaBjleHa aTaka Ha OTKa3 oOT
00513aTeNIbCTB?

22.  Ecmm cnyxammii oTKpbUl (aiil B JOMalIHEM KaTajore JIpyroro Ciyskallero,
KaKOW TUI aTaKu OH BBIIIOJIHUI?

23.  Bcerna in araka MoaugUKaIK BKIIOYAET B ce0s1 aTaky gocrtymna’?

24.  Ilokymarenb OTPULAET TOT (aKT, YTO OH 3aKa3aj KHUT'Y Ha Amazon.com, - Kakas
3TO araka?

25. IlpumepoM aTaku Kakoro poja sBIAETCA IOACIYIIMBAHUE  CIIyXKallluM
KoH(puaeHIHaIbHON nHopMaIuu u3 opuca 6occa?

26. K kakoMmy THIly aTak 0COOEHHO YS3BHUMbI OECIIPOBOHBIE CETH?

27.  IlpumepoM aTaku Kakoro poja SBJISIETCd HW3MEHEHHME 3aroJIoBKa JJIEKTPOHHOU
MOYTHI?

28.  Uro gBnsieTcs LENblo aTak Ha O0TKa3 B 00CIyXKUBaHUN?

29.  Kakue 3amaun pemiaer 3JI0YMBINUIEHHUK IpPU BBINOJHEHUM aTakd Ha OTKa3 B
oOcy>)kxuBaHUM?

30.  Yrto sBnsfeTcs TMEpPBbIM 1IAaroM TMpU BBINOJIHEHWHM AaTakd MOJU(UKALUU
3JIEKTPOHHOM MHpopMaru?

31. [Tpumepom kakoro ysizBumoro Mmecta siBisiercss B NFS ycraHoBka paspernieHuit
KOPHEBOW JUPEKTOPHUU I'W JIJIsl BCEX IOJIB30BATEIEH?

32. Korga wucnonb3yloTcs HETEXHUYECKHME CpEeACTBa Ul IMOJIyYeHHUs JOCTyla B
cucremy?

33.  Kakas yacTb naMATu sIBJsieTCSl 0OObEKTOM aTaky Ha rnepenojiHeHue Oydepa?

34, Kakoii THUIN TIEPEMEHHBIX MHCIOJNB3YEeTCS MpPU BBINOJIHEHHHM AaTakd Ha
nepenojiHeHue oydepa?

35.  Kakas ommbka nporpaMMUpPOBaHMsI MO3BOJIAET BBIOJHUTH aTaky UMuTanuu IP-
anpeca?

36.  Kakoll makeT He OTIPAaBIAETCS IPU BHIIIOJIHEHUH CUHXPOHHOM aTaku?

37.  CymecTByeT Jiu coco0 3aiuThl OT TPaMOTHO pazpadoranHoin DOS-ataku?

38.  Yto MUIyT XaKephl, UCIOJIb3YIOLIUE HEHANIPABICHHbBIE METOBI aTaK?

39. Kak xakep HWCHosib3yeT CHUCTEMY MOCIE B3J0Ma C MOMOIIbIO HEHANPaBICHHOU
aTaku?

40.  Kakoii caiiT ucrionp3yercs s coopa nadopmaruu 06 IP-agpecax?



41.  Kakas yacTh NnpenBapUTEIbHOTO UCCIEAOBAHMS SBISIETCS Hanbosee OnacHoi s
Xakepa mpH NOArO0TOBKE HAINPABJICHHON aTaKu?

42.  Kakoli TMII ”HCTpYMEHTa IpeACTaBisieT coooi mporpaMmma Nmap?

43. C kaxoil nenpko 3ammyckaercs ataka DoS Bo BpeMs BBINOJHEHUS aTaKd UMUTALUU
[P-anpeca?

44. UemM nipeacraBiisieTcs: mporpamma "TpOSTHCKUI KOHb" JJ1s1 TTOJIb30BaTeNs?

45.  Jlns 4yero Hy>kHa mporpamMma nc?

46. [TepeunciutTe OCHOBHBIE CITYKObI 6€30TTaCHOCTH.

47.  Kakas cimyx0a monaraercs Ha CiIy)x0y KOH(DHUIESHIIUAIBHOCTH I 00eCTeUeHUs
MIOJTHOM 3aIUTHI HHGOPMAITIH?

48.  Kakwue ciry:xObl UCTIONB3YIOTCS JUIS IPOTUBOCTOSIHUS aTakaM Ha MOAU(DUKAIUIO?

49. B pabote kakux ciry»0 HCTHOJb3yeTCs CUCTeMa KOHTPOJIS JocTyma?

50.  JIoJoKHBI M KOMMEPYECKHE OpTraHH3allud COO0IaTh KOH(PHUICHIUATBHOCTh
MOTOKA JaHHbBIX?

51.  Kakoii 0cHOBHOI MeXaHu3M 00ecreunBaeT KOH(PUICHINAIBHOCTD U LIEJTOCTHOCTD
uH(popMaluu npu nepegade?

52. Jlns mpenoTBpamieHHs IepexBara TOJDKHO HCIONB30BaThCs MmdpoBaHue -
BMECTE C KaKoil ciy>k0oii 6e3omacHOCTH?

53.  Moxer i ciyx6a o0ecriedeHust JOCTYITHOCTH MPEIOTBPATUTh aTakh Ha OTKa3 B
o0cyXKUBaHUU?

54.  Hasoswure Tpu THIIA AyTeHTU()UKAUOHHBIX (PAKTOPOB.

55.  Tlouemy aByxdakTopHas ayTeHTU(UKAIMS cUIIbHEE, YeM OHO(aKTOpHAs?

56.  3adem HY>KEH ayauT?

57.  Kaxkue ciyxObl O3BOJISIOT IPEIOTBPATUTH aTaKH HAa OTKAa3 OT 00s13aTeNbCTB?

58.  Kakue ciry>xObl TO3BOJISIOT MTPEJOTBPATUTH aTaku A0CTymHa?

59.  Ha kakue Tpu ciy:k0bl 6€30aCHOCTH JIOJKEH OMUPATHCS ayAuT?

60. IIpumepom paboThl Kakoil cIyKObl O€30MACHOCTU SIBIIAECTCS pPa3BEPTHIBAHUE
MJIaHa aBapUITHOTO BOCCTAHOBJICHUS?

61.  HaszoBute Tpu paszzaena, KOTOpPbIE JOJKHBI MPUCYTCTBOBATh B KaXKI0M MOJUTHKE
WJIM IPOLENYPE.

62.  Yrto onpezenser noauTHKa O0e3omacHocTr?

63. Jlo)okHa JM TOJNHUTUKA O€30IacHOCTU OINpeNeNiTh KOHKPETHbIe TpeOOoBaHMS
peanu3anuu JUIsi KakJ10ro TUIla CUCTEM BHYTPU CaMOM MOJUTUKH?

64.  Ilouemy B MONUTUKY O€30MACHOCTH BKJIIOYAOT OTKa3bl OT 3aLIUTHI?

65.  Yto nomKHA ONpenesaTh MOJUTUKA CIIOIB30BaHUS KOMIIBIOTEPOB?

66.  PexomeHnayeTcs I pa3peiiarb HEOrpaHMUYEHHOE UCII0JIb30BAHNE KOMIIBIOTEPOB?

67.  Jlns Kakux JIMIL JOJIKHBI YKa3bIBaThCsl TPEOOBaHNUS, COJIEpIKaIMecs B MPOLEypax
yIIpaBJIEHUS M0JIb30BATENSAMU?

68. Korma coTpyIHHMK MEpeXoAMT C OAHOM JIOJDKHOCTH Ha JpPYTyl0 BHYTPHU

OpraHu3anuy, KTO0 JO/DKEH HECTH OTBETCTBEHHOCTb 3a  YBEIOMIJICHHE CHCTEMHBIX
aJMMUHHCTPATOPOB O HEOOXOAUMOCTH U3MEHEHUSI TPO(UIISA JOCTYyIa JAHHOTO COTPYIHUKA?

69.  Kakosa 11es1b mpoueaypsl CUCTEMHOTO aIMUHUCTPUPOBAHUS?

70. [Touemy HeoOXoauMoO coOOJIOIaTh BHUMATEIBHOCTh TPHU OIPEACIICHUH IIeJeh
IRP?

71.  HaszoBute narth nojapasaesieHuil, COTpYAHUKH KOTOPBIX BCETAa JOJIKHBI BXOJUTH B
rpymniy o6paboTKH UHIIUIEHTOB.

72. HazoBuTe ueThipe KII0UEBBIX pasjiena METOI0JIOTUH pa3padoTKH.

73. Ha3zoBute Tpu THIA COOBITHI, KOTOPbIE JOKHBI OBITH YKa3zaHbl B DRP.

74. Kakue neiicTBUs JOKEH BBITIOIHATH OTAEN 0€30MacHOCTH B MPOIECCe CO3TaHUs
MOJIUTUKU?

75.  Tlouemy oTaen 6€30MacCHOCTH JOJIKEH pabOTaTh COBMECTHO C OT/IEJIOM aynuTa?

76.  Ha3zoBuTe JBE€ COCTaBISAIOUINX PHUCKA.



77.  KakoB ypoBEHb pUCKa [P OTCYTCTBUU yrpo3?

78. Uto Takoe ys3BUMOCTH?

79. Ha3zoBute uetsipe nenu s yrpos.

80. MoskeT i1 yrpo3a UMeTh 0oJiee OJTHOM 1eTu?

81. Kakumu xapakTepucTUKaMu JOJDKEH o0JalaTh areHT, 4YToObl MPEeACTaBIIATH
coboii yrpo3y?

82.  JlomkeH N¥M areHT MMeTh (U3UYECKUU OCTYN K CHUCTEME, YTOOBI MPEACTaBISATh
coboii yrpo3y?

83. st Kakoro THIa opranu3anuii 001EeCTBEHHOCTh pacCMaTPUBAETCS KaK yrpo3a’?

84. ToJIbKO 3710HaMEpPEHHBIE COOBITHS SBIISIOTCS YTPO30ii?

85.  Ilocne BbIsiBIIEHUS YSI3BUMBIX MECT M YIPO3bI UTO €IIE OMpPeAesieTcs s OLCHKU
pHCKa B OpraHuzanuu?

86.  HazoBure maTh oOjacTeil, KOTOpbIE HYKHO HCCIIEIOBATh NPH OILIEHKE PUCKA B
OpraHH3aIiHy.

87.  C 4ero HauMHAETCS ONPEACICHUE PEAIbHBIX YSI3BUMBIX MECT?

88.  Kakas monenp HCMONb3yeTcs, €ClU ONpeAesieHne 0COObIX BUIIOB YIpO3 SIBISETCS
npoOJIeMaTUIHBIM?

89.  MoOXHO 1M TPEaNoNIOKUTh, YTO OOJIBIIMHCTBO OpTaHU3AlMi B COCTOSHUU
OTpeAeuTh (PUHAHCOBBIC MIOTEPH OT PA3TUIHOTO POJIa UHITUACHTOB?

90. Kaxkwue 3atpatbl ci10XkHEe BCEro U3MEpUTh?

91.  HazoBuTe nsTh 3TAnoB nporecca HPOpMaIMOHHOM 0€30MacHOCTH.

92. J1s1 4ero UCcnoap3yrTCs OLIEHKU?

TunoBbie BApHAHTHI 3aIaHUM 1JI5 J1a00PATOPHBIX PadoT:

[Ipoexkr 1.

1.1. IIpoBeppTe HaIMUKE yA3BUMBIX MECT.

- [Ipoananusupyiite mHGOpPMALUIO, OTHOCALIYIOCA K BalleMy JI0MYy (MOXKHO BbIOparhb
Jpyroil 00bEKT ucciieoBaHus). BrisgBUTE caMyro BaXKHYIO.

- OnpenenuTe MECTO XpaHEHUs 3TOH MHPOPMAIIH.

- OnpenenuTe TUIBI aTak, HauOoiee pa3pylIMTENbHBIX i Bac. [lpomymaiite
BEPOSITHOCTb aTaKH JIOCTYIIa, aTaKu MOAU(UKAIIMY, aTaK1 HA OTKa3 B 00CIY)KMBaHUU.

- [Iponymaiite ciocoObl 0OHApYKEHUS TAaKUX aTak.

- Boibepure TOT THN araku, KOTOpas, IO BallleMy MHEHHIO, SBIAeTcs HauOosee
pa3pyLIUTENbHOM, U pa3paboTaiiTe CTPATETHIO 3aIlUTHI.

1.2. 3amurtuTte CBOO HHPOPMAIIHUIO.

- Haunure co crucka arak u cTpareruil OCyIIECTBIEHMs 3THX aTak, pa3padOTaHHOTO B
IIPOEKTE.

- JInst kaX/10r0 METO/Ia aTaky ONpeAeauTe Harnboee MOXoAsIyto ci1yk0y 0e30nacHOCTH,
KOTOpast MO3BOJIUTh NPEAOTBPATUTh UIIM OOHAPYKUTH 3Ty aTaKy.

- Inst xax10¥l BBISIBIIEHHOM CIYy)KObI MPUMHTE pEIIEHHE O TOM, TpeOyeTcs MU e Ui
Ha/IeKHOTO (PYHKIIMOHUPOBaHUS CiIyk0a uaeHtudukamuu. Eciu 310 Tak, To 100aBbTE U 3TY
CITyX)O0y K CITHUCKY.

- Pacnonoxure crmcok mo NMpUOpUTETaM, HAuMHas OT caMOM BaXHOHM (C Balled TOYKU
3peHus).

- Ecniu OynyT peanu3oBaHbl Bce ciyObl 6€3011acCHOCTH, YAACTCS JIM BaM OOHAPYKUTh UITH
IIPEIOTBPATUTh ATAKH, BBISIBICHHBIE B IPOEKTE 27

[Ipoexr 2.

Pazpa0oTka NOIUTUKM UCTIOIB30BaHUS UHTEPHETA.

- Ecniu BbI pabortaere B rpymme, pasienure rpynny Ha mapel. Kaxnpas mapa Oymer
pa3pabarbiBaTh CBOIO COOCTBEHHYIO MOJIUTUKY U MPEACTABIATH COOOM OTAENbHYIO TPYIIILY.



- Pazpaboraiite cxemy monutuku. He 3a0ynbTe BKIIOYUTH pasfen Ui BXOMSIIAX M
UCXOISIINX COSTUHEHNH.

- Onpenenute NpueMiIeMble TUITBI BXOJSAIIUX COSTUHEHUN.

- Onpenenure mpueMsIeMble TUITbI UCXOASAIIMX COeMUHEHUM. Ecim BaM KakeTcsi, 4TO BCE
YKa3aHO IPAaBWIIbHO, IMEPEUAUTE K OINPEAECICHUIO THUIIOB CAWTOB, KOTOPHIE MOTY ITOCELIATh
COTPYIHUKH.

- [IpencraBpTe MOMUTUKY JPYrMM 4jieHaMm rpynnbl. Hekotopele M3 HHUX JIOJKHBI
BBICTYIIATh B POJIM COTPYIHUKOB OpTraHHU3alllH, a IPYTHUE - B PO MEHEIKEPOB.

- Kak Bapmant, pa3nuuHble mapsl MOTYT paboTarh HaJI pPa3HBIMUA IOJUTHKAMU
OpraHu3aIuu.

[Ipoexkr 3.
BrisiBrieHne paznuyuuii MexX 1y MEKCETEBBIMU IKpaHAMU Pa3IMYHBIX THIIOB.
- CkoHpUTYpUPYHTE CETh COTIACHO apXUTeKType Ha puc. 1. He mogkmrovaiiTe 3Ty ceTh K

UHTEpPHETY!

|
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MesxceTes 0l [ 1 , MapLpyTMZaTOp MHTEpHETA
3KpaH

Cepeep Cepeep

Puc. 1. OanH MeXceTeBon aKkpaH
- Co3maliTe MOYTOBBIN CepBep U Be6—cepBep C HaCTpOﬁKaMH IO YMOJIYaHHUIO U OCTAaBbLTC B
Ka)XXJIOM CHUCTEME YSI3BUMOCTH.

- Pa3zmecTuTe MexceTeBON SKpaH MPUKIIAJHOTO YPOBHS B CETH U HACTPONTE €r0 COIIaCHO
Habopy npaBui u3 Taom. 1.

Tabnuna 1. [IpaBuna mexxceTeBOro 3kpaHa JJisi apXUTEKTYphl C OJTHUM MEKCETEBBIM 3KPAaHOM

Homep MHcxonnwrii IP Koneunsrii IP Cayxoa HeicrBue
1 JIro6oit Beb6-cepsep HTTP [Ipunsrue
2 JIro0oii ITouroselii cepep SMTP [TpunsaTue
3 [TouroBsrii cepep JIro6oit SMTP [Ipunstue
4 Baytpennss cetp  Jlro6oii HTTP, HTTPS, FTP, telnet, SSH Tlpunastue
5 Buytpennss DNS Jlro6oit DNS [Ipunstue
6 JIro6oit JIro6oit Jrobas Copoc

- CxoH(urypupyiite Ipyryro CUCTEMY B KaueCcTBE BHEUIHEH cucTeMbl (Kak eciau Obl OHa
pacronaranach BHE MEKCETEBOIO SKPaHa B UHTEPHETE) U 3aIlyCTUTE CKaHEDP YSI3BUMOCTEN.

- C moMoIipIo CKaHepa ys3BUMOCTEH MPOCKaHUPYWUTE TOYTOBBIA cepBEp U BeO-cepBep, a
TaK)K€ MEKCETEBOM dKpaH.



- Temeps 3aMeHUTE MEXKCETEBOH JKpaH MPHUKIAJHOTO YPOBHS MEKCETEBBIM JKPAHOM C
(GuUIBTpaIMel MaKeTOB.

- CHOBa NPOCKaHUPYHTE CepBEPHI.

- CpaBHHTE TOJYYEeHHBIC pe3yibTarbl. PaznuunHa nmu wHOOpManus, TONIyYeHHAs IpH
NepBOM W BTOPOM cKaHupoBaHuH? OAWHAKOBBI JIM YSI3BUMOCTH, OTOOpaKEHHBIE NpU
TOAKJIFOYCHUU 000MX MEKCETEeBBIX IKpaHoB? Eciu Het, To modemy?

[IpoexkrT 4.

PaszBeprriBanue cereBoii IDS.

- Onpenenure, Kakue JCHCTBUA Bbl  IBITAETECh  OCYLIECTBUTh  I[OCPEACTBOM
pasBepThIBaHus naryrka IDS. DTo momoxxeT yeTko oOpucoBars 1enu npumenenus IDS.

- Ha ocnoBe neneit mpumenenus IDS ompenenure, kakoi cereBoil Tpaduk Tpelyercs
OTCJIE)KUBATh.

- Tenepr pemmte, kKakumM oOpa3zoM OymyT o0OpabaThIBaThCsi pa3audHbIE COOBITHS,
BesiBisiembie [DS. [lompoOyiite ompenenuTh, 4TO OyAeT pa3yMHEe - MOPYYUThH BBIIOJHEHUE
HekoToporo peiictBus cucreMe IDS wunu omeparopy, KOTOpbIii OylneT BBINONHITH HYKHYIO
Hpouenypy.

- [Ipu otcyrctBum ombiTa paboThl ¢ AatuukoMm IDS Bam mpuaercs Helerko mpu MnepBou
YCTaHOBKE MOPOTOBbIX 3HadeHWH. Ecim B Bamem 0003peHUM €CTh YK€ (QYHKIMOHUPYIOIIAs
cucreMa IDS, MoxxeTe mOCMOTpPETh, KaKK€ MOPOrOBbIE 3HAUECHUSI YCTAHOBJIEHBI HA ITOU CUCTEME
JUISL pa3JIMYHbIX IPU3HAKOB aTaK.

- CocraBpTe miaH pasBepThiBanus IDS. Omnpenenure, KOro B OpraHu3aluyd HYXHO
3aJI€MCTBOBATh JJIsI BBITIOJIHEHUS ATOM 3a/1a4HU.

- Ecnu BB X0THTE MONPOOOBaTH OCYIIECTBUTH pa3BepThiBanue naruuka NIDS, Beinenure
JUISL 3TOTO KOMITBIOTEp W ycTaHoBHTe Ha Hero Linux, FreeBSD wmu npyryro Bepcuio
OTICPAIIMOHHOM cUcTeMBI cemeiicTBa Unix.

- 3arpy3ute IMOCJIETHIOI Bepcuio mporpamMmbl Snort (Oecruiarnas IDS) ¢ caiira
http://www.snort.org/.

- CrnenyiiTe MHCTPYKIMSIM MO YCTAaHOBKE M BBIMOJIHUTE UHCTAJUISILIMIO TPOrPaMMBbI Snort.
MoHO TakXe YCTaHOBUTBH Psii JOMOJHHUTENbHBIX MPOTPAMMHBIX ITAKETOB JUISl YIPOUIECHUS
npolecca yrnpaBieHus U KOH(pUrypaum.

- [logkmrounTe natyuk K ceTd. Jlydmie Bcero caenarb 3TO MpH MOMOIIM KOHIEHTpaTopa.
TeM He MeHee, MOYKHO TaK)Ke UCIOIb30BaTh MOPT PAa3BETBUTENS HA KOMMYTATOPE.

- PasmecTuB gaTyuk Ha HYXHOM MECTe, MPOCMOTpUTE (aliabl KypHAIOB, YTOOBI
BBISICHUTD, KaKue COOBITHSA B HUX (pUKCUpyroTcs. Takxke MOXHO MCIONIb30BaTh mporpammy Acid
Juis  mpocMoTpa (dailoB JkypHasia 4epe3 BeO-uHTepdeiic. Acid - 310 BeOG-uHTEpdeEiic,
MCIIOJIb3YEMBIH /ISl aHAJIM3a JaHHBIX porpaMmbl Snort.

[Ipu monroroBke K J1abopaTopHOl paboTe CTYyIEHT 00s13aH CaMOCTOSITEIbHO H3YYHTh
METOJMYECKHE PEKOMEHJAINU IO MPOBEICHUIO JTa0opaTOpHOM paboThl, a Takke OTBETUTH Ha
KOHTPOJIbHBIE BOTIPOCHI 10 JTabopaTopHoil padbote. [lepes BoIoHEHHEM Ta00OpaTOPHON pabOTHI
mpernojaBaTesieM MPOBOAUTCS HMHCTPYKTAXK IO JOCTHKEHHIO Ieied M PEeHICHHI0 3ajad
naboparopHoii paboTel. [lo BeImonHEeHHIO Ja0OpaTOpHOIl pabOThl CTYAEHT T'OTOBUT OTYET, B
KOTOPOM YKa3bIBAIOTCS PE3yJbTaThl BBINOJHEHUS JiabopaTopHoil pabotel. [lpu mpueme
7a00paTOpHOI PabOTHI TpEToAaBaTeieM 3aJal0TCsl KOHTPOJBHBIE BOIPOCHI, ITO3BOJISIONINE
OLIEHUTH YPOBEHb 3HAHUH CTYJICHTOB 110 TeMe JJaOOpaTOPHON pabOTHI.

Brimonaenune naboparopHoit paboThI OIleHUBaeTCs B 2 Oaa:

Kpumepuu oyenxu evinonnenus nabopamopmwvix pabom:

0 6ammoB. CtyneHT ciiabo pazOupaeTcst Wik He pa3OupaeTcs B 3aja4e, HEe 3HaeT METOOB
pelleHus, He OTBEUYAET, TMOO OTBEYAET, HO ¢ TPYyObIMH OIMIMOKaMU Ha BOTIPOCHI IIPETIOIaBaTEes.




1 Gamn. CTymeHT B LIEJIOM YIOBJIETBOPUTEIHHO pa3dHMpaeTcs B 3aaade, HCIOIb3yeT
METOIBI PEIICHHs] TPH TIOACKAa3Ke IMPerogaBareis, OTBEYaeT Ha BOIMPOCHL, BO3MOXHO, C
HerpyObsiMu omuOkamu. [Ipeacrapnser padoTy Ha 3alIUTe YAOBIECTBOPUTEIBHO.

2 6amna. CTyIeHT OTIIMYHO pa30upaercs B 3aja4e, 3HACT U UCIIOJIb3YET METO/IbI PEIICHUS
CaMOCTOSITENIFHO, OTBEUAET Ha BOMPOCH! yBepeHHO. [Ipencrapnser paboTy Ha 3aIIUTE OTIUYHO.

OnenuBaeMasi paboTa 0OYyYaroIIErocsi Mo Kypcy B TEUEHHE CeMeCTpa paszeiieHa Ha TpHU
Onoka: 1) KoMIUIEKCHasi KOHTPOJIbHAs TOYKAa B CEPEIMHE CEeMECTpa; 2) MPOXOXKJIECHHE TECTOB IO
MarepHraiaM JIEKLIUH B TeUCHUE CEMECTPa; 3) BHIIOIIHEHUE JTaO0PATOPHBIX PadoT.

bamner mo brnoky 1 ¢opmupyrorcs cymMMmMupoBaHHEM OasioB 3a KaxAyl0 M3 Tpex
AKTUBHOCTEM B paMKax KOMIUIEKCHOM KOHTPOJIbHOM TOYKH: 1) OTBET Ha JBa TEOPETUUECKUX
BOIPOCA; 2) BBHINOJHEHHE IBYX NIEPBBIX JIAOOPATOPHBIX paboT 3) rpymoBas padora.

banner mo brioky 2 ¢opmupyroTes cymMmMupoBaHuEM OaimioB 3a Kaxelid Tect (1 Gamn —
tecT npoiaeH: 0 6amwioB — TecT He npoiaeH). Beero 13 TecToB (10 KOJWYECTBY JEKIIMOHHBIX
TEeM).

bamner mo brnoky 3 dopmupyroTcs cymmupoBaHueM OaisioB 3a BBINOJHEHUE KaKIOM
nabopaTopHOM pabOThI (BCETO YETHIPE).

Kpumepuu oyenxu omeema na meopemuueckuti 6onpoc:

3 Oawia: MOJHO PACKpPhITO COJACPKAHWE MaTephaia BONPOCA; MaTephal HU3JI0KEH
IPaMOTHO, B ONPEACICHHOH JIOTMYECKOW TOCIIEOBATENbHOCTH, CIEUUAIbHBIE TEPMHHBI
UCIIOJIL3YIOTCS TIPABUIIBHO; ONPEICICHUS MPUBEICHBI BEPHO; JOMYIICHBI OJHA—IBE HETOUYHOCTH
IPY OCBEIICHUH BOTIPOCOB, KOTOPBIE UCTIPABIISIOTCS MO 3aMEYaHUIO TIPETIO1aBaTEesl.

2  Oaura:  BONPOC  M3JIOKEH  CHUCTEMATH3MPOBAHO M IIOCJIEIOBATEIBHO;
NPOJIEMOHCTPUPOBAHO yMEHHE aHAIM3UPOBATh MaTepHai, OJHAKO HE BCE BBIBOJIBI HOCST
ApryMCHTHPOBAaHHBI M JOKa3aTeIbHBIA XapaKTep; B W3JIOKECHUM JOMYIICHBl HEOOJbIIHNE
Hp06eHI)I, HC HCKa3uMBIOHUEC COACPKAHUC OTBETA, WJIM JONYIICHbBI OAWH—/JBA HEAOYCTA IIpU
OCBEIIICHUH COJICP)KAHHS OTBETA, UCIIPABJICHHBIC IO 3aMEYAHHUIO TIPEIIOIaBaTeIIsl.

1 Gaur HEMONHO WM HEMOCIEIOBaTeIbHO PACKPBITO COJEp)KaHHEe Marepuana, HO
MOKa3aHO o0Illee MOHMMAaHUE BONPOCAa M MPOJEMOHCTPUPOBAHBI YMEHHs, JOCTATOYHbBIE IS
I[aJIBHefIHIeFO YCBOCHUA MaTtcpuaia, JOIMYIICHBI OIIINOKHU B OIpeaCICHUU HOHS[TI/Iﬁ,
UCTIOJIb30BAHUM TEPMHUHOJIOTHH, UCIIPABJIEHHbIE MIOCIIE HECKOJIBKUX HABOJSIIMX BOIPOCOB.

0 6anIoB: MOJHOCTHIO OTCYTCTBYET OTBET; HE PAaCKPBITO OCHOBHOE CO/IEp)KaHHE BOIPOCA;
OOHApYKEHO HE3HaHWE WM HENOHUMaHHe OoiblIeld WM HanboJiee Ba)KHOM 4YacTH BOIPOCA;
JOIMYHICHBI OIINOKHU B OnpeaACICHUN HOH?[TPIﬁ, Ipyu UCIIOJIB30BAHUN TCPMHUHOJIOIMHU, KOTOPBIC HEC
UCIIPABJICHBI MIOCJIE HECKOJIBKUX HABOSIINX BOIPOCOB.

OnenuBaemasi pabota oOydaromerocss MO Kypcy paslieleHa Ha dYeTblpe OJioKa:
1) KOMIUIEKCHAsi KOHTpPOJIbHAsi TOYKAa B CEpPEAMHE CeMecTpa; 2) IPOXOXKJIEHUE TECTOB IO
marepuasaM JIEKIMA B TEUEHHE CEMECTpa; 3) BHIIOJHEHHE  JabOpaTOpHBIX  paboT;
4) sK3aMeHalMOHHOE 33/1aHHE.

3. OneHoYHbIe MAaTEPHATbI HTOTOBOI0 KOHTPOJISI (IPOMEXKYTOYHON ATTECTAUMH) U
KPUTEPHUHU OLCHUBAHUSA

DK3aMeH MPOBOAUTCS B MHUCHMEHHOW (Gopme. DK3aMEHAIMOHHOE 3aJaHhe COCTOUT W3
TPeX TEOPETUYECKUX BOIMPOCOB. 3aJlaHus HE CBEACHbI B OJMH 3K3aMEHAlIMOHHBIA OWIeT, a
BBIOMPAIOTCS CTYIEHTOM B CIIy4aifHOM HOPSIZIKE MO KaXKA0M MO3UIUHU 3K3aMEHAIMOHHOTO 3aJaHMUS.
[TponomxurenbHOCTD K3aMeHa 1,5 daca.

DK3aMEHAIMOHHOE 33JaHHE COJEPXKUT TPH TEOPETUUYECKUX BOIPOCA, IMPOBEPSIOLINX
NIIK-2.1, UTIK-2.2, UTIK-2.3.

Ilepeyenn TeopeTnyecKMX BONPOCOB:

1. Yro Takoe nHpoOpMaLMoHHas 0€30MacHOCTb?

2. Kakue KOMIOOHEHTHI BXOJAT B MH(OPMALIMOHHYIO O€30MacHOCTh?



3. IloyeMy BO3HHUKJIAa HEOOXOAUMOCTD B 3aIIUTE KOMITBIOTEPOB?

4. Tlouemy opraHu3alMM CTAJKHBAlOTCS C MpobieMaMu npu  oOecredeHun
UH(POPMALMOHHOM 6e30macHOCTH?

5. SBmsrores M cucreMsl, cepTUduUupoBaHHbIE 1O ypoBHIO C2 NpaBUTENLCTBA
CIIA, caMbIMH 3aIIMIIIEHHBIMA?

6.  Ilouemy 6€30maCHOCTB - 3TO MPOIIECC, @ HE KOHEUYHBIN MTPOTYKT?
7. CKOJBKO CHCTEM IOJIYYMJIN CEPTU(HKAT 110 YPOBHIO A1?
8.  Ilouemy "OpanxeBas kHUTA" yTpaTuia CBOIO CUITy?

9.  beuma nau onepanmonHas cucrema Microsoft Windows NT ceprudunmponana mo
ypoBHI0 C2 "OpanxeBoil KHUTH'"?

10. Yro 3nauut TNI?

11. Tlouemy du3mveckas 3ammTa He MOKET rapaHTUPOBATh 0€30MacCHOCThH?

12. TlomararoTcst 1 CUCTEMBI YIIPABIEHUS TOCTYIIOM Ha APYTHe CUCTEMbI?

13. Ot Kakoro HanajeHus 3allUIIAI0T MEXKCETEBbIC IKPAHbI?

14. Kaxue Tpu BelM UCIIONIB3YIOTCA Ul YCTAaHOBIEHUS MOUIMHHOCTH JIMYHOCTH?

15. Ha3oBute 1Ba TUIIA OUOMETPUUYECKHX CHCTEM.

16. Ha3oBurte 0CHOBHBIE KATETOPUU aTaK.

17.  Kaxoii Tun goctyna tTpeOyercs sl BHIIOJHEHUS aTak JOCTyIa K T0KyMeHTam?

18. Ilouemy aTtaku mepexBaTa BHIIOJHUTH TPYJHEE, YEM MPOCIIyIINBaHNUE?

19. TloueMy TpyAHO BBINOJHUTH aTakd MOJU(PUKALUU JOKYMEHTOB, XPaHSLIUXCS B
BU/JIE pacleyaTok?

20. Jlns xakoro Tuna aTak 3((peKTUBHBIM HHCTPYMEHTOM SIBIISIETCS pa3pblB Kabems?

21. TlpoTmB Kakux CBOWCTB WHGOpPMAMKM HAmpaBieHAa aTraka Ha OTKa3 OT
00s13aTenbCTB?

22.  Ecnu ciyxamui oTKpbUT Qailyl B JOMAIIHEM KaTajore APyroro Ciyailero, Kakou
THUI aTaKU OH BBIITOJIHUII?

23. Bcerna mu aTaka MoguUKaIMK BKIIIOYACT B ce0s aTaky qocrymna?

24. Tlokynarenab OTpuLaeT TOT (aKT, YTO OH 3aKa3all KHUT'Y Ha Amazon.com, - Kakas
3TO aTaka?

25. IlpumepoM aTaku Kakoro poja sBISETCS MOACIYIIMBAHUE  CIYyXKaIIUM
KOH(uAeHIIManbHON nH(popMannu u3 opuca docca?

26. K kakomy THIly aTak 0COOEHHO ys3BHUMbI O€CIIPOBOIHBIE CETH?

27. IlpumepoM aTaku KakKoro poja SBJISETCS M3MEHEHHE 3aroJioBKa 3JIEKTPOHHOU
OYTHI?

28. Uro sBNseTCs LEbI0 aTak Ha OTKa3 B OOCITY)KUBaHUU?

29. Kakwne 3agaum pemiaeT 3JOYMBIIUICHHMK IIPU BBIIOJIHEHWM AaTakKM Ha OTKa3 B
o0cmy)kuBaHUU?

30. Yto sBuseTcs TMEpBbIM IArOM MpHU  BBIIOJHEHMHM aTaku MOAU(DUKALUHU
AJIEKTPOHHON UH(pOpMaUu?

31. Ilpumepom kakoro ys3BuMoro mecra sipiasgercss B NFS ycraHoBka paspemieHuit
KOPHEBOW AUPEKTOPUHU TW ISl BCEX MOJIb30BaTENeH?

32. Korma ucnonp3yroTCsi HETEXHUYECKHME CpEICTBA JUIsl IOJIy4E€HHs JAOCTyNa B
cucremy?

33. Kakas yacTb nmamsTH sBIseTcd 00BEKTOM aTaky Ha nepernojHenue oydepa?

34. Kakoil TUIl IEPEMEHHBIX MCIOJB3YETCS IIPU BBIIOTHEHUHU ATAKU Ha MEPENOIIHEHHE
Oydepa?

35. Kakas ommbKka mporpaMMUpPOBAaHUS TO3BOJISIET BBINOJHUTH aTaky uMmuTanuu [P-
aapeca?

36. Kakoiil maker He OTIPABISAETCS MIPU BBIOJIHEHUH CHHXPOHHOW aTaku?

37. CymecTByeT Ju croco0 3alMThl OT IpaMOTHO pa3padboTanHoit DOS-ataku?

38.  Uto mmryT XaKepbl, HCIIOJIb3YIOIINE HEHAPABICHHBIE METO/IBI aTakK?



39. Kak xakep HCHOJIB3YeT CHUCTEMY IIOCIE B3JIOMa C I[OMOILBIO HEHAIpPaBIECHHOU
aTaku?

40. Kaxoii caiit ucnonbsyercs st coopa uHpopmaruu o6 [P-anpecax?

41. Kaxkas yacTh npeABapUTEIbHOIO MCCIEAOBAHUS SBJSETCS Haubosee OmnacHOM i
XakKepa Ipy MOATr0TOBKE HAIPABICHHON aTaKu?

42. Kakoit THI HHCTpYMEHTA IIPEICTaBIISICT cO00M mporpaMma Nmap?

43. C xakoil nenblo 3amyckaercst araka DoS BO BpeMs BBINOJIHEHUS aTaKd UMHUTALUN
[P-anpeca?

44. Yewm npexacrapiseTcs nporpamma "TpOsSsHCKUM KOHB'" JUIsl TOJIb30BaTENsA?

45. ]l gero Hy>kHa nporpamma nc?

46. IlepeunciauTe OCHOBHBIE CITY>KOBI 0€30TTACHOCTH.

47. Kaxkasa cmyx0ba mosaraeTcsi Ha cIykK0y KOH(QHUACHLHAIBLHOCTU JUIsl 00ecreYeHUs
MOJTHOM 3aIIUTHl HHPOpMAIU?

48. Kaxkue city>xObl UCIIOJIB3YIOTCS JUIS IPOTUBOCTOSIHUS aTakaM Ha MOIU(UKALINIO?

49. B pabore Kakux CIIy)0 UCIONB3YETCsI cCHCTEMa KOHTPOJIS JocTyma?

50. JIoKHBI JIM KOMMEpYECKHE OpraHu3aluu coOJofaTh KOH(HICHIHUATHLHOCTh
MOTOKA JAHHBIX ?

51. Kakoii oCHOBHOI MeXaHu3M oOecrednBaeT KOH(PHUACHINATHLHOCTh U IIEIOCTHOCTh
uH(popMaluu npu nepegade?

52. Jlng mpenoTBpalleHusl epexBara J0JDKHO HCIIONIb30BaThCs MIH(PPOBAHUE - BMECTE
C KaKoi ciry>x00# 6e30macHOCTH?

53. Moxer nu ciayx6a o0ecriedeHus JAOCTYIMHOCTH MPEJOTBPATUTh aTaku Ha OTKa3 B
o0cmykxuBaHUU?

54. HazoBute Tpu THNA ayTeHTU(PHUKAIIMOHHBIX (PaKTOPOB.

55. Tlouemy nByxdakTopHas ayTeHTU(UKANHS CUIbHEE, YeM OaHO(aKTOpHAs?

56. 3auem HyXeH ayauT?

57. Kakwue ciry>xObI TO3BOJISIFOT MPEAOTBPATHTh aTaKX HA OTKA3 OT 005A3aTeIbCTB?

58. Kakwue cmykObl O3BOJIAIOT MPEAOTBPATUTD aTaKu AOCTyMa?

59. Ha kakue TpH ciy>k0bl 6€30IIaCHOCTH JIOJIKEH ONUPATHCS ayIUT?

60. Ilpumepom pabOThl KaKOH Ci1y:kObl 0€30MACHOCTH SIBIIICTCSI Pa3BepThIBAHUE ILIaHA
aBapUITHOIO0 BOCCTAHOBJIEHMUSI?

61. HasoBurte Tpu pazaena, KOTOpbIe JOJKHBI MPUCYTCTBOBATH B KAXKAOH MOJIMTUKE
WM MIPOLIEypeE.

62. Yro ompenenseT NoIuTHKa 0€30MacHOCTH?

63. JlomkHa 1M TMOJUTUKA O€30IaCHOCTH OINpEAENsATh KOHKpETHble TpeOOBaHUS
peanu3auy Ui KaXXJI0ro TUIa CUCTEM BHYTPU CaMOM MOJUTUKU?

64. Tlouemy B mOJUTHUKY O0€30MACHOCTH BKIIFOYAIOT OTKA3bl OT 3aIUTHI?

65. YTto moimkHa OnpeAessATh NOJUTHKA UCTIOIb30BAHUS KOMITBIOTEPOB?

66. PexomMeHnyercs nu pa3peliaTh HEOrPaHUYEHHOE UCTIOIb30BaHUE KOMITbIOTEPOB?

67. Jlas KakuX JIUI JOJDKHBI yKa3bIBaThCsl TpeOOBaHMUS, COEPIKAIIMECs B MPOLEAypax
yIpaBiIeHUS MOJIb30BATENAMU?

68. Korma coTpygHUK MNEpexoguT C OJHOM JOJKHOCTM Ha JpYryl0 BHYTpHU
OpraHM3aly, KTO JOJDKEH HECTH OTBETCTBEHHOCTh 3a  YBEIOMIIEHHE CHUCTEMHBIX
aJIMUHUCTPATOPOB O HEOOXOIUMOCTH U3MEHEHHs MPOUIIS JOCTYIa TAHHOTO COTPYIHUKA?

69. KakoBa uenp npoueaypbl CHCTEMHOTO aIMUHUCTPUPOBAHUS?

70. Iloyemy He0OXOAMMO COOIOAATH BHUMATEIBHOCTD MIPHU orpeiesnieHun ueneid IRP?

71. HazoBure naTh nojapaseNeHnid, COTPYAHUKH KOTOPBIX BCEr/a JOJKHBI BXOJIUTH B
rpymniy o6paboTKH UHIIUIEHTOB.

72. HazoBure ueTbipe KIOYEBBIX pa3jieia METOA0JI0THH pa3paboTKu.

73. HazoBute TpH TUIIA COOBITUIN, KOTOPBIE TOJKHBI OBITh yKa3aHbl B DRP.

74. Kakue nelcTBUS JODKEH BBITIONHATH OTAEN O€30MaCHOCTH B IMPOIECCE CO3TaHMS
MOJIUTUKU?



75. Tlodyemy oTnen 6e30MacCHOCTH JOHKEH pabOTaTh COBMECTHO C OTZIEJIOM ayauTa?

76. Ha3zoBuTe ABE COCTABISIOLUIMX PUCKA.

77. KaxoB ypoBeHb pUCKa IpU OTCYTCTBUH YIpo3?

78. Uto Takoe ysS3BUMOCTh?

79. HazoBute ueThipe 1IN AJIs YyTPo3.

80. Moker i yrpo3a UMeTh Oosiee O HOM 1emn?

81. Kaxumu xapakTepuCTHKaMH JIOJKEH 00JIaJjaTh areHT, YTOObI MPEACTaBIATh CO00M
yrposy?

82. JlomkeH NM areHT UMETh (PU3MUECKUH JOCTYN K CHCTEME, YTOOBI MPEICTaBIATH
coboii yrpo3y?

83. Jlns Kakoro TUIa OpTraHU3aIMid OOIMIECTBEHHOCTh paCCMaTPUBACTCS KaK yrpo3a?

84. Tonbko 3M0HAMEPEHHBIC COOBITUS SBIISIFOTCS YTPO30H?

85. Ilocne BbISIBIEHUS YSA3BHUMBIX MECT U YIPO3bl UTO €LIE ONPEAEISACTCS I OLICHKH
pHCKa B OpraHuzanuu’?

86. HazoBute mare oOnacTeil, KOTOpbIE HY)XHO HCCIENOBATh MPH OICHKE PHCKa B
OpraHH3aIiH.

87. C 4ero HaAYMHAETCS ONPEJEICHUE PEATIBHBIX YA3BUMBIX MECT?

88. Kakas Mozmens HCHONB3YeTCs, €ClIU ONpeAeNeHue OCOOBIX BUAOB yrpo3 SIBISETCS
npoOJIeMaTUIHBIM?

89. MOXHO 1M MNPEANOIOKUTb, YTO OOJBIIMHCTBO OPraHU3AMA B COCTOSHUU
OTIpeNeNUTh (PMHAHCOBBIE MMOTEPH OT PA3IMIHOTO POJIa HHIUACHTOB?

90. Kakwue 3atparbl CI10XKHEE BCETO U3MEPUTH?

91. HazoBure nsth 3TANOB npoiecca UHPOPMAIIMOHHON OE30MaCHOCTH.

92.  Jlns 4ero ucnoJib3yrTCsl OLICHKU?

93. Yro nenaer nonutuka?

94. BxirodeH M IUTaH BOCCTAHOBJICHMS Ha Clydyail 4Ype3BbIYalHBIX MPOUCIIECTBUN B
pa3paboTKy MOIUTUKU?

95. Uro Takoe pa3BepThIBAHUE TOTUTHKU?

96. HazoBure NpUMEpHYIO JUIUTEIBHOCTD 3aHSTHS 110 MOBBIIICHUIO OCBEIOMIIEHHOCTH
COTPYIHUKOB.

97. UYepe3 kakoil TUI y4EOHBIX 3aHATHUNA TO TOBBIIICHUIO OCBEIOMJICHHOCTH JOJIKHBI
IIPOUTH PYKOBOJIUTENN?

98. SBnstorcss 1M ydeOHble 3aHATUS JIYYIIMM U €IMHCTBEHHBIM CIOCOOOM JUIs
npeaocTaBieHus UHGopMaly BceM paboTHUKaM?

99. Korzaa nonsITKU HapyILIEHUs 3aIUThI TEPIIST HEeynauy?

100. IToywemy Oe30MacHOCTb CUMTAeTCs MpOLIECCOM, a He Habopa JeHCTBUIA,
COBEpUIaeMbIX OJHOKPATHO?

101. Kakue  mpakTuyeckue  NpoOieMbl  MPENSATCTBYIOT  IOCJIEJOBATEIbHOMY
BBITIOJIHEHHIO TIporiecca’?

102. Cxonbko OOBIYHO ATUTCS MEPUO]] OLIEHKH?

103. Ilouemy  uHQOpMalLMOHHAs  MOJIUTHKA U MOJIMTUKAa  Oe30MacHOCTU
pa3pabaTbIBatOTCA B IEPBYIO O4Yepeib?

104. KakoBa ocHOBHasg mpoOiema, CBs3aHHAas C pa3BEPTHIBAHUEM HOBBIX CHCTEM
uaeHTuduxanmn?

105. Tlouemy opranu3anusi JOJKHA IMEPBBIM J€JIOM OpaThCsl 3a pEIIeHHE BOIPOCOB,
CBSI3aHHBIX C MEHBIINM YPOBHEM pUCKa?

106. UYto Takoe "aBTOpUTETHBIE pEKOMEHIALIAN"?

107. Ha3zoBure ueTbIpe HEOOXOAUMBIX IMOJIUTHKU 0€30IaCHOCTH.

108. HazoBuTte miecTh HABBIKOB, KOTOPHIMHU JODKHBI 00JafaTh COTPYIHUKH OTIEIOB
0€30IacCHOCTH.

109. SBnsiercs 1M 3aKOHOMEPHOCTBIO, YTO MPUOOpPETEHHE CPEeACTB oOOecreueHus
0€30IIaCHOCTH CHU3UT 3aTpaThl HAa pabOTy MepcoHana otaena 6ezonacHocTu?



110. KTo 1momkeH HeCTH OTBETCTBEHHOCTH 3a 0€301acCHOCTh BHYTPH OpraHU3aIiu?

111. KakoBa JIUTEILHOCTH 3aHATHS 10 U3YYCHHUIO BOIIPOCOB O€301acHOCTH?

112. JlomxkHBI JIU TUTAHBI BOCCTAHOBIICHUS TIOCTIE COOEB BKIIFOYATh PE3EPBHEBIE '"TOpsiune
caitel"?

113. Kakum o6pa3zom HEOOXOIUMO OOECIeYMBaTh 3aIUTY MOCTOSHHBIX COCAMHEHUH C
BHEUIHMMH OpPraHu3alusiMu?

114. Ha xakux cuctemMax JOJDKHBI YCTaHABIMBATHCS aHTUBUPYCHBIEC TPOTPaMMbl?

115. Kakoii 1juHbI T0JDKHBI OBITH MTapoin?

116. Ecnu uH(pOpMamus O4YeHb CEKpPETHA, KaKOH MeToN ayTeHTH(HKAIUU CIEAyeT
HCII0JIb30BaTh?

117. T'nme nomKHBI XpaHUTHCS 3aMKUCH ayauTa B UACAIbHOM ciydae?

118. JloykHBI JIM IpoOrpaMMHbIe OOHOBJIEHHS HEMEIJICHHO YCTaHABIMBATbCS Ha BCe
CUCTEMBI II0CJIE UX BBIIIYCKA IPOU3BOANUTENEM?

119. Ilepeuncanre 4eThIpe acleKTa 3aIUTHl KOMIBIOTEPHBIX CHCTEM, Pa3MELICHHBIX B
UH(POPMALIMOHHOM LIEHTpE.

120. Yro mpeacraBnsier coboit cranmapt ISO, B koTopom TrOBOpHUTCA 00
MH(pOpMaLlMOHHOM Oe30macHoCTH?

121. BelaenuTe 1Ba OCHOBHBIX THIIA MEKCETEBBIX IKPAHOB.

122. Kakue peicTBHs 1O YMOJYAHUIO OCYIIECTBISIOTCS MEXKCETEBBIM HKPaHOM B
OTHOILEHUH Tpaduka?

123. SIBnsiercs M OOWH W3 THIIOB MEXCETEBBIX SKpAaHOB Ooyiee 0€30MaCHBIM, HEXEIN
JIpyroiu?

124. Yro wMmexceTeBOMl SKpaH NPUKIATHOTO YPOBHA 110 YMOJYAaHMUIO JI€laeT C
BHYTPEHHUMHU aJipecamu’?

125. B 4eM CXOACTBO MEXCETEBOTO OJKpaHa ¢ (QuibTpammeld mNakeToB U
Mapupyrusaropa’?

126. Korma pexoMeHayeTcsi BRIOMPATh MEKCETEBOM IKpaH ¢ MaKeTHOH (puibTpanmeii?

127. Yrto nomxeH obecrieunBaTh MEXKCETEBON 3KpaH /sl IPOBEPKU COCTOSTHUS?

128. Tlpu KaKoM yCIIOBUU MEKCETEBOW IKpaH MPHUKIAJHOTO YPOBHS MOXKET Ha3bIBaThCS
THOPUAHBIM?

129. T'me pacnosokeHbl JOCTYIHBIE W3 MHTEPHETa CUCTEMbI B apXUTEKType C OJHUM
MEXKCETEBBIM IKPAHOM?

130. Ilouemy mopsAOK MpaBuil B HAOOpE MPaBUII MEKCETEBOTO dKpaHa UTPAET BaXKHYIO
poib?

131. MoskHo 11 paccMatpuBaTh ucnonb3oBanue SSH kak peanuzanuio VPN?

132. Tlouyemy nosnb3oBatensckue VPN TpeOyroT cTporoii ayreHTHGUKaIuu?

133. Moxer nu mupoBaHHWE TOJTHOCTHIO 3aIIUTUTH JaHHBIE, IE€pellaBaeMble 4Yepe3
VPN.

134. C yem HE0OXOAMMO KOMOWHUPOBATH MOJIUTUKY, YTOOBI 00ECTIEYUTh 0€30MacHOCTh
VPN?

135. Tlpuroanst 11 Mexy3noBele VPN 1 nCIIONb30BaHUS MEXKAY OpTaHU3alUsIMU?

136. Tlouemy anpecanus SBISETCS TMOTCHIMAIBLHOM MPOOJIIEMOH, CBS3aHHOH ¢
MeXy310BbIMH VPN?

137. Kakue nBa KpuTEpHs NOJDKHBI MCIONb30BAThCS IS ONPEINENIECHUS TOTO, KaKoe
YCTPOMCTBO CIEAYET MCIOIB30BaTh - MEKCETeBOM HSKpaH win VPN-cepBep Ha OTAEIbHOU
cucreme?

138. Ecim wmcnons3zyercss otaenbHbli VPN-cepBep, MOMKEH M OH pa3MeIarbecs B
JEMWIATAPU30BaHHOW 30HE UHTEpHETA?

139. Tlouemy mpornecc peanuzanuu VPN mpencrasiser cobor ropasno Oosbliee, 4em
BBIOOp anropuTMa mudpoBaHus?

140. Kakume MexaHM3Mbl ayTEeHTHU(HUKAMM JIydllle BCEro HCIOJNb30BaTh IS
1oJib30Barenbcko VPN?



141. Ha cekpeTHOCTH Kakoro 3JIeMEHTa OCHOBaHA 3aluTa WH(QOpMAIMH HAACKHBIMU
anropuTMamu mudpoBaHus?

142. KaxoBsI TpH BHJIa aTaK Ha CXeMy MIHPPOBaAHUs?

143. Kak mHave Ha3bIBaeTCs MUGPOBAHUE C CEKPETHBIM KITFOYOM?

144. TlpuBeauTte mpuMep paHHETO MOJCTAHOBOYHOTO MHUpa.

145. Moset i1 ObITh B3JIOMaH MPAaBWJIBHO PEAIM30BaHHBIN "0THOPA30BbIN OJIOKHOT"?

146. Kaxyro nnuny umerot kiatoun DES?

147. B yewM 3axirouaercsi ocHOBHOU HemocTtaTok DES?

148. 3a cuer uero TpoitHoit DES nossimaer ypoBeHb 0e3omnacHoctu anropurma DES?

149. [ns yero npennaznadeH anroputm AES?

150. Ha cnoxHOCcTH Kakod 3amadum Oasupyercs 0Oe30macHOCTh, oOecreurnBaeMast
anroputmMom Juddu-Xemmmana?

151. MoxHo 15u wucnonb3oBaTh aiaroput™ Judpdu-Xemimana g mmdpoBaHus
Tpaduka?

152. Ha3zoBuTe OCHOBHYIO aTaky, KOTOpo# mojBepkeH anroput™m duddu-Xemmmana (c
MPaBUJILHO BEIOpAaHHBIMU a 1 b).

153. UYro Takoe nudpoBas moaIUChH?

154. TlouyeMy OTKPBITHIE KJIIOUU JOJKHBI OBITH CEPTUPHUIMPOBAHHBIMU?

155. B uem 3akiouaercst mpoOiema, CBsi3aHHas C YIpPABJIEHUEM KIIOYaMH, KOTOpas
BbI3bIBaeT cOou B Oombiieit yactu cuctem PKI?

156. Yro nmompaszymeBaercs 1moj; 0OHapy>KEHUEM BTOPKEHUN?

157. HazoBure nBa ocHOBHBIX Thma IDS.

158. Moxer nu y3noBas IDS Bcerma ompenensTh yclex WIM Heyjlady I[pPOBEIEHUs
aTaku?

159. Mosxert nu y3noBas IDS npenorBpamars araky?

160. B0o3MOXHO 11 MPOTUBOCTOATH KOHTPOJIEPY LEIOCTHOCTH (haiiaoB?

161. Ha3oBure nsTh 3TANoOB peanu3anuu cucremsl IDS.

162. SBnsercs nu uaeHTU(UKAIUSA JEHCTBHHM IOJIb30BaTEICH KOPPEKTHOH IEJIbIO
npumenenus [DS?

163. Mosxer nu ceteBas IDS npeagoTBpaiaTe JOCTUKEHUE aTaKaMH UX LieTen?

164. Yto mompa3zymeBaeTcs 1Moji TaCCUBHBIMU OTBETHBIMH JIEUCTBUSMU?

165. Yro nmonpa3zymeBaercs 1moJ akTUBHBIMH OTBETHBIMU JEHCTBUSIMU?

166. [omxHa 1M NOPUMEHATHCA NPOIEAYypa BBINOIHEHHUS OTBETHBIX JAEUCTBUH Ha
MHLUJIEHT B cy4yae nojioBUH4YaToro IP-ckanupoBanus?

167. Tlouemy omoBeUIEHUS] O HAMYMM B CHUCTEME '"UEpPHBIX XOJO0B"4acTO OKa3bIBAIOTCS
JIO)KHBIMU CpabaThIBAHUSIMU CUCTEMBI OOHAPYKEHUS BTOPKEHHIA?

168. O yem, KaKk MpaBUJIO, TOBOPUT CUTYAIHs, P KOTOPOU 3a HEOONBIION MPOMEKYTOK
BpPEMEHH Ha0II01aeTcsl OOJIBIIOE YHCIIO PA3IUYHBIX aTak?

169. Kaxoit Tun IDS crnenyer npuMeHUTh B OpraHu3alluy JJis 3alUThl BeO-cepBepa OT
NpUYMHEHUS yiiepoa?

170. Kaxoit Tun cucremsl IDS crnenyer BbIOpaTh OpraHM3alM AJs 3alIUTHl OT aTak,
€CJIA B IIEPBYIO 0UYEPEAb PACCMATPUBAETCS BOIPOC CTOMMOCTH?

171. KakoB mnpuOIuM3UTENbHBIA paguyc AeWcTBUS OEecpoBOIHON ceTH cTaHiapTra
802.11x Ha OTKPBITOM MECTHOCTH U B IIOMEIIEHNN?

172. Kakoil TuIl cepBepOB, MOMHMO TOYKH OECIPOBOJHOTO JOCTYyIMa, KaK IMPaBHIIO,
JOCTYTEH TSl MOAKIIOUeHUs paboueii ctanmu kK WLAN?

173. HazoBure Tpu ciryx0bl, ipegocTaBisembie WEP.

174. Onwuuure MexaHu3M KpunTorpapuieckoil ayrenTudukanyuu, umeronmiics B WEP.

175. Peanuzanus Kakoro THMNa aTak BO3MOXKHA MO MPUYHMHE OTCYTCTBUS OOpaTHOU
ayrenTuukannu AP mo oTHomeHWo K padoueit cTanmu?

176. Kakoit anroput™m ucnonb3yercss WEP nist obecrieuenust koHGuUASHITHATHEHOCTH?



177. Yro mno3Bosige€T JenaTh 3J0YMBINUIEHHMKY HenoctarTok B WEP, cBsi3aHHBIN ¢
BEKTOPOM MHUIMATN3ALNN?

178. Kaxoii anropurm ucnoaszyercst WEP nis o0ecnieduenus nenoctHoctu?

179. Tlouemy HemocTaTodHO Hcmoab30BaTh SSID mnu MAC-aapeca mist obecniedeHuUs
ayreHTU(UKanuu?

180. ITouemy ayrentuduxarus 802.1X cama mo cede paccMaTpuBaeTCs Kak ysI3BUMOCTb
B cucreme?

181. HazoBute aBe 1eiM, Ha KOTOPBIC HAIpaBJICHbI aKTHMBHBIC aTaKh B OCCIPOBOIHOM
CeTH.

182. Kakoil TuUN COEAMHEHHS CIEAyeT MWCIO0JIb30BaTh [JIsi YINPABJICHUS TOYKAMHU
OecrpoBOHOTO JAocTyna?

183. Kakoil THm CHCTEM CIEIyeT HCIOJIb30BaTh I KOPPEKTHOTO OOCCTICUCHUS
Oe3omacHocT nH(popmanmu npu nepenade yepes WLAN?

184. K xakomy Tumy cerei cienyer oTHocuTh WLAN?

185. Kakyro mepuoandecKyro OleHKY He0OXO0AMMO IPOBOAUTE Tipu pabote ¢ WLAN?

PesynmpraThl  9K3aMeHa ~ ONPEACTSAIOTCS  OIEHKAMH  «OTJIIMYHO»,  «XOPOIIOY,
«YAOBIETBOPUTEIBHOY, «HEYIOBIECTBOPUTEIBHO.

OtBeT Ha KaXIyI0 YacTh SK3aMEHAIIMOHHOTO 33/IaHus OlleHHBaeTcs mo cucreme ot 0 1o 3
0ayuioB. DK3aMEH CUMTAETCsl COCTOSBIIUMCS, €CIM B XOJ€ dK3aMeHa CTyAeHT Habpan ot 4 1o 9
OaimmoB. DK3aMEHAIMOHHAsI OIEHKA OIpPEIENseTCss CyMMOHW 0ayuioB, HAOpaHHBIX CTYIEHTOM B
TEUYEHHUE CEMECTpa U B XOJI€ IK3aMeHa.

Kpumepuu oyenxu omeema na meopemuueckuii gonpoc:

3 Oamia: TMONHO pAacKphITO COJAEpKaHME MaTepualia BOIpPOCa; MaTepuall H3JI0XKEH
IPaMOTHO, B ONPEACICHHONH JIOTMYECKOW TOCIIE0BATEIbHOCTH, CIEHUATbHBIE TEPMHHBI
UCMOJB3YIOTCS TPABUIILHO; OINPENIENICHUs] PUBEICHBI BEPHO; JOMYIIEHBl OHA—/IBE HETOYHOCTHU
IIPY OCBEIICHUH BOTIPOCOB, KOTOPBIE UCTIPABIIIOTCS MO 3aMEYAHUIO TIPETIO1aBaTEes..

2 Oamma:  BONPOC  HUBJOXKEH  CHUCTEMAaTH3MPOBAHO U TOCIEHOBATENBHO;
NPOJIEMOHCTPUPOBAHO yMEHHE aHAM3UPOBATh MaTepHal, OJHAKO HE BCE BBIBOJIBI HOCST
apryMEHTHPOBAHHBIM M JOKa3aTelbHBI XapakTep, B W3IOKEHUU JOMYIICHBI HeOOIbINe
npoOernbl, HE WCKA3WBIIKE COACP)KAaHWE OTBETa, MM JOMYIIEHBl OJWH—IBA HeIo4YeTa MpH
OCBEILIEHUH CO/IEP’KaHMs OTBETA, UCIPaBIEHHbIE IO 3aMEYaHHUIO TPEro1aBaTels.

1 Gaur HEMONHO WM HEMOCIeN0BaTeIbHO PACKPBITO COJACp)KaHHE MaTepHuaia, HO
MOKa3aHO o0Ilee MOHMMAaHUE BONPOCAa M MPOJEMOHCTPUPOBAHBI YMEHHs, JOCTATOYHbBIE IS
NATbHEHIIEro  yCBOGHUS Marepuana; JONYIIeHBl OIMMOKH B  OIpPEICTICHUH TOHSTHH,
UCTIOJIb30BAHUM TEPMHUHOJIOTHH, UCIIPABJIEHHbIE MIOCIIE HECKOJIBKUX HABOJSIIMX BOIPOCOB.

0 6anIoB: TOJHOCTHIO OTCYTCTBYET OTBET; HE PACKpPBITO OCHOBHOE COJIEpYKaHKE BOIPOCA;
OOHApY)KEHO HE3HaHWE WJIM HEMOHMMaHHe OoyblIel WM Hambosiee BaXKHOM yacTH BOIPOCA;
JOMYIIEHBI OMMOKK B OIPEIETICHUH TOHITHH, MPU UCIIOIF30BAaHUHM TEPMUHOJIOTHH, KOTOPhIE HE
UCIIPABJICHBI MIOCJIE HECKOJIBKUX HABOSIIHMX BOIPOCOB.

OuenuBaemas paborta oOydaromierocss IO Kypcy pasjelieHa Ha 4YeTblpe OJoka:
1) KOMITJIEKCHasE KOHTPOJIbHAS TOYKA B CEPEIUHE CEMECTpa; 2) MPOXOXKIECHHE TECTOB TIO
MarepuaiaM JIEKIMA B TEUYEHHE CEeMeCTpa; 3) BHIIOJHEHHE  Ja0OpaTOpHBIX  padoT;
4) sK3aMeHaIMOHHOE 3a/TaHKE.

bamner mo broky 1 dhopmupyroTcst cymmMupoBanueM 0aiioB 3a KakAyK 4acTh B paMKax
KOMIUJIEKCHOM KOHTPOJIbHOW TOYKM: 1) OTBET Ha JBa TEOPETHYECKHX Bompoca (KpUTepuu
OLICHMBAHUS OTBETa Ha TEOPETUYECKHI BOIPOC MPUBEICHBI BBIIIE); 2) BHIOIHEHUE MEPBBIX IBYX
nmabopaTopHBIX padoT; 3) rpymnmnoBas padoTa (rpymmoBast paboTa oreHuBaeTcs mo cucteme ot 0 710 3
, KpUTEpUM OLICHWBAHUS TPYIMIOBOM pabOThl JOBOAATCA 10 OOYYAIOIIMXCS B MOMEHT BbLIA4U
3a71aHusA).



banner o brnoky 2 ¢opmupyroTcs cymMMHupoBaHUEM OaiiioB 3a Kaxawlid Tect (1 Gamn —
TecT mpoiaeH: 0 6amioB — Tect He npoiaeH). Beero 13 TecToB (10 KOJWYECTBY JEKIIMOHHBIX
TEM).

bamner mo bioky 3 dopmMupyroTcs cyMMHpOBaHHMEM OaylIOB 3a BBITIOJIHEHHE KaKIOW
nabopaTopHOM pabOThI (BCETO YETHIPE).

bamne o brioky 4 dopmupyrotcs cyMmMupoBaHUEM 0aUIOB 33 KaXKJ0€ IK3aMEHALMOHHOE
3a1aHue (KpUTEPUH OLICHUBAHUS OTBETA HA TEOPETUYECKHIA BOMPOC MPUBEICHBI BBIIIIE).

B tabmuue 1 npuBeneHa ImIkaia OLIEHMBAHUS KaXJIoro Olioka, a B Tabmuie 2 — IKajia
(dbopMupoBaHUs OLIEHKH 32 KypC.

Tabmuna 1 — OueHnBaHue KaXI0T0 U3 TPEeX OJIOKOB pabOThI 00YJAOIIETOCS 110 KYpCy

Onerika 3a 610K KonnuectBo 6aios
brok 1 bnoxk 2 bnok 3 bnok 4
«OTIAYHO) 7-9 11-13 6-8 89
«XOPOIIIO» 5-6 8—-10 65 68
«YJOBJICTBOPUTEIIHLHOY 34 67 3-5 4-5
«HEYJIOBJIETBOPUTEIILHO» 0-2 0-5 0-2 0-3

Tabnuna 2 — YcnoBus popMupoBaHUs OLEHKU 32 KypC

OneHka 3a Kypc Ycnosue hopMUpoBaHHs OIIEHKHU 32 Kype
«OTIIMIHOY 3a Bce OJI0KH «OTJIMYHOY
OnuH M J1Ba 0J10Ka «XOPOII0» OCTAIBHBIC «OTIUIHOY
«XOPOIIO» OnvH 010K «OTIMYHOY» OCTATBHBIC «XOPOIIIO)

3a Bce OJIOKU «XOpOILIOY
Omun OJIOK «yIOBJIETBOPUTEIHHO» OCTAIBHBIC «XOPOIIO» WU
«OTJIIMYHOY

OnuH OJIOK «HEYIOBJIETBOPUTENIBHO» OCTaJIbHBIE «XOPOLIO» HIIU
«OTIIUYHOY

«yIIOBJIETBOPUTEIBHO» | Bce OJI0KH «y1OBIETBOPUTEIBLHOY

Jla 0OnoKa «yJOBIETBOPHUTEIBHO» OCTAJIbHBIE «XOPOLIO» WU
«OTJIINYHOY

«HCYOOBJICTBOPUTCIBHO» Bce ocranbHbIe cJydan

4. OueHo4yHbIe MaTepHAaJIbI I NMPOBEPKH 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIMIA)

[IpumepHBIi mepedeHb KOHTPOJIBHBIX BOIIPOCOB /JIsl IPOBEPKU OCTATOYHBIX 3HAHUH (TIpH
OIICHMBAaHUHM  HEOOXOJUMO TMPOJEMOHCTPUPOBATh JOCTH)KEHHE BCeX 3arlllaHuPOBAaHHBIX
WHAUKATOPOB JIOCTUKEHUSI KOMIIETEHIINH):

1. Tlouemy ¢u3uueckas 3amuTa He MOXKET TapaHTUPOBATH O€30MaCHOCTH?

[TomaratoTcst T CUCTEMBI YIIPABICHUS TIOCTYIIOM Ha APYTHE CHCTEMBI?

OT KaKoro HanaJeHus 3alUIIAI0T MEKCETEBbIE IKPAHBI?

Kakne TPHU BCIIH UCIIOJIB3YIOTCA JI1 YCTAHOBJICHHSA IMOJJIMHHOCTHU JIMYHOCTHU?
HazoBure aBa Tra OHOMETPUUYECKUX CUCTEM.

HazoBuTe OCHOBHEIE KaTCrop1u aTak.

Kakoif Tun goctymna Tpedyercs AJis BHIIOTHEHHS aTak JOCTyNa K TIOKyMeHTam?
ITouemy aTaku nmepexBara BBIIOJIHUTH TPYIHEE, YEM IIPOCITYIINBAHUE?

9. Tloyemy TpyJaHO BBIMOJHUTH aTaKu MOAU(PUKAIIUN JOKYMEHTOB, XPaHSIIUXCS B BHJIE
pacrnevarok?

10. Jlns xakoro Tuna atak 3((HeKTHBHBIM HHCTPYMEHTOM SIBJISIETCS pa3pbiB Kabems?
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11. IIpoTuB Kakux CBOMCTB MHPOPMALIMU HAIIPABIICHA aTaKa Ha OTKa3 OT 0043aTenbCTB?

12. Yro ompenensieT moJuTHKa 0€30MacHOCTH?

13. JlomkHa 1M TOMUTHKA OE30MAaCHOCTH ONPENeNiATh KOHKPETHBIE TpeOOBaHUS
peanu3anuu Ui KaKJ0ro TUIA CUCTEM BHYTPU CaMOW MOJUTUKU?

14. Tlouemy B MOIUTUKY O€30MACHOCTH BKJIIOYAIOT OTKA3bI OT 3aIUTHI?

15. Yro nomxHa ONpenensaTh NOJUTUKA UCIIOIb30BAHNS KOMIIBIOTEPOB?

16. Pexomenayercs M pa3peliaTh HEOrpaHUYEHHOE UCTI0JIb30BAHNE KOMITBIOTEPOB?

17. Jlns xakux JUI] JOJKHBI YKa3bIBaThbCs TpeOOBaHMS, COJEpKalluecs: B MpoLeaypax
yIpaBJIEHUS M0JIb30BATENAMU?

18. JIyist Kakoro THITa OpraHu3aIiii O0IECTBEHHOCTh PaCCMAaTPUBACTCS KakK yrpo3a?

19. Tonbko 3110HAMEPEHHBIE COOBITHS SIBISIFOTCS YTPO30ii?

20. Ilocne BbISBIEHUS YA3BUMBIX MECT U YIpO3bl YTO €II€ ONpEeAeNseTcs s OLEHKU
pHUCKa B OpraHusanuu?

21. HazoBute mnsath 00JacTeil, KOTOpPhIE HYKHO HCCJIENIOBaTh IPU OIICHKE pHUCKa B
OpraHu3aIu.

22. C 4ero HaYMHAETCA ONPENEIICHUE PEAIbHBIX YA3BUMbBIX MECT?

23. Kakas mopenp UCHOJIB3YETCs, €CIM OMpe/esieHHe OCOOBIX BHUJIOB YIpO3 SBIISICTCS
po0JIeMaTUYHBIM?

24, MOXHO I TIPEANOJIOKHTh, YTO OOJIBIIMHCTBO OpraHU3alliii B COCTOSHUU
onpeAenuTs (UHAHCOBBIE MOTEPH OT PA3TUYHOTO PO/ UHIIUACHTOB?

HNudopmanus o pa3padoTunkax

Ocranun Cepreii AnekcaHaApoBHY, KaH[. TEXH. HAYK, JOLUEHT, JOLUEHT Kadeapbl
KoMmmbroTepHO 6e3omacnocty HU TT'Y.



