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1. KomnereHuMM ¥ WHAUKATOPbI MX OCTHKEHHSl, IpoBepsieMble [JaHHBIMHU
OLIECHOYHBIMH MaTepUuaIaMu

[enbro 0OCBOEHUS AUCUUILINHBI SBJIsETCS (POPMUPOBAHUE CIEAYIOIUX KOMIETEHITHI:

OIIK-2 Cnoco0OeH COBEpIICHCTBOBaTb W pPEaJM30BHIBATH HOBBIE MAaTEMaTHYECKHE
METO/IbI PEIICHUs TPUKIAIHBIX 3a/a4.

OIIK-4 CrnocoGeH KOMOMHUPOBATh M QIANITUPOBATh CYIIECTBYIONIME WH(DOPMAIIMOHHO-
KOMMYHHMKAIIMOHHbIE TEXHOJOTHUU JJs peleHus 3aJad B 00JacTH MpogecCHOHATbHON
JEeSITeILHOCTH € Y4ETOM TpeOoBaHUi HH(POPMAITMOHHOW 6€30MaCHOCTH.

[IK-1 CnocoGeH u3yuuth pabOTy CHUCTEMBbl M TOJCHUCTEM, BBIIBUTH TPeOOBaHUS K
(YHKIHSAM CHCTEMBI U MTOICUCTEM, 00pabaThIBaTh 3alpOChl HA U3MEHEHUS K (PYHKIUSAM CUCTEMbI
U TIOJICUCTEM.

PesynbraTamMu OCBOCHHUS TUCIHILIMHBI SBISIOTCS CIEAYIOUINE MHIMKATOPHI TOCTHKECHUS
KOMIIETECHIINH:

NOIIK-2.1 Ucnionb3yeT pe3ybTaThl NPUKIAJIHON MATEMATUKH JJIi OCBOCHUS, 1Al Tallii
HOBBIX METO/IOB PEIlICHUs 3a7]a4 B 00J1aCTH CBOMX NMPO(ECCUOHAIBHBIX HHTEPECOB.

NOIIK-4.2 YauteiBaeT OCHOBHBIC TPeOOBaHHS HHOOPMAIIMOHHOW OE30ITaCHOCTH.

UIIK-1.2 Crpoutr MaTeMaTHUeCKyl0 MOJEIb CHCTEMbl WM TMOJCUCTEMBbI, BBOJIUT
[EeNeByI0 (YHKIHMIO CHCTEMBbl WM TOJCHCTEMBI, CTPOUT OTrPAaHHYCHHS, COOTBETCTBYIOIINE
TpeOOBaHUS K CUCTEME WJIH MOACHCTEME.

2. OueHo4YHble MaTePUAJIbI TEKYLEr0 KOHTPOJISI M KPUTEPUH OLleHUBAHUSA

DJIEMEHTBI TCKYIIETO KOHTPOJIA:
— TCCTHI,

— pedepartsbl.

[Ipumep Tunosoro tecra (MOIIK-2.1). 3amura nunpopmanuu. OCHOBHbIE TEPMUHBI U
omnpeneneHus. TepMUHBL, OTHOCALIMECS K CIIOCO0aM 3alUThl MHOOPMALUH.

1. 3ammra wuHpOpMalUMU, HaNpaBleHHAas Ha TNPEAOTBpPAIICEHUE HEKOHTPOIUPYEMOTO
pactpocTpaHeHHs  3aIMINAaeMoi  uHpOpMAnMu B  pe3yibTaTe €€  pas[yalleHus |
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K HEH, a TakkKe Ha HUCKIYEHUe (3aTpyAHEHUE) MOIydYeHUs
3anuimaeMoi HHpOpMaIy pa3BeKaMy U IPYTHMHU 3aHHTEPECOBAHHBIME CyOBEKTaMHU 3TO:

a) 3amuTa HHGOPMAILUU OT pa3rJIalleHus

6) 3ammra nH(GOPMALUU OT YTEUKU

B) 3amuTa HHGOpPMALUU OT HECAHKIIMOHUPOBAHHOT'O I0CTyTa

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa “HGOpMAIMK OT HEeTIpeIHaMEPEHHOI0 BO3/IEHCTBHS

2. 3amMra MHGOpMaLUK, HapaBJIeHHas Ha IPeA0TBpalleHne HECAHKLIIMOHUPOBAHHOTO
JIOBEJICHUS 3alUIIaeMOil HHPOpPMAINH JI0 3aMHTEPECOBAHHBIX CyOBEKTOB (MOTpeduTeneit), He
UMEIOIIUX MIPaBa JOCTyMNa K 3TOW HHPOPMALIUH 3TO:

a) 3amuTa uH(pOpMAIUU OT pasTIalICHUsS

0) 3amuTa HHPOPMALIUU OT YTEUKU

B) 3amuTa MH()OpPMAIMK OT HECAHKITMOHUPOBAHHOTO JIOCTYyTa

r) 3amuTa “HpOpMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3aumTa HHQOpMaluK OT HEeMpeIHaMEPEHHOT 0 BO3IEHCTBHS

3. 3amuTa uHGOpMAaIMK, HAIIpaBJIeHHAs Ha MPEAOTBpallleHNe TOTyYeHHUs 3alUIaeMOon
UH(POPMALIUU 3aMHTEPECOBAHHBIMU CYOBEKTAMU C HAPYIIIEHUEM YCTaHOBJIEHHBIX
HOPMAaTUBHBIMH U ITPABOBBIMH JTOKYMEHTaMH (aKTaMu) WK o0JanaTe siMu HH(popMaluu npas
WY TIPaBWJI pa3TpaHUYeHUs JOCTYIA K 3alUInaeMoi HHPOPMAaLUH 3TO

a) uHpopMauM 3amKTa HHGOPMaIUU OT pas3rJlalleHUs



0) 3amuTta HHGOpPMAIIUU OT YTEUKH

B) 3ammrTa nHGOPMAIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYTa

r) 3amuTa “HOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3CHCTBUS
1) 3ammTa vHQOpMAaIMK OT HEMPEeIHAMEPEHHOTO BO3ICHCTBHS

4. 3amura uH(OpPMAaIMK, HAIIPaBJIEHHAs Ha MIPEeJOTBPAlCHNEe HECAHKLIIMOHUPOBAHHOI'O JIOCTYIA
U BO3CHCTBUS HA 3alIMIAEMYyI0 WH(OPMAIHMIO C HAPYIIEHHEM YCTAaHOBJICHHBIX MpPaB M (WJIH)
IpaBUJI Ha U3MEHEHHE UHPOPMALIUK, IPUBOAIIUX K Pa3pyLIEHUIO, YHUUYTOKEHHIO, HCKaXEHHUIO,
cboto B paboTe, HE3aKOHHOMY II€pexBaTy W KOIMPOBAHHIO, OJOKHPOBAaHUIO JOCTyNa K
uHpOpMaLMU, a TAaKXKE K yTpaTe, YHHUUTOXKCHHIO WIM CO0K0 (YyHKIMOHHPOBAHUS HOCHUTEJS
UH(OpPMALINH 3TO:

a) wHpopmaluu 3amuTa HHGOpMaIUU OT pas3TiialieHUs

0) 3amuTa HHPOPMALIUU OT YTCUKU

B) 3aluTa HHGOPMALKU OT HECAHKIIMOHUPOBAHHOI'O 10CTyIa

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa “HGOpMaLMK OT HENIpeIHaMEPEHHOI0 BO3/IEHCTBUS

5. 3ammra uHdopmanuy, HampaBIeHHAs Ha MIPEIOTBPAICHIE BO3ICHCTBHUS HA 3aIIUILAEMYIO
WH(OPMAIIHIO OIIMOOK €€ MOJIB30BaTeNsl, CO0sl TEXHUYECKUX U IPOTPAMMHBIX CPECTB
WH(POPMAIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN WIIM MHBIX HEIICJICHAIIPABICHHBIX Ha
U3MEHEeHHe UHPOPMALUU COOBITUH, MPUBOJAIINX K NCKAKECHUIO, YHHUTOKEHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHHUIO JOCTYIA K HHQOPMAIINH, a TAKXKE K yTpaTe, YHUYTOXKCHUIO MU COOFO
($YHKIMOHUPOBAHUST HOCUTENS HH()OPMAIIH 3TO:

a) wuH(bOpMAIMHK 3alUTa HHPOPMAIIUU OT pa3riialieHUs

0) 3amuTa HHPOPMALIUU OT YTCUKU

B) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

J) 3amuTa “HPOpMAIMK OT HEeTIpeIHaMEPEHHOI0 BO3/IEHCTBHS

Kiroun: 1 6), 2 a), 3 B), 4 T1), 5 n).

Kpurepun oleHMBaHUSA: TECT CUUTAETCA MPOUICHHBIM, €cii O0ydyaromMid OTBETHUII MPABUIBHO
Oosee, ueM Ha OJIOBUHY BOIIPOCOB.

[Tpumeps! TeMm pedepatos (MOIIK-4.2):

e Kpunrorpapuueckue npoToKoibl HASHTU(UKALNN HA OCHOBE TEXHUKHU ‘“3allpOC-OTBET .
e [Iporokonsl uAEHTU(UKAIIMY HA OCHOBE TEXHUKHU JOKa3aTeIbCTBA 3HAHMS.

e Kpunrorpapuueckue npoToKOIbl OTKPHITOrO paclpeneieH s Kirouen
e Kpunrorpadpuueckue npoToKoIbl IPEIBAPUTEIHLHOTO paclpeaeseHus KIodei
e Kpunrorpaduueckue npoToKobl 3JEKTPOHHOTO TOJIOCOBAHMUS.

e Kpunrorpadpuueckue mpoTOKOIbl 6€30MACHBIX COBMECTHBIX BHIYHUCICHHIM.
e Kpunrorpaduueckue mpoTOKOIBI MIEKTPOHHOTO ayKIIMOHA.
e ATaku Ha MPOTOKOJIbI HICHTU(PUKAIINH.

e ATaku Ha TIPOTOKOJIBI PACTIPEAETIECHUS KITFOUEH.
Kpurepuu ouenku pedepara.

«OTAMYHOY»: TeMa MOJIHOCTBIO PAcKpbITa, paboTa opopMiieHa Ha BBICOKOM YPOBHE, B paboTe
IPOBEJEH IIHPOKUI M TIOCIeN0oBaTeNbHbIII 0030p Hay4YHO/TEXHUYECKON JUTEpaTypbl IO



ucciuenyemMoil  mpoOsieMe, aBTOp CBOOOJAHO OPHUEHTHPYETCSs B Marepuaie, OIepUpyeT
TEPMUHOJIOTHEH IO paccMaTpuBaeMOd mpodjeMe, MOXKET apryMEHTUPOBAaHO OTCTAaUBaTh
CBOIO TOUKY 3PEHUS U OTBETUTh HAa BO3HUKAIOILME BOIIPOCHI.

«Xopomo»: TemMa pabOTBl B IIEJIOM JIOCTATOYHO IIOJIHO PACKPBITA, HMCIIOJIE30BAHBI
COOTBETCTBYIOIIAsl OCHOBHAs U JIONOJIHUTENbHAS JHTEeparypa M JIPyrue MCTOYHHKH, aBTOP
JIOCTAaTOYHO YBEPEHHO OPUCHTUPYETCS B MaTepHalie, MMCIOTCS 3aMEuUaHHsi WM HETOYHOCTH B
YaCcTU M3JI0KEHUS U OTICIBbHBIC HEIOCTATKH 10 O()OPMIICHUIO PaOOTHI.
«YIOBICTBOPUTEIBHO»: TeMa pabOThl pACKphITa HEJIOCTATOYHO IOJHO, WCIOJIh30BAIKCH
TOJIbKO OCHOBHBIC UCTOYHHUKH, MATEPUAT H3JI0KECH HEIOCIIe0BATEIbHO, HUMCIOTCS HEJOCTATKH
B 0()OPMIICHHH.

«HeynoBneTBOpUTENbHOY»: TeMa pabOThl HE PacKpbITa, MaTepuall U3JI0KEH HEIMOCIe0BaTeIbHO,
OTCYTCTBYIOT CCHUJIKM Ha JINTEPATYpPHbIC UCTOYHUKU U IPYTU€ UCTOUYHUKU, UMEIOTCS HEIOCTATKU
B oopmiieHHH PabOTHI, aBTOp IUIOXO OPHEHTHUPYETCSs B MPEICTaBICHHOM MarepHale,
coJiepKaHre paboThl 3aMMCTBOBAHO M3 KaKOTO-THO0 UCTOYHHKA.

3. OneHoYHbIe MAaTEPHAJIbI HTOTOBOI0 KOHTPOJISI (IPOMEKYTOYHOM ATTECTALIUM) H
KPUTEPUHU OLleHUBAHUS

[IpomexxyTouHast aTTecTanusi OCYIIECTBIIAETCS HAa OCHOBE BBIIOJHEHUS CTYJIEHTOM
KOHTPOJILHOTO 33JaHUsl, KOTOPOE BBISBIISIIOT BCE 3aIUIAHUPOBAHHBIE WHIMKATOPBI JOCTUKEHUS
KOMIIETCHIINH.

IIpuMepbl KOHTPOJIBHBIX 3aJAHUN.

3ananue 1 .Tpebyercs U3y4uTh U MPOrPaMMHO peain30BaTh Kakoh — TUO0 KpunTorpadguyeckuit
IIPOTOKOJI U3 IPEJIOAKEHHOTIO CITUCKA:!

e S/KEY (One-Time Password System), RFC 1760,
https://datatracker.ietf.org/doc/html/rfc1760

e TOTP (Time-based One-Time Password Algorithm), RFC
6238, https://datatracker.ietf.org/doc/html/rfc6238

e CHAP (Challenge Handshake Authentication Protocol), RFC 1994,
https://datatracker.ietf.org/doc/html/rfc1994

e MS-CHAP (Microsoft Challenge Handshake Authentication Protocol), RFC
2433, https://www.rfc-editor.org/rfc/rfc2433

o Diffie-Hellman, RFC 2631, https://datatracker.ietf.org/doc/html/rfc263 1

o Oakley (any example), RFC 2412, https://datatracker.ietf.org/doc/html/rfc2412

[Ipn peanuzanuy BO3MOXKHBI MOAU(UKALMKM M YNPOIIEHUS OpHUIMHANa, KOTOpPHIE HE
3aTparuBaroT 0a30BbIE MPUHIUIIEI PAOOTHI TPOTOKOJIA.

OTuer O TPOJAETAHHOM KOHTPOJBHOM 3aJaHMM HEOOXOJUMO 3arpy3uTh Cpeny
anekTpoHHoro oOyuenuss TI'Y. Otder moipkeH BKIIOYATh B ceOs: Ha3BaHWE IUCIUTUIMHBI U
HazBanue 3amaHus, OUO u HOMEp Tpynmbl HUCHOTHUTENsS pPabOTHI, KpaTKOe OMHUCaHUE
crienuKanuu MPOTOKOJIA, IETATM U OCOOEHHOCTH MPOTPAMMHON pean3aiuu (UCIO0Ib3yeMble
KJIACChl M METOJIBI, CTPYKTYPBI JaHHBIX, JOpMAT COOOIICHUN TTPOTOKOJA, & TAKKE BHIOOPOUHBIE
IpUMephl KOJa MpOrpammbl), CKPUHIIOTHI (CHUMKH JKpaHa), JAEMOHCTPUPYIOIIUE MPOXOIbI
(arv) ¥ TUIOBBIE CIIEHAPUU Pa0OTHI MPOTOKOJA, HAMPUMEDP CIy4aill ¢ MpPaBUIbHBIM/IOKHBIM
napoJieM WM ITAaTHBIA/HEIITaTHRIM PeXXUM pabOoThI.



3amanne 2. C momompbio cBOOOIHO pacrpoctpansemoro smyistopa cetu (PNETLab, Cisco
Packet Tracer, Boson NetSim, GNS3, VIRL, EVE-NG) Ttpebyercsi CnpoeKTHpOoBaTh
MPOM3BOJILHYIO TIPOCTYIO CETEBYIO TOIOJIOTHIO U TIPOM3BECTH HACTPOMKY CETEBBIX YCTPOWCTB,
IPOMOJICTTUPOBATh KaKyIO-IMOO KOMITBIOTEPHYIO aTaky, a Jajiee B PEaln30BaHHYIO CETEBYIO
TOTIOJIOTUIO JTOOABUTh W HACTPOMTH CPEICTBO 3alIUThI MH()OPMAIMU WIH TIEPEHACTPOUTH
CeTeBbIe YCTPOUCTBA M yOEAUTHCS, UTO KOMIBIOTEpHAs aTaka HeWTpajau3oBaHa. MoenupoBaTh
KOMITHIOTEPHYIO aTaKy U3 OJJHOTO M3 CIEIYIOIINX KJIACCOB:

ARP-spoofing attack

VLAN-hopping attack

CAM Overflow attack

DHCP Starvation attack

STP L2 attack

DDOS attack

ICMP redirect man-in-the-middle attack
OSPF route spoofing

BGP route spoofing

OTtuer 0 NpoAenaHHOM KOHTPOJIBHOM 3a/IaHUU BBIKJIAJBIBACTCS B CPEAY DJIEKTPOHHOIO
oOyuennst TI'Y u BkiIrOUaeT B ce0si: Ha3BaHHME JUCHUIUIMHBL U Ha3zBaHue 3aganust; DO u Homep
IpYyNIbl UCHOJIHUTENS PabOThl; KPaTKOE OMNMCAHUE KOMIIBIOTEPHOW aTaku; PUCYHOK CETeBOU
TOTMOJIOTH JUIsl MOJIEIMPOBAHUS aTaKW; CKPUHILOTHI (CHUMKHU 3KpaHa), IEMOHCTPUPYIOLIUE LIaru
aTakl ¢ KOMMEHTapHsMH; CKPUHILOTHI, AEMOHCTPUPYIOIINE MEpbl NPOTUBOACHCTBUS aTaKe C
KOMMEHTAPUSAMH.

Kpurepuu onieHuBaHus IPOMEKYTOUHON aTTECTALIUN:

3ageT 1O AUCHUIUIMHE — CTYACHT OBJIAACII 00513aTeNIbHEIM MarepuajioM IO pasaciiaM
JICKOMOHHOI'O KypCa, BO3MOKHO C HCKOTOPBIMH HEAOCTATKAMHU, a TAKKC ITOKa3aJl Tpe6yeMLIe
YMCHUA U HAaBBIKU ITPU BBINTOJIHECHU W KOHTPOJBHOT'O 3a/JlaHH .

Hezager mo JUCHUIINIMHE — CTYACHT HUMCCT CYHICCTBCHHBLIC HpO6€J’II)I IO OTACIIBHBIM
TCOPCTUUCCKUM pa3AciiaM JUCHUIINIMHBI MM HE IMOKa3aJl TpeGyeMbIe YMCHHUA U HABBIKU IIPpH
BBITIOJTHCHUH KOHTPOJIbHOI'O 3aaHUs.

4. OueHouyHbIe MaTepUaJibl NI NMPOBEPKH 0CTATOYHBIX 3HAHMH
(c¢opMHPOBAHHOCTH KOMIIETEHIIMIA)

Tect (UOIIK-2.1). TepmuHsbl, oTHOCAIIHECS K ClIOcO0aM 3allUThl HHPOPMAIUH.

1. 3ammra wuHpOpMalUMU, HaMpaBlieHHAas Ha TNPEAOTBPAIICHUE HEKOHTPOIUPYEMOTO
pacnpocTpaHeHHUsl  3aluinaeMoil  uHpopMauuM B pe3yjbTaTe €€  pasriialleHuss u
HECaHKIIMOHMPOBAHHOTO JOCTyNa K HEH, a Takke Ha MCKIIOYEeHHE (3aTpyJHEHUE) MONyYeHHS
3alUIIaeMoil HHpopMaIK pa3BeIkaMU U APYTUMHU 3aUHTEPECOBAHHBIMU CyOBEKTaMU 3TO:

€) 3amuTa nHGOpPMAaIUU OT pasIJIalIeHus

) 3alUTa HHQOpPMALUK OT YTEUKH

3) 3amuTa UH(pOpPMAIMK OT HECAHKLIIMOHUPOBAHHOTO JOCTYIA

M) 3ammTa nHGOPMalKU OT HECAHKIIMOHUPOBAHHOIO BO3/ICHCTBUS

K) 3ammTa nHGOpMalKu OT HeMTPeTHAMEPEHHOT0 BO3ACHCTBUS



2. 3amurta HHPOPMAIIUH, HATIPaBJICHHAS HA IPEAOTBPAIllCHNE HECAHKIIMOHUPOBAHHOTO
JIOBEJICHUS 3alTUIIaeMOi HHPOPMAIUH JI0 3aMHTEPECOBAHHBIX CyOBEKTOB (TOTpeOuTENei), HE
UMEIOIINX MTPaBa JOCTyIA K 3TOW HHPOPMAIIUH 3TO:

e) 3ammrTa HHGOPMALIUU OT Pa3TIalICHUS

K) 3ammTa HHPOPMAIUKA OT YTEUKH

3) 3amuTa HHQOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIA

M) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO BO3ICHCTBHSI

K) 3ammrTa nHGOPMAIIMK OT HENMPETHAMEPEHHOTO BO3ICHCTBUS

3. 3amuTa nHopMaIK, HarpaBIeHHas Ha IPEAOTBPAILICHUE TTOIYYEeHUS 3alUIIaeMON
UH(POPMAIIUU 3aMHTEPECOBAHHBIMH CYOBEKTaMHU C HAPYIICHUEM YCTaHOBJICHHBIX
HOPMATHUBHBIMHU U NPABOBBIMH JJOKYMEHTAaMH (aKTaMH) WK 001agaTensiMu nH(GOpMaIK IpaB
WJIY TIPaBWIT Pa3TpaHUYCHUS JOCTYIIA K 3alUIaeMoi HHPOPMAIIUHU 3TO

€) wuH(popMaIHHK 3aIUTa HTHPOPMALIUHU OT pa3rialieHus

K) 3ammTa HHPOPMAIUK OT YTEUKH

3) 3amuTa HHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA

W) 3amuTa HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBHSI

K) 3amuTa HHPOPMALUU OT HEMTPETHAMEPEHHOTO BO3ICHCTBUS

4. 3amura uHdOpMaIMK, HAIIpaBJIEHHAs Ha MPEJOTBPAIllCHHNEe HECAHKLIMOHUPOBAHHOIO JIOCTYTA
¥ BO3ICHCTBUS HA 3alIMIIAEMYyI0 WH(OPMAIHMIO C HApYIIEHHEM YCTAaHOBJICHHBIX MpPaB M (WJIH)
IpaBUJI Ha U3MEHEHHE UHPOPMALIUK, IPUBOSIIUX K pa3pyIICHUI0, YHUUYTOKEHHIO, HCKaXEHHUIO,
cbor0 B paboTe, HE3aKOHHOMY II€PEXBATy M KONHPOBAHHIO, OJIOKMPOBAHMIO JOCTyHa K
uHpOpMaLlMK, a TaKKe K yTpaTe, YHHUUTOXKCHHMIO WIM cO0I0 (YyHKIMOHHPOBAHUS HOCUTEJS
uH(pOpMaLnu 3TO:

€) wuHpopMaIMHK 3aUTa HTHPOPMALIMHU OT pa3rilalleHus

) 3aluTa HHQOPMALUU OT YyTEUKH

3) 3amuTa UH(pOpPMAIMK OT HECAHKLIMOHUPOBAHHOTO JOCTYIA

M) 3ammrTa nHGOpMaluu OT HECAaHKIIMOHUPOBAHHOI'O BO3JIEHCTBUS

K) 3aluTa nHGOpMalLKU OT HeMIpeJHAMEPEHHOT0 BO3AeHCTBUS

5. 3amwuTa nH(pOpMaIMHK, HaIIpaBlIeHHAs HA MPEAOTBPAIIEHUE BO3ICHCTBUS Ha 3alllUIIAEMYIO
nH(pOpMaLMIO OMHUOOK €€ MOJIb30BaTes, CO0sl TEXHUYECKUX U IPOrPaMMHBIX CPEZCTB
UH(POPMALIMOHHBIX CUCTEM, IPUPOIHBIX SBJICHUN HIIM MHBIX HElleJIeHANPaBICHHBIX Ha
M3MEHeHHe NH(POpMaIuu COOBITUH, MPUBOASIINX K HCKQKEHNUIO, YHUUYTOXKEHUIO, KOTUPOBAHUIO,
OJIOKMPOBAHUIO JOCTYIA K MH(OPMAIMH, a TAKXKE K yTpaTe, YHUUTOXKEHUIO MU cOO0I0
(GYHKIIMOHUPOBAHMSI HOCUTENS HH(OPMAaLIUU 3TO:

€) wuH(popMaIMK 3alUTa THPOPMALIMHU OT pa3rilalieHus

) 3aluTa HHQOPMALUU OT YyTEUKH

3) 3amuTa UH(pOpPMAIMK OT HECAHKLIIMOHUPOBAHHOTO JOCTYIA

M) 3ammTa nHGOpMalKU OT HECAHKIIMOHUPOBAHHOIO BO3/ICHCTBUS

K) 3amuTa nHGOpPMalUu OT HEeMIPeTHAMEPEHHOT0 BO3ACHCTBUS

Kiroun: 1 6), 2 a), 3 B), 4 1), 5 ).
[IpumepHBIi TepedeHbh KOHTPOJIBHBIX BOIIPOCOB /ISl POBEPKHU OCTATOYHBIX 3HAHUH (TIpH
OIICHUBAHMH  HEOOXOJUMO IMPOJIEMOHCTPUPOBATh JIOCTH)KCHHE BCeX 3aIlIaHUPOBAHHBIX

HHJUKATOPOB JOCTUKCHUA KOMHCTCHHHﬁ)I

1. Knaccugukarus kpuntorpaduueckux MpoTOKOIOB.
2. Knaccugukanys KOMIObIOTEPHBIX aTakK.



3. OCHOBHBIE MEXAHU3MBbI 3AIIUTHI KOMIIBIOTEPHOM CETH.

4. OcHOBHBIE CPE/CTBA 3aIIUTHI KOMIIBIOTEPHOM CETH.

5. TunoBble aTaky Ha KpUNTOrpauUecKre MPOTOKOIIBL.

6. [Tpumep kpunrorpaduyecKoro NpOTOKoIa HICHTUPUKAIIUH.

7. [Tpumep kpunrorpaduyeckoro NpoToKoja pacrupeeiaeHus Kirouen
8. [Tpumep aTaky Ha TPOTOKOJ HICHTH(PUKALINY.

0. [Ipumep ataku Ha MPOTOKOJ pactpeaeeHUs KIOUeH.

10.  HecaHKIMOHUPOBAHHBIC ONEpalliy ¢ WH(DOpPMAIIHEH.

11.  Hcrounuku u kiaccudukanus yrpo3 6e3omnacHocTd HHGOpMaLUU.
12. TumnoBble HEeNpeIHAMEPEHHbBIE HCKYCCTBEHHBIE YTPO3BI.

13.  TumoBsle peIHaMEpPEHHbIE HCKYCCTBEHHBIE YTPO3BI.

14.  Knaccuduxamms criocoO0B HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

15.  TumoBble aTaku Ha KOMMYHUKAIIMOHHBIE TPOTOKOJIBI.

16.  3akoHozaTeNbHbIE MEPHI IPOTUBOAECHCTBHS yrpo3aM 0€3011aCHOCTH.
17. OpraHu3anioHHbIE MEPHI IPOTUBOACHCTBUS YIpo3aM 0€301MacHOCTH.
18.  dusmnueckue U TEXHUYECKUE MEPBI IPOTUBOAECHCTBUS yrpo3aM 0€3011aCHOCTH.
19.  Hpentudukauus, ayTeHTU(DUKALNS, aBTOPU3ALIUSL.

20.  IlpoTokoaupoBaHUE U ayAUT (AKTUBHBIA ay/nT).

21.  Jloruueckoe ympaBlieHUE JOCTYIIOM.

22.  3ammTa MEXCETEBOr0 B3aMMOICHCTBHS.

HNudopmanus o paspadoTunkax

TpenbkaeB Bagum HwukomaeBudy, kaHI. TEXH. HayK, JTOLEHT, Kadeapa KOMIIBIOTEPHOM
0€30I1aCHOCTH, JIOLICHT



