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4. $94?<;B64FP J<HDB6GR CB8C<EP EB E>DOFO@ >4A4?B@. 
5. $94?<;B64FP A9BECBD<@GR J<HDB6GR CB8C<EP. 
6. $94?<;B64FP J<HDB6GR CB8C<EP E A4;A4K9AAO@ CDB69DSRM<@. 
7. $94?<;B64FP BF@9F>G B 6D9@9A< EB;84A<S 8B>G@9AF4. 
8. $94?<;B64FP CDBFB>B? Q?9>FDBAAB7B 7B?BEB64A<S. 
9. $94?<;B64FP 59;BC4EAB9 EB6@9EFAB9 6OK<E?9A<9. 
10. $94?<;B64FP 6OK<E?9A<9 E L<HDB64AAO@< 84AAO@<. 
11. $94?<;B64FP 89CBA<DB64A<9 >?RK9=. 
12. $94?<;B64FP D4E>DOF<9 E9>D9FB6 CB CD<AJ<CG «6E9 <?< A<K97B». 
13. $94?<;B64FP CDBFB>B? E9DF<H<J<DB64AAB= Q?9>FDBAAB= CBKFO. 
14. $94?<;B64FP CDBFB>B? Q?9>FDBAAB7B 4G>J<BA4. 

 

&<CB6O9 >BAFDB?PAO9 ;484A<S 8?S F9>GM97B >BAFDB?S: 
 

1. �D<CFB7D4H<K9E><= CDBFB>B?.  
2. !4DGL<F9?P. #DBF<6A<>.  
3. %9D6<E 59;BC4EABEF<.  
4. �GF9AF<H<>4J<S EFBDBA 

5. �GF9AF<H<>4J<S <EFBKA<>4 84AAOI 
6. "F>4; BF 46FBDEF64.  
7. #D<C<EO64A<9 46FBDEF64. 
8. �F4>4 A4 >D<CFB7D4H<K9E><= CDBFB>B?.  
9. %B69DL9AA4S EFB=>BEFP.  
10. %FDB7B9 EB5?R89A<9 F<CB6. 
11. +9EFABEFP GK4EFA<>B6. 
12. �GF9AF<H<>4J<S >?RK4. 
13. #B8F69D:89A<9 CD46<?PABEF< >?RK4. 
14. �F4>4 CGF9@ CB8@9AO GK4EFA<>4 
15. �F4>4 CB6FBD9A<9@ 

16. �F4>4 CGF9@ K9D98B64A<S EBB5M9A<= 

17. �F4>4 BFD4:9A<9@ 

18. �F4>4 E C4D4??9?PAO@< E94AE4@< 

19. �F4>4 «K9?B69> CBE9D98<A9» 



20. #DBFB>B? 4GF9AF<H<>4J<< EBB5M9A<= (#�%) 
21. #DBFB>B? <89AF<H<>4J<< (#�)  
22. #DBFB>B? C9D984K< >?RK9= 

23. #DBFB>B? BF>DOFB7B D4ECD989?9A<S >?RK9= ("$�) 
24. #DBFB>B? CD9864D<F9?PAB7B D4ECD989?9A<S >?RK9= (#$�) 
25. %FB=>BEFP > m->D4FAB= >B@CDB@9F4J<< >?RK9= CDBFB>B?4 #$�. 
26. �DGCCB6B= CDBFB>B?.  
27. #DBFB>B? D4;89?9A<S E9>D9F4. 
28. *<HDB6B= E9DF<H<>4F. 
29. &9IA<>4 8B>4;4F9?PEF64 ;A4A<= 

30. #B?ABF4 CDBFB>B?4 8B>4;4F9?PEF64 ;A4A<S  
31. �BDD9>FABEFP CDBFB>B?4 8B>4;4F9?PEF64 ;A4A<S 
32. !G?96B9 D4;7?4L9A<9 CDBFB>B?4 8B>4;4F9?PEF64 ;A4A<S. 
33. VPN - FGAA9?P 
34. &GAA9?PAO= D9:<@ (IPSec). 
35. &D4AECBDFAO= D9:<@ (IPSec). 
36. %6B=EF6B >?RK4: A96B;@B:ABEFP A9E4A>J<BA<DB64AAB7B <ECB?P;B64A<S 
37. %6B=EF6B >?RK4: >BAH<89AJ<4?PABEFP 
38. %6B=EF6B >?RK4: 4GF9AF<KABEFP. 
 

3.2. &<CB6O9 ;484A<S 8?S CDB6989A<S CDB@9:GFBKAB= 4FF9EF4J<< CB 8<EJ<C?<A9. 
 

#D<@9DAO= C9D9K9AP 6BCDBEB6 > Q>;4@9AG:    
 

1. �9=EF6<S CDBF<6A<>4 CD< 4F4>9 A4 >D<CFB7D4H<K9E><9 CDBFB>B?O. 
2. %6B=EF64, I4D4>F9D<;GRM<I 59;BC4EABEFP >D<CFB7D4H<K9E><I CDBFB>B?B6.  
3. "5M<9 CD98CB?B:9A<S >D<CFB4A4?<;4 CDBFB>B?B6. 
4. �?4EE<H<>4J<S >D<CFB7D4H<K9E><I CDBFB>B?B6.  
5. #�%, >B784 EFBDBAO 8B69DSRF 8DG7 8DG7G.   
6. #�%, >B784 EFBDBAO A9 8B69DSRF 8DG7 8DG7G.   
7. �F4>< A4 #�% < ;4M<F4 BF A<I. 
8. �<8O CDBFB>B?B6 <89AF<H<>4J<< A4 BEAB69 C4DB?9= 

9. %I9@4 �Q@CBDF4 (CDBFB>B? S/KEY).    
10. #DBFB>B? CHAP.   
11. #� A4 BEAB69 F9IA<>< <;4CDBE-BF69F= E <ECB?P;B64A<9@ E<@@9FD<KAB7B 
L<HDB64A<S 

12. #� A4 BEAB69 F9IA<>< <;4CDBE-BF69F= E <ECB?P;B64A<9@ 4E<@@9FD<KAB7B 
L<HDB64A<S 

13. #� A4 BEAB69 F9IA<>< <;4CDBE-BF69F= E <ECB?P;B64A<9@ J<HDB6B= CB8C<E< 

14. #DBFB>B? <89AF<H<>4J<< ISO < 4F4>4 A4 A97B.  
15. #DBFB>B? <89AF<H<>4J<< NSPK < 4F4>4 A4 A97B. 
16. #DBFB>B? <89AF<H<>4J<< (<4F4-,4@<D4 (E6B=EF64).  
17. #DBFB>B? <89AF<H<>4J<< GQ (E6B=EF64).  
18. #DBFB>B? <89AF<H<>4J<< ,ABD4 (E6B=EF64). 
19. �B>4;4F9?PEF6B E AG?96O@ D4;7?4L9A<9@ 74@<?PFBAB64 J<>?4 6 7D4H9.  
20. #DBFB>B? CD<6S;>< > 5<FG (B5M4S EI9@4). %6B=EF64 E6S;O64A<S < EB>DOF<S.  
21. #DBFB>B? C9D984K< >?RK9= A4 BEAB69 F9IA<>< <;4CDBE-BF69F= 
22. <�9E>?RK96B== CDBFB>B? �.,4@<D4 < 4F4>4 A4 A97B.  
23. #DBFB>B? L<DB>BDBFB= ?S7GL>< < 4F4>4 A4 A97B 



24. #DBFB>B? !<8I9@4-,D989D4 (NS) < 4F4>4 A4 A97B 
25. #DBFB>B?  Kerberos.  

26. #DBFB>B? C9D984K< >?RK9= !<8I9@4-,D989D4 (NSPK).  
27. #DBFB>B? Oakley 

28. #DBFB>B? �G-�4@4 < 4F4>4 A4 A97B.  
29. #DBFB>B?O C9D984K< >?RK9= E <ECB?P;B64A<9@ *#.  
30. #DBFB>B? EKE (Encrypted Key Exchange) < 4F4>4 A4 A97B.  
31. �AHD4EFDG>FGD4 E9DF<H<>4FB6 BF>DOFOI >?RK9=.  
32. #DBFB>B? DH (�<HH<-)9??@4A4) < 4F4>4 <K9?B69> CBE9D98<A9=.  
33. #DBFB>B? STS (station-to-station) < 4F4>4 A4 A97B  
34. #DBFB>B? MTI ( 4JG@BFB-&4>4L<@4-�@4<) < 4F4>4 A4 A97B 
35. (BD@4?PA4S EI9@4 S(n) #$� 8?S E9F< E n 45BA9AF4@<.  
36. !9D469AEF6B �?B@4.  
37. %I9@4 �?B@4.  
38. KDP(n,q) - EI9@4.  
39. #BDB7B64S EI9@4 �.,4@<D4.  
40. #DBFB>B? DH E FD9@S GK4EFA<>4@<.   
41. #DBFB>B?O  AH < ESP. &GAA9?PAO= < FD4AECBDFAO= D9:<@O.  
42. #BASF<9 ;4M<M9AAB= 4EEBJ<4J<< (SA). "D74A<;4J<S D45BFO IPsec.  
43. #DBFB>B? SKEME.  

44. #DBFB>B? ISAKMP (BEB59AABEF<, A4;A4K9A<9, CD<AJ<CO D45BFO). 

45. #DBFB>B? IKE (BEB59AABEF<, A4;A4K9A<9, CD<AJ<CO D45BFO). 

46. #DBFB>B? SSL/TLS (H4;4 DG>BCB:4F<S - 4GF9AF<H<>4J<S < D4ECD989?9A<9 >?RK4). 
47. �<;A9AAO= J<>? >?RK9= (BF D97<EFD4J<< CB?P;B64F9?S 8B 4AAG?<DB64A<S >?RK4). 

 

 

4. М9B>88G9A:89 <4B9@84;O, >?@989;ONщ89 ?@>F98C@O >F9=864=8O 
>5@47>64B9;P=OE @97C;PB4B>6 >5CG9=8O  
 

4.1.  9FB8<K9E><9 @4F9D<4?O 8?S BJ9A>< F9>GM97B >BAFDB?S GEC9649@BEF< CB 
8<EJ<C?<A9. 

 

&9>GM<= >BAFDB?P CB8D4;G@9649F 6OCB?A9A<9 ?45BD4FBDAOI D45BF/>BAFDB?PAOI 
;484A<=. �OCB?A9A<9 ?45BD4FBDAB= D45BFO/>BAFDB?PAB7B ;484A<S BJ9A<649FES 6 100 
54??B6: 

0-20 %FG89AF A9 D4;5<D49FES 6 ;484K9, A9 ;A49F @9FB8B6 D9L9A<S, A9 BF69K49F, ?<5B 
BF69K49F, AB E 7DG5O@< BL<5>4@< A4 6BCDBEO CD9CB8464F9?S.  

21-40 %FG89AF E?45B D4;5<D49FES 6 ;484K9, C?BIB ;A49F @9FB8O D9L9A<S, A9 BF69K49F, 
?<5B BF69K49F, AB E BL<5>4@< A4 6BCDBEO CD9CB8464F9?S.  

41-60 %FG89AF 6 J9?B@ G8B6?9F6BD<F9?PAB D4;5<D49FES 6 ;484K9, <ECB?P;G9F @9FB8O 
D9L9A<S CD< CB8E>4;>9 CD9CB8464F9?S, BF69K49F A4 6BCDBEO A9G69D9AAB, AB E A97DG5O@< 
BL<5>4@<. #D98EF46?S9F D45BFG A4 ;4M<F9 G8B6?9F6BD<F9?PAB.  

61-80 %FG89AF  6  J9?B@  G69D9AAB  D4;5<D49FES  6  ;484K9,  ;A49F  <  <ECB?P;G9F  @9FB8O 
D9L9A<S  CD4>F<K9E><  E4@BEFBSF9?PAB,  BF69K49F  A4  6BCDBEO  E  ;4@9K4A<S@<. 
#D98EF46?S9F D45BFG A4 ;4M<F9 6 J9?B@ IBDBLB, E ;4@9K4A<S@<.  

81-100 %FG89AF  BF?<KAB  D4;5<D49FES  6  ;484K9,  ;A49F  <  <ECB?P;G9F  @9FB8O  
D9L9A<S E4@BEFBSF9?PAB, BF69K49F A4 6BCDBEO G69D9AAB. #D98EF46?S9F D45BFG A4 ;4M<F9 
BF?<KAB, G69D9AAB.  



�BCGE>B@ 8B Q>;4@9A4 S6?S9FES  6OCB?A9A<9  80%  ?45BD4FBDAOI  D45BF/>BAFDB?PAOI 
;484A<=,  E  BJ9A>B=  ;4 >4:8GR A9 @9A99 80 54??B6. 

 

 

4.2.  9FB8<K9E><9 @4F9D<4?O 8?S CDB6989A<S CDB@9:GFBKAB= 4FF9EF4J<< CB 
8<EJ<C?<A9. 

 

#DB@9:GFBKAO= >BAFDB?P ;A4A<= CB 8<EJ<C?<A9 BEGM9EF6?S9FES 6 HBD@9 Q>;4@9A4, 
>BFBDO= CB8D4;G@9649F CB87BFB6>G EFG89AF4 < BF69FB6 6 GEFAB=/C<EP@9AAB= HBD@9 A4 
A9E>B?P>B >BAFDB?PAOI 6BCDBEB6 CB 6E9@G >GDEG. �D<F9D<< 6OEF46?9A<S BJ9AB>:  

"F?<KAB - EFG89AF 6 EB69DL9AEF69 B6?489? 6E9@< F9BD9F<K9E><@< 6BCDBE4@< 
B5S;4F9?PAB7B @4F9D<4?4 CB D4;89?4@ ?9>J<BAAB7B >GDE4, CB>4;4? 6E9 FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI ;4ASF<SI. 

)BDBLB - EFG89AF B6?489?  B5S;4F9?PAO@ @4F9D<4?B@ CB D4;89?4@ ?9>J<BAAB7B 
>GDE4, 6B;@B:AB E A9>BFBDO@< A98BEF4F>4@<, 4 F4>:9 CB>4;4? 6E9 FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI ;4ASF<SI. 

'8B6?9F6BD<F9?PAB - EFG89AF <@99F A98BEF4FBKAB 7?G5B><9 ;A4A<S CB F9BD9F<K9E><@ 
D4;89?4@ B5S;4F9?PAB7B @4F9D<4?4 8<EJ<C?<AO, AB CB>4;4? 6E9 FD95G9@O9 G@9A<S < A46O>< 
CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI ;4ASF<SI. 

!9G8B6?9F6BD<F9?PAB - EFG89AF  <@99F EGM9EF69AAO9 CDB59?O CB BF89?PAO@ 
F9BD9F<K9E><@ D4;89?4@ EC9J<4?PAB= 8<EJ<C?<AO <?< A9 CB>4;4? FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI ;4ASF<SI. 


