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Ounenounblie cpeacrBa (OC) SBISIOTCS 3J€MEHTOM OLEHUBaHUS CHOPMHPOBAHHOCTH KOMIIETEHIMM y OOydaloIIMXcs B LEJIOM WM Ha

OIIpEICIIEHHOM 3Tarne ee (OPMUPOBAHHUSL.

OC pa3pabaThIBarOTCsl B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KoMmnerennuu u pe3yabTaThbl oﬁyqennﬂ, (l)opanyeMble B pe3yJjibTaTe OCBOCHUSA TUCIHUIIJIUHDBI

Kon u naumenoBanue
pe3yJbTaToB

Kpurepuu oneHuBaHus pe3ybTaToOB 00yYeHUs

poeCCHOHATBHOM
JIeSITCIILHOCTH,

HOIIK-2.3 ®opmynupyet
MIpeAJIOKEHUs 10
TIPUMEHEHHUTO
MIPOTPaMMHBIX CPEJICTB
CHCTEMHOTO 1
MPUKJIATHOTO HA3HAUYECHU,
B TOM YHCJIE
OTE€UYECTBEHHOT'O

HNupukatop 00y4eHus (TUIaHUPYEMbIE
Komnerenuus
KOMIIETeHIIUH pe3yJbTaThl 00yUeHHUS,
XapaKTepH3yIOLIHe STAITEI OTiIn4HO Xopouio VY nosnersopurensHo | HeynoBneTBopUTENbHO
(hopMupOBaHUS KOMITCTCHIINH )
OIIK-2 Cnocoben HOIIK-2.2 Onpenensier OP-2.2.1 YmMmers: OTnuyHO Xoporiee VY nosnerBoputensHoe | HeynoBnerBopurensHoe
MIPUMCHSTH TIOPSIIOK HACTPOHKHU H (hopmymHpoBaTH chopMUpOBaHHOE yMEHHe yMeHHe yMeHHe
MIPOTPaMMHBIE CPEJCTBA | AKCILTyaTallnu MPEI0KEHHS 10 yMeHHe (hopMynHpoBaTh ¢dbopMynpoBaTh (hopMynHpoBaTh
CHCTEMHOTO H MIPOTPaMMHBIX CPEACTB MPUMEHEHHUIO TIPOTPaMMHBIX (hopmymHpoBaTh TIPEATI0KEHHS TI0 TIPEATI0KEHHS TI0 TIPEATIOKEHHS 10
MIPUKIIaIHOTO CHCTEMHOT'O CPEZCTB, PEAUTU3YIOMINX MPE/ITOKEHHUS 10 TIPUMEHEHHIO MIPUMEHEHHIO MIPUMEHEHHIO
Ha3HauYeHHH, B TOM MIPUKIIAJIHOTO Ha3HAUCHHUH, | KpHUITorpadudeckue MIPUMEHEHHIO HPOTPAMMHBIX MIPOTPaMMHBIX MPOTPAMMHBIX CPEJICTB,
YHcIe 0TEYECTBEHHOTO | B TOM 4mcie MIPOTOKOJIBI MIPOTPaMMHBIX CpPEICTB, CPEeICTB, pean3yoImx
MPOU3BOJICTBA, [UIS OTEYECTBEHHOT O CpPEICTB, peanu3yroNmx peanTn3yoNIIx KpunTorpaduueckue
pereHus 3agad IIPOU3BOJICTBA, peamn3yoNx Kkpuntorpaduueckue | kpunrorpapuyeckue | MPOTOKOIIBI
npodeccuoHaIbHOMN HCTIONB3YEMBIX IS Kpunrorpaduyeckue | mpoTOKOJIBI MIPOTOKOJIBI
JIeSITEIIEHOCTH. pemeHus 3a1a4d MIPOTOKOJIBI




MIPOM3BO/ICTBA,
HCIIONB3YEMBIX UL
penreHns 3a1aq
po¢eCCHOHATBHOM
JeSATEIEHOCTH.

OIIK-10 Criocoben
aHaJIM3UPOBAThH

NOIIK-10.1
Ocy1iecTBIAeT aHAIH3

OP-10.1.1 3HaTh: THIOBBIC
Kpunrorpaduaeckue

Bricokuil ypoBeHb
3HAHWM;

B nenom ycneunsle,
HO COJIepIKAIITHe

®parMeHTapHsbIe,
HETIOJHbIC 3HAHUS

He nmeeT yeTkoro
MIpeCTaBIeHUS 00

TEHJCHIUH Pa3BUTHSA TEHJCHIUH Pa3BUTHSA MPOTOKOJIBI, HCHIONB3YEMBIE B | CIIOCOOHOCTH OTZAENbHBIC 6e3 rpyObIX OIHOOK. | M3ydaeMOM MaTepHae,
METOJIOB U CPEICTB METOJIOB U CPEICTB KOMITBIOTEPHBIX CETAX CaMOCTOSATEIHHOTO TIpoOeITBl 3HAHUSL. JOIyCKaeT rpyOsie
KpuITorpaduieckoi KpuITorpaduieckoi aHaiM3a npodieM omuoOKy.
3aluThl MHOpMAIMKY, | 3aIIUTHl HHOpManny; IIpeIMETHON
ucnons3oBaTh cpeactBa | MOIIK-10.2 Ilpumenser obnacT.
KpunTorpaduueckoi CpeacTBa
3aIIUThl HHPOPMAIUU KpuITorpaduieckoi
TIPU PELICHUH 33719 32U THl HHPOPMAIUH NTPH
npodeccrHoHaIBEHOM pEILICHUH 33139
JIeSITEIIEHOCTH. npodeccHoHaIBHOM

JeATETLHOCTH.
OIIK-13 Cmocoben HOIIK-13.1 OP-13.1.1 Ymertsb: OTnuyHO Xopoiee VY nosnerBoputensHoe | HeynoBnerBopurensHoe
pa3pabaTbIBaTh [MpeanpuanMaet pa3pabaThIBaTh KOMIIOHEHTEI chopMupOBaHHOE yMeHHe yMeHHe yMeHHe pa3pabaThiBaTh
KOMITOHCHTBI HEOOXOoANMBIE NEHCTBHS MPOTPAaMMHBIX CPEACTB yMeHHe pa3pabaTbIBaTh paspabaTbIBaTh KOMITOHEHTBI
MIPOTPaMMHBIX U o cO0py U aHATU3Y 3aIUTHl HHPOPMAIHHY, pa3pabatbIBaTh KOMITOHEHTHI KOMIIOHEHTHI MPOTPAMMHBIX CPEJICTB
IIPOrpaMMHO- HCXOJHBIX TAaHHBIX JJIS peamu3yoNIx KOMITOHEHTHI HPOTPAMMHBIX MIPOTPaMMHBIX 3alIMThl HHpOPMAIHH,
ammapaTHbBIX CPEACTB MIPOEKTHPOBAHNUS Kpunrorpadudeckue MIPOTPaAaMMHBIX CPEICTB 3aIUTHI CPEJICTB 3aIUTHI peau3yoImx
3aIUThl HHPOPMAIMU B | KOMIOHEHT ITPOTPaMMHBIX | IIPOTOKOJIBI CPEJCTB 3aIUTHI uHbopMaIuu, nHpopmanuu, KpunTorpaduueckue
KOMIIBIOTEPHBIX 1 TIPOTPaMMHO- nHpOpMaLnH, peamn3yonmx peaTn3yONIX HPOTOKOJIBI
CUCTE€Max U MPOBOJAUTH | ammapaTHBIX CPEACTB peanu3yoImx Kpunrorpadguieckue | KpunrTorpaduieckue
aHaJIM3 UX 3aMUTHl HHPOPMALIHH B KpHUNTOTpauuecKre | IMPOTOKOIIBI MIPOTOKOJIBI
0€3011aCHOCTH. KOMIBIOTEPHBIX CUCTEMAX; MPOTOKOJIBI TIPEAII0KEHHS 110

HOIIK-13.2 Onpenenser NIPUMECHEHHIO

rapameTpsl MIPOTrPaMMHBIX

(yHKINOHUPOBAHUS, CPEICTB,

aApXUTEKTYpy U peanu3yomux

HHTEpGEHCH KOMIOHEHT




MIPOTrPaMMHBIX U
IPOrpaMMHO-aIIapaTHBIX
CPEICTB 3aIUTEI
nHPOPMALINH B
KOMIBIOTEPHBIX CHCTEMaX;
NOIIK-13.3 TIpoBoaut
aHaJIM3 KOMIIOHEHT
MIPOTrPaMMHBIX U
MIPOrpaMMHO-aMIapaTHbIX
CPEACTB 3aIIUTHI
nHpopmanuu B
KOMIBIOTEPHBIX CHCTEMaX
C LeNbIO OTPEIeTICHUS
YpOBHS 00ecIeunBaeMoit
MMH 3aIlUIIEHHOCTH U
JIOBEPHSL.

KpunTorpaduueckue
MIPOTOKOJIBI

ITK-2 Criocoben
pa3pabaThIBaTh
TpeOOBaHUS K
POrpaMMHO-
annapaTHbIM CPEICTBaM
3aIIUThl HHPOPMAIUU
KOMITBIOTEPHBIX CUCTEM
u cerei

HUIIK-2.1 Onpenensier
YTPO3bI 0€30ITaCHOCTH U UX
BO3MOJKHBIE HCTOYHHKH,
KaHaJbl YTEUKU
nHpopmanuu

HIIK-2.2 Pa3pabaTbiBaet
MaTeMaTHYeCKHE MOJIEIH,
peanu3yeMble B CpEACTBaX
3amUTEl UHPOPMALIUU
HUIIK-2.3 [IpoBoaut
HCCIIEIOBAHUS C LIETbIO
HaxO0XJICHNs1 HanboJee
1esIecoo0pasHbIX
MIPaKTUYECKUX PELIECHUI
110 00ECTICUYCHHIO 3aITUTHI
nHpOpMaIUH

OP-2.1.1 3HaTb: TUIIOBEIC

aTaky Ha Kpunrorpapuueckue

MMPOTOKOJIbL

Bricokuit ypoBeHb
3HAHHH;
CITOCOOHOCTH
CaMOCTOSITEILHOTO
aHanu3a npooiem
MpeaMEeTHON
obnacT.

B nenom ycrnenseie,
HO CofiepIKaIlue
OT/IE/bHBIE
mpoOeIbl 3HAHUS.

DparMeHTapHsIe,
HETIOJIHBIE 3HAHUS
0e3 rpyObIX OMIHOOK.

He nmeet geTkoro
MpeCTaBIeHAS 00
M3yd9aeMOM MaTtepuaie,
JIOTTyCKaeT TpyObie
OIIMOKH.




I1K-3 Cnocoben
MPOCKTUPOBATH
MPOTrpPaMMHO-
annapaTHbIe CPE/ICTB
3anIuTH HHPOPMALIUH
KOMITBIOTEPHBIX CUCTEM
U ceTeit

WUIIK-3.2 Pa3zpaboTka
MPOEKTOB MPOTPAMMHBIX U
anmapaTHbIX CPEICTB
3aIIUTHl HHPOPMALIAN B
COOTBETCTBHUU C
TEXHUYECKHUM 3a1aHHEM

OP-3.2.1 3HaTh: OCHOBHBIE
THUIBI KpUnTorpaduieckux
MPOTOKOJIOB U MPHUHIIMITBI UX
MOCTPOCHHS C
UCIIONIb30BaHKUEM HIH(ppCcUcTEM

Bricokuii ypoBeHb
3HAHWM;
CocoOHOCTh
CaMOCTOSTEIIFHOTO
aHam3a mpooieM
[IPEAMETHOM
obnactu.

B nenom ycrnensele,
HO coJepiKaliue
OTZENbHBIC
po0OeBl 3HAHMUS.

®dparmeHTapHEIE,
HETIOJTHBIE 3HAHUS
0e3 rpyObIX OMmMOOK.

He nmeet yeTkoro
TIpeICTaBIeHUS 00
A3ydaeMOM MaTepuaie,
JIOITyCKaeT rpyOble
OIIMOKH.




2. Oranbl GOpMUPOBAHMS KOMIIETEHIIUI U BUAbI OLIEHOYHBIX CPEICTB

Dranbl GopMUPOBaHUS KOMIETeHIHii
(pa3naesbl AMCIHILINHBI)

Kon n HaumMeHOBaHHE Pe3yJILTATOB
o0yueHust

Bua ouenouHoro cpeacrea
(TecTsl, 3aaHus, KSHCHI,
BOIIPOCHI U JIp.)

Beenenue B kpunrorpadudeckue
MIPOTOKOJIBI

OP-10.1.1, OP-2.1.1
OP-10.1.1 3HaTh: THIIOBEIC
KpUITorpaduuecKue MpOTOKOIHI,
HCTIONTb3yeMbIe B KOMITBIOTEPHBIX CETSIX
OP-2.1.1 3HaTh: TUIIOBBIC aTaKH Ha
KpUTNITOTpadMueCKue MPOTOKOIIBI

nmabopaTopHbIe pabOTEHI,
KOHTPOJIHHBIC 3aJIaHUS,
OTPOCHI HA 3aHATHIX

ITpoTOKOIBI Ay TeHTU(UKAIIN
cooO01eHnit

OP-3.2.1, OP-2.1.1
OP-3.2.1 3HaTh: OCHOBHEIC THIIbI
KpUTITOTpahUIECKUX TPOTOKOJIOB U
MPUHIUIIBI UX TOCTPOCHUS C
MCTIOJB30BaHUEM HIH(PPCUCTEM
OP-2.1.1 3HaTh: TUIIOBBIC aTaKH Ha
KpUnTOrpaduuecKue mpoTOKOIbI

nmabopaTopHbIC pabOTEHI,
KOHTPOJIbHBIC 3aJIaHus,
OMPOCHI HA 3aHATHIX

[IpoToxomnbr uaeHTHHUKATIT

OP-3.2.1, OP-2.1.1,
OP-2.2.1, OP-13.1.1
OP-3.2.1 3HaTh: OCHOBHBIE THIIBI
KpUNTOrpauuecKuX NPOTOKOJIOB U
NPUHIIMITEL UX TIOCTPOCHUS C
UCTIOJIb30BaHUEM IUPPCUCTEM
OP-2.1.1 3HaTh: TUIIOBBIE aTaKH Ha
KpUnTorpaduuaecKue mpoTOKOIbI
OP-2.2.1 Ymeth: popMynnpoBath
MPEIOKEHNS IO TPUMEHEHHUIO
MIPOTPAMMHBIX CPEJCTB, PEaIU3yIOLINX
KpUnTorpauuecKue mpoToKOIIbI
OP-13.1.1 Ymers: pa3zpabaTsiBaTh
KOMITOHEHTBI IPOTrPAaMMHBIX CPE/ICTB
3alIUTHI HTHPOPMAIIHH, PEaTH3YIONIHX
KpUNTorpauuecKue mpoToKOIIbI

TabopaTopHBIE PAOOTEHI,
KOHTPOJIbHBIC 3aJIaHus,
OIIPOCHI Ha 3aHATHUSIX

[IpoTokosibl pacupeaeneHust Kioden

OP-3.2.1, OP-2.1.1,
OP-2.2.1, OP-13.1.1
OP-3.2.1 3HaTh: OCHOBHBIE TUIIBI
KpunTorpaduIecKux MpOTOKOIOB U
MIPUHIIMIIBI UX TIOCTPOCHUS C
MCTIOJIb30BaHUEM IUPPCUCTEM
OP-2.1.1 3HaTh: TUIIOBBIE aTaKH HA
KpUNTOrpauuecKue mpoTOKOIIbI
OP-2.2.1 YmMeth: popMyanpoBath
MIPEJI0KEHHS 110 TPUMEHEHHUTO
MIPOrPaMMHBIX CPEJICTB, PEATU3YIOLINX
KpunTorpaduyecKre mpoTOKOIBI
OP-13.1.1 Ymers: pazpabarbiBaTh
KOMIIOHEHTBI TPOTPaMMHBIX CPEJICTB

J1abopaTopHBIE PadOTEHI,
KOHTPOJIHHEIE 3aJIaHU,
OTIPOCHI Ha 3aHIATUAX




3alIUThl HTHPOPMAIMH, PEaTH3YIOIIHX
KpunTorpadudeckre mpoTOKOIBI

['pynmoBsie kpunTorpapuuecKue
MIPOTOKOJIBI

OP-3.2.1, OP-2.1.1, OP-2.2.1, OP-13.1.1
OP-3.2.1 3HaTb: OCHOBHBIE THIIBI
KpunTorpad)uIecKux IpoTOKOJIOB U
MIPUHIIUIIBL UX TIOCTPOCHHUS C
HCIOJIb30BaHUEM HIH(PPCUCTEM

OP-2.1.1 3uaTh: TUIIOBBIE aTaKH Ha
KpUTITOTpaUIECKHUE MTPOTOKOIIBI

OP-2.2.1 Ymetb: hopMymupoBaTh
MPEUIOKEHHS TI0 IPUMCHEHHIO
MIPOrPaMMHBIX CPEJICTB, PEATH3YIOIIUX
KpUNTOrpaduuecKue mpoTOKOIBI

OP-13.1.1 YmMetb: pazpabarbiBaTh
KOMITOHEHTHI IIPOTPAMMHBIX CPE/ICTB
3alIUTHl HTHPOPMAIIHH, PEaT3YIOIIHX

KpHNTOTpadUueCKHe IPOTOKOIIBI

J1a00paTOpHBIE PAdOTEHI,
KOHTPOJIbHBIC 33/IaHH,
OIPOCHI Ha 3aHSTHIX

[Ipuknannbie KpunTorpapuyecKue
MIPOTOKOJIBI

OP-3.2.1, OP-2.1.1, OP-2.2.1, OP-13.1.1
OP-3.2.1 3HaTh: OCHOBHBIE THIIBI
KpUNTOrpauuecKuX NPOTOKOJIOB U
MPUHLUIIBI UX TOCTPOEHUS C
UCTIOJIb30BaHUEM IU(PPCUCTEM
OP-2.1.1 3HaTh: TUIIOBBIE aTaKH Ha
KpUNTorpaduuecKue mpoTOKOIIbI
OP-2.2.1 Ymetb: hopMyIupoBaTh
MPEIOKEHNS TI0 TPUMEHEHHUIO
MIPOTPAMMHBIX CPEJCTB, PEaU3yIOLINX
KpHUnTorpaduuecKue mpoTOKOIbI
OP-13.1.1 Ymerb: pa3pabaTbIiBaTh
KOMITIOHEHTBI IPOTPAaMMHBIX CPE/ICTB
3alIUTHl UHPOPMAIHH, PEaTU3YIOIIHX
KpUnTorpauuecKue mpoToKOIIbI

TabopaTopHBIE PadOTEHI,
KOHTPOJIGHBIE 33/1aHM,
OTPOCHI HA 3aHATHAX

3. TunoBble KOHTPOJIbHbIEC 3aJaHUA WM HHbIC MaTepua’bl, HGOﬁXO}II/IMble AJIsL

OLICHKH 00pa30BaTe/IbHbIX Pe3yJIbTATOB 00y4eHHUsl

3.1. TunioBble 3amaHusl ISl TPOBEACHUS TEKYIIEro KOHTPOJIS YCIEBAEMOCTH MO

JIUCITAIIIINHE.

[Tpumep TUIIOBOTO BapuaHTa 3aJaHUs Uil 1a0opaTopHON pabOTHI:
- TpeGyercs mporpaMMHO peain30BaTh CXeMy 0JlHOpa30BbIX napodiei Jlamnopra (S/KEY).
Onucanue KpunTorpadhuueckoro NpoToKoia MOXKHO HalWTH B cilaiax JeKuui u rfc-1okymeHTax:
S/KEY (RFC 1760), https://datatracker.ietf.org/doc/html/rfc1760, A One-Time Password System




(RFC 2289), https://datatracker.ietf.org/doc/html/rfc2289. Ilpu >ToM HY)XHO HalTH MapTHEpa MO
3aJaHUI0; OJUH TNHIIET KJIMEeHTa, OPYrod - cepBep, JUO0 HCMONb30BaTh TEXHHUKY IMapHOTO
porpaMMUpOBaHus. B otyere 1o 3aganuto Tpedyercs onucarb CenupuKauo pean30BaHHOTO
IPOTOKOJIA, BXKHBIE JIETaJ Il U OCOOCHHOCTH pealu3anuu, popMar cooOIIeHUH MPOTOKoIa U TIp.
JlaGoparopnasi paborta '"cmaercsa" mpenomaBarento OOOMMHM  HCIOMHUTEISIMH Ha 0aze
MOATOTOBJICHHOTO CTEHJA M THIIOBBIX CIIEHAPUEB pPabOTHl, B KOTOPBIX JIEMOHCTPUPYETCS
HITaTHBIN/HEMTATHBIA PEKUMBI IIPOTOKOJIA.

BosmorxHbIe BapuaHThI 1a00paTOPHBIX 3aaHUA:

PeanmuzoBars nporokonn CHAP/MS-CHAP.

[Tpotokon Auddu - Xennmana.

PeanuzoBars nporokosn Hunxema-IlIpenepa.

Peanu3zoBars 1iupoByI0 NOAMKUCH CO CKPBITHIM KaHAJIOM.
PeanuzoBars HEOCTIOpUMYIO IU(DPOBYIO TOAMHKCH.

Peanu3zoBars 1iudpoBy0 MOANKUCH C HA3HAYEHHBIM ITPOBEPSIIOIIHM.
Peanu3oBars 0OTMETKY O BPEMEHHU CO3/IaHUS JOKYMEHTA.

X NN R D=

PeanuzoBars IMPOTOKOJI SJICKTPOHHOI'O TOJIOCOBAHM.

e

Peanmm3oBars 6e30macHOE COBMECTHOE BEIYHCIICHUE.

H
e

PeanuzoBarh BEIYHCIICHHE C HII/I(prBaHHI)IMI/I JaHHBbIMU.

—
—

PeanuzoBarb n1enoHMPOBaHUE KITFOUECH.

H
D

Peanu3oBark pacKkpbITHE CEKPETOB M0 MPUHIUITY «BCE HWIJIU HUYETOY.
Peanu3zoBars mpoTOKON CEPTUDUINPOBAHHON SIMEKTPOHHON MOYTHI.
Peanu3oBare NpOTOKOJ 3JEKTPOHHOTO AyKIIMOHA.

—_—
A W

TunoBsie KOHTPOJIBHBIC 3alaHUA AJI TCKYIICTO KOHTPOJIA:

1. Kpunrorpaduuecknii mpoToKoi.

2. Hapymurens. [IpoTuBHUK.

3. CepBuc 0€30MMacHOCTH.

4. AyTeHTuduKaIms CTopoH

5. AyTeHTu(UKAIM HCTOYHUKA TaHHBIX
6. Otka3 ot aBTOpCTBA.

7. IIpunuceiBaHuEe aBTOPCTBA.

8. Ataka Ha KpunTorpaguueckuii MpoOTOKOJI.
0. CoBepilieHHas CTOMKOCTb.

10. Ctporoe coOroIeHre TUTIOB.

11. YeCcTHOCTh yYaCTHHUKOB.

12.  AyreHTudUKaAIMS KITIOYA.

13.  IloarBepxkaeHKE NPABUIBHOCTH KJIIOUA.
14.  Araka myreM NOJMEHBI yYaCTHUKA

15.  Araka noBTOpeHHEM

16. ATtaka myTem dyepeoBaHus COOOIICHUI
17.  Araka oTpaxkeHuEM

18.  Araka ¢ nmapaJuleJIbHBIMU CEaHCAMHU

19. ATaka «4eJ0BEK MOCEePEINHE



20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

SISO R WD =

12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

[Tporokon ayrenTuduxamuu coodmenuii (ITAC)

[Tporoxon unentuduxammu (I1N)

IIporokon nepenaun Kirouen

[Ipotokon otkpsiToro pacnpenenenus kinouen (OPK)

[Iporokon npenBapurensHoro pactpeaenenus kiaouen (ITPK)
CTOMKOCTh K M-KpaTHOW KOMITpOMETalnK Kitouen npotokosa [TPK.
['pynnoBoii mpoTOKOJI.

[IpoToxoi pa3neneHus cekpera.

Hudposoii ceprudukar.

TexHMKa JOKa3aTeNbCTBA 3HAHUI

[TomHOTa MPOTOKOJIA OKA3ATENbCTBA 3HAHUS

KoppekTHOCTh ITpOTOKOJIA JOKA3aTENbCTBA 3HAHUS

HyneBoe pa3smiamienue npoTokoia J0Ka3aTeabCTBa 3HAHUS.

VPN - Tynnens

TynnensHbiit pexkum (IPSec).

Tpancnoprasiit pexum (IPSec).

CBOICTBO KJIt0Ya: HEBO3MOXKHOCTh HECAaHKIIMOHHUPOBAHHOTO MCIIOIb30BAHUS
CBOHCTBO KITt0Ya: KOHPHUACHIIMATEHOCTD

CBOMCTBO KJIt04a: aQyTEHTUYHOCTb.

3.2. TumoBsic 3alaHuA IJ1d IIPOBCACHUSA HpOMC)I(YTOqHOﬁ arreCralvu 110 JUCHMIIIINHEC.

[IpumepHBIii IepeueHb BOMPOCOB K 9K3aMEHY:

JlelicTBUS MPOTUBHUKA NPH aTake Ha KPUNTOrpapruecKue MPOTOKOJIBI.
CBoiicTBa, XapaKTepU3YIOIIMX 0€30MaCHOCTh KPUMITOTpahUUIeCKUX MPOTOKOJIOB.
OO111e mpeanoaokKeHus KPUITOAaHaIN3a IPOTOKOJIOB.

Knaccudukanus kpuntorpadguyeckux npoToKOIOB.

ITAC, xorza CTOPOHBI IOBEPSIIOT APYT APYTY.

ITAC, xorza CTOpOHBI HE JOBEPSIOT APYT APYTY.

Artaxku Ha [TAC u 3ammura ot HHX.

Bubl npoToko10B nASHTUPHUKAIIMN HA OCHOBE NapoJien

Cxewma JIamnopta (npotokon S/KEY).

. [Ipotoxon CHAP.
. [I Ha ocHOBE TEXHUKH ‘‘3alPOC-0TBET” C HUCIOIH30BAHUEM CUMMETPHUYHOTO

muppoBaHus

[T Ha OCHOBE TEXHUKH ‘‘3aIIPOC-OTBET” C MCIIOJIb30BAHUEM ACUMMETPHUYHOTO
mupoBaHus

IT1 Ha ocHOBE TEXHUKH “3aPOC-OTBET € UCMOIb30BAHUEM LIU(POBOI MOATUCH
[Tporoxon uaentuduxanuu ISO u araka Ha Hero.

[Tpotokon unentudukarmu NSPK u ataka Ha Hero.

[Tporoxon uaentuduxanuu duata-Illamupa (cBoiicTsa).

[Tporoxon uaentuduxarmu GQ (cBoiicTBa).

[Tporoxon uaentudukanuu [lIHopa (cBoiicTsa).

Jloka3zaTenbCcTBO € HYJIEBBIM pa3rilallleHueM raMUIIbTOHOBA IIUKJIA B Tpade.
[TpoTokon npuBs3ky k OuTy (001mas cxema). CBOWCTBA CBSI3BIBAHMS M COKPBITHSI.
ITpoTokos nepenaun KiIro4Yeil Ha OCHOBE TEXHHUKH ‘3alpOC-OTBET
“beckmroueBoit’” mporokon A.lllamupa u araka Ha Hero.

IIpoTOKOI MKUPOKOPOTOH JIATYIIKY U aTaKa HA HETO



24. Ilpotokon Hunxema-Illpenepa (NS) u aTaka Ha HEro

25. IIporokon Kerberos.

26. Ilpotokon nepenaun kmouei Huaxema-Ilpenepa (NSPK).

27. Ilporokon Oakley

28. Ilpotokon By-Jlama u aTaka Ha HEro.

29. IIpoTokoJibl Iepeayu Kirodei ¢ ucnoiab3oBanuem LI1.

30. IIpotokon EKE (Encrypted Key Exchange) u aTaka Ha Hero.

31. UudpactpykTypa cepTH(PUKATOB OTKPHITHIX KIIOUYEH.

32. IIpotokon DH (Auddu-Xennmana) u ataka “4eaoBek nocepenuse’”.
33. IIporokoxn STS (station-to-station) u aTaka Ha HETO

34. IIporokon MTI (Mamymoro-Takamuma-NmMan) u ataka Ha HETo

35. ®opmanbHas cxema S(n) [1PK nis cetu ¢ n aboHeHTamMu.

36. HepaBenctBo bioma.

37. Cxema bioma.

38. KDP(n,q) - cxema.

39. Iloporosas cxema A.lllamupa.

40. ITpotoxon DH ¢ Tpemst yuacTHUKaMH.

41. IIpotokonbr AH u ESP. TyHHEnbHBIN U TPaHCIIOPTHBIA PEKUMBI.
42. Ionsitrue 3amunieHHoi acconuanmu (SA). Oprarm3arus padotsr [Psec.

43. IIpotokon SKEME.

44. TTpotoxon ISAKMP (ocoGeHHOCTH, Ha3HAYCHUE, IIPUHITATIBI PAOOTHI).

45. IIpotokon IKE (ocobeHHOCTH, Ha3HAYCHHE, TPUHITUATIBI PA0OTHI).

46. ITpotoxon SSL/TLS (haza pykomoxkarust - ayreHTU(DUKAINS U PACTIPEICTICHUE KITF0Ya).
47. YXuzHeHHBII HUKI KII04el (0T perucTpaluu Noab30BaTelNs O aHHYJIMPOBAHUS KIIIOYa).

4. MeTtonuuecKkHe  MaTepHaJibl, ONpeleIsIONMe  TPOIeAyPbl  OLEHHBAHUS
o0pa3oBaTeJbHBIX Pe3yJIbTATOB 00y4eHHUSs

4.1. Metoguyeckue Marepuanbl Il OIEHKA TEKYIIEro KOHTPOJS YCIIEBA€MOCTH TIO
JUCLIUIUIUHE.

Texkymuii KOHTPOJIb TMOAPA3yMEBAET BBIMOIHEHHE JTa0OPaTOPHBIX PaOOT/KOHTPOIBHBIX
3ananuii. BeimonHeHne mabopaTopHON pabOTHI/KOHTPOIBHOTO 3amaHusl oneHuBaercs B 100
0aJioB:

0-20 CrynenT He pazOupaeTcsi B 3ajaue, HE 3HACT METO/IOB PEIICHHUS, HE OTBEYACT, MO0
OTBEYAEeT, HO ¢ TpyObIMH OIIMOKaMU Ha BOIIPOCHI IIPETIO1aBaTesl.

21-40 Crynent cinabo pazdupaeTcs B 3a/1a4e, II0X0 3HAET METO/IbI PEIICHHUsI, HE OTBEYAET,
7160 OTBEYAET, HO C OLTMOKaMH Ha BOTPOCHI MTPETIOAaBATENS.

41-60 CtyaeHT B 11eJIOM YAOBIETBOPUTEIBHO pa30MpaeTcs B 3a7aue, UCIOIb3YEeT METOIbI
peleHus Mpy MojACKa3Ke MperoiaBaTelis, 0TBeYaeT Ha BOMPOCHI HEYBEPEHHO, HO C HErpyOBIMU
omubkamu. [Ipeacrapnser paboTy Ha 3alIUTE YIOBIECTBOPUTEIBHO.

61-80 CTyneHT B 1eJIOM yBEpEHHO pa30upaeTcsi B 3ajaye, 3HACT U HCIOIB3YeT METOJIbI
pEeIICHUs] MPAKTHYECKH CaMOCTOSITEIbHO, OTBEYaeT HAa BOMPOCHI C  3aMEYaHHUSIMHU.
[Ipencrapnsier paboTy Ha 3alTUTE B I[EJIOM XOPOIIO, C 3aMEUaHUSIMH.

81-100 CtyneHT oOTAMYHO pa3dupaercs B 3agade, 3HAET M UCIOJIB3YeT METOIbI
pelleHrs CaMOCTOSTENbHO, OTBEYAET HA BOMPOCH! yBepeHHO. [Ipeacrasnser paboTy Ha 3ammure
OTJIMYHO, YBEPEHHO.



JlomyckoMm 10 5k3ameHa siisiercst BeinosineHue 80% 1abopaTopHbIX pabOT/KOHTPOIBHBIX
3a/laHui, ¢ OLIEHKOH 3a Kaxxayro He MeHee 80 OaiioB.

4.2. Meronuueckue Marepuanbl A IPOBEACHUS IPOMEXKYTOYHOW arrecraluu II0
JUCLUIIIINHE.

[TpomexyTOYHBIN KOHTPOJIb 3HAHH MO JUCIUIUIMHE OCYILECTBIsSETCS B (popMe dK3aMeHa,
KOTOPBIM MOJApa3yMeBaeT MOJATOTOBKY CTYIACHTa W OTBETOB B YCTHOW/MHCbMEHHON (opme Ha
HECKOJIbKO KOHTPOJIBHBIX BOIIPOCOB 110 BceMy Kypcy. Kpurepuu BeicTaBieHHs OLEHOK:

OTIMYHO - CTYOEHT B COBEPILIEHCTBE OBJIAJIE]l BCEMU TEOPETUUYECKMMHU BOIPOCAMHU
00s13aTeIbHOr0 MaTepualia Mo paszenaM JEKIIMOHHOTO Kypca, IoKa3al Bce TpedyeMble yMEHUS U
HaBBIKY IPU BBINOJIHEHNUH 3aJIaHUI Ha Ja0OPATOPHBIX 3aHATHUAX.

Xopouio - CTYIEHT OBIajeNl 00s3aTelbHbIM MaTEpHUaIOM IO pasfeiaM JIEKIMOHHOTO
Kypca, BO3MOXXHO C HEKOTOPBIMU HENOCTaTKaMH, a TakXe MOKaszall Bce TpeOyemble yMEHUs U
HABBIKYU TPU BBIMOJIHEHUH 33aJJaHUI Ha Ta00PaTOPHBIX 3aHATHSX.

VYIIOBIIETBOPUTENIHHO - CTYAEHT UMEET HEJOCTATOYHO TITYOOKHEe 3HAHUS 110 TEOPETUYECKUM
pazzenaM 00s13aTeIbHOTO Marepualia JMCIUIUIMHBI, HO TI0Ka3all Bce TpeOyeMble YMEHUSI U HaBbIKU
IIPY BBITTOJTHEHUH 33J]aHUH Ha J1a00PaTOPHBIX 3aHATHSIX.

HeynoBneTBOpUTENIEHO - CTYINEHT HMMEET CYHIECTBEHHBIE MPOOENbl MO OTIACIbHBIM
TEOPETUYECKUM pa3jieiaM CHEeNHaJbHON NUCIUILIMHBI WM HE TMOKa3al TpeOyeMble yMEHHs U
HABBIKYU TP BBIMOJIHEHUH 33aJJaHUI Ha Ta00PaTOPHBIX 3aHATHSAX.



