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1. KOMHeTeHHHI/l U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IMPOoBEpPsA€MbI€¢ JaHHBIMHA
OIICHOYHBIMM MaTepHaJIaMH

HCJ'IBIO OCBOCHU JUCHUIIINHBI ABJISICTCA (bOpMI/IpOBaHI/IC CIICaAyromunux KOMHCTCHHHﬁ:

BK — 1 Cnocoben mnpumeHsTh oOmMe U CIEHUATU3UPOBAHHBIE KOMIBIOTEPHBIC
IpOrpaMMBbl [P PELLICHUH 3a]jad MPOoPeCcCHOHANBHOM NesSTeIbHOCTH
BK — 3 CnocobeH wuCmonbp30BaTh NPUHIMIBI M CPEACTBA MPOPECCHOHATHHOU

KOMMYHUKAIMH U1 3P PEKTUBHOTO B3aUMOACHCTBUS

PesynpTaTamu 0CBOEHUS IUCLUUIUIMHBI SBJISIOTCS CIEIYIOIIME WHAMKATOPBI JOCTHXKEHUS
KOMIIETECHIINH:

POBK 1.1 3naer mpaBuia ¥ NPUHUIUIBI IPUMEHEHUS OOIIMX U CHEIHUATU3UPOBAHHBIX
KOMITbIOTEPHBIX IIPOrpaMM I peLIeHus 3a1a4 Npo(ecCuoHaIbHOMN e TeIbHOCTH

POBK 1.2 Vmeer mpumensars coBpeMeHHble [T-rexnomormu mis cOopa, aHanmu3a u
npeAcTaBieHus HMH(POpPMALMK; UCIOJIb30BaTh B NPOPECCHOHATIBHON AEATENBHOCTH OOIIMe U
CHEeUaIN3UPOBAaHHBIE KOMIIBIOTEPHBIE IPOTPaMMBbl

POBK 3.1 3naet cpeactBa, GyHKIMU U MPUHIUIIBI TPOdecCrOHAIbHON KOMMYHUKALIUN

POBK 3.2 Vmeer BbicTpaumBaTh NpOQECCHOHAIbHYI0O KOMMYHMKAIIMIO; IPEACTABIATh
pe3yabTaThl CBOEH pabOThl € y4eTOM HOPM M HpaBWI HPUHATBIX B INPO(HEecCHOHAIBHOM
cooOuiecTse.

2. OueHOYHbIE MATEPHAJIBI TEKYIIETr0 KOHTPOJISI U KPUTEPUH OLIEHUBAHUS

Texymuii KOHTpOJIb MPOBOJUTCS B TEUEHUE CEMECTpa C LEIbI0 ONpEACNCHUs ypOBHS
YCBOEHMsI O0y4YarolUMKCA 3HAHUH, (OPMHUPOBAHUS YMEHMH M HABBIKOB, CBOEBPEMEHHOIO
BBISIBJICHHSI TIPENOJaBaTelIeM HEJIOCTATKOB B TOATOTOBKE OOYYAIOMIMXCS M HPUHATHS
HEOOXOIUMBIX Mep IO €€ KOPPEKTHPOBKE, a TaKXe JUIsl COBEPLICHCTBOBAHHUS METOAUKH
oOyueHHst, opraHu3anyu yueOHoi paboThl, U (ukcupyercst B (opMe KOHTPOJIHHOW TOYKH HE
MEHEe OJTHOTO Pa3a B CEMECTP.

2.1. Tect Nel

N3 crapoii nporpammsl «H(pOpMalmoHHbIE TEXHOJIOTMU B YIPaBICHUHM KaueCTBOM U
3alUTa HHPOPMALIUN:

Bormpoc 1. AkycTruueckuii mpueMHUK, pa3MeIiaeMblil 3T0YMBIIIIEHHUKOM B TOMEILIEHUH C
KOH(pHIeHIIMATbHON HH(pOpMAIel, U paauodJIeKTPOHHBIM peTpaHcsaTop, oOecreyrBaromui
JIOCTaTOYHYI JallbHOCTh JUISi CbheMa HWH(OpMalMK 3JI0YMBIIIJICHHUKOM 3a TpeaesiaMu
KOHTPOJIUPYEMOM 30HBI OTHOCSITCS K:

1. AKycTopaano31eKTPOHHOMY KaHaJly YT€UKH MHPOpMAIIN

2. AKyCTOONTHYECKOMY KaHAIy yTEYKH HH()OpMaIHH

3. AKYCTOBEIIECTBEHHOMY KaHally YT€UKH HHPOpMaLUn

4. DNeKTpOHHOMY KaHaJly YT€UKH MH(POpMauu

Bonpoc 2. Craresi «co3manue mnporpamMm migs OBM win BHeECEHHWE HW3MEHEHHUU B
CYIIECTBYIOIIME  MPOrpPaMMbl,  3aBEJOMO  MPUBOJAIIMX K  HECAHKIMOHUPOBAHHOMY
YHUYTOXKEHUIO, OJIOKUPOBAHUIO, MOIU(DUKAINH, THOO0 KOMMUPOBAHWIO HH(GOPMAIINH, HAPYIIICHUIO
pabotsl OBM, cucrembt OBM uim ux ceTH, a paBHO MCIOJB30BaHUE MO0 pacpoCTpaHEHUE
TaKUX MPOTPaMM WMJIM MAITMHHBIX HOCUTEJEH C TaKUMH MPOrpaMMaMm» YTOJOBHOTO KOJeKca
3amucaHa noJi HOMEpPOM:

1. 272
2. 273
3. 242
4. 183

Bomnpoc 3. [IpenmymiecTBa CAMMETPUYHBIX IIHU(PPOB (IO CPABHEHUIO C ACUMMETPUYHBIMH ):



agrwpdE

Bricokas ckopocTh (Ha 3 mopsiika ObICTpee aCHMMETPHYHBIX )
Menbas TpeOyemas ATuHa KIII04a I COTOCTaBUMON CTOMKOCTH
Xoporiast U3y4eHHOCTh

Huskas ckopocts (Ha 3 nopsiika MeJIeHHEE aCUMMETPUYHBIX )

Het Heo6X0AMMOCTH mepeaBaTh KIIIOUU M0 HAJEKHOMY KaHay CBA3U

3. OueHOYHBbIE MATEePHAJIBI HTOTOBOT0 KOHTPOJIsA (IPOMEKYTOYHON aTTecTalluu) U
KPHUTEPUH OLlEHMBAHUS

LN wNE
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12.

13.

14.

15.

16.
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31.
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Bonpocs! 1J1s1 IOATOTOBKH K 3a4eTy

Ponp nadopmanum u e€ 3aluThl B COBPEMEHHOM MUPE.

Onpenenenue 3amuThl HHGOPMAIUK. 3HAYCHHUE 3alTUTHl HH(POPMAIUH.

AcnexTsl 3alUThl UHPOPMALIUH.

[TonsTus 6ezonmacHocty nHPOpMaIUK, 6€30MaCHOCTH JAHHBIX M 3aLIUTHI JaHHBIX.
[TonsTHe nH(pOpMaALIMOHHON 0€30MaCHOCTH.

JlecsaTh TTIaBHBIX yTPO3 3alUTH HH(OPMAIIHH.

[ToHsATHS KOH(UACHIMAIBHOCTH, LIEJTOCTHOCTH U IOCTOBEPHOCTH MH(OPMAIIIH.
[TonsaTust noctyna K WHPOPMALWHU, CAHKIIMOHHMPOBAHHBIA M HECAaHKIMOHWPOBAHHBIN
JOCTYI K UH(POPMALIUH.

[TonsTus naeHTH(GUKAIUY 1 ayTeHTH()HUKALINAN.

[TonsaTHS yrpo3sl HHPOPMAIMOHHONW 6€30MaCHOCTH, YA3BUMOCTH U aTaKU.

bepuckas konBennus, [lapmxkckas n bepnunckas koHpepeHnus.

Pumckas u bproccenbckas koHdepeHuus. BcemupHas KOHBEHIMS 00 aBTOPCKOM
pase.

CrokronbMmckass  koH(pepeHuus.  OcoOeHHocTn  mpucoenuHenuss Poccunm K
MEX1yHapOJAHOMY IIpaBy.

3 cratbu KOHCTUTYLMH P®, cBsA3aHHBIE ¢ OCOOEHHOCTAMHU OOpPaOOTKH, XpaHEHHS U
pacnpocTpaHeHus: HHPOpMaIuu.

4 cratbm YK PO, cBA3aHHBIE € OCOOCHHOCTAMH OOpabOTKM, XpaHEHUs U
pacnpocTpaHeHus: HHPOpMaIUu.

Oprasbl rocynapcTBeHHON ciayxObl P®, urparomue OCHOBHYIO POJb B CO3JaHUU
IIPABOBBIX MEXaHU3MOB 3aIIUTHl HHPOPMAIIUH.

ITonsTHe yrpo3sl. Buasl yrpos.

Knaccugukanus HCTOYHUKOB yrpo3 (HEepedyucinuTh). AHTPONOreHHbIE HCTOYHHKHU
yIpo3.

Knaccudukanuys ucTOUHUKOB yrpo3 (IepedrcanTh). TeXHOreHHbIE HCTOYHUKHU YIPO3.
Knaccugukaius 1cTOUHHKOB yrpo3 (mepeunciinTh). CTUXUHHBIE HCTOUHUKHU YTIPO3.
Knaccudukanus yszsumocrteit (nepeuncintb). OOBbEKTUBHBIE YA3BUMOCTH.
Knaccugukarus yszsumocrelt (nepeunciantsb). CyObeKTUBHBIE YSI3BUMOCTH.
Knaccudukanus yszsumocre (nepeurcinuts). CiiydaiiHble YSI3BUMOCTH.

CratucTuka BO3HUKHOBEHUS YMBIIIJIEHHBIX U CIIyYalHbIX yTEUEK.

CoBpemeHHasl cucTemMa yJ0CTOBEPSIOIINX TOKYMEHTOB U €€ HeJIOCTATKH.
becriepciekTUBHOCTh ~ 3aIIUTBI  HOCUTENEH M NEPCIEKTHBBl  HBOJIIOLMHU
YAOCTOBEPSAIONINX TOKYMEHTOB.

[TpakThKa BBIABIECHUS NOJAACIBHBIX JOKYMEHTOB M PpEKOMEHAALMM, IO 3alluTe
JIOKYMEHTOB.

Knaccugpukanum kaHamoB yTeukd uHpopMmauuu. CTpyKTypa KaHajga yTeukd
uH(pOpMaLIUH.

OnTuyeckuii KaHan yTedKd HH(OOPMAIIHH.

AKyCTHYECKHI KaHall yTeuKH HHGOpMaluu.

PannosnexkTpoHHBIN KaHaT yTeUKU HHPOPMAIIUH.

MartepuanbHO-BEIIECTBEHHBIN KaHaAJI yTeUKH HH(OPMaLIUU.



33.

34.

35.

36.

37.
38.
39.
40.
41.
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[TonsiTust kpunrorpapuyeckoro Kiiroua, OTKPHITOrO U 3aKPHITOro Kitoya, UG pOBaHUs,
nemupoBaHys U KPUIITOAHAIIN3A.

[TonsitTue  cummerpuuHoro  mmubpoBanus. IlpeumymiectBa W HEAOCTaTKU
CUMMETPUYHOTO muppoBaHust. Buasl ciMMeTpUYHBIX MH(POB.

[TousitTue  acummerpuuyHoro  mudposanus. [IpeumymiectBa ©  HeZOCTaTKU
ACHMMETPUYHOTO mupoBaHus. Buasl acHMMeTpUYHBIX MH(POB.

Cranmapt DES. Cxema mmdpoBaHus ¢ ucrnoib3oBanuem airoputma DES. Cxema
paboTs! oiHOTO 1MKIa anroputMa DES.

OrneparinoHHBIE peXUMBI cUMMETpUHOTO mudpoBanus. Pexxum ECB.

OmnepanyoHHbIe peXXUMbI CUMMETpHHOTO mudpoBanus. Pexxum CBC.

OrneparinoHHbIE peXXUMbI ciMMeTpuHOTO mudpoBanus. Pexxum CFB.

OmnepanoHHbIe peXKUMbI CHMMETpHHOTO mudpoBanus. Pexxum OFB.

"Tpoitroi" DES, Rijndael, RC2.

OcCHOBHBIC CBOMCTBa M METO/IbI Kiacca Symmetric Algorithm.

KpnTepnﬁ OICHUBAHUA IJIA l'[pOMG)KyTO'lHOﬁ aTrecranum:

B

OCHOBE OIICHHMBaHUS OTBETOB Ha 3a4éTe JiexKar IMIPUHIUIIBI O6’beKTI/IBHOCTI/I,

CIIPaBEJIMBOCTU U BCECTOPOHHEIO aHAJIN3a YPOBHS 3HAHUN CTYJIEHTOB.
«3auTeHO» CTaBUTCA CTYIEHTY, y KOTOPOI'O BBIIIOJHEHBI BCE CIIEAYIOLINE TOKa3aTelu:

1.
2.

3.

Otuetsl 110 BceM 11 mabopaTopHbIM paboTaM 3auTEHBI.

OcBemeno He MeHee uyeM 70% Marepuana KOHTPOJIBHOM pPabOTHI (UTOTOBOM).
OrnenuBaetcs: 3HaHWEe (PAKTUYECKOTO MaTepuayia, a TakkKe KyJIbTypa pedd, TiTyOuHa
3HaHUA, apTyMEHTUPOBAHHOCTh OTBETA, CBSA3b TEOPUU U MPAKTUKHU, YMEHHE PEIIUTh
3azady.

[Toryueno ne menee ueM 70 6amioB (13 100 BO3MOXKHBIX) Ha TECT (MTOTOBBIN).

«He 3auteHo» cTaBUTCS CTYACHTY, HC UMCIOIIEMY BCCX TPEX HOK&33.T6J'ICIZ, OITMCaHHBIX

BBIIIIC.

HNudopmanus o paspadoTunkax

[lerenun Anexcanap EsrenbeBuu, poueHT kadeapst MHpopmanmonnoro odecneveHus
MHHOBAIIMOHHOHN JiesiTenbHOCTH DaKynbTeTa MHHOBAIIMOHHBIX TEXHOJIOTHH, KaHIUAAT (Hu3.-Mart.

HayK.



