MuHucTepeTBO HayKH U BhICIIero oOpasosanus Poceniickoil desepanuu
HAIIMOHAJIbHBIN NCCJIENOBATEJIBCKUN
TOMCKUU I'OCYAAPCTBEHHbBIM YHUBEPCUTET (HU TT'Y)

I/IHCTI/ITyT HpHKHaﬂHOﬁ MaTE€MaTUKN U KOMIIBIOTCPHBIX HAYK

YTBEPXIEHO:

[upekrop
A. B. 3amarun

OneHouyHble MaTepUaiIbl O JUCHUIUINHE
BBenenue B cnenuanbHOCTb
I10 HAIPaBJICHUIO TOATOTOBKU
10.03.01 UndopmauuoHHasi 6e30MACHOCTH

Hanpasnennocts (mpouiib) HOATOTOBKY:
Be3onacHOCTh KOMIIBIOTEPHBIX CHCTEM

dopma 00ydeHus
OuHnas

Kanudukarus
bakauasp

I'ox mpuema
2025

COT'JTACOBAHO:
PykoBogurens OII
B.H. Tpenbkaes

IIpencenarens YMK
C.I1. Cymenko

Tomck — 2024



1. KOMHCTCHHHI/I U HMHAUKATOPbBI HMX JOCTHKCHHUHA, IMPOoBEpPsAE€MbIC¢ JaHHBIMHA
OICHOYHBIMHA MaTepHaJIaMH

[enbro 0OcBOEHUS AUCHUILINHBI SBISETCS POPMUPOBAHUE CIACAYIOIUX KOMITETECHIIUI:

OIIK-2. CiocoGeH mnpuMeHATh HH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOIHH,
MIPOrpaMMHBIE CPEJICTBA CUCTEMHOTO U MPUKIIAJHOTO Ha3HAYEHHMS], B TOM YHMCIIE OT€YECTBEHHOIO
IPOM3BOJICTBA, ISl PELICHHUs 3a1a4 MPo(ecCHOHANBHON AEITEIbHOCTH.

PesynpraramMu OCBOEHUS NMCHUIUIMHBI SABJSIOTCS CIEAYIOIINE WHIUKATOPBI JOCTHXKEHUS
KOMIIETEHLIH:

HOIIK-2.1. ITornmaet COBPEMEHHBIE HH(POPMaITMOHHO-KOMMYHHUKAIIHOHHBIE
TEXHOJIOTUH, UCTIOIb3yeMbIE JIJIsl peIIeHHs 3a/1a4 MPO(eCCHOHATLHON 1eATEIbHOCTH.

NOIIK-2.2. ITornmaeT 6a30BbIe MPUHIUIBI (YHKIIMOHUPOBAHUS ITPOTPAMMHBIX CPEJICTB
CUCTEMHOI'O M MPUKIAJAHOIO HAa3HAYEHUH, B TOM YHCJIE OTEYECTBEHHOI'O IPOU3BOJICTBA,
UCIOJIb3YEMBIX JIJISl pelIeHus 3a7a4 IpodhecCHOHATbHON JeTEIbHOCTH.

NOIIK-2.3. Onpenenser MOpsIOK HACTPOHKUA U IKCILTyaTallud MPOTPaMMHBIX CPEIICTB
CUCTEMHOIO0 M MPHUKIAAHOTO HAa3HAYE€HHWI, B TOM YHCIE OTEYECTBEHHOI'O IPOU3BOJICTBA,
MCIOJIb3YEMBIX JIJISl peLIeHUS 3a7a4u Ipo(eCCUOHATbHON JEATENIbHOCTH.

NOIIK-2.4. ®opmynupyet MPEAJIOKEHUS no MIPUMEHEHUIO COBPEMEHHBIX
WH()OPMAIITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHM, MCIOIB3YEeMbIX I pEeHIeHUs 3aaad
npohecCuOHANBHOM NeSTENbHOCTH.

2. OneHo4Hble MaTepHaJIibl TCKYLIECT0 KOHTPOJA U KPUTCPUHU OLICHUBAHUSA

DNEMEHTHI TEKYLIETO KOHTPOJIA:
— IIPOEKTBI.

[IpoBeneHune TeKylero KOHTPOJS YCIIEBAEMOCTH IO JAMCLHUIUIMHE OCYIIECTBISETCS B
paMKax MPOEKTHOro oOyuyeHus. PopMHUPYIOTCS KOMaH[bl M0 3-5 CTYAEHTOB JUIsl COBMECTHOM
IpyNnoBOi paboThl, KOTOpas 3aKJIOYaeTcsl B peajn3allid MpOeKTa B 0OJACTH HallpaBJICHUS
«upopmanonHas Oe3omnacHocTh». B Xoze paboThl HajJ NPOEKTOM KOMaHJE CTYJIEHTOB
TpeOyeTcs BBINOJHUTH JAOKJIAJ C 3asBKOM Ha IMPOEKT, OO30pHBIM JOKJIaJ IO IpeaIMEeTHOU
001aCTH, BBIIOJIHUTH MIPOMEKYTOUHBIE OTUYETHI O MPOJeaHHON paboTe, MpoBECTH (UHAIBHYIO
3allUTy MpoeKkTa. B 3aBUCHUMOCTH OT TeMbl NpPOEKTa KIIOYEBBIM JEHCTBHEM MOXKET OBITh
aJIMUHUCTPUPOBAHME CPEACTB  3allUThl MHPOpPMAIUM, pa3paboTKa CpPEACTB  3alUThI
uH(popMaluy, aHauu3 O€30IacHOCTH KOMIBIOTEPHOM cucteMbl win cetd. OleHka 3a
IPOJIETaHHYI0 paboTy BBICTABIISETCS BCEH KOMaHE, HO HE OT/IEIbHBIM €€ YUaCTHUKAM.

IIpy  oueHuBaHMM  HEOOXOAMMO  MPOJAEMOHCTPUPOBATH  JOCTHKEHHME  BCEX
3aIUIAHUPOBAHHBIX MHIUKATOpPOB AocTwkeHuss komnerennuii: MOIIK-2.1, MOIIK-2.2, NOIIK-
2.3, UOIIK-2.4.

TwuroBeIe BAapHUAHTHBI ITIPOCKTOB

1) Tema mpoekrta - AHanKU3 3alUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM M CETEH ¢ MCIOIb30BAHUEM
CKaHEepOB 0€30MacCHOCTU

e HampaBnenus NpOEKTHOW  JEATENbHOCTH -  OLEHUBAHUE YpPOBHS  0O€30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEN.

e [IpenmymiecTBeHHBI BHJA JEATEIBHOCTH - YCTAHOBKA M HACTpPOWKa IapaMeTpoB
CIHELHMATU3UPOBAHHOTO POrPAMMHOI0 00eCIIeueHUs

e [Ilpenmernas obnacte, mpuoOpeTaeMble 3HAHMS/YMEHUS/HABBIKM: MPUHIUIBI MMOCTPOCHUS
KOMITBIOTEPHBIX CHUCTEM W CETeW; MPHUHLMIIBI OpraHU3alMd, COCTaB U CXEMbl PadOTHI
OMEpAlMOHHBIX CHCTEM, KpUNTOTpapuyecKue MPOTOKOJbI; MOJENIH  Oe30MacCHOCTH



KOMITBIOTEPHBIX CHUCTEM; METOABl OOpaOOTKM JaHHBIX MOHHUTOPHHTa O€30MaCHOCTH
KOMITBIOTEPHBIX CHUCTEM; TOPSAOK CO3[aHUS M CTPYKTypa OTYETa, CO3[JaBaeMOro IO
pe3yibpraTtaM MPOBEpPOK; HOPMATHBHBIE MPABOBBIE aKThl B 00JACTH 3alIUTHl WHGOPMAIIHH;
pyxkoBOAAIIME W MCETOAUYCCKUC ITOKYMCHTBI YIIOJIHOMOYCHHBIX @eﬂepaanHx OpraHoB
UCTIOJIHUTENILHOW BJIACTH T10 3aIuTe HHPOPMALUU

O030pHBII JOKIA] IO TEME MPOEKTA BKIIIOYALT:
e HeoOxonuMeble MOHSATHUS TPEIMETHON 00JIACTH
e (Cnoco0Osl aHamM3a 3aUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTel
e (030p O0TEUECTBEHHBIX U 3apyOSKHBIX CKAHEPOB OE30MaCHOCTH

B xome mpOMEKYTOUHBIX OTYETOB M  3alIUTBl TPOEKTa JEMOHCTPUPYIOTCS
npuoOpeTaeMble 3HAHMS/yMECHHS/HABBIKM, B YacTHOCTHM Ha ©Oa3e BBIOpAaHHBIX CKaHEPOB
0€30IacCHOCTH C HCIIOJIb30BaHMEM TIPOOHON BepcHMU OOBSACHSIOTCS METOAbl aHAJIN3a,
peain3yembie ITHM CKaHEepaMH, MOKa3bIBAIOTCS BO3MOXKHOCTH CKaHEPOB Ha TECTOBBIX MIpUMeEpax,
BO3MOKHOCTH  HWHTETpAllMK CKaHEPOB C CHUCTEMaMH  yIpaBieHHS HH(DOPMAMOHHON
0€301MaCHOCTHIO.

Jpyroii BapmaHT pabOTHI HAJ MPOCKTOM: KOMaHJIa JCIUTCS Ha JIBE TPYIIIBI, OIHA W3
KOTOPBIX 3aIIMIIACT KOMIIBIOTEPHYIO CHUCTEMY, HacTpauBas HEOOXOJMMbIE CpPEICTBA 3aIIMTHI, a
JpyTas MPOBOAMUT ayIUT PabOTHI NMEPBOM C MCIOIB30BAHUEM CKaHEPOB 0E30MaCHOCTH, MBITASCH
HaWTH “Opemn’ B 3aIIUTe.

2) Tema npoekTa - Pa3zpaboTka cpenctsa kpunTorpaduyeckoii 3auThl HHGOPMAITUU

e HampasieHus NpoeKTHOH 1€ATENbHOCTH - pa3pabOoTKa CPEACTB 3allUThl HH(pOpMaLuu

e [IlpeumymiecTBeHHBI  BUA ~ JAEATENBHOCTM  —  pa3paboTka M TECTHUPOBAHUE
CHEHaIN3UPOBAHHOTO MPOTPAMMHOI0 00ecrieueHus

e [Ilpenmernas obnacTb, NpUOOpeTaeMble 3HAHUS/YMEHHS/HABBIKUM: METOAbI M CpEICTBA
3alUThl MHQOpPMAallUM B KOMIIBIOTEPHBIX CETAX, OMNEpalMOHHBIX CHUCTEMaX M CHCTeMax
yhnpapieHus 0a3aMu JaHHBIX; MPUHIMIBI I[TOCTPOEHUS CHUCTEM 3allUThl HH(pOpMAIIU
KOMITBIOTEPHBIX ~ CHUCTEM; METONOJIOTUM M TEXHOJIOTMH Pa3pabOTKU MPOrpaMMHOTO
oOecrieueHns; Kpunrorpadpuyeckue aaropuTMbl U OCOOEHHOCTM HX MPOrpaMMHOMN
peanu3anu; HOpMaTUBHbBIE TPABOBBIE aKThl B 00JaCTH 3aIIUTHI HH(GOPMAIH, PYKOBOJSIINE
U METOIMYECKUE JOKYMEHTHl YINOJHOMOUYEHHBIX (elepalbHbIX OpPraHOB HCHOJHUTEIbHOU
BJIACTH MO 3aIIUTE WHPOPMAIMH; HAI[MOHAJIbHBIE, MEXKIOCYIapCTBEHHbIE U MEXTyHAPOIHbIE
CTaHJApThl B 00JIACTH 3aIIUTHI HH(POPMALIUH.

Bo3MokHbIHM QyHKIIMOHA CpeACcTBa KpUIITOrpapruecKoil 3anThl HHpOpMaLuu:
e obecrieyeHue IPUIUIECKON 3HAUMMOCTH IEKTPOHHBIX IOKYMEHTOB IPU OOMEHE

e obecrnieyeHre KOHQUACHIMATBHOCTH U KOHTPOJIS IIETIOCTHOCTU UH(pOpMaIun
® KOHTPOJIb HEJIOCTHOCTH CUCTEMHOTO U NMPHUKJIAJHOTO IPOrPaMMHOI0 00eceueHHs
e BBEIPa0OTKA CITy9allHBIX M TICEBIOCITYYAHBIX YHCEN, CECCHOHHBIX KITIOUeH mmdpoBaHUs

O0630pHBINA TOKIA IO TEME TPOCKTA BKIIFOYALT:
e HeoOxonumple TOHATHUS TPEAMETHON 00JIaCTH

e (O030p cpencTB KpunTorpadGuuecKon 3auThl HHHOPMAITTT
e Peanusyemslif kpunTorpapuueckuii alIropuTM



O AJTOpUTM BBIPAOOTKH 3HAYCHHSI XAII-PYHKITUN
o Anroput™m (HOpMHUPOBAHHUS U IPOBEPKH IEKTPOHHON TOATINCH
o AnropuT™m 3amn@poBaHus/pacnGpoBaHus TaHHBIX

B xome mpoMeXyTOUHBIX OTYETOB M 3alIUTBl  MPOCKTa JEMOHCTPUPYIOTCS
npuoOpeTaemMble 3HAHHS/YMEHUS/HABBIKM (CM. BBIIIE), a Takxke mudpoBbie “ciensl” pabdOThI
KOMaHJbl B CHCTEME YIpaBICHHs TIPOGKTOM C pacnpeneneHue poined B IT-komanpe:
PYKOBOIUTENb TPOCKTA, AHAIUTUK, apXUTEKTOp, pa3paboTyMK, AW3aifHEp, TECTUPOBIIUK,
CHCTEMHBIN aJIMUHHCTPATOp. BO3MOXXHO BBINA/ICHNE W/UIIM COBMEILICHHE POJICH, a TaKkKe TO, YTO
OJIHY POJIb BBITMOJHSAET HECKOJIBKO 4elloBeK. Hampumep, pyKoBOIUTENb MPOEKTa MOXKET OBITh H
ApXHUTEKTOPOM, a pa3paboTUNK MOXKET OBITh M aJMUHUCTPATOPOM. BaskHast poib - pyKOBOIUTEb
IpOEKTa, KOTOPBIH (opMymupyeT M pas3gaeT 3afayd OCTAJIbHBIM YieHaM KOMaHIbl B XOJe
BBITIOJTHEHHSI BCETO MPOEKTA, TPOM3BOAUT KOHTPOJIb BHITOTHEHUS 3a/1a4.

Texymuii KOHTPOJIb YCIIEBAEMOCTH MO AMCLUIUIMHE OCYLIECTBIACTCS Ha 0a3e OLEHKU
JIOKJIA/IOB (3asiBKa HA MPOEKT, 0030pHBIN JOKIIA MPEIMETHOM 00IaCTH, MPOMEKYTOYHBIN OTYET).
Jlokimazpl OICHUBAIOTCS 1O OMHAPHOHM cHcTeMe (3a4eT/He3adyeT): 3a4eT — KOMaHJa B IEeJIOM
YIOBJIETBOPUTEIHHO Pa30MpaeTcsi B BHIODAHHON TeMe NMPOEKTa, 3HACT Marepuaj, OTBEYaeT Ha
BOITPOCHI C 3aMEYaHUSIMH HJIM C HETPYObIMU OIIMOKaMM; He3a4eT — KoMaH/a ciabo pazdupaercs
B BBIODaHHON TeMe INPOEKTa, IUIOXO 3HAeT MaTepuai, HE OTBEYAeT, JINOO OTBEYaeT, HO C
omrOKaMu Ha Bompockl npenoaasarens. OleHKa 3a NpoAeIaHHy0 paboTy BbICTaBIsETCs BCel
KOMaHAC, HO HE OTACJIbHBIM €€ yYaCTHUKaM.

3. OueHoYHbIe MAaTEePHAJBI HTOFOBOT0 KOHTPOJISA (IPOMEKYTOUYHOMH aTTecTaluu) u
KPUTEPUHU OLleHUBAHUS

[IpoBenenre MpOMEKYTOUHON aTTECTALUMU MO JUCLHUIUIMHE OCYIIECTBIAECTCS B paMKax
MPOEKTHOrO 00yueHus. @opMUPYIOTCS KOMaH/BI 10 3-5 CTYJIEHTOB JIJIi COBMECTHOM TPYIIOBON
paboThl, KOTOpas 3aKiOYaeTcs B pealu3alud MpoekTa B 00JacTu  HalpaBICHUS
«MudopmanionHas Oe3omacHOCTb». B Xxozxe pa®oThl Haj NPOEKTOM KOMAaHJIE CTYACHTOB
TpeOyeTcs BBIMONMHUTH CIEAYIOIUe 3amadyu: 1) BBIOpaTh TeMy MIpOEKTa, CAeNaTh TOKIal C
3asiBKOM Ha MPOEKT, COBMECTHO C IIPENojaBaTesieM OIpeneauThesl ¢ (HOpMON NpPOBEACHUS
MPOEeKTa, LETbI0 M 3aJadyaMu MPOEKTa; 2) M3y4YUTh BHIOpAHHBIH OOBEKT 3alUTHI, a TaKKe
MEXaHU3MBbl €T0 3alllUThI, CAeNaTb OO30PHBIN JOKJIAa MO MPEeIMETHON 00JlacTH TMpoekTa; 3)
BBITIOJTHUTH MTPOMEXYTOUHBIE OTUYETHI O MPOJAETaHHOW paboTe, a Takke MPOBeCTH (UHAIBHYIO
3amuTy npoekrta. [IpomexyTrouHas aTTecTalus OCyIIECTBISETCS HA OCHOBE 3allIUThI IPOEKTA.

I[Ipy  oueHMBaHMM  HEOOXOAMMO  MPOJEMOHCTPHUPOBATH  JOCTHXKEHHE  BCEX
3aIUTAHUPOBAHHBIX MHIUKATOPOB AocTikeHust kommerennuii: MOIIK-2.1, MOIIK-2.2, NOIIK-
2.3, UOIIK-2.4.

Kpurepun onieHMBaHMs IPOMEXYTOUHOM aTTECTALlUU:

3a4er Mo AMCLUMILIMHE — KOMaHJa OBJajiela MaTepuajoM Mo BBIOPAHHON TeMe MPOEeKTa,
BO3MO)KHO C HEKOTOPbIMM HEJOCTaTKaMH, a TakXke Ha (UHATBHOM 3alluTe MPOEKTa
IIPOJEMOHCTPUpOBAJia MPUOOPETEHHbIE B XO/€ BBINOJHEHUS MPOEKTa BBICOKHE/XOpOIINe
3HaHUS/yMEHUsI/HaBbIKU M0 TeMe IpoekTa. OleHKa 3a MpoJielaHHyI0 paboTy BBICTABISETCS BCEH
KOMaHJIe, HO HE OT/IJIbHBIM €€ YYaCTHUKaM.

He3ader nmo nucuuiuiMHe — KOMaH/a HE NPOIUIA TEKYIIUH KOHTPOJb yCIIEBAEMOCTH IIO
TUCIUIUIMHE, a TaKKe Ha (UHAJIBbHOM 3aluTe MPOeKTa MPOJEMOHCTPUpPOBaIa HU3KUNA YpOBEHb
3HAaHUI/yMEHHI/HAaBbIKOB MO TeMe MpoekTa. OIleHKa 3a MpoJeslaHHYyI0 paboTy BbICTaBIsAETCS
BCEll KOMaH/ie, HO HE OTJEJIbHBIM €€ YUaCTHUKaM.



4. OueHo4HbIe MaTepHaJIbl st NpOBepPKH O0CTAaTOYHBIX 3HAHUI
(chopMHPOBAHHOCTH KOMIIETEHIIHIA)

[IpumepHBIif TepedeHb KOHTPOJIBHBIX BOIIPOCOB JJIsl IPOBEPKU OCTATOYHBIX 3HAHUU (TIpH
OIICHUBAHHH  HEOOXOJUMO TMPOJEMOHCTPUPOBATh JIOCTH)KCHHE BCeX 3arllIaHUPOBAHHBIX
WHAUKATOPOB JIOCTUXKEHUSI KOMIIETEHIIUN):

— OxapakTepu3oBarh 001acTh MNPOGECCHOHATBHON JIEATENbHOCTH CHEIHalnUCTa I10
0€30MaCHOCTH KOMITBIOTEPHBIX CCTEM U CETEH.

— OxapakTepu3oBarb OOBEKTHI NPOPECCUOHANBHON JEATEIBHOCTH CIEUHAINCTa TI0
0€30MaCHOCTH KOMITBIOTEPHBIX CCTEM U CETEH.

— OxapakTepu3oBaTb BHUIBl MPOPECCUOHAIBHON JIEATENbHOCTH CIEHUANNCTa IO
0€30MMaCHOCTH KOMITBIOTEPHBIX CCTEM U CETEH.

— Oxapakrepu3oBaTb  TpyAOBble  (pyHKIMM  cHenuaiucrta 1o  0e30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH.

HNudopmanus o paspadoTunkax

TpenbkaeB Bamum HukonmaeBuu, KaHJ. TEeXH. HayK, JOLEHT, [JOLEHT Kadeapsl
KoMmnbroTepHOi 6e3onacHocty HU TT'Y.
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