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1. KOMHeTeHHHI/I U HMHAUKATOPbBI HMX [JOCTHKCHHUSA, IMPOoBEpPsA€MbI€¢ JaHHBIMHA
OIICHOYHBIMM MaTepHaJIaMH

[enbro 0OcBOEHUS AUCUHUIUINHBI SBJSIETCS (POPMHUPOBAHUE CIEAYIOIUX KOMIETEHITHI:

OIIK-4 CnoocobeH ONTUMAIBHBIM  00pa3oM  KOMOWHHPOBATh  CYIICCTBYIOIIUE
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMHM JJIs  pelieHus 3agad B 00JIacTu
npodeCCHOHATBLHOM IeATENFHOCTH C yUYeTOM TpeOoBaHUN HHPOPMALIMOHHOM OE30MaCHOCTH.

ITIK-1 Crioco6eH npoeKTHpoBaTh MporpaMMHOE oOecIieueHue.

Pesynbraramu OCBOEHUSI AUCIUIUIMHBI SBJISIOTCS CIACAYIOIINE WHIMKATOPBI JOCTHKEHUS
KOMIIETECHIINH:

NOIIK-4.2 YauteiBaTh OCHOBHBIC TPpeOOBaHMS HH)OPMAIIMOHHOW OE30IMaCHOCTH

HIIK-1.1 Mcnonb3yeT CymecTBYIOIIME TUIIOBBIE PEIISHUs W Ia0J0HBI TPOCKTUPOBAHMS
MPOrPaMMHOTO O0eCTIeUeHUs

2. OueHOYHbIe MATEPHAJIBI TEKYLIEr0 KOHTPOJISI U KPUTEPUH OLleHUBAHUS

DJIEMEHTBI TCKYIIETO KOHTPOJIA:
— TCCTHI,

— pedepartsl.

[Mpumep TumoBoro tecra (MIIK-4.2). 3ammra wadopmanuu. OCHOBHBIC TEPMHHBI H
ornpeneneHus. TepMUHBL, OTHOCALIMECS K CIIOCO0aM 3alUThl MHOOPMAIIH.

1. 3ammra wHpOpMaIMM, HamNpaBiCHHAs Ha NPEJAOTBPALICHUE HEKOHTPOIHPYEMOTO
pacnpoCTpaHeHUs  3allMIaeModl  WHpOpMamuM B  pe3yiabTraTe €€  pasrjamieHus |
HECAaHKLIMOHUPOBAHHOI'O JIOCTYIA K HEil, a TakkKe Ha HCKIIOYCHHE (3aTPYIHCHHE) IOJIydCHHS
3anMnaeMoi HHGOPMAILUK Pa3BeKaMU U JPYTHMHU 3aHHTEPECOBAHHBIMHU CyOBEKTaMH ITO:

a) 3amuTa HHHOPMAIIMHU OT pas3rIIalleHUs

0) 3ammra HHGOPMAIH OT YTEUKH

B) 3aIuTa HH(POpPMAIMU OT HECAHKIIMOHMPOBAHHOTO JOCTyIa

r) 3aIuTa HHGOpPMAIIUU OT HECAHKITHOHUPOBAHHOTO BO3/ICHCTBUS

) 3aIuTa HHpOpMAIKU OT HeTpeTHAMEPEHHOTO BO3ACHCTBHS

2. 3ammta nHbOpMalMHK, HANpaBlieHHas Ha MPEAOTBpAIlEHHWE HECAHKIMOHWPOBAHHOTO
JIOBEJIEHUs 3aIlMIaeMoi MH(GOpMallUU 10 3aMHTEPECOBAHHBIX CYOBEKTOB (IOTpeduTeneil), He
UMEIOIIUX MTPaBa JOCTyNa K 3TOW HHPOPMALIUH 3TO:

a) 3ammTa HHGOPMAIIMH OT pa3rJialieHus

0) 3amura HHGOPMAIUK OT YTEUKU

B) 3amnuTa HHGOpPMAIMU OT HECAHKITMOHHUPOBAHHOTO JTIOCTYTIA

) 3ammTa HHPOPMALMU OT HECAaHKIIMOHUPOBAHHOTO BO3JIEHCTBUS

1) 3allKMTa HHPOpPMAIMHU OT HENpeIHAMEPEHHOTO BO3/IEHCTBUS

3. 3amura nHOpMaLIMK, HANpaBJIEHHAs Ha MPEeAOTBpallleHUe MOJyUYeHUs 3alluiaeMon
UHPOpPMALIUM  3aWHTEPECOBAHHBIMH  CyObEKTaMH C  HapylIEHHEM  YCTaHOBJICHHBIX
HOPMAaTUBHBIMHM U IMPABOBBIMU JOKYMEHTAMHU (aKTaMM) WM obOiafarensiMu HH(opmanuu mnpas
WIY TIPaBWJI pa3TpaHUyeHUs JOCTYIA K 3allUIiaeMoi HHPOPMAaLUH 3TO

a) nHdopManuy 3amUTa UHGOpPMaLIUK OT pa3riIalleHUs

0) 3ammra HHGOPMAIH OT YTEUKH

B) 3amuTa HHGOPMAIMH OT HECAHKITMOHHUPOBAHHOTO JTIOCTYIIA

r) 3ammTa HHPOPMaILMU OT HECAHKIIMOHUPOBAHHOTO BO3JCHCTBUSA

1) 3alKTa HHPOpPMAIMHU OT HeMpeAHAMEPEHHOTO BO3/IEHCTBUS



4. 3amuta wHbOpPMAIINK, HANIPaBICHHAs Ha NPEAOTBPAICHUE HECAaHKIIMOHUPOBAHHOTO
JIOCTYTIAa ¥ BO3ACUCTBUS Ha 3alUINAaeMyI0 HH(OPMAIIHIO C HAPYIICHUEM yYCTaHOBJICHHBIX MPaB U
(unM) TpaBW Ha M3MEHEHHWE HWH(OPMAIUH, MPHUBOISAIIMX K Pa3pylICHUIO, YHHUTOXKCHHIO,
UCKaXEHUI0, cO0I0 B paboTe, HE3aKOHHOMY IIepeXBaTy W KOIMPOBAHHIO, OJIOKHMPOBAHUIO
JOCTyna K WH(pOpMAIMU, a TaKKe K yTpare, YHHYTOKEHHIO WK COO0r (DYHKIIMOHUPOBAHHS
HOCHUTENS MH(POPMAITUH 3TO:

a) UHGPOPMAIIMH 3aTUTa HHPOPMAIIMK OT Pa3IalleHUs

0) 3ammra nHGOPMAITUH OT YTEUKH

B) 3amuTa HHPOPMAIIMU OT HECAHKIITHOHUPOBAHHOTO JIOCTYTIA

r) 3ammTa HHPOPMAILMU OT HECAHKIIHOHUPOBAHHOTO BO3JICHCTBUS

1) 3anuTa HHPOPMAIMU OT HEMPEIHAMEPEHHOTO BO3ICHCTBUS

5. 3ammra wuHbOpManMu, HANpaBICHHAs Ha M[PEAOTBPAIICHHE BO3JACHCTBHI Ha
3alIMIIAEMYI0 WH(POPMAIMIO OMIMOOK €€ MOJIb30BaTeis, cOO0S TEXHHYECKHX U MPOTPaMMHBIX
cpencts MHGOOPMAIIMOHHBIX CUCTEM, IPUPOIHBIX SBICHUN MM WHBIX HEIlCICHANPABICHHBIX Ha
U3MEHEHHE MHPOPMAIMK COOBITHIA, MPUBO/SIIUX K UCKAKECHUIO, YHHUYTOXKEHHIO, KOITMPOBAHUIO,
OJIOKUPOBAHMIO JOCTyna K HMHGPOpPMALUKM, a TaKkkKe K yTpare, YHHUYTOKCHHIO WU COOMH
(YHKIIMOHUPOBAHHS HOCUTES HH(OPMAIIUH 3TO:

a) nHpOpMaLUK 3aIIUTa HHPOPMALIUK OT Pa3rIIalleHUs

0) 3ammra HHGOPMAIH OT yTEUKH

B) 3amuTa HHOOPMAIMU OT HECAHKIIHOHUPOBAHHOTO A0OCTYIIa

r) 3amuTa HHGOpPMALUU OT HECAHKIHOHHUPOBAHHOTO BO3/ICHCTBUS

1) 3ammrta HHGOPMAIMK OT HEeITPEAHAMEPEHHOTO BO3ACHCTBUSI

Kiroun: 1 6), 2 a), 3 B),4 1), 5 n).

KpI/ITepI/II/I OLCHHBAHUA: TCCT CYUYHUTACTCA l'[pOfII[@HHLIM, cClIn O6y‘l&IOH.IPII>i OTBCTHUI
IMpaBUJILHO 60)’[66, YCM Ha IMOJIOBHHY BOIIPOCOB.

[Mpumeps Tem pedeparos (UI1K-4.2, UTIK-1.1):

e Kpunrorpadpuueckue MNpOTOKOIbl HACHTU(UKALIMM HAa OCHOBE TEXHUKH ‘‘3arpoc-
OTBeT.

¢ [IpoToKosbl HASHTU(PHUKAIIMN HA OCHOBE TEXHUKH JJOKA3aTeIbCTBA 3HAHUSI.

e Kpunrorpaduueckre mpoToKOoJIbl OTKPHITOTO pacHpeaesIeHUs KItouei

e Kpunrorpaduueckre npoTOKOJbI MPEABAPUTENBHOTO pacpeieieH sl KITIouen

e Kpunrorpaduyeckre npoTOKOJbl AMEKTPOHHOTO TOJIOCOBAHUS.

e Kpunrorpapuueckre mpoToKoJIbl 0€30MaCHBIX COBMECTHBIX BBIYUCICHUH.

e Kpunrorpaduyeckre npoTOKOJbl AEKTPOHHOTO ayKI[MOHA.

e ATaku Ha MPOTOKOJIBI UAECHTU(UKALINH.

e ATaku Ha MPOTOKOJBI paCIpeIeTICHHsI KITIOUeH.
Kpurepuu onenku pedepara.

«OTIMYHO»: TeMa IOJIHOCTBIO pacKpbiTa, paboTa opopmileHa Ha BBICOKOM YpPOBHE, B
paboTe MpoBeNeH MIMPOKUI U TOCIIEA0BATENbHBIA 0030p HAyYHO/TEXHUYECKON JINTEpaTyphl 1O
uccienyemMoi mpoOsieme, aBTOp CBOOOJHO OpPUEHTHPYETCS B MaTepuale, OIepupyer
TEPMUHOJIOTHEN MO paccMaTpuBaeMol MpoliieMe, MOXKET apryMEHTHPOBAHO OTCTAaUBaTh CBOIO
TOUYKY 3p€HUS U OTBETUTHh Ha BO3HUKAIOIINE BOIPOCHI.



«Xopomo»: TeMa pabOTHl B IEJIOM JIOCTATOYHO TIOJHO PACKPBITA, HCIIOIb30BaHbBI
COOTBETCTBYIOIIasi OCHOBHAs W JOIOJIHUTENbHAs JUTepaTypa W JPYrHe HCTOUYHUKH, aBTOP
JIOCTAaTOYHO YBEPEHHO OPHEHTUPYETCS B MaTepHaje, UMEIOTCS 3aMEYaHUsl MM HETOYHOCTH B
YaCTH U3JI0KEHUS U OTJENIbHBIC HETOCTATKH MO0 0()OPMIICHHUIO paOOTHI.

«Y IOBJIETBOPUTEIILHO»: TeMa pabOThl PACKPHITA HEAOCTATOUHO IMOJHO, HCIIOIB30BAINCH
TOJILKO OCHOBHBIEC HCTOYHUKH, MaTEpPHAIl U3JI0KEH HETOCIIeI0OBATEILHO, UIMEIOTCS HEJOCTATKHU B
0(hOpMIICHHH.

«HeynoBneTBOopUTEIbHO»: TeMa pabOTBl HE  pacKpbiTa, Marephal  HM3JI0XKEH
HCMOCJICAOBATCIIbHO, OTCYTCTBYIOT CCBUIKM HA JIMTCPATYPHBIC HCTOYHUKH U APYTUC UCTOUYHHKH,
UMEIOTCS HEIOCTATKU B 0(hopMIIeHHH paboThI, aBTOP IJIOXO OPUEHTHPYETCS B MPEACTABICHHOM
Marepualie, CoJepkaHre padoThl 3aMMCTBOBAHO U3 KaKOT0-TH00 HCTOYHUKA.

3. OueHoYHbIe MaTEePHAJIbI HTOTOBOI0 KOHTPOJIsI (IPOMEKYTOYHOM ATTeCTAIUN) U
KPUTEPHUHU OLleHUBAHUS

HpOMe)KYTOLIHaH arrecralust OCYHICCTBIIACTCA HA OCHOBC BBIIIOJIHCHUA CTYICHTOM
KOHTPOJIBHOI'O 3aJIaHUs, KOTOPOC BBIABJIACT CJIGI[yIOHII/II\/JI HHIUKATOP JOCTUIKCHUA KOMHGTGHHI/If/'Il
NIIK-4.2, UTIK-1.1.

IIpuMepbl KOHTPOJIBHBIX 3aJAHUH.

3amanue 1. Tpebyercs u3yuyuTh W MPOrPaMMHO pealiu30BaTh Kakoil — subo
KpUNTOTpagpUIECKUI MPOTOKO U3 MPEIOKEHHOTO CIIHACKA!

o S/IKEY (One-Time Password System), RFC 1760,
https://datatracker.ietf.org/doc/html/rfc1760
e TOTP (Time-based One-Time Password Algorithm), RFC

6238, https://datatracker.ietf.org/doc/html/rfc6238

e CHAP (Challenge Handshake  Authentication  Protocol), RFC 1994,
https://datatracker.ietf.org/doc/html/rfc1994

e MS-CHAP (Microsoft Challenge Handshake Authentication Protocol), RFC
2433, https://www.rfc-editor.org/rfc/rfc2433

« Diffie-Hellman, RFC 2631, https://datatracker.ietf.org/doc/html/rfc2631

o Oakley (any example), RFC 2412, https://datatracker.ietf.org/doc/html/rfc2412

[Ipn peanuzanuy BO3MOXKHBI MOAU(UKALMKM M YNPOIIEHUS OpHUTMHANa, KOTOpPHIE HE
3aTparuBaroT 6a30BbIE MPUHLUIIEI PAOOTHI TPOTOKOJIA.

OTuer O NPOAETAHHOM KOHTPOJBHOM 3aJlaHMM HEOO0XOIUMMO 3arpy3uTh Cpeay
anexTpoHHoro ooyuenuss My TT'Y. Otuer nomkeH BKIIOYATh B ceOsl: HA3BaHUE JUCIUTUIMHBI
u Ha3Banue 3ananHus, ®MO u HoMep rpynmbl HCHOJIHUTENS pabOTHI, KpaTKOE OIHCaHHE
crieUupuKaui TPOTOKOJA, IETATH U OCOOCHHOCTH MPOrPAMMHOM peain3ainui (UCIOIb3yeMble
KJIACChl U METOJIbl, CTPYKTYPHI JaHHBIX, (hopMaT COOOILIEHUN MPOTOKOJA, a TaKkKe BbIOOpOUHBIE
OpUMEpbl KOJa MPOrpaMMbI), CKPUHIIOTHI (CHUMKH 3KpaHa), JEMOHCTPUPYIOIIHE MPOXO/IbI
(raru) W TUIOBBIE CLEHApUHM PabOThI MPOTOKOJA, HAMPUMEP CIIydail ¢ MpPaBUIBHBIM/JIOKHBIM
MapoJsieM WM IITaTHBIA/HEIITaTHBIN peXXUM paboThl.

3aganue 2. C momombsio cBoOOJHO pacmpocTtpaHsemoro smyisitopa cetn (PNETLab,
Cisco Packet Tracer, Boson NetSim, GNS3, VIRL, EVE-NG) tpeOyercsi cnpoeKTHpOBaTh
IPOM3BOJIbHYIO MPOCTYIO CETEBYIO TOIOJOTHIO U MPOU3BECTH HACTPOMKY CETEBBIX YCTpPOWCTB,
IPOMOJICJINPOBATh KaKyl0-THOO KOMITBIOTEPHYIO aTaKky, a Jajieeé B PEaM30BaHHYIO CETEBYIO
TOTIOJIOTUIO JIOOABUTh M HACTPOMUTH CPEJICTBO 3AIIUTHl MH()OPMAIMM WM TEPEHACTPOUTH



CETEBbIE YCTPONCTBA U YOCAUTHCS, YTO KOMITHIOTEpPHAS aTaka HEWTpaau3oBaHa. MoaenupoBaTh
KOMITBIOTEPHYIO aTaKy U3 OJAHOTO U3 CJIEIYIOIIUX KIACCOB!

e ARP-spoofing attack

e VLAN-hopping attack

CAM Overflow attack

DHCP Starvation attack

STP L2 attack

DDOS attack

ICMP redirect man-in-the-middle attack
OSPF route spoofing

BGP route spoofing

OTyeT 0 MpOJEIAHHOM KOHTPOJIbHOM 33JJaHUU BBIKJIAABIBACTCS B CPEAy SJIEKTPOHHOIO
oOyuenus Myan TI'Y u Brirovaer B ceOs: Ha3BaHUE AUCHUILTMHBI U Ha3BaHue 3ananus; ®UO u
HOMEpP TPYIIBl HCHOJHUTENS PaOOThI; KPAaTKOE OINKUCAHME KOMITBIOTEPHOM aTaku; PHUCYHOK
CEeTEBOM  TOMOJOTM JJII  MOJCIHMPOBAHMS ~ aTakWh;, CKPUHIIOTHI (CHUMKH  JKpaHa),
JIEMOHCTPHUPYIOIIME IIard aTaku ¢ KOMMEHTApHsIMHU; CKPUHILOTHI, JHEMOHCTPUPYIOLIME MEPHI
MPOTUBOJICUCTBHUS aTake ¢ KOMMEHTApUSIMU.

KpI/ITepI/II/I OLICHHNBAaHUA HpOMe)KYTO‘IHOﬁ aTTCCTalluu:

3ager 1o AUCHUIUIMHE — CTYACHT OBJIAACII 00s13aTeNIbHBIM MarcpualioM II0O pasjciiaM
JICKOMOHHOI'O KypCa, BO3MOXXHO C HCKOTOPBIMM HEAOCTATKAMHM, a TAKKC ITOKa3aJl Tp€6y€MI>Ie
YMCHU U HaBbIKU ITPU BBINIOJIHCHU W KOHTPOJILHOT'O 3aJaHH .

Hes3auer 1o AUCHUIUIMHE — CTYACHT HUMCCT CYHICCTBCHHBLIC Hp06eJ'IBI 10 OTHACJIBbHBIM
TCOPCTUUCCKUM pasgciiaM JUCHUIIIMHBI WM HC ITOKa3ajl Tpe6yeMI>IC YMCHUA W HAaBBIKHW IIPpH
BBITIOJIHCHUH KOHTPOJIbHOI'O 3aJaHUs.

4. OueHo4yHbIE MaTepUaJibl NI NMPOBEPKH 0CTATOUYHBIX 3HAHMH
(c¢popMHPOBAHHOCTH KOMIIETEHIIHIA)

Tect (UI1K-4.2). TepMuHBL, OTHOCSIINECS K CIIOCOOAM 3aIUThl HH)OPMAIIUH.

1. 3ammra wuH(pOpMaIMM, HAMpaBICHHAs Ha NPEIOTBPALICHHE HEKOHTPOJIUPYEMOIo
pacmpocTpaHeHHs — 3aIlUINAaeMoi  WHpOpMAlMM B  pe3yibTaTe €€  pas[yalleHus |
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K HEH, a TakkKe Ha HUCKIYEHue (3aTpyAHEHUE) MOIy4YeHUs
3anuImaeMoi HH(pOpMaIy pa3BeKaMy U IPYTHMHU 3aUHTEPECOBAHHBIME CyOBEKTaMHU 3TO:

a) 3ammMra HHGOpMaIK OT pas3rialleHus

0) 3amuTa HHPOPMAIMH OT YTEUKU

B) 3amuTa HHPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA

) 3ammTa HHPOPMAIMU OT HECAaHKITHOHUPOBAHHOTO BO3JICHCTBHS

) 3ammTa THPOPMAaLMU OT HENPEJHAMEPEHHOT0 BO3ICHCTBUS

2. 3ammTa MHGOPMALIMH, HATIPABJICHHAs HAa MIPEJOTBPALICHUE HECAHKIIMOHUPOBAHHOTO
JIOBEJICHUS 3alUIIaeMOil HHPOpPMAIUH JI0 3aMHTEPECOBAHHBIX CyOBEKTOB (MOTpeduTeneii), He
UMEIOIIUX MIPaBa AOCTyMa K 3TOW HHPOPMALIUH 3TO:

a) 3ammTa HHGOPMAIIMH OT pa3TalieHus

0) 3ammra HHGOPMAIUH OT YTEUKH

B) 3amuTa HHGOPMAIMH OT HECAHKITMOHHUPOBAHHOTO JTOCTYIIA



) 3amuTa HHPOpMAIMH OT HECAHKIIHOHUPOBAHHOTO BO3ACHCTBUS
1) 3auMTa HPOPMAaLMU OT HENPEJHAMEPEHHOTO BO3ICHCTBUS

3. 3ammra nHpOpMaIUK, HapaBIeHHas Ha IPEJOTBPALCHNE TTOIYYEeHUS 3aIlUIIaeMOn
uH(pOpPMaINY 3aMHTEPECOBAHHBIMY CyObEKTaMH C HAPYILICHHEM YCTaHOBJICHHBIX
HOPMATHUBHBIMHU U NPABOBBIMH JJOKYMEHTAaMH (aKTaMH) WK 00iagaTensiMu nH(GOpMaIK IpaB
WJIY TIPaBIJI Pa3TPaHHUYCHHUS IOCTYIIA K 3alIMIIaeMON HH(POPMALIIH 3TO

a) MHPOpPMALUH 3aIUTa HHPOPMALIUK OT Pa3TIIalICHUs

0) 3ammTa HHPOPMAIIMH OT YTEUKH

B) 3amuTa HHPOPMALIMU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA

r) 3amuTa HHGOpPMAUU OT HECAHKIIHOHUPOBAHHOTO BO3/ICHCTBUS

1) 3auMTa HHPOPMAaLMU OT HEMIPETHAMEPEHHOTO BO3ICHCTBUS

4. 3amura uHbOpMaNMHK, HANpaBJICHHAs HA NPEAOTBpPAIICHWE HECAaHKIMOHUPOBAHHOTO
JOCTyTa ¥ BO3JCHCTBHS Ha 3alIMIAeMyI0 HHGOPMAIUIO C HAPYIIEHUEM YCTaHOBJICHHBIX MPaB U
(unm) TpaBWI Ha M3MEHEHHWE HH()OPMAILUH, MPHUBOMSIIUX K Pa3pylICHUIO, YHHUTOXKCHHIO,
UCKaXXEHHUIO, cO0r0 B paboTe, HE3aKOHHOMY IEepexBaTy W KONMUPOBAHUIO, OJOKHMPOBAHUIO
JoCTyna K WH(pOpMalMU, a TakkKe K yTpare, YHHYTOKEHHIO WiIH cO0r0 (DyHKIIMOHUPOBAHHS
HOCUTENS HHPOPMAIIHH 3TO:

a) MHPOPMALIUH 3aIUTa HHPOPMAIIUU OT Pa3TIIAICHUS

0) 3ammTa HHPOPMAIIMH OT YTCUKH

B) 3amuTa MHPOPMAILIMU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA

) 3amuTa HHPOPMAIUH OT HECAHKIIHOHUPOBAHHOTO BO3ACHCTBHUS

1) 3amuTa HHPOPMAIUHU OT HEMPEAHAMEPESHHOTO BO3ICHCTBUS

5. 3ammra nHpOpMaIUK, HapaBIeHHAs HAa IPEIOTBPAICHNE BO3ICHCTBHS Ha
3alUIIaeMyto HHGOPMaIKIO OMKUOOK €€ MOJIb30BaTeNs, CO0sl TEXHUYECKHUX U MPOTPaMMHBIX
cpeacTB MHPOPMALIMOHHBIX CUCTEM, IPUPOAHBIX SBJICHUN WM WHBIX HElleJIeHANPaBIEeHHBIX Ha
U3MEeHEeHHe UHPOPMALUU COOBITUH, TPUBOAIINX K HCKAXKEHUIO, YHUUTOKEHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHMIO JOCTyNA K MH(POpMAIKH, a TAaKXKe K yTpaTe, YHUITOKEHUIO U COOI0
(YHKIIMOHUPOBAHUS HOCUTENS MH(YOPMAIUH 3TO:

a) nHdopMaluy 3a1mUTa UHGOPMALIUK OT pa3riIalleHUs

0) 3amura HHGOPMAIUK OT YTEUKU

B) 3amuTa HHGOpPMAIIMU OT HECAHKITMOHHUPOBAHHOTO JTIOCTYIIA

) 3ammTa HHGOPMAaLMU OT HECAaHKIIMOHUPOBAHHOTO BO3ICHCTBUSA

1) 3allKTa HHPOpMAIMHU OT HENpeAHAMEPEHHOTO BO3/IEHCTBUS

Kiroun: 1 6), 2 a), 3 B),4 1), 5 n).
KoHTposibHBIE BOITPOCHL:

Knaccudukanus kpuntorpadguyeckux NpoTOKOJIOB.
Knaccugukaius KOMIBIOTEPHBIX aTak.

OCHOBHBIE MEXAHU3MBI 3aIUTHl KOMIBIOTEPHOMN CETH.

OcHOBHBIE CpECTBA 3aIUTHI KOMIIBIOTEPHOM CETH.

Tunosble aTaky Ha KPUNTOrpaPpUUECKUe MPOTOKOIIBL.

[Tpumep kpunrorpaguyuecKkoro NpoTOKoIa WACHTUDHUKAIIHH.
[Tpumep kpunrorpaduyeckoro NpoToKoja paciupeeineHus Kirouen
[Tpumep aTaku Ha TPOTOKOJ HIEHTH(PUKALINY.

. IIpumep aTaku Ha MPOTOKOJ pacrpeesieHus: KI0Yei.

10 HecankunonupoBaHHbIe onepanuu ¢ HHpopMaImen.

11. Wcrounuku u kaaccudukaius yrpo3 6€30macHoCTd HHGOPMAITUH.

CoNO~LNE



12. TunoBsle HEMpeTHAMEPEHHbIE HCKYCCTBEHHBIE YTPO3bI.

13. TumnoBsle npeaHaMepEeHHbIE HCKYCCTBEHHbIE YTPO3bI.

14. Knaccudukarus crioco00B HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

15. Tunossle aTaku Ha KOMMYHUKALIMOHHbBIE TIPOTOKOJIBI.

16. 3akoHonaTeNbHbIE MEPBI IPOTUBOACHCTBHS yrpo3aM 0e30MacHOCTH.
17. OpranusanyioHHble MEpbl IPOTUBOIECHCTBUS YTpo3aM O€30I1aCHOCTH.
18. ®usnueckue U TEXHUUYECKHE MEPbl IPOTUBOACUCTBUS yrpo3aM 0€30acHOCTH.
19. Wpentuduxanms, ayreHTU(HUKALUS, aBTOPU3ALIHSL.

20. IIporokoaupoBaHHUE ¥ ayJUT (AKTUBHBIN ayJINT).

21. Jloruuyeckoe yrpaBieHHE JOCTYIIOM.

22. 3ammra MeXCeTeBOro B3auMOJICHCTBUS.

HNudopmauus o pazpadoTunkax

TpenbkaeB Bagum HukonaeBud, KaHA. TeXH. HayK, JOIEHT, kKadeapa KOMIBIOTEPHON
0€30MacHOCTH, JOLIEHT



