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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUILIMHbI

Iesbt0 0CBOEHMSI JUCLUILUIMHBI ABJSETCA (POPMUPOBAHUE CIECAYIOIIUX KOMIIETEHLIUH:

OIIK-6 CnocobeH wuccienoBaTb COBPEMEHHBIE MPOOJEMBI M METOJbI TMPHUKIATHON
MH(POPMATUKU U pa3BUTHsI HH(OPMALIMOHHOTO OOLIECTBA;.

PesynpTaTamMu OCBOCHUS TUCIMILIMHBI SBISIOTCS CIEAYIONINE HHIUKATOPHI TOCTHKECHUS
KOMIIETECHIINH:

NOIIK-6.1 3nHaer MeTonbl aHaNW3a NPUKIATHOW 00MacTH, WHPOPMALMOHHBIX
noTpeOHOCTEH, TEXHOJOrMH cOOpa, HaKOMJIeHWs, oOpabOTKM, Iepefadd U PaCHpOCTpaHEHUs
uHpopMaun

2. 3agauy ocBOEHHS JUCIHUILINHBI

— ®opMupoBaHHe CIOCOOHOCTH MOHUMATh COLMAIBHYIO 3HAYMMOCTh CBOEH mpodeccun,
BBICOKYIO MOTUBAIlMI0 K BBIIOJIHEHUIO MNPO(ECCHOHAIBHOM JAEATeNbHOCTH B  00JacTH
obecrieyeHnss WHPOPMAMOHHON 0€30MacHOCTH M 3aIUThl MHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyJapcTBa.

- CDOpMPIpOBaHI/Ie 3HaHI/II71, HCO6XO[[I/IMBIX JIIsA OCYIICCTBJICHHUA KOMIIJICKCHOT'O
MH)KEHEPHOTr0 0JX0/1a K OpraHu3aluy HHGOpMamoHHONH 6€30I1aCHOCTU MPEANPUATUS C YUETOM
COLIMAIbHON PEaIbHOCTH.

— HayuuThCsl BBIABIATH MCTOUHUKHU, PUCKU U YIpo3bl MH(OPMAIIMOHHON 0€30MacHOCTH,
pazpabarbiBaTh MOJWTHKY KOMIIAHUHM B COOTBETCTBHHM CO CTaHJApTaMH OC30MaCHOCTH,
UCIIOJIb30BaTh MaTEMaTHUECKUE MOJIENH, AITOPUTMBI JUI MOJIEIMPOBAHNUS ONACHBIX CUTYyalul U
aHaJIu3a PUCKOB.

3. MecTo AucUMILINHBI B CTPYKTYpe 00pa30BaTe/IbHOIl POrpaMMbl

Juctunnuaa otHOCUTCA K biioky 1 «/ucuurinael (MOTyIIN)».

JlucuuIuinHa OTHOCUTCS K 4acTh oOpa3oBaTeNbHOW Mporpammsl, (popMupyemoit
y4aCTHUKaMU 0Opa30BaTeIbHBIX OTHOLICHWM, mpesiaraercd oOydalomuMcs Ha BbIOOP.
JucuumirHa BXOAUT B MOAyJIb BBeieHne B MH(OpMaIiMOHHYI0 6€3011aCHOCTbD.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOYHON ATTECTALMM 1O AUCHHUIINHE

IIepBbIit cemecTp, 3a4eT

5. BxoaHblie Tpeﬁonaﬂuﬂ AJik OCBOCHHUA JUCHUIIJINHBI

Jl5is ycTienrHoro OCBOCHUSI JUCIUILIMHBI TPEOYIOTCS KOMITIETEHIIUH, COPMUPOBAHHEIE B
X0JIe OCBOEHUS 00Pa30BATEIBHBIX MPOTPAMM MPEAIISCTBYIOIIETO YPOBHS 00pa3oBaHUsI.

Jlis  yCHemHoro OCBOEHHUS JAUCHUIUIMHBI TpeOYyIOTCS pe3ynbTaThl O0y4eHHsS IO
cienyomuM qucinurinaaM: «OcHOBBI HHGOPMAITMOHHONW 0€30MacCHOCTH,

6. SI3bIK peanuzanuun

Pyccknit

7. O0beM TUCUUILINHBI

OO6m1ast TpyI0€MKOCTh TUCIUIUIUHBI COCTABIISAET 3 3.€., 108 uacoB, U3 KOTOPHIX:
-nekuu: 32 u.
O6beM caMoCTOATENbHON pabOThI CTY/IEHTA ONpeesieH YIeOHbBIM IJIaHOM.

8. Conep:xkaHue TMCHUILVIMHBI, CTPYKTYPUPOBAaHHOE MO0 TeMaM

Tewma 1. Bregenue. Conmansuas nmxenepus (CH) kak Hayka.
Tewma 2. OcHOBHBIE KOHLIENTYyabHbIE NOJI0KeHUs CH.
Tema 3. MicTopus pa3BUTHS COIMATIbHON UHKEHEPHH.



Tema 4. Indopmarus Kak mpeaMeT 3aIUThL.

Tema 5. I[IpuHIMIBI M TEXHUKH COLIMATIBHON MHXKEHEPUH.

Tema 6. OcHOBHasi MOJIEIb COLMAIBHON MH)KEHEPHH.

Tema 7. MeTopl collMaIbHON HHXKEHEPHH.

Tema 8. OcHOBHBIE HaNIpaBJICHUS COLIMATBLHON UHKEHEPHOU J1eATeIbHOCTH.

Tema 9. TexHonOruu COUMAIBHON MHKEHEPUH.

Tema 10. ConnanbHas HHXKEHEPUS U COLUAIBHOE IIPOIPaMMHUPOBAHUE.

Tewma 11. YTeuka xopnopatuBHoi nHdopmaruu. Mucaiiaunr.

Tema 12. IIpenensl nociaeACTBUN IPU COLMOUHKEHEPHBIX aTaKax.

Tewma 13. ConpoBOXKIeHNE COITMATBHBIX TPOIIECCOB B 00IIECTBE.

Tewma 14. TexHOIOTHHU 3aIIUTHI OT COLUATBHBIX «XaKEPOBY.

Tema 15. KomrmiekcHbINM oaxo K pa3padOoTKe MOTUTHK HHHOPMAITMOHHOW O€30IIaCHOCTH
MpEANPUSITHS.

Tema 16. [Ipunuumns! oueHku 3¢ (HEKTUBHOCTH CPEACTB 3aIIUTHI.

9. Tekyumuii KOHTPOJIb MO AUCHUILIUHE

Texymuii KOHTPOJb MO IHMCIMIUIMHE MPOBOAUTCSA IMyTEM KOHTPOJS IOCEIIAEMOCTH,
BBIITOJTHEHUS JIOMAIIHUX 3afanuii (pedepar) u pukcupyercs B popMe KOHTPOJIBHON TOUKH HE
MeHEe OJIHOTO pa3a B CEMECTP.

OneHouHbIE MaTepuajbl TEKYIIETO KOHTPOJs pa3MmelneHsl Ha caiite TI'Y B pazgene
«Hudpopmarust 06 o6pazoBaTenbHOIM Iporpamme» - https://www.tsu.ru/sveden/education/eduop/.

10. HOpﬂI{OK MPOBECACHUSA U KPUTCPUU OLICHUBAHUSA HpOMe)ICYTO'lHOﬁ aTTeCTaliumn

3a4eT MpoBOAUTCS B yCTHOU (hopme mo OusietaMm. buier colepkuT 1Ba TEOPETUUECKUX
Bompoca. [IponomkurensHOCTh 3auera | gac.
IIprMepHBIii IEpeUeHb TEOPETUUECKUX BOIIPOCOB:

1. OcHoBHbIE TPOOIEMbI HHKEHEPHO-TEXHUYECKOH 3aIUThl UHPOPMALIUH.
2. Bunel nadopmanmu, noexkamiye 3amure. ['ocyaapcTBeHHas TaifHa.
3. [TpUHIMIBI U TEXHUKU COLMAIbHON MHXKEHEPHUH.

4. CriocoObl 3aIUTHI OT aTaK COUATBHON MHKEHEPHH.

S. VYTeuka KOpnopaTUBHOM HH(OPMAIMK U COLMATIbHAS HHXKEHEPUSI.

6. [Icuxuueckue cOCTOSTHUS U COL[MANIbHAS MHKEHEPUSI.

7. MeTo/ibl COIManbHON HHKEHEPUH.

8. VYTeuka undopmarnuu yepes MHTepHeT.

9. CoumanbHas HH)XXEHEpUsl B KOHKYPEHTHOMN pa3Be/IKe.

10. ConnaneHas nH)XeHepus. TexXHUKa TPETEKCTUHT .

11.  CoumanbHas uHxeHepus Vcnonp3oBaHne OpeH/10B U3BECTHBIX (GHPM.
12.  CoumanpHas uHxeHepus. Jlorepen.

13.  CouwmanbHas uHxeHepus. JIoxHbIE aHTUBUPYCHI.

14. ConnaneHas nH)eHepus. [lcuxoTursl.

15.  ®ummHroBbHIEC aTaKy.

16.  KoMOuHHMpOBaHHBIE CXEMBI COMAITBHON WHXEHEPUH.

17. TenedoHHBI! UIIUHT (BUILIUHT).

18.  TposHckas mporpaMMa.

19. Meronsl 00paTHOM COLMATBHON MHXEHEPUH.

20. «CounanbHasi MTH)XEHEpUsD Kak HayKa.

21.  ConmanbHas WHXEHEPHUS U COLIMATILHBIE CETH.

3au€T CTaBUTCS IIPU MOJOKUTENBHBIX pe3yJIbTaTaX TeKYILIEro KOHTPOJIs, MOJIOKHUTEIbHBIX
OTBETOB Ha BOIMPOCHI OwWieTa, ciade IMOATOTOBIECHHOTO pedepara W JOKIana MO OAHOW U3



NpPEIVIOKEHHBIX —IperojaBareneM TeM. llmaH pedepata U TemMa COIJIacOBBIBAIOTCS C
IPEIo/IaBaTeseM.

[IpumepHBIii cTHCOK TeM pedepaToB:

1. [TpyHIMIIBI M TEXHUKU COLUATBHON MHKEHEPHH

2. CriocoObI 3aIUTHI OT aTak COUUAIBHON HHKEHEPUHU

3. VYTeuka KopnopaTUBHOM MH(OPMALIUU U COLMATbHAS WHKEHEePUs
4. [TcuxoTumsl U conMambHasT HHKEHEPHSI

5. MerTo/ibl colManbHOU HHXXEHEPUHU

6. VYTeuka napopmanuu B cet MHTEpHET

7. ConunanpHas HHXKEHEepHUsl B KOHKYPEHTHOM pa3Beke

8. ATaku C MOMOIIBIO COLMANBHBIX CeTei

9. OUIIMHTOBBIE aTaKH.

10.  KoMOuHHMpOBaHHBIE CXEMBI COITUAILHON HHKEHEPUHU

11.  JloxHble aHTUBUPYCHI

12.  Jlorepemn

13. TposiHCKHE TporpaMMBI

14. Hcnonws3oBanne OpeHA0B U3BECTHBIX (PUPM B OpraHU3allUU aTak
15.  TexHHKa NPETEKCTUHTA B COIIMAILHON MHKEHEPUU

16.  OOparHnas conpagbHasi HHKCHEPHS

17. Ataku ¢ momomnisto cepBuca FindFace

18.  Anonumnas cetb TOR

19. CriocoOsl mostydeHus KOprnopaTuBHON UHGOpMaIUN

20. Texuuueckas pa3zBenka u €€ poiib B opranuszanuu atak CHU
21.  Bpenonocusle nporpammsl B CHU

22. Cyx0nb1 pazBenku u CU

11. YyeOHO-MeTOAMYECKOE 00€ecIIeueHue

a) DJEeKTPOHHBIM y4eOHBIN Kypc MO JUCLHUIUIMHE B 3JEKTPOHHOM yHuBepcutere «LMS
IDO».

0) OrieHOYHBbIE MaTepualibl TEKYIIEro KOHTPOIS W TMPOMEXKYTOYHOW AaTTecTalud MO
JVICIIATUTAHE.

B) MeTtoauueckue ykazaHus M0 MOATOTOBKE J0K/Ia/ia U HalMCaHUIo pedepaTa.

12. Mlepeuens yueOHOii TUTEpaTYphI U pecypcoB ceTu UHTEepHeT

a) OCHOBHas JIUTEpaTypa:
— Anommonckuit A. B., [lomOposckas JI. A., [lpumakuna A. U., Cmuprosa O. I'., OcHOBBI
uHpopmanronHoi 6e3onacHoct B OBJl: YueOnuk ams By3oB. — CI16.: Yausepcurer MB/] PO,
2010.
— KeBun Muthuk, Yunesam Caiimon — Ilpuspak B Cetu. Memyaps! Bennuaiiiiero xakepa. — M.:
UsnarensctBo: «JKemo», 2012. — 416 c..

0) IOTOJTHUTEIbHAS JTUTEPATYpa:
— Kysnenos M.B., Cumasuos 1.B. CounanbHas HH)KEHEpHs U colaibHbie Xakepbl.-CI10:
BXB-IlerepOypr, 2007. — 368 c.
— Bunbsam JI. Caiimon, K. Muthuk. MckycctBo oomana. -M: Kommnanus AiiTu, 2004. — 123 c.

B) pecypchl cetu IHTEpHET:
— https://vk.com/wall-98006063 7475
— https://habr.com/en/articles/83415/



https://vk.com/wall-98006063_7475
https://habr.com/en/articles/83415/

— https://safe-surf.ru/users-of/article/642870/

— https:// https://www.cbr.ru/fag/information_security/

— Oobwepoccuiickas Cetrp Koncynprantllmtoc CropaBounas npaBoBas cucrema —
https://www.consultant.ru/

13. llepeyenb HHPOPMALMOHHBIX TEXHOJIOTUH

a) JIMIIEH3UOHHOE U CBOOOIHO PacCIpOCTPaHIEMOE ITPOrpaMMHOE 00eCIIeUeHHE:

— Microsoft Office Standart 2013 Russian: maket nporpamm. Briitouaet npuioxenus: MS
Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— yOIMYHO JOCTYIHBIE oOayHblie TexHoyoruu (Google Docs, SlHaexc AuCK U T.11.).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DnexTpoHHbIN Katanor Hayunoii oubimorexku TT'Y — https://koha.lib.tsu.ru/

— DnexTpoHHas oubnuoteka (penozuropuii) TT'Y —
https://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — https://e.lanbook.com/

— 9BC Koncynbrant cryaenra — https://www.studentlibrary.ru/

— ObpasoBatenbHas mwiardopma KOpaiit — https://urait.ru/

— OBbC ZNANIUM.com — https://znanium.com/

— 3BC IPRbooks — _https://www.iprbookshop.ru/

14. MaTepuaJbHO-TeXHHYECKOE 00ecneueHue

AyauTtopun JUisl IPOBEACHUS 3aHATUHN JIEKIMOHHOTO TUIIA.

Aynurtopun Uil TIPOBENEHUS 3aHATHUM CEMMHApPCKOTO THIA, WHIUBUAYAIbHBIX MU
TPYIIIOBBIX KOHCYJIbTAlMN, TEKYIIETO KOHTPOJISA U IPOMEKYTOUYHOHN aTTECTALUH.

ITomerieHust U1 caMOCTOSITENNbHONW paboThI, OCHAIEHHbIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYTIIOM K ceTH VIHTepHeT, B 3JIEKTPOHHYIO HH(OPMallMOHHO-00pa30BaTENIbHYIO Cpely M K
MH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMAM.

15. Undopmanus o paspadorunkax

benses Buktop AcdanacbeBHY, KaHA. TEXH. HayK, JOLUEHT Kadeapbl KOMIbIOTEpHOU
0€30MacHOCTH UHCTUTYTa NPUKIIaJHOW MaTeMaTUKU U KoMibloTepHbIX Hayk HU TI'Y, nouent
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