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1. KOMHeTeHIII/II/I U HHAHKATOPbLI HUX JOCTHXKCHHUSA, IIPOBEpAEMbIC TaHHBIMHA
OL€CHOYHBIMH MaTepHaAIaMH

Lenbr0 OCBOSHMSI TUCHUIUIMHBEI ABJISIETCA (POPMUPOBAHUE CIICAYIOIMIMX KOMIETSHIINH:

OIIK-3 CnocobeH pemaTh CTaHAAPTHBIE 3a7a4d MPOGECCHOHATBHOW NEATeILHOCTH Ha
OCHOBe MH(OPMAITMOHHON U OMOIHOrpaduecKoi KyIbTyphl C IPUMEHEHUEM HH()OPMAITMOHHO-
KOMMYHHKAIIUOHHBIX TEXHOJOTMH M C Yy4eTOM OCHOBHBIX TpeOoBaHUN WHGOPMAIMOHHON
0€30MacCHOCTH.

[IK-2 CnocobeH mIaHupOBaTh, OPraHHW30BHIBATH HCIIOJIHEHUE, KOHTPOJIb W AaHalu3
OTKJIOHEHUH 17151 3(p(PEeKTUBHOTO NOCTMIKEHUS IIeNiell MPOEeKTa B paMKax yTBEP>KICHHBIX
3aKa34MKOM TpeOOBaHUH, OI0/KETa U CPOKOB.

VYK-12 CrnocobeH miuaHUpOBaTh W OPraHU30BBIBATH CBOIO JIEATEIBHOCTh B IH(PPOBOM
IPOCTPAHCTBE C YYETOM TMPABOBBIX M OJTHUYECKUX HOPM B3aUMOJEHUCTBUS UEIOBEKa U
HCKYCCTBEHHOT'O MHTEIIJICKTa U TpeOOBaHM MH(POPMALIMOHHON 6€3011acHOCTH.

Pe3synbraramMu 0CBOEHUS IHUCUUIUIMHBI SBISIOTCS CIEIYIOIINE MHAUKATOPHI TOCTHKEHUS
KOMIIETEHIIH:

NOIIK-3.1 Amnanusupyer u pemiaeT cCTaHAapTHblE 3a1ayd  MpodecCHOHANbHOM
JeSITeILHOCTH CPECTBAMU MH(POPMALTMOHHOW U OMOIHOTpaduuecKoi KyIbTyp

NOIIK-3.2 YuutbiBaeT OCHOBHBIE TpeOOBaHUs WH(OPMALMOHHONW OE€30MacCHOCTH MpHU
peleHnn 3a1a9 npopecCHOHATBHOMN eI TETbHOCTH

NIIK-2.3 ToToB cOCTaBiIATh W KOHTPOJMPOBATH ILJIaH BBINOJHAEMOW pabOTHI,
IUTAHUPOBATh HEOOXOAUMBIE JJIs1 paOOTHI PECYPCHI M OIICHUBAThH PE3yIbTAThI

NYK-12.1 BbiOupaer coBpeMEHHbIE TEXHOJIOTUM M CHUCTEMBl HCKYCCTBEHHOIO
MHTEJIJIEKTA JJIs1 PeLIeHUs 3a1a4 B IpOo(eCCUOHATIBbHOM e TEIbHOCTH

2. OneHouHble MaTepUHaJIbl TCKYLHIECT0 KOHTPOJIA U KPUTEPHUHA OLICHUBAHUA

DNeMEHTHI TEKYIIETO KOHTPOJIS:
— TE€CTHI;
— KOHTPOJIbHBIE 3a/IaHUS.

[Mpumep tunosoro Tecta (MOITK-3.2, YK-12.1)

1. Ces3ana nu uHbopMaIMoHHas 6€30MacHOCTh € 3aIlUTON HH(POPMAITMOHHBIX PECYPCOB OT
pa3HOro pojia yrpo3, CIOCOOHBIX HAHECTH YIepO MHTepecaM INYHOCTH WK 001ecTBa?
a) Ma
b) Her

2. Cps13ana 1 nHGOpMaIMOHHAsI 0€30MaCHOCTh C 3aIUTON HHPOPMAIIH OT HEKEIaTeIbHOTO
pasTyalieHus], HICKaXEHUsI, yTPaThl WM CHWKEHHUS CTETIeHU TOCTYIMHOCTH nHpopmarun?

a) Jla

6) Her

3. MOXHO JT1 OTHECTH K TPeIMETHON 00acTH HH(OPMAITMOHHON O€30ITaCHOCTH CJICIYIOIICE:
a) Ki1accuuKays yrpo3 6e30macHOCTH HH(GOpMAIUU
0) crocoObl, METO/BI M CPEACTBA 3aIUTHI HHPOpMALUU
B) TpeOOBaHMsI K 3alUIIEHHOCTH HH(OPMAIIMOHHBIX CUCTEM
T') METOMOJIOTHS TPOSKTHPOBAHMUS 0a3 TaHHBIX

4. Wnadopmanus, SBISAIOMASICS TPEIMETOM COOCTBEHHOCTH U TMOJJIeXKAIas 3alluTe B
COOTBCTCTBUU C Tpe6OBaHI/IHMI/I HpaBOBBIX I[OKYMGHTOB 1501851 TPCGOBHHHHMI/I, yCTaHaBHI/IBaCMBIMI/I
CcOOCTBEHHUKOM MH(OpMaIIUK Ha3bIBACTCS



a) MpaBoOBOH MH(poOpMaIHeH
0) zamumaeMoi uHdopmaluen

5. 3amwura wHbOpMaNWK, HANpaBIEHHAs HA MPEIOTBPANICHHE HEKOHTPOIUPYEMOTO
pacrpoCTpaHeHHs  3aluinaeMod  WHpoOpMaMM B pe3yibTaTe e€¢  pasriaiieHus |
HECAaHKIMOHUPOBAHHOTO JOCTYyMa K HEW, a TakKe Ha UCKIIOYCHHE (3aTpyTHEHHE) MOTydeHUs
3anuIaeMoi nHGopMaIy pa3BeIkaMy U IPYTUMU 3aUHTEPECOBAaHHBIMH CyOBEKTaMH 3TO:

a) 3ammrTa HHPOPMALIUU OT PA3TIAIICHUS

0) 3amuTta MHPOpPMAIIUU OT YTECUKH

B) 3ammra nH(HOPMALUU OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIA

r) 3amuTa “HGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3CHCTBUS

1) 3ammTa vHGOpMAaIMK OT HEMPEeIHAMEPEHHOTO BO3ICHCTBHS

6. 3amura nHGOpMaIUK, HarpaBJIeHHas Ha TIPEAOTBpPAIICHNE HECAHKIIMOHUPOBAHHOTO
JIOBE/ICHHS 3alIMIIaeMOi HH(POPMAIUH 10 3aMHTEPECOBAHHBIX CYOBEKTOB (TIOTpeOuTeNeil), He
UMEIOIIUX MTPaBa AOCTYIA K 3TOW HHPOPMALIUH 3TO:

a) 3amuTa HHPOPMAIMU OT pas3TiIalIeHUs

0) 3amuTa HHGOPMALIUU OT YTEUKH

B) 3amuTa HHPOPMAIMK OT HECAHKLIIMOHUPOBAHHOT'O JIOCTYIa

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3ammTa “HPOPMAIMK OT HENPETHAMEPEHHOTO BO3CHCTBHS

7. 3amura uH(GOpMaIuK, HarnpaBIeHHas Ha IPEJOTBPALEHNE TTOTY4YEeHHUS 3allUIIaeMOon
UH(POPMAILIUU 3aMHTEPECOBAHHBIMU CYObEKTaMU C HAPYIICHUEM YCTaHOBIICHHBIX
HOPMAaTHUBHBIMHU U NPABOBBIMU JJOKYMEHTaMH (aKTaMH) WK o0nagaTeasiMu HH(GOpMaIK IpaB
WM TIPABWIT Pa3TpaHUYCHUS JOCTYIA K 3alUINaeMOi HHPOPMAIIUH 3TO

a) wuH(poOpMAaIMK 3alIUTa HHPOPMALIMHU OT pa3rilalleHus

0) 3ammrTa HH(OPMALIUU OT YTEUKU

B) 3aluTa HHPOPMALUU OT HECAHKIIMOHUPOBAHHOT'O JI0CTYIIA

r) 3amuTa HHOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3amuTa “HGOpMaIMK OT HEeTIpeIHaMEPEHHOI0 BO3/1EHCTBHS

8. 3amura uHpoOpMaIMK, HalIpaBJIEHHAs! Ha MPEeI0TBPAILLEHNE HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA
U BO3CHUCTBUS Ha 3alMIAeMY0 HH(OpPMAIMIO C HApyIIEHUEM YCTaHOBJIEHHBIX MpaB U (WJIH)
IIpaBUJI HA U3MEHEHUE UHPOPMAIUH, IPUBOASIINX K Pa3pyLICHNUIO, YHUUTOXKEHNIO, HCKAKEHUIO,
cboto B paboTe, HE3aKOHHOMY II€pexBaTy W KOIUPOBAHHIO, OJOKHPOBAHHIO JOCTyHa K
uH(popMaIuK, a TakXke K yTpare, YHUUYTOKCHHIO WIH COOI0 (YHKIIMOHUPOBAHUS HOCUTEIS
UH(pOpMaIINH 3TO:

a) uHpopMaIUH 3amKTa HHGOPMaIUU OT pa3rJlalleHUs

6) 3amuTa HHGOPMALIUU OT YTEUKU

B) 3amuTa HH(OPMALUU OT HECAHKIIMOHUPOBAHHOTO OCTYyMa

r) 3amuTa “HpOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS

1) 3aumTa UHGOpMaluy OT HEeMpeIHaMEPEHHOT0 BO3IEHCTBHS

9. 3amwuTa nHbOpPMAIHH, HAIIPaBICHHAs Ha TIPEJIOTBPAIICHUE BO3ICHCTBHS Ha 3aIIUIIIAEMYIO
UH(POPMALIKIO OIIHOOK ee MOIb30BaTeNs, CO0sl TEXHUUECKUX U MPOrPAMMHBIX CPEJICTB
WH(POPMAIIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN MJTM MHBIX HEIleJICHAIIPABICHHBIX Ha
U3MEHEeHHEe UHPOPMALUU COOBITUH, TPUBOAIINX K UCKAXEHUIO, YHUUYTOKEHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHMIO JOCTYyMA K HH(DOpPMAIHH, a TAKXKE K yTpaTe, YHUUYTOXKEHUIO U COOF0
(GYHKIMOHUPOBAHUS HOCUTENS MH()OPMAIUH 3TO:



a) wuH(pOpMAIMHK 3a1IUTa HHPOPMALIMHU OT pa3rialieHus

0) 3amuTta nHPOpPMAIIUU OT YTEUKH

B) 3amuTa HHPOPMALUU OT HECAHKITMOHUPOBAHHOT'O JIOCTYIIA

r) 3amuTa “HOPMAIMH OT HECAHKIIMOHUPOBAHHOTO BO3CHCTBUS
1) 3ammTa vHGOpMAaIMK OT HEMPEeIHAMEPEHHOTO BO3ICHCTBHS

Kiroun: 1 a), 2 a), 3a) 6) B), 4 6),50), 6a), 7B), 81),9 n).

Kputepuu oleHHBAaHUSA: TECT CUATACTCS MPOWICHHBIM, €CIM OOYdYalONIMii OTBETHJI MPABHIBHO
KaK MUHHUMYM Ha I10JIOBUHY BOIIPOCOB.

[Tpumepsl KoHTpONIBbHBIX 3amanuii (UITK-2.3, MOIIK-3.1)

Tema “IlonsTuiinbiii anmapar wuHbopManmoHHOW Oe3omacHocTH”. Mcmonw3ys bank
naHHBIX yrpo3 OesomacHoctd uHpopmaimu DPCTIK Poccum (www.bdu.fstec.ru), tpebyercs
JIETalbHO HM3Yy4YUTh TPU Yrpo3bl Oe3omacHocTd WH(pOpManuu (OMUCaHUE YTPO3bl, UCTOYHUKHU
yrpo3bl, OOBEKT BO3JCHCTBUS, IMOCIEICTBUS pPEATU3aLUU Yrpo3bl), MPUCYIIUX HEKOTOPOMY
OIHOMY BbIOpaHHOMY O00BeKTy (oOnauHasi cuctema, rpua-cucrema, BIOS, Bupryanphas
MalmHa, OecrpoBOIHAS CETh, Web-TIPHIIOKEHHE, XPAaHUJIHIIE OOJBIINX JaHHBIX U T.I1.), & TaKXKe
TPU YCTpPaHEHHBIE YSI3BHUMOCTH sl HekoToporo BeiOpanHoro 1O (CYBJ MySQL, bpaysep
Google Chrome u T.m.). Takke HamO MO3HAKOMHUTBCA C TEPMUHAMH IO HH()OPMAIMOHHOU
0€30MacHOCTH: YIrpo3a, YsA3BUMOCTb, KOH(MUICHIMAIBLHOCTh, HEIOCTHOCTh, JOCTYIMHOCTH (CM.
https://bdu.fstec.ru/terms).

CTyaeHT NOMKEH CaMOCTOSITENIBHO BBINOJHUTH 3a/1aHUE, BBUIOKUTH OTYET B CUCTEMY
yrpagienus ooyuennem Moodle, pu HEoOXOMUMOCTH MPOIEMOHCTPUPOBATH IPEIOIABATEIIO
IpY YCTHOM 3allMTE BJIaJI€HUE OCHOBHBIMU MOHATUAMH MH(OPMAIIMOHHOHN 0€301MacHOCTH.

Otuer BKiIIOYaeT B ce0s: Ha3BaHUE AMCUMIUIMHBI U 3anaHus, MO m HOMEp rpynimbl
UCTIOJIHUTENS paboThl, pe3ybTaT BBINOJHEHUS paboTh: 1) CHUCOK OIpeaesieHUil TepMUHOB:
yrpo3a, ya3BUMOCTb, KOH(UICHIIUATEHOCTD, IEIOCTHOCTD, JOCTYITHOCTb; 2) CIIUCOK M3YUYE€HHBIX
YIPO3 U ySI3BUMOCTEH.

Tema “Kpunrorpaduueckue meroas! 3amuThl HHGopManuu”. Tpelyercs 3ammdpoBarh
ceoe OO mmdpom Buxenepa m mmuppoM BepTUKaIbHOW NepecTaHOBKHU. CTYIEHT JOKEH
CaMOCTOSITENIbHO BBIMOJIHUTG 33JaHHe, BBUIOKUTh OTUET B CUCTEMY YIPABIEHUS OOyuyeHHEM
Moodle, mpu HEOOXOMUMOCTH MPOAEMOHCTPHPOBATH MPEMOAABATENI0 TMPH YCTHOW 3aluTe
BiIaJieHHe MmarepuanoM. OTueT BKJIIOYaeT B ce0s: Ha3BaHME AUCHUIUIUHBI U 3amaHusd, OO u
HOMeEp TPYIIIbI UCTIOHUTENS pabOThI, PE3yJIbTAT BBIOJIHEHNS PaOOTHI.

Tema “Cpenctso 3ammtsl nHbopManun”’. TpedyeTcst BEIOpaTh KaKoe-Tu00 MporpaMmMHOE
cpeactBo 3aumthl  uH(popmammu (C3M) oT Kakoro-nmubo  MPOU3BOAMTENS, HU3YYUThH
IpeJHa3HAauYeHUE CPE/ICTBA: KaKue 3a/aud PEelIaloTcs U Kakue METOJbl/TIOAXOAbI/aIrOpUTMbI
UCTIONIB3YIOTCS ISl PELeHHs] JaHHBIX 3a7a4, apXUTEKTypy (cxemy paboTbl), PyHKIMOHAIbHbIE
BO3MOXKHOCTH U Xxapaktepuctukun C3M. M3mydeHHBI Marepuall M3jaaraercsi B BUAE KPaTKOTO
pedepara ¢ ykazaHueM MCTOYHMKOB MH(popmanuu. [Tocne yero Hajgo ckayaTh U yCTAaHOBUTH Ha
CBOEM IEPCOHATHPHOM KOMIIBIOTEpe (HOyTOyKEe) MmpoOHyIo Bepcuio m3ydeHHoro C3U, a Taxxke
HacTpouTh C3U, aktuBHM3upyst 6a30Bble Bo3MoOkHOCTH mponykra. [Ipumepst C3U: Kpunrollpo
CSP — kpunrronipoBaiinep, Secret Net Studio - 3amura koneunsix Touek, Kaspersky Small Office
Security - 3amuTa 11 Majoro ou3Heca.

CTyneHT JOJKEH CaMOCTOATEIbHO BBIMOJHUTH 3aJjaHHe, BBUIOKUTH OTYET B CHUCTEMY
ynpaeienus ooyuennem Moodle, mpu HEoOXOMUMOCTH MPOIEMOHCTPHPOBATH HPEIOIABATEIIO
IIPU YCTHOM 3alIUTE BJa/ICHUE MaTepralioM.


http://www.bdu.fstec.ru/
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Otder BriIIOYaeT B ce0s: HAa3BaHUE AMCHUILIMHBI W 3anaHus, PO u HOMEp TpymIbI
UCTIOJIHUTEIS pabOThI, pe3yNbTaT BBINOJNHEHHS pabOThl B BHIE pedepara W CKPUHIIOTOB
(cHUMKOB 3KpaHa) ¢ HacTpoitkamu C3U.

Brimonaenune KOHTPOJIbHBIX Sa,HaHI/Iﬁ OLCHUBACTCA I10 I[BOI/ILIHOI\/'I CHCTEMCEC
(321‘-16T/HC33H€T): CTYACHT IOJIY4acCT 3a4CT, KOI'la OH ITOKa3all, UYTO B LCJIOM YIAOBJIICTBOPHUTCILHO
pa36HpaeTc>1 B 3a1a4c, XOpolmo 3HACT Marepuall, BO3MOXHO HMCIOTCA Hel"p}I6BIe OI_HI/I6KI/I,
CTYACHT IOJYYacT 3a4CT, KOrga OH c1abo pa36HpaeTc;1 B 3a4a4C, IJIOXO 3HACT Marcpuaj, HC
OTBCYACT, 100 OTBCYaAcCT, HO C omuOKaMH Ha BOITPOCHI IIPCIIOAaABaTCIIA.

3. OueHOYHBIE MATEPHAJBI HTOFOBOr0 KOHTPOJIA (IPOMEKYTOYHOM aTTecTallun) U
KPHUTEPUH OLlEHMBAHUS

[TpoMexyTodHass arTecTamysi OCYIISCTBISICTCS HA OCHOBE BBIMOJHEHUS CTYJICHTOM
KOHTPOJIbHBIX 3aJaHUil W/WIK MO pe3yibTaTaM COOECeIOBaHHUsS C HMCIIOJb30BAHHEM IEPCUHS
KOHTPOJIBHBIX BOIIPOCOB I10 Kypcy. BOIpPOCHI BRISIBIISIOT CIICAYIONINE WHINKATOPBI TOCTHKECHUS
komnerennuii: MOIIK-3.1, UOIIK-3.2, UTIK-2.3.

[TpumepHBIii TepeueHb KOHTPOJIBHBIX BOIIPOCOB MO KYpCY:

YpoBHH IpeIcTaBICHUS HHPOPMAITHH.

CBoiicTBa 3amuaeMon HHGOpPMAaIIIH.

Buner Taitn (rocygapcTBeHHas, ciyske0Hasi, mpodeccuoHanbHast U 1p. ).
TepMuHBI, OTHOCALINECS K BUAAM 3aIUTHI HH(OOPMALIUH.

TepMuHBI, OTHOCAIINECS K cTOco0aM 3alTuThl HH(OpMAIUH.
TepMUHBI, OTHOCSATIHECS K 3aMBICITY 3alTUTHI HH(OPMAITUH.

TepMUHBI, OTHOCATITHECS K O0BEKTY 3alTUTHl HHPOPMAITUH.

TepMUHBI, OTHOCSAIIHECS K YIpo3aM 0e301MacHOCTH WH()OPMAIIHH.
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TCpMI/IHI)I, OTHOCAIIHNECA K TEXHUKE 3alllUThI I/IH(bOpMaHI/II/I.
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. 3aKkoHOAaTebHAs OCHOBA OOecreueHus: HHHOPMAIMOHHON 0€30MaCHOCTH.
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. HOpMaTI/IBHaSI OCHOBA 00CCITCUCHHMS I/IH(l)OpMaI_[I/IOHHOI\/'I 0e30IMacHOCTH.
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. bezonacHocTh KpuTHUECcKoi MH(OpMaIIMOHHON HH(pacTpyKTypsl PO.
. F'ocynapctBeHHas cuctema obecrieueHus: HHGOPMaMOHHON 0€3011aCHOCTH.
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. HecankiimoHupoBaHHbI€ onepauy ¢ MHPopMaIe.
. UcTounuku u knaccudukanus yrpo3 6€30macHoCTH HHDOpMALINH.
. IlepeueHb TUMOBBIX HEMPETHAMEPEHHBIX UCKYCCTBEHHBIX YTPO3.
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. HCpC‘-ICHL TUTIOBBIX MPEAHAMCPCHHBIX UCKYCCTBCHHBIX YI'PO3.
. KJ'IaCCI/I(bI/IKaL[I/IH CII0CO00B HCCAHKIIMOHUPOBAHHOT'O JOCTYyIIA.
. TumoBkle aTaku HA KOMMYHUKAIIMOHHBIC ITPOTOKOJIBI.
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. 3aKkoHOJaTeIbHbIE MEPhI IPOTUBOICHCTBUS yrpo3aM 0€301acHOCTH.
. Opranu3zanoHHbIE MEpPbI MPOTUBOAEHCTBUS YIpo3aM OE€30MMaCHOCTH.
. ®u3nyecKue U TEXHUYECKUE Mepbl IPOTUBOIEUCTBUS yrpo3aM O€30MacHOCTH.
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. lludposast moanucs.
. CummeTpuuHbIe U QPHI
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29. AcummeTpuvHbIC TUGPHI.

30. Kpunrorpaduueckuii anaims.

31. Kpunrorpaduueckue mpoTOKOIBI.

32. Kpunrorpaduueckue xem-QpyHKInu.

33. Knaccuduxamus KpunronpoToKOJIOB.

34. CoiicTBa 1upoOBO MOIIHUCH.

35. Kpunrorpadudeckue mpoToKOIbl ayTeHTHU(HUKAITMN COOOIICHHIA.

36. Kpunrorpadudeckne mpoTOKOJIbI UASHTH(DHUKAITNH.

37. O0BeKT, CyOBEKT, TOCTYI K HH(GOPMAIINH, PAaBUJIa Pa3rpaHUUCHUS TOCTYIIA.
38. Unentudukanus, ayreHTHPHUKALNS, aBTOPU3ALIUS.

39. IlpoTokonupoBaHue 1 ayAuT (aKTUBHBIN ayauT).

40. CTaTuCTHYECKUI METOJ] OOHAPYKECHUS aTakK.

41. CurHatypHblii METOJ] OOHAPY)KEHHUS aTaK.

42. JIucKpemoHHOE YIIPaBICHUE JOCTYIIOM.

43. MaH1aTHOE yIPaBJICHHUE TOCTYIIOM.

44. PoneBoe ympaBlieHUE TOCTYIIOM.

45. 3amuta nHpopMaluy IPU XPaHEHUH U Tepeaye.

46. 3ammTa OT BPEJOHOCHBIX TIPOTPaMM.

47. Buapl KOMIBIOTEPHBIX BUPYCOB U BPEIIOHOCHBIX MTPOTPAMM.

48. 3anyTa MEeKCETeBOTO B3aMOICHCTBHS.

49. TlpenoTBpaiieHue yredek HHhopMaIum.

50. Ayaut 6e3onmacHOCTH.

51. Yrpo3sl KOpIOpaTUBHOM ceTU. 3aluTa MepuMeTpa CETH.

52. OCHOBHBIE MEXaHU3MBbI 3aIIUTH KOPIIOPATUBHOM CETH.

53. Cpencraa 3auuThl HHGHOPMAIIUU: MEKCETEBBIE SKPAHBI.

54. Cpenctsa 3auThl ”HGOPMAIIUU: BUPTYAIbHBIE YACTHBIC CETH.

55. Cpenctra 3amuThl HHGOPMAIIMHU: CUCTEMBI aHAJIW3a 3alTUIIICHHOCTH.
56. CpezncTBa 3auThl HHPOPMAITUHU: CHCTEMBI O0OHAPYKEHHUS aTaK.

57. Cuctembl IpeOTBPALICHNS YTEUKH KOH(DUIEHINATbHON HHPOPMAIUH.
58. IMonutrka nHGOPMAIIMOHHOM OE30TTACHOCTH OPTraHU3aIlHH.

KpI/ITepI/II/I OLICHUBAHUA HpOMe)KYTO‘lHOP’I aTTCCTalluu.

3ager 110 AUCHUIUIMHE — CTYACHT OBJIaAC]I 00s13aTeILHBIM MarepuajioM II0 pasaciiaM
JICKOMOHHOI'O KypcCa, BO3MOKHO € HCKOTOPBIMU HEAOCTATKAMHU, a TAKIKC ITOKa3all Tpe6yeMHe
YMCHHA U HABBIKU ITPU BBINTIOJIHCHU A OOJIBIIIMHCTBA KOHTPOJIBHBIX BallaHI/IfI.

Hezader mo gucHUIUIMHE — CTYACHT UMCCT CYHICCTBCHHLIC Hp06CJIBI IO OTACIIbHBIM
TCOPCTUUCCKUM pa3aciaM JUCHUIINIMHBI WX HE IMOKasall Tpe6yeMLIe YMCHHA W HABBIKW IIPU
BBITIOJITHCHU N KOHTPOJIBHBIX 3aJIaHUi.

4. OueHo4HbIe MaTepHaJIbI Ji ) ¢ NMPOBEPKHU OCTATOYHBIX 3HAHMH
(chopMHUPOBAHHOCTH KOMIIETEHIIHIA)

Tect (MOIIK-3.2.)

1. 3Bamwra wuHOpManMM, HaNpaBiICHHAs Ha MPeIOTBpAIlEHHE HEKOHTPOIUPYEMOTO
pacmpocTpaHeHHUsl  3amuinaeMoil  uHpopMauud B pe3ydbTaTe €€  pasriialleHuss u
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HEH, a Takke Ha MCKIIOYEeHHE (3aTpyAHEHHUE) MOIyUYCHHUs
3alUIIaeMoil HHpOopMaIK pa3BeIKaMU U APYTUMHU 3aWHTEPECOBAHHBIMU CYOBEKTaMU 3TO:



a) 3armuTa HHGOPMAIMK OT pas3riIalieHus

b) 3amura uHGOpPMALIUU OT yTEUKH

C) 3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOIO IOCTYIIA

d) sammra nHGOpPMAIMK OT HECAHKIIMOHMPOBAHHOTO BO3/ICHCTBHS
e) 3amuTa HHPOPMAIMK OT HEIPEIHAMEPEHHOTO BO3ICHCTBHS

2. 3amuTa nH(pOpMaIUK, HarpaBIeHHas Ha MPEA0TBpPaIeHNe HECAHKIIMOHUPOBAHHOTO
JIOBEJICHUS 3aIIUIIaeMOi HH(OPMAITUH 10 3aMHTEPECOBAHHBIX CYOBEKTOB (ITOTpeOUTENEH), HE
UMEIOIIUX MIPaBa AOCTyNA K 3TOW HHPOPMALIUH 3TO:

a) 3amuTa HHPOPMAIMU OT Pa3rIallIeHuUs

b) 3ammTa uHGOpMaNMK OT yTeukH

C) 3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOI'O TOCTYIIA

d) s3amuTa HHGOPMAILIMK OT HECAHKIIHOHUPOBAHHOTO BO3/ICHCTBHSI

€) 3amuTa HHPOPMAIMK OT HEIPEAHAMEPEHHOTO BO3ICHCTRHSI

3. BamuTa nH(GOpMAaIIMHU, HAPABJICHHAS HA MPEIOTBPAIIICHUE MOTYUCHHS 3aIlUIIaeMOit
H()OpPMAIMHK 3aHHTEPECOBAHHBIMU CYOBEKTAMHE C HAPYIICHHEM YCTAHOBICHHBIX
HOPMAaTHUBHBIMH U IPABOBBIMH JJOKYMEHTaMH (aKTaMK) WK 00J1a1aTeIsIMi HHPOPMAIIUK TIPaB
WITH TIPABHJI Pa3rPAHUYCHHUS TOCTYIIA K 3aIIUIAeMOi HH(POPMALIUH TO

a) 3ammra HHGOPMAIMK OT pasrialieH s

b) 3amuTa uHPOpMaNMK OT yTeuKkH

C) 3ammra HH(GOPMAIMH OT HECAHKIIMOHMPOBAHHOTO JOCTYIIa

d) s3amuTa HHGOPMALIMK OT HECAHKIIHOHUPOBAHHOTO BO3ICHCTBHSI

e) sammra HHGOPMAIMH OT HEMPEAHAMEPEHHOTO BO3IEHCTBUS

4. 3ammta nH(GOpMaIIUK, HATTPABJICHHAs Ha MPEJOTBPAIICHUE HECAHKIIMOHHPOBAHHOTO JOCTYyIa
U BO3CHCTBUS Ha 3alMIAeMY0 WH(OpPMAIMIO C HApyIIEHUEM YCTaHOBJIEHHBIX MpaB M (MJIH)
IIpaBUJI HA U3MEHEHUE UH(POPMAIUH, IPUBOASIINX K Pa3pyLICHNUIO, YHUUTOXKEHUIO, HCKAKEHUIO,
cboro B paboTe, HE3aKOHHOMY II€pexBaTy U KOIUPOBAHHIO, OJOKHPOBAaHUIO JAOCTyHa K
uH(popMalMu, a TakkKe K yTpaTre, YHHYTO)KCHHMIO WM COOI0 (PYHKIIMOHUPOBAHUS HOCHUTENs
UH(pOpPMaIINH 3TO:

a) 3ammTa HHPOPMAIMK OT pa3riIalleHUs

b) 3ammTa MHbOPMAIKMHU OT YTEUKH

C) 3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA

d) sammra nHGOpPMAIMK OT HECAHKIIMOHHUPOBAHHOTO BO3/ICHCTBHS

e) 3amuTa HHPOPMAIMK OT HEIPETHAMEPEHHOTO BO3ICHCTBHSI

5. 3amura nHdopmanuy, HarpaBIeHHas Ha IPEIOTBPALIEHIE BO3IEHCTBUS Ha 3aIIUILAEMYIO
UH(POPMALIKIO OIINOOK €€ MOJIb30BaTeNs, CO0sl TEXHUUECKUX U MPOrPaMMHBIX CPEJCTB
WH(POPMAIIMOHHBIX CHCTEM, TPUPOIHBIX SBJICHUN WJIM MHBIX HEIleJICHAIIPABICHHBIX Ha
U3MEeHeHHe UHPOPMALMU COOBITUH, MPUBOJAIINX K HCKAXKEHUIO, YHUUTOKEHHUIO, KOMUPOBAHHUIO,
OJIOKHPOBAHUIO JIOCTYNA K MHPOpPMAINH, a TAKXKE K yTpaTe, yHUYTOXKEHUIO WIH COOI0
(YHKIMOHUPOBAHUS HOCUTENS MH()OPMAIMH 3TO:

a) 3amumTa HHPOPMAIMH OT pa3riIalleHUs

b) 3amura nHGOpPMALIUK OT yTEUKH

C) 3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

d) 3ammTa MHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3ICHCTBHS

e) 3amuTa HHPOPMAIMK OT HEMPETHAMEPEHHOTO BO3ICHCTBHSI

Kmroun: 1 b), 2 a), 3¢), 4d),5e).



KoHTponbHbIE BONIPOCHI:

HecankiuonupoBaHHbIE Onepanuy ¢ HHGOpMaLue.

VcTounnku U Kinaccuukanus yrpo3 6€30macHOCTH HHPOPMALIUH.

TurnoBble HenpeTHAMEPEHHBIC UCKYCCTBEHHBIE YTPO3BIL.

TurnoBble npeiHAMEPEHHBIC HCKYCCTBEHHBIC YTPO3bI.

Knaccugukarus cnoco60B HeCaHKITMOHUPOBAHHOTO JIOCTYTIA.

TumnoBble aTaku HA KOMMYHUKAIIMOHHBIE TIPOTOKOJIBL.

3aKoHO/aTEIbHbBIE MEPBI POTUBOACHCTBHS yrpo3aM 0€30MacHOCTH.
Opranu3aoOHHBIE MEPbI TPOTUBOICHCTBHUS yrpo3aM 0e30MacHOCTH.
dusnyeckne U TEXHUIECKUE MEPhI TPOTUBOICHCTBUS yrpo3aM 0€30IacHOCTH.
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. Ayrentudukanusa. Umurozammura. Lludposas moanuce.

[EEY
[EEY

. CummeTtpuunbie UGPBI. ACHMMETPUYHBIC UDPHI.
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. Kpunirorpaduyeckue mpoToKosl.
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. Kpunirorpaduyeckne xem-pyHxum.
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. Unentuduxanms, ayreHTudukanms, aBTopu3armsi.
. I[IpoTokonupoBanue u ayAuT (aKTUBHBII ayauT).

. JIUCKpeLIMOHHOE YIIPaBIEHHUE JOCTYIIOM.

. MannatHoe yrnpaBieHue J0CTYIOM.
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. PoneBoe ynpaBsieHue JO0CTYIOM.
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. BUJIbI KOMITBIOTEPHBIX BUPYCOB U BPEJOHOCHBIX IPOIPAMM.
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. BaHII/ITa MEKCETECBOI'O BSaHMOIIGﬁCTBHﬂ.

N
[

. OcHOBHBIE MEXaHU3MBI 3alllUTHI KOpHOpaTHBHOfI CCTH.

N
N

. OCHOBHBIE Cpe/ICTBA 3aIUThl KOPIIOPATUBHON CETH

HNudopmanus o paspadoTunkax

TpenbkaeB Bamum HukonmaeBuu, kaHj. TEXH. HayK, JIOIEHT, Kadeapa KOMITbIOTEPHOM
0e30IMacHOCTH, JOIICHT



