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1. leab ¥ NIaHUPYeMble Pe3yJabTaThl 0CBOEHUS THCIUIIMHbI

[enbro 0OcBOEHUS AUCHUILINHBI SBJSETCS POPMUPOBAHUE CIACAYIOIUX KOMITETECHIIUI:

— OIIK-2 — CnocoGeH COBEpIIEHCTBOBATh M PEATM30BHIBATH HOBBIE MAaTEeMAaTHYECKHE
METO/IbI PEIICHHUs TPUKIATHBIX 3a/1a4.

—OIIK-4 - CoocobeH KOMOMHHUPOBATH MW agalTHPOBATh  CYIIECTBYIOIIHE
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TE€XHOJOTMHM JJs  pelieHus 3agad B 00JacTu
npodecCHOHATBLHOM IEeATENFHOCTH C y4eToM TpeOoBaHUN HHPOPMALIMOHHON O€30MaCHOCTH.

—IIK-2 — CnocobeH OLEHUTh YypOBEHb OE30MACHOCTH KOMIIBIOTEPHBIX CHCTEM H
pa3paboTarh MPOrpaMMHO-aNIapaTHbIC CPEACTBA 3aITUTHl HHPOPMAIUH.

Pe3synbraramMu OCBOEHUS IHMCUUIUIMHBI SBJISIOTCS CIEIYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETEHLIH:

HIIK-2.1 OcymiecTBisieT MPOBEACHUE KOHTPOJIBHBIX MPOBEPOK PabOTOCIIOCOOHOCTH M
3G (HEKTUBHOCTH TMPUMEHIEMBIX MPOrPAMMHO-AMIIAPATHBIX CPEICTB 3aIlUTHl HWH(pOpMauu,
pa3paboTKy TpeOoBaHMIl K MPOrpaMMHO-aNMapaTHBIM CpPEACTBAM 3allUThl HH(OpManuu
KOMITHIOTEPHBIX CUCTEM.

NOIIK-2.1 Wcnons3yeT pe3ynbTaThl NPUKIAAHON MATEMAaTUKH JIJIsl OCBOCHHSI, aJalTalluu
HOBBIX METOJOB PEIICHUS 33124 B 00J1aCTH CBOMX MPO(HECCHOHATLHBIX HHTEPECOB.

NOIIK-4.2 YauteiBaeT OCHOBHBIE TpeOOBaHUs HUH)OPMALIMOHHON OE30MacCHOCTH.

Kaxnas u3 3asBIEHHBIX KOMIIETCHIMH OTpa)kaeT HECKOJIbKO 00pa30BaTelbHbIX
pe3yJIbTaToB:

OP-2.1.1 Brnanerts: COBpPEMEHHBIMU UH(}OPMaIMOHHO-KOMM YHUKAITHOHHBIMH
TEXHOJIOTUSIMH ISl PEIICHUS 3a/1a4 B 00JIACTH MPUKJIIAIHOW MAaTEMATHKHU C YY€TOM TpeOOBaHUIA
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

OP-2.1.2 VYMeTb: WUCHONB30BAaTh M3BECTHBIE KPUNTOTPAPHUECKUE CHUCTEMBI JUIS
oOecrieyeHHs 6€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM;

OP-2.1.3 3HaTh: BUABl MOJUTHK KOHTPOJS JAOCTYNAa M COOTBETCTBYIOUIME MOJEIU
0€30MacHOCTH Ul pa3pabOTKM W aHalM3a MEXaHU3MOB KOHTPOJIS JOCTYHa KOMITBIOTEPHBIX
CHUCTEM;

OP-4.2.1 3nate: ocHOBHBIE TpeOOBaHMs MH(OPMAIIMOHHON OE30MaCHOCTH K MOJIMTHKAM
KOHTPOJISI TOCTyIa U KpUNTOrpaguuecKUM MPOTOKOJIaM 3alUThl JAHHbIX;

OP-4.2.2  3HaTe: OCHOBHBIE  HaNpaBJIEHUS  AaTaKk HAa  PacHpOCTPaHEHHBIE
TEJIEeKOMMYHUKAMOHHBIA TPOTOKOJBI JUI OpraHU3aluyd Mep IO NPOTUBOJCHCTBUIO TaKuM
aTakam;

OP-2.1.4 BnaneTs: HaBbIKaMU MPOBEJCHUSI KOHTPOJIBHBIX MMPOBEPOK PabOTOCTIOCOOHOCTH
U 3pPEKTUBHOCTH NPUMHUTHUBOB DPAa3pabOTKH CHCTEM KOHTPOJS AOCTYHNa M MEXaHU3MOB HX
peanuzanuu Juist pa3paboTKu O€30MaCHBIX KOMIIBIOTEPHBIX CUCTEM;

OP-2.1.5 VYwmers: pa3pabareiBaTh TpeOOBaHUS K Oe30macHOMY (hYHKIIMOHUPOBAHMIO
TEJIEeKOMMYHUKAIMOHHBIX CUCTEM U OLIEHUBATh UX Pab0OTOCIIOCOOHOCTh U 3(PPEKTUBHOCTS;

OP-2.1.6 Ymerth: pa3pabarbiBaTh TpeOOBaHHS K MPOrpPaMMHO-ANMAPATHBIM pealn3alusiM
KpUNITOTPpapUIECKUX aJrOPUTMOB M OILICHUBATh MX PAb0TOCTIOCOOHOCTh U A(()EKTUBHOCTH B
paMKax IOCTaBJIEHHOH 3a1auu.

2. 332]3‘11/1 O0CBOCHMUA NUCHUITIIMHBI

e Hayunutbcs  WCHONB30BaTh  COBPEMEHHBIE  MH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIC
TEXHOJIOTUHM [UIsl pElIeHUs 3a1ad B OONacTH MPUKIAJAHON MaTeMaTHKU C Y4YETOM
TpeboBaHuit THHOPMAITMOHHON O€30MaCHOCTH.

e Hayunutbcs MCIONB30BaTh W3BECTHBIE KPUNTOTPAPUUECKHE CUCTEMBI ISl 0OeCTIeueHUS
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM.



e Hayuutbcd HcIoONb30BaThb OCHOBHBIE BUIBl IOJUTUK KOHTPOJS JOCTyNa H
COOTBETCTBYIOIIME MOJETU O€30MacHOCTH IJIs pa3padOTKH M aHajdu3a MEXaHHU3MOB
KOHTPOJISI 1OCTyIIa KOMITBIOTEPHBIX CUCTEM.

e Hayuutbcs aHanu3upoBaTh OCHOBHBIE TpeOOBaHUA HWH(POPMALMOHHONW 0E30MaCHOCTH K
MOJIMTUKAM KOHTPOJISL TOCTYINA U KPUNTOrpagrUuecKUM MPOTOKOJIaM 3alIUThI TaHHBIX.

e Hayuutbcd yuuThIBaTH OCHOBHBIE HAIlpaBJIEHUs AaTaKk Ha  paclpocTpaHEHHbIE
TEJIEKOMMYHUKALIMOHHBIA IPOTOKOJIBI JJIi OpraHu3aluyd Mep IO INPOTHBOAECHCTBUIO
TaKUM aTaKaM.

e Hayuutbcd NpUMEHATH CYIIECTBYIOUIME NPUMMTHUBBI pa3pabOTKH CHCTEM KOHTPOJISA
JIOCTYNIa ¥ MEXaHU3Mbl UX pean3aluu i pa3paboTKu OE30MacHBIX KOMIBIOTEPHBIX
CUCTEM.

e Hayuntbcs TpUMEHSTh 3HAHUS  MATEMAaTHYECKUX OCHOB  KpUOTOTrpapUuecKux
JITOPUTMOB JIJIs1 UX IPOrPAaMMHOM pealin3aliy U BHEAPEHUS B KOMIIBIOTEPHBIE CUCTEMBI.

e Hayuutbcs oOecneunBaTh Oe3omacHOe (PYHKIIMOHUPOBAHUE TEIEKOMMYHHUKAIIMOHHBIX
MIPOTOKOJIOB.

3. MecTo AUCUMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl
JlucuuiuinHa OTHOCUTCS K 00s3aTelIbHOM 4YacTH 00pa30BaTEeNIbHOW IMPOrpaMMBbl.
JucnumninHa BXOOUT B MOAYb «BBelleHne B CieliMaan3atuio.

4. Cemectp(bl) oOcBOeHMS U (popMa(bl) MPOMEKYTOYHOM ATTECTAIUM 1O AUCHHUILJINHE

Bropoii cemectp, 3auer

5. BxoaHble TpeOoBaHMs AJIsl OCBOEHHUS THCIHUILINHBI

Jlist oCBOEHMSI AUCHUIUIMHBI HEOOXOJMMO 3HATh OCHOBBI JUCKPETHONW MaTEeMaTHKH,
o011eit anreOpbl, KOMIIBIOTEPHBIX CETEH U OMEPAIMOHHBIX CUCTEM.

[IpepekBU3UTBl  AUCUUIUIAHBI: Benenne B MPOTPAMMHYIO WHXECHEPHIO,
WudopmarinonHasi 6e30MacHOCTh M paboTa C MepCOHATbHBIMU JAHHBIMHU.

6. SI3bIK peaau3anuu

Pyccknii

7. O0beM TNCUMILIHHBI

OO61as TpyA0eMKOCTh IUCHUIUTHHBI cocTaBisieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-nexruu: 32 4.
O06beM caMOCTOSATENbHOM padOThI CTY/ICHTA ONpeAeNieH YI4eOHBIM IIIaHOM.

8. Conepmalme AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM

Tema 1. OO1mre MOHATHS KOMIBIOTEPHOM 0€30MacHOCTH

OcHOBHBIE TIOHTHST KOMITBIOTEpHON Oe30macHOoCTH. KoHbuaeHITMaIbHOCTD, IETOCTHOCTD
U TOCTYMHOCTh uH(popManmu. Buabpl aTak Ha KoMIbIOTepHBIE cucTeMbl. [IpaBoBOE oOecnieueHne
KOMITBIOTEPHON O€30MacCHOCTH.

Tema 2. OcHOBBI ceTeBOI 0€30MacHOCTH

ATaku Ha TeJIeKOMMYHHKaMOHHbIe MpoTokoibl. Ctek TCP/IP u ataku Ha Hero. DD0S
araku (DNS, HTTP, TCP, MAC-flooding). MAC flooding u spoofing. MexxceTeBbie SKpaHbl.
111110361 CETEBOTO U MPUKIIAJHOTO YPOBHEH, MaKETHbIE (DPUIBTPHI.

Tema 3. Kpunrorpadudeckas 3ammra HHGOpMaIUH



Beenenue B kpunrorpaguro. [lIndpsr noacraHoBku u nepectaHoBkr. CHMMETPHYHBIE U
acCUMeTpUYHbIe KpuntocucTeMbl. [lotounsie n Giounsie mudpel. AES (Advanced Encryption
Standard) u DES. Pexumsl mmdppoBanus. Hash-¢pynknum u mudposas moxmuck. [lepemaua
ceancoBoro kimouda (RSA u anroputm /Iuddu-Xenmana). Perfect forward secrecy. [lludpoanue
uHTepHeT-Tpaduka Ha npumepe Transport Layer Security. Otmuuns TLS 1.3 u 1.2.

Tema 4. YnpaBieHnue J0CTYIOM.
KoHTpons pgocTynma B KOMIBIOTEPHBIX CHUCTeMax. JIMCKpeLMOHHas W MaHJAaTHas
IMOJIMTUKKW KOHTPOJIA J0CTYyIIa. OcCHOBHBIE MOACIM MW MCXAaHU3MbI KOHTPOJA HOOCTYyIIAa B

KOMITBIOTEPHBIX CHUCTeMax. MeTozsl peanm3anuyd noJuTUK KoHTposs aocryna (IBAC, LBAC,
RBAC, ABAC).

9. Tekymmii KOHTPOJIb MO0 JUCHHUIINHE

Texyiuit KOHTPOJIb 10 AUCHUIUIMHE IPOBOJUTCS ITYTEM MPOXOKIEHUS TECTOB B CUCTEME
moodle, BBIOJHEHHS W TPEJICTABICHUS] TPYIIOBOrO TMpoeKkTa u (QuKcupyercs B (opme
KOHTPOJIbHOM TOYKH HE MEHEEe OJTHOTO pa3a B CEMECTP.

TunoBele 3a7aHusg W WHBIE HEOOXOJMMBIE JUISI TEKYIIEro KOHTPOJII MaTepHualibl
npuBeneHsl B [Ipunoxenun 1 xk padoueit nporpamme «DOH] OLIEHOYHBIX CPEJICTBY.

10. HOpﬂI{OK MPOBCACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMC)KyTO‘lHOﬁ arrecranuun

[IpomexyTouHas arTecTalys MO TUCHUILUIMHE MPOBOAUTCS B (JOpME YCTHOTO 3a4éra Mo
TeopeTndeckoMy Mmarepuany. Kaxaplii Owier uisi ycTHOro 3a4éra COCTOMT U3 JIBYX
TEOPETUYECKHX BOIMPOCOB MO Pa3IUYHBIM TeMaM JAMCLUUILIMHBI, a TaKXe COIMPOBOMKAAETCS
AOMMOJIHUTCIIbHBIMA BOIIPOCAMHU 110 TEMaM AV CHHUIIIIWHBI.

IIpuMepbI BONPOCOB K 324€Ty
KonduneHmanbHOCTh, IIETOCTHOCTD U IOCTYITHOCTh UH(MOPMAIIHH.
[Mudpoas nmoanucek
JluckpenroHHasi 1 MaHJaTHas MOJUTUKYA KOHTPOJIS TOCTyMa
[Tepenaya ceancoBoro kitoya (RSA u amroputm Juddu-Xenmana). Perfect forward
secrecy.
5. CuMMeTpHuYHBIE U aCHMMETPUYHBIE MU(PHI.

Ao pE

OcranpHble BONPOCH U TAKXKE KPUTEpUU OLlEHUBaHUA NpuBeAeHbl B [Ipunoxkenun 1 k
paboueit mporpamme «DOH] OIIECHOYHBIX CPEIICTBY

Jlig nonmycka K YCTHOMY SK3aMEHY HEO0OXOIMMO IMPOXOXKIAEHHE TEeKYIIeH aTTecTaluu,
KOTOpast BKJIFOYAET CIETYIOIUE ITYHKTHI.

1. BrinonHeHue rpynmnoBoro NpoeKTa

2. Tlpoxoxaenue TecToB B cucteme moodle. Tect cumTaeTcss HpOMIEHHBIM, €CIU
oOyuarommiicss BepHO oTBeTHn1 Ha 70% BompocoB wiam Oonee. B cmywae wHeymaum —
NPEIO0CTABIIAETCS JIOTIOIHUTENIbHAS TTOTBITKA.

11. Y4yeOHO-MeTOAMYECKOE 00ecIIeueHue

a) DNEeKTPOHHBIN y4eOHBIH Kypc MO JUCIHUILUIMHE B OJIEKTPOHHOM YHUBEPCHTETE
«Moodle» - https://moodle.tsu.ru/course/view.php?id=5580

0) OrieHOUHBIE MaTepHallbl TEKYHIEr0 KOHTPOJS M TMPOMEKYTOYHOW aTTECTAllUH I10
nucturinae (ITpunoxenue 1).

B) CaMocTosiTenbHast paboTa CTYACHTOB MPU U3YYCHHH AUCUUIUIMHBI MPETYCMOTPEHA B
CIIEMYIONINX BUJAX U popMax:




1. u3ydeHHe TeOpEeTUIECKOro MaTepuala Ha OCHOBE Kypca JIEKIUi, MPeJIoKeHHON
JUTEPATYPHI U YI€OHO-METOIMUECKOTO o0ecriedeHus (TIepeueHb JTUTEPATYPhI
MPOBEIEH HIKE);

2. TPOXOXIEHHE TecTa B cructeme moodle;

3. BBINOJHEHUE TPYIIIOBOTO MPOEKTA.

12. Ilepeyennb yueOHoii JJuTepaTypbl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JUTEparypa:

e bammwl II.H. Uudopmanmonnas 6Ge3onmacHOCTh W 3amuTa uHbOpManuu : ydeOHOE
nocobue / bamuel I1.H., babamr A.B., bapanoBa E.K.. — MockBa : EBpa3uiickuit
OTKPBITBIN HHCTUTYT, 2012. — 311 C.

e Xopes, II. b. I[IporpammHo-anmaparnas 3ammra uHpopmanun : yaednoe nocoodue / I1.b.
XopeB. — 3-e u3A., ucrp. u gomn. — Mocksa : UTHOPA-M, 2021. — 327 c.

e AndepoB A.Il. OcHoBbl kpunTorpadun: yuyeoHoe nmocooue ais By3oB / A.Il. Andepos,
AJO. 3y6oB, A.C. Ky3pmun, A.B. YUepemymkud. — 3-e u3a., ucnp. u gon. — M.:
I'enuoc APB, 2005. — 479 c.

e Kykos, B. I'. be3onacHocTts BerunciauTenbHbix cereid. Y. . ba3oBble mpoOTOKONBI CTEKa
TCP/IP [Onektponnsiit pecypce] : yued. mocobue / B. I'. XKykos. - KpacHospck : Cub.
roc. a3pokocMuy. yH-T, 2012. - 124 c.

o JleBsauun, [1. H. Monenu 6e30nacHOCTH KOMIBIOTEPHBIX CHCTEM. YIPAaBIEHUE JOCTYIIOM
U UH()OPMAIIMOHHBIMU MOTOKaMHU : yueOHO-MeToanueckoe nocodue / I1. H. Jlepsiaun. —
Mockga : I'opsuas nunus-Tenekom, 2012. — 320 c.

e Taiinamakun H.A. Teoperuueckre OCHOBBI KOMIIBIOTEPHOW O€30MacHOCTH. YueOHOe
noco6ue. ExarepunOypr: u3a-so Ypan. YH-Ta, 2008. - 212 c.

0) JOMONHUTEIbHAS TUTEpaTypa:

e [Illanbrun, B. ®. KommnekcHas 3ammura MHPOpMALMU B KOPIOPATUBHBIX CHUCTEMax :
yuebHoe nocobue / B. @. Illanbrun. — Mocksa : @OPYM : UHOPA-M, 2020. — 592 c.

e babdamr A. B. Kpunrorpapuueckne meToasl 3amuThl UHGOpMauuu. YuyeOHO-
MeToudeckoe mocodbue / A.B. babamr. - 2-¢ u3n. - M.: UL PUOP: HUL] UH®PA-M,
2014. - 216 c.

e Mamok, A. A. 3amuTa nHpopmanuu B UHPOPMAITMOHHOM 00IIIeCTBE : YIeOHOE mocooune
115t By30B. / A. A. Mamtok - Mocksa : ['opstuast muaus - Tenekom, 2015. - 230 c.

B) pecypchl cetu HTepHeT:

e Kypc “be3onacHocTs cereil” [DnekTpoHHbli pecypce] / HaronansHblii OTKpPBITHIH
VYuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info (nata
oOpatenus: 01.09.2021).

e OmucaHue aTak Ha KpUNITOTpaduIecKre MPOTOKOIIbI [ DNeKTpoHHbIH pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc7457 (nata obpamenus: 01.09.2021).

e Crnemmndukanus mporokona Transport Layer Security [Dmextponnsiii pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc8446 (nara obparuenus: 01.09.2021).

13. llepeyenb HHPOPMALMOHHBIX TEXHOJIOT U

a) JIMIIEH3NOHHOE U CBOOOIHO PACTIPOCTPAHIEMOE MPOrPaMMHOE 00ECTICUCHHE:

[IporpammHoe obecriedeHue JUIs MOKa3a MPEe3eHTAUUH ¢ JEeKIUSIMU U TPeICTaBICHUS
OTYE€TOB IO IPYNIOBLIM MpoekTam obyudaromuxcs (Hamp. Adobe Acrobat Reader nian Microsoft
PowerPoint unm ux anamoru). [IpoeKTbl BBHIMOTHSIOTCS CTyIEHTAMH C HCIOJIb30BaHUEM
CBOOOJTHO-PACTIPOCTPAHSIEMOTO TIPOTPAMMHOTO 00ECTICYCHUSI.

0) UH(POPMAIIMOHHBIE CTIPABOYHBIE CHCTEMBI:



— DNEeKTPOHHBIN KaTajaor Hayunoit O6uboTeKn Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DNeKTpOHHAast 6ubnuoreka (peno3uTopuii) Ty —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlansb — http://e.lanbook.com/

— OBC Koncyneranr cryaenra — http://www.studentlibrary.ru/

— O6pazoBatenbHas miardopma FOpaiit — https://urait.ru/

— 9BC ZNANIUM.com - https://znanium.com/

— 9BC IPRbooks — http://mww.iprbookshop.ru/

14. MaTepuaJbHO-TeXHHYECKOE 00ecneueHue

Jljis peanuzanuy AUCHUTUTMHBI HEOOXOAMMBI JICKIIMOHHBIC ayTUTOPUHU U ayTUTOPUU IS
NPOBE/ICHUS] TPAKTUYECKUX 3aHATHH. [IpoekTop TpeOyroTcs aisi AEMOHCTpalMK MaTepuaia B
paMKax M3y4aeMbIX pasJIelioB U MPOBEJACHUS 3aIIUTHI IIPOCKTOB B KOHIIE CEMECTpa.

[TomenieHust Uil CaMOCTOSITENILHOU pabOThI, OCHAIICHHBIE KOMIBIOTCPHOW TEXHUKOH U
JOCTYTIOM K ceTH VIHTepHEeT, B JIEKTPOHHYI WH()OPMAIMOHHO-00pa30BaTEIILHYIO Cpely U K
WH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTEMaM.

Jlyiss coBMecTHOH pabOTBl HAJl TPYIIIOBBIM MPOEKTOM PEKOMEHIYETCS HCIOJIb30BaTh
COOTBETCTBYIOIIKME UH(POPMAIIMOHHBIE TeXHONIOTUH (Hanpumep, discord, github u ux ananorn).

15. Undopmanus o paspadorunkax

Teapnosckuii Anekcannp CepreeBud, KaHja. (u3.-MaT. HayK, CTapIIMK MPENoaBaTeb
kadenpsl KOMIBIOTEPHON OE30ITACHOCTH.
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