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1. leab ¥ nIaHUPYeMble Pe3yJIbTAThl 0CBOCHHUS THCHMIIJIMHBI

[enbr0 OCBOSHMSI TUCIUIUIHHEI SBIISICTCS (DOPMUPOBAHHE CIICAYIONIMX KOMITETCHIINI:

[IK-4 — co3manne u WHPOPMAIMOHHOE HAIMOJHEHUE 0a3bl JAHHBIX 10 pe3yJbTaraM
uHTe/UIeKTyanbHol AestenpHocTH (PUJ]) m cpenctBam munmuBunyanmsanuu (CHU) B obnactu
HAyKH U TEXHHUKH, a TAKXKE MOKA3aTeNISIM MHHOBAIIMOHHOM JIEATEIIBHOCTH OpPraHu3allnu.

PesynbraramMu OCBOEHUSI AUCIUIUIMHBI SBIISIIOTCS CIAEAYIOIINE WHIUKATOPBI JOCTHXKCHUS
KOMIIETCHIINH:

NIIK-4.1 d®opmupoBaHue NPEUIOKEHUM 10 CO3JaHUI0 (B TOM uucie pa3zpaboTka
COOTBETCTBYIOIIETO TEXHUYECKOTO 3a1anus) 6a3bl manabix PUJ[ u CU, Tpancdepa TexHoI0THI B
00J1aCTH JAeSTEIHbHOCTH OpPraHU3aluu;

NIIK-4.2 TlpuBneuenrne mpu HEOOXOIUMOCTH CIICIIMAIMCTOB 1O OMPEISICHHBIM BUIaM
po(ecCHOHANTLHOM JeATeNbHOCTH Uit co3fanust 0a3bl manHbix PUJ[ m CU, Ttpancdepa
TEXHOJIOTHI1 B 00JIaCTH IeATEIbHOCTH OPraHU3allnu;

NIIK-4.3 Pa3paboTka npeanoXeHuii 1o HHGOPMAIMOHHOMY HAOJIHEHUIO 0a3bl JaHHBIX
PUJI wu CH, Bxmoyas mokaszarenud (XapaKTepUCTUKH IIOKa3arejeil) WHHOBAIMOHHOM
JeSATeTbHOCTH OpraHU3allluu;

NIIK-4.4 NudopmarmonHoe HaroaHeHue 6a3el nanubix PUJL u CU;

NIIK-4.5 TloaroroBka mpeayioKeHUN MO CO3MaHUI0 ¥ WHPOPMAITMOHHOMY HAIOJIHEHUIO
WHTEPHET-CaiiTa opraHu3aiy 00 00bEeKTax MCKIIOUUTENbHBIX MPaB OPraHU3allid, ero BeJeHUE
Y aKTyaJn3alusi B 3TOM 4acTH.

2. 3aga4uy oCBOCHHS JUCHUILIHHDI

— OcBoutp amnmapar obecrieyeHusi 0€30MaCHOCTH XPAHEHHUs JaHHBIX Ha MEPCOHAJIbLHOM
KOMIIbIOTEpE B (pailyioBol cucreme M 0a3zax JaHHBIX U IMPUMEHATH €ro Juld MH(OPMAIMOHHOTIO
HaIOJIHEHUS] UHTEPHET-caliTa OpraHu3alyy, B T.4. 0a3bl JaHHBIX.

— HayunTbcsi npuMeEHATH anmapaT CKpBITUS M BOCCTAHOBIICHUS IAHHBIX, YCTaHOBKH
napoJisi ¥ U(PPOBaHUS JAHHBIX.

3. MecTo AMCUMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlucumMmiauHa OTHOCUTCS K 4YacTh 00pa3oBaTeNbHOM MpOrpaMMbl, (QopMupyemMoit
y4aCTHHKaMU 00pa30BaTeNbHbIX OTHOIIECHUH, SABIsIETCSA 00513aTebHON IS U3yUEHUSI.

4, CeMeCTp OCBOCHHUSA N (1)0pMa l'[pOMe)KyTO‘-lHOﬁ aTrrecTanum 1mo JTMCUMIIJIMHE

CenpMolii cemecTp, 3a4e€T

5. Bxoanblie Tpe0OBaHNs 1JIsl OCBOEHHS THCHMIIHHBI

JUis  yCHEeImHOro OCBOEHMsI JUCHUIUIMHBI TPEOYIOTCS pe3yiabTaTbl OOYy4YeHHs IO
JUCHUITIIINHE «ba3zpr JaHHBIX».

6. SI3bIK peanuzanun

Pyccknit

7. O0beM TUCHUILIAHBI

OO6m1ast TpyI0€MKOCTh TUCIHUIUIUHBI COCTABIISAET 2 3.€., 72 9acOB, U3 KOTOPHIX:
-nekuun: 14 u.

-aboparopHsie: 24 4.

O0beM caMOCTOSTENEHOM pabOThI CTYIEHTA OIpeeNieH YIeOHBIM IIJIaHOM.



8. Conep:xkaHue TMCHUILUIMHBI, CTPYKTYPUPOBAaHHOE M0 TeMaM

Tema 1. Ieau m 3amaum aucHUIIMHBI. OCHOBHbIe NMOHATHS W TpeOoBaHUS B
o0s1acTu MH(POPMAIUOHHOM 0€30MACHOCTH.

Ponp nHpopmManuu B COBpEeMEHHOM MHpe. 3HAYCHHE U aCHEKThl 3alUThl HH(OPMAIHH.
OCHOBHBIE MOHATUS U ONpeAeraeHUs: 0e30MacHOCTh HH(pOpMaluu, 0e30IaCHOCTh JIaHHbIX,
3alMTa JaHHBIX, HH(OpManuoHHas 0€30HacHOCTh, KOH(PHIEHIMAIBHOCTh HH(MOpMAIHH,
CaHKIIMOHMPOBAHHbIE W HECAHKIIMOHMPOBAHHBIA JOCTYN K WHpOpManuu, HAeHTH(UKALUsi U
ayTeHTH(UKanus, yrpo3a HHOOPMAITMOHHON 0€30MacHOCTH, YA3BUMOCTbD, aTaka. | JIaBHBIE THITBI
yrpo3 3alMThl HH(POPMALIHH.

Tema 2. 3akoHoaaTeILCTBO B 00/1aCTH HHPOPMAIIMOHHOM 0€30IIACHOCTH

HcTopus pa3BUTHS MEXIyHAPOIHOTO MpaBa B 001acTi HH(OOPMALIMOHHON O€301IaCHOCTH.
Crarbu koHCTUTYUMH P® wu yromoBHoro kojekca P® B obOmactm wuHOOpMAITMOHHON
6e3omacHocTi. OpraHbl roCyIapCTBEHHOW BIIACTH, UTPAIOLIME OCHOBHYIO POJb B CO3JIaHUU
MPaBOBBIX MEXAHU3MOB 3aITUTHl HHPOPMALIUU

Tema 3. UcTounnku, pucku ¥ (opMbI aTaK Ha MHGpOpMaLHI0
Knaccudukanus yrpo3 Oe3omnacHocTd HHpopMmauuu. TexHHYEeCKHe KaHalbl YTEUKH
uHpopmanuu. Cuctema ynpapieHUs! pUCKaMH.

Tema 4. [lonckoBbie HHPOPMALIMOHHBIE CHCTEMBbI
CocraBieHue 3anpocoB B NOMYJSPHBIX MOMCKOBBIX MH(MOPMALIMOHHBIX CUCTEMax google
u yandex. [Touck nokymenToB B cetu HTEpHET.

Tema S. PesepBHOe KONIMPOBaHHE U BOCCTAHOBJICHHE JAHHBIX

[IpuHuun  XpaHeHWs JaHHBIX HA OJKeCTKOM JHCKe. TeopeTMyeckue OCHOBBI
BOCCTAaHOBJICHHSI JaHHBIX. BoccraHoBieHue (HailioB, yNAJIEHHBIX C BHEIIHETO HOCUTEIS
UHpOpMaLUH.

Tema 6. [IporpaMMHBbIe CpeICTBa CKPBITHA JAHHBIX M YCTAHOBKH MAPOJisi, OYHCTKH
JAHHBIX

[TponpuerapHble mporpaMMHOE 00eCHeueHHe CKPBITHS W YCTAaHOBKH IapOJIsl, OUUCTKU
JTAaHHBIX.

Tema 7. [IporpaMMbl 00HAPYKEeHHS M 3aIUTHI OT BPEJOHOCHBIX IPOrpamMMm
AnTHBHpPYCHI U (aepBoiibl. OnrcaHue U CpaBHEHHE.

Tema 8. Kpunrtorpadpuueckme meroabl 3amuTbl HHpOpManmuu. IIEeKTPOHHAS
noanuck (III). SQL-unbekunu

CuMMeTpuuUHBIE U aCUMMETPUYHBIE AITOPUTMbI IIU(PPOBaHMUS JaHHBIX. DJIEKTPOHHAs
noanuck (OII). DnexTponHsle ceprtudukarsl. Peanuzanus kpuntorpaguyeckux aaropurMoB B
cpene VisualStudio Ha s3b1ke nporpammupoBanust C#. SQL-unbekuuu.

8.3. JlabopaTopHbie paboThI

g:w“gp Tema n1a6opaTopHoii pa6oThI
1. ®opmMupoBaHUE MOJUTHKH 0€3011aCHOCTH

BrisiBrieHne 1 onricaHie HCTOYHUKOB M OPM aTak Ha MH(OPMAIIMIO, OLIEHKa PUCKOB
2. ITouck noxymeHToB B cetu HTEpHET

Hcnonb30BaHue s3bIka IMOMCKOBBIX 3ampocoB B google W yandex sl moucka




HEOOXOMMBIX JOKYMEHTOB

3. BoccranoBnenue JaHHBIX

BoccranoBnenne ¢ainos, ylaIeHHBIX C BHEITHETO HOCUTEISI HH(OPMALIUH
4. [TporpammMHubie cpeacTBa HHGOPMAIIMOHHON 0€30MacHOCTH

CKpbITHE M yCTaHOBKH ITapoJisi Ha (aiiyibl M ManKy, OYMCTKU TAHHBIX
5. Hacrpoiika 6e30macHOCTH B onepannoHHoi cucteme Windows

Hactpoiika 6pay3epa, orpaHu4eHHe BO3MOKHOCTH CETEBOI0 JOCTYIa, MPOQHIaKTUKA
3apakeHMsI peecTpa, YIpaBJIEHUE IpaBaMu [0Jb30BaTeNed, B T.4. HacTpoMKa
MapoJiei moJIb30BaTeNIei

6. AHTHUBUpYCHBIE  TpOTpaMMHBIE  CpeacTBa  obOecneueHUs  MH(OPMAIIMOHHON
0€e30MacHOCTH

[TpoBepka daiinioB u url ¢ HCMONB30BAaHUEM OHJIAH aHTHUBUPYCOB. Vcmoiap3oBaHUE
necoyHuIbl. [Torck BpeTOHOCHBIX MPOrpaMM Ha KOMITBIOTEpE.

1. ®aepBon

Hacrpoiika BcrpoerHoro ¢aeposia Windows u nponpuerapHoro dhaepposa
8. [Ipocreiimme anropuT™Mbl mUPpOBaHHS

udp Uezaps, mmdp Brkenepa, mmdp Ineiidepa
9. CuMMeTpHUYHBIC AITOPUTMBI II(pPOBaHUs HHDOPMAIIH

Peanmzanuss mporpammbl  mH(POBaHUS C  HCIOJIB30BAHHEM CHMMETPHYHBIX
JITOPUTMOB IU(PPOBAHUS

10. AcuMMeTpUYHbIE AITOPUTMBI UG POBaHUS H(OpMaLUU

Peanuzanuss mnporpamMmbl  IIU(PPOBaHHUA C  MCIOJIB30BAHUEM aCHUMMETPUYHBIX
AITOPUTMOB MU(PPOBAHUS

11. DJIEKTpOHHAS MOJIUCH

Peaymzanus mporpaMmbl CO3IaHUS ¥ IPOBEPKH U(PPOBON MOANNUCH

9. Tekymmii KOHTPOJIb N0 AUCHHUILINHE

Texkymuii KOHTpOJIb MO JUCLUIUIMHE IPOBOAUTCS IYyTEM NPOBEIEHUS KOHTPOJIbHBIX
paboT, TECTOB MO JIEKIIMOHHOMY MaTepuaity, OTYETOB O BBIOJHEHUIO J1a00paTOPHBIX padoT U
¢dukcupyercs B popmMe KOHTPOJIBHON TOUKH HE MEHEE OJHOTO pa3a B CEMECTP.

10. HOpﬂI{OK MPOBECACHUSA U KPUTCPUU OLNCHUBAHUSA l'[pOMe)KyTO‘-lHOﬁ aTreCcTanum

11. YueOHO-MeTOOANYECKOE 00eceueHne

a) DJNEeKTPOHHBIA Y4YEOHBIH KypC MO JUCHMIUIMHE B JJICKTPOHHOM YHUBEPCUTETE
«Moodle» - https://moodle.tsu.ru/course/view.php?id=00000

0) O1ieHOYHBIC MaTepHallbl TEKYIIET0 KOHTPOJISI M IMPOMEKYTOYHOW ATTECTAIMH I10
TUCITUTLINHE.

B) MeToanueckue yka3zaHusl 10 IPOBEJICHHIO JTa00OpaTOPHBIX padoT.

r) MeToaudeckue yKazaHus 10 OPraHU3alliid CaMOCTOSITENIbHON pabOThI CTYIEHTOB.

12. Mlepeuens y4ueOHOii TUTEpaTYphl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JIUTEpaTypa:

N3 crapoii mporpammbl «HQOpMaAIMOHHBIE TEXHOJOTUHA B YIPABJICHHH KAuye€CTBOM H
3alIUTa THPOPMALIUN»:

1. babGamr A.B. AkryanbHble BOIpOCH! 3aIUThl HHGopMaluu: MoHorpadus / A.B. babau,
E.K. bapanoBa — M.: UH®PA-M, 2020. - 110 c.


https://moodle.tsu.ru/course/view.php?id=00000

2. by3oB I'.A. BrisiBiieHuE crienyaibHbIX TEXHUUECKUX CPENCTB HECAHKIIMOHUPOBAHHOIO
noydeHust uadopmaruu / I'.A. By3oB — M.: ['opsiuas muams - Tenekom 2019. — 203 c.

3. Kozpmunbix C.M. OGecnieuenne KOMIUIEKCHOW 3aIIUThI OOBEKTOB MH(POPMATH3AINH :
[yuebHOE mocobue sl CTYACHTOB BYy30B, oOyuaromuxcs 1no HamnpasieHuto "MHdopmanronnas
6e3omacHocTh", kBampukamus (crernens) "maructp"] / C.M. Ko3pMunbix ; ®UHAHCOBBINA YH-T
nipu [IpaBut. Poc. ®en. — M.: KOHUTU-JAHA 2020. — 543 c.

4. IBeukoBa O.I'. ba3oBbie kpunTorpapuyeckue aaropuTMbl 3alUTHl MHPOPMALUH :
yueOHOe TMocoOHue: [ CTYAGHTOB BBICIIMX Y4YEOHBIX 3aBelCHUI, OOydalolmuxcs MO0
HanpasyieHusM noAarorosku 2.09.03.04 "I[Iporpammuas nnxenepus" u 2.09.03.03 "Ipuxnannas
unpopmaruka"] / O.I'. llIeeukora, A.H. ITeuiekun, [I.B. Mapue — M.: Kypc 2020. — 167 c.

0) IOTIOJTHUTEIbHAS JTUTEPATYpA:

1. Bopona B.A. TeopeTudeckne OCHOBBI oOOecTieueHUsi 0e30MacHOCTH OOBEKTOB
uHpopMaTu3auu: ydebHoe mocoOue Juisi By30B 1o HamparieHuto "HMHpopmannoHHas
6e3omacuocts" / B.A. Bopona, B.A. Tuxonos, JI.B. MutpskoBa. — M.: I'opsuas Jlunus-
Tenexom, 2016. — 303 c.

2. I'pymo A.A. Teopernueckue OCHOBBI KOMIIBIOTEPHOM Oe€30MacHOCTH: Yy4uyeOHOe
nocobue sl CTYJEHTOB BY30B, oOywamommuxcsd o coenuaigbHocTaM rpynmsl 090100
"Undopmannonnas Oe3omacHocts"/ A.A. I'pymo, D.A. Ilpumenko, E.E. Tumonuna. — M.:
Axanemus, 2009. — 267 c.

3. HessuH I1. Monenu 6e30nacHOCTH KOMIBIOTEPHBIX CUCTEM. YIIPABIIEHUE JOCTYIIOM
u uHpopmarmonasiMu Ttotokamu / I1. Jlepsuun. — U3a-Bo: I'opsiyas JIuaus - Tenexkom, 2013, —
338 c.

4. 3aiineB A.Il. TexHuueckue cpeacTBa U METOJIbI 3alUThl MHPOPMALUN: YUEOHUK IS
CTYACHTOB BY30B IO Tpymnne crenuanbHoctedl - "Mupopmarnmonnas 6ezomacHocts" / A.IL
3aitnes, P.B. Mewepskos, A.A. lllenynanos. — M. : 'opsuas JIlunus-Tenekom, 2016. — 442 c.

5. Herenmun A.E. MuadopmanmonHas 6€30MacHOCTh: y4eOHO-METOIUYCCKUN KOMILIEKC
[u1g cTyaeHToB By30B Mo HampasieHnuto 23.07.00 "I[Ipukinagnas undopmaruka"]. Tom. roc. yH-
T. — Tomck: Tomckuit roCyAapCTBEHHBIN YHUBEPCUTET, 2016. URL:
http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

6. Ilpockypun B.I'. 3ammra B omnepalMOHHBIX cucTeMax: ydeOHoe mocobue [ams
CTyIeHTOB (cnymiareneif) By3oB, oOydamommuxcs mo crnenuanbHocTssm  10.05.01 -
"KommbrorepHass ~ 6€30macHOCTB", 10.05.03 -  "HudopmammonHas  0€30MaCHOCTh
aBToMaTu3upoBaHHbIX cucteM" u 10.05.04 — "HMHpopManMOHHO-aHATUTUYECKUE CHCTEMBI
6e3omacHocTt", Mo HampasyeHuto noarotosku 10.03.01 — "Mndopmannonnas 6e3onacHOCTh",
ypoeHb Oakanasp] / B.I'. [Ipockypun. — M. : T'opstuas JIunus-Tenekom, 2016. — 192 c.

7. Tanenbaym 3.C. CoBpemennble onepannoHHbie cucreMsl / J.C. Tanenbaym. — CII0.:
[Turep, 2010. - 1115 c.

8. Xayner T. 3amuTHble cpeAcTBa C OTKPHITHIMU UCXOAHBIMU TekcTamu / T. Xayner. —
M: NnTepHeT-YHUBepcuTeT HHPOPMALMOHHBIX TexHonorui [u ap.], 2010. — 607 c.

9. lenyxun O.M. Creranorpadusi. AITOpUTMBI U MpOrpaMMHasl peanuzanus : [yuyeOHoe
nocodbue MAns CTYIEHTOB BY30B IO HampapieHuto mnoarotoBku 11.03.02. 11.04.02 -
"MH(HOKOMMYHUKAIIMOHHBIE TEXHOJIOTMH M CHUCTEMBl CBs3M" KBaJU(UKALKUK (CTENEHH)
"6akanaBp" u "maructp"] / O.M. Wenyxun, C.JI. Kanaes; nox pea. O.W. llenyxuna — M.:
I'opstuas muaMs - Tenekom 2018. — 592 c.

10. IInaitep b. Ilpuknaanas kpunrorpadus. [IpoToKosbl, alIrOPUTMBL, UCXOIHBIE TEKCTHI
Ha si3pike Cu / b. lInaitep — Tpuymd, 2002. — 816 c.

B) pecypchbl cetu HTepHeT:
1. lndopmarmonHast Ge30macHOCTh. 3amuTa UHPOpMauu [DIeKTPOHHBIA pecypc] —
Onekrpon. aan. — URL: http://all-ib.ru/ .


http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

2. Comparison of antivirus software [OnektponHsIii pecypc] — DIEKTPOH. IaH. —
URL.: http://en.wikipedia.org/wiki/Comparison_of antivirus_software.

3. VYrpo3sl uHpOpmManmonHoir 6e3onmacHocty B AC [DnekTpoHHBIH pecypc] —
Dnexrpon. man. — URL: http://asher.ru/security/book/its/05 .

13. Ilepeyenb HH(POPMALMOHHBIX TEXHOJIOT Ui

a) JIMLIEH3MOHHOE U CBOOOHO pacpOCTpaHAEMOe IPOrpaMMHOE 0OecTieueHHE:

— Microsoft Visual Studio Community (cBoOomHO pacmpocTpaHsemas Bepcusi Visual
Studio st 06ydeHuss IPOrpaMMUPOBAHHIO);

— myOIMYHO JOCTYIHBIE oOnavynblie TexHomoruu (Google Docs, SIanekc auck).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTpOHHBIN KaTaJjor Hayunou OoubmmoTexu Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNEeKTpOHHAas 6ubnuoreka (peno3uTopmuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pazoBatenbHast miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com — https://znanium.com/

14. MaTepuaJbHO-TeXHHYECKOE 00ecneueHue

AymuTopuu AJist IPOBEICHHS 3aHATHI JIEKIIMOHHOTO THIIA.

Ayauropun i TPOBEICHMS 3aHATUH CEMHMHApCKOTO THIIA, WHIMBHIYAIBHBIX U
TPYNIIOBBIX KOHCYIBTAMH, TEKYIETO KOHTPOJIS ¥ IPOMEKYTOYHOM aTTeCTaIIH.

[Tomemennst U1l caMOCTOSITENBHONW pabOThI, OCHAILICHHBIE KOMIBIOTEPHON TEXHUKOW M
JOCTYNIOM K cetu MHTepHeT, B 3JIEKTPOHHYIO HWH(POPMAMOHHO-00pa30BaTEIbHYIO Cpely U K
MH(OPMALIMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Jlis mpoBeneHUs J1abOpaTOPHBIX pabOT HEOoOXOIUMO JHUIEH3MOHHOE MPOTrpaMMHOE
obecnieuenne: OC Windows 10 Pro, Microsoft Office cranmaptasiii 2010, 6pay3ep nocneanein
BEPCHUH.

15. Uupopmanust o pazpadoTynukax

[lerenun Anexcanap EsrenbeBuu, noueHT kadeapsl MHopmarmonHoro odecrneueHus
MHHOBAIIMOHHOHN JiesiTebHOCTH DaKynbTeTa MHHOBAIIMOHHBIX TEXHOJIOIMH, KaHIUAAT (Hu3.-Mart.

HayK.
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