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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUIIMHbI

Llenbro OCBOCHMS AUCIMIUIMHBI SBISETCS (OPMUPOBAHUE CIEAYIOMINX KOMITCTCHITUH:

— OIIK-13 — Cnocoben pa3pabaTbiBaTh KOMIIOHEHTBHI MPOrPAMMHBIX W HPOTPaMMHO-
anmapaTHBIX CPEACTB 3aIIUTHl MHQOPMAUN B KOMIBIOTEPHBIX CHCTEMaxX M IPOBOJIUTH aHAJIH3
ux 0e30MacHOCTH.

—OIIK-19 - CmocobeH oleHUBaTh KOPPEKTHOCTh TMPOTPAMMHBIX —peald3aIui
QITOPUTMOB 3aIIUTH HH(POPMAIIHH.
—OIIK-20 — CmnocobeH TPOBOIUTH TECTUPOBAHWE W HCIOJb30BaTh CPEICTBA

Bepu(UKaIMU MEXaHU3MOB 3aIIUTHI HHPOPMALIUH.

— IIK-2 — Cnioco6eH pa3pabarbiBaTh TpeOOBAaHUS K IPOrPaMMHO-AMINAPATHBIM CPEACTBAM
3alUThl UHHOPMAIMH KOMITBIOTEPHBIX CUCTEM H CETEH.

—IIK-3 — CrnocobeH mnpoeKkTupoBaTh NIPOrpaMMHO-alNapaTHbIE CPEJCTB 3aIlUTHI
UH(POPMALIUU KOMITBIOTEPHBIX CUCTEM U CETEH.

PesynpTaTamMn OCBOEHUS ITUCLMILIMHBI ABJISIOTCS CIEAYIOLINE UHANKATOPBI TOCTUKEHUS
KOMITETCHIINMN:

NOIIK-13.1 IIpennpuHuMaeT HEOOXOAUMBIE NEHCTBUS MO COOPY M aHAIM3Y MCXOJHBIX
JAHHBIX JJI IPOEKTHUPOBAHUSI KOMIIOHEHT IIPOrPaMMHBIX U MPOTrPaMMHO-ANIapaTHBIX CPE/ICTB
3alIUThl HH(OPMALIUU B KOMITBIOTEPHBIX CUCTEMAX.

NOIIK-13.2 Onpenensier mapaMeTpbl QyHKIHOHUPOBAHUS, APXUTEKTYPY M UHTEp(hEHCHI
KOMIIOHEHT MpPOrpaMMHBIX M IPOrpaMMHO-aNNapaTHBIX CPEACTB 3alllUThl HH(pOpMALMU B
KOMIIBIOTEPHBIX CUCTEMAX.

HOIIK-13.3 ITpoBoAUT aHaIU3 KOMIIOHEHT MPOrPAaMMHBIX W IPOrpaMMHO-aIIapaTHBIX
CPeACTB 3alIMThl MH(OPMAIMM B KOMIIBIOTEPHBIX CHUCTEMax C IIENBIO0 OIpPEICIICHUS YPOBHS
o0ecrneyrBaeMoil MU 3aIUIIEHHOCTH U JOBEPHUSL.

NOIIK-19.1 OO6nanaer 3HaHueM (OPMaIbHBIX NPUEMOB, IIPaBUJI, AJITOPUTMOB,
TEXHOJIOTUI CO3/1aHUSl U JIOKYMEHTHPOBAHUS KOHTPOJIBHBIX NPHUMEPOB U TECTOBBIX HaOOPOB
JTAaHHBIX.

NOIIK-19.2 OcymecTBisieT MOArOTOBKY TECTOBBIX HAOOPOB JAAHHBIX B COOTBETCTBUU C
BbIOpaHHOW METOJUKOM, a Takke MPOBEPKY pabOTOCIOCOOHOCTH MPOTPAMMHOI0 OOecreueHus
Ha OCHOBE pa3pab0TaHHBIX TECTOBBIX HAOOPOB JaHHBIX.

NOIIK-19.3 OcymectBaser c60p M aHaIU3 MOJYYEHHBIX pPE3YJIbTaTOB IPOBEPKU
paboTOCIIOCOOHOCTH HPOTrPAMMHOIO O0ECNEUYEHHUs, OIIEHKY COOTBETCTBHUS MPOTrPAMMHOIO
oOecrnieueHns TpeOyeMbIM XapaKTePUCTHKAM.

NOIIK-20.1 TloHumaeT NpUHLUMIBI OpraHU3allid, COCTaB M AJTOPUTMBI pabOTHI
MEXaHU3MOB 3alIUTHl MH(POPMAIUU, CTaHAAPThl OLICHUBAHMS 3AIIMIIEHHOCTH KOMIBbIOTEPHBIX
CHUCTEM.

NOIIK-20.2 TIpoBoauT ucciienoBaHUE MEXaHW3MOB 3alIUTHl HH(OpPMAIMK, B TOM YUCIIE
C HCHOJB30BAaHUEM CPEJCTB BepU(UKALMU, U JeNaeT BBIBOJABI MO OLIEHKE 3allUIIEHHOCTH U
JIOBEpHUSL.

NIIK-2.3 TIpoBOAMT HCCIENOBaHMS C LIENbI0 HAXOXKAECHUS HauOolee IeIecoo0pa3HbIX
MPAKTUYECKHUX PELICHUH 10 00ecrieueHUIo 3auIiuThl HHPOpMaIUH.

NIIK-3.2 Pa3paboTka NpPOEKTOB MPOrpaMMHBIX U AaMlapaTHBIX CpPEACTB 3allUThI
nH(pOpMaIlMU B COOTBETCTBUH C TEXHUYECKUM 3aJJaHHEM.

NIIK-3.3 IIpoBenenue arrectaliuu OIporpaMM M aJrOpUTMOB Ha MPEAMET COOTBETCTBUS
TpeOOBaHUAM 3alIUTHl HHPOPMAIUH.

2. 33[{3"[1/[ OCBOCHHUSA JUCIHUIIJINHBI

—OcBouth cOOp, 00pabOTKYy, aHaIW3 M CHUCTEMATHU3AIMI0 HAYYHO-TEXHUYECKOM
uH(pOpMaIIMK, OTEUECTBEHHOTO M 3apy0eKHOr0 OMbITa MO MpodieMaM KOMIBIOTEPHON
0€30I1aCHOCTH;

— Iloy4acTBOBaTh B TEOPETUUYECKUX U DKCIEPUMEHTAIbHBIX HAyYHO-HUCCIIEI0BATENECKUX
paboTax 1o OICHKE 3alIUIIEHHOCTH HH(POPMAIIU B KOMITBIOTEPHBIX CHCTEMAX;



— MBy4unTh 1 0000IIUTH OMBITH PA0OTHI APYTHX YUPEKACHUHN, OPraHU3aMi 1 IPEANPUATHN
Mo crmocobaM HWCTOJB30BaHUSI METOJIOB W CPEICTB oOecrnedeHus HHGOPMAIIMOHHON
0€30IIaCHOCTH C LENbI0 MOBBIMIEHUS 3()()EKTUBHOCTH W COBEPUICHCTBOBAHUSA PabOT M0
3anuTe MH(GOpPMaIi Ha KOHKPETHOM O00OBEKTE;

— OcBouTh pa3pabOTKy MaTEeMAaTHMUYECKUX MOJIEIeH 3allUIIaeMbIX IPOLECCOB U CPEJNICTB
3alMThl MHQOpMAlMM M CUCTEM, OOECleuyMBarOIUX HH(OPMAIMOHHYIO 0€30M1acHOCTh
00BEKTOB; YCTAHOBKY HAJIAAKy, TECTHPOBAHUE U OOCIYXHBAHHE aIlapaTHO-IIPOrPaMMHBIX
cpeacTB o0ecrieyeHHst HHPOPMALIMOHHOM 0€30MacCHOCTH KOMIIBIOTEPHBIX CUCTEM;

— HayuuTbCcsi mpoBOAUTH aTTECTALMIO TEXHUYECKUX CPEICTB, MPOrpamm, ajJropuTMOB Ha
IpeIMET COOTBETCTBUS TPEOOBAHUAM 3alUThl HHPOPMALIUU 10 COOTBETCTBYIOLIMM KJlaccam
0€301aCHOCTH WK MPOQHIISM 3AIIUTHL.

3. MecTO AUCHUIJIMHBI B CTPYKTYpe 00pa30oBaTe/ibHOI MPOrpaMMbl
JlucuuiuinHa OTHOCUTCS K 00s3aTelbHOM 4YacTH 00pa30BaTeNIbHOW IMPOrPaMMBbI.
Jucuunnuna Bxoaut B Moayis "Crneunanu3anus'.

4. Cemectp(bI) ocBOeHMS U (popMa(bl) MPOMEKYTOYHON ATTECTALUM 110 AUCHHUIINHE

JIeBATHIN ceMecTp, 3a4eT

5. BxoaHblie TpeﬁoBal—[l/Iﬂ AJIsi OCBOCHHUA JTUCHUIIJINHBI

HJ'ISI yCHICMIHOTO OCBOCHHUA IUCHHUIIJIMHBL Tpe6y10T051 PE3YIbTAaThI o6yquI/151 10
CICAYIOUM AWCHUITIMHAM: SI3BIKH nporpamMmmMupoOBaHu, OHepaHI/IOHHBIe CHUCTCMBI.

6. SA3bIk peanu3anuu

Pyccknii

7. O0beM TUCUUILINHBI

OOm1ast TPYA0EMKOCTh JIUCITUTUINHBI COCTABIISET 2 3.€., 72 4acoB, U3 KOTOPBIX:
-IpaKTUYeCKue 3aHATus: 32 4.
O6beM caMOCTOATENbHON padOThI CTY/IEHTA OINpeAeieH YIEOHbIM IJIaHOM.

8. Conep:kaHue IMCHUILNIMHBI, CTPYKTYPHPOBAHHOE 10 TeMaM

Tema 1. AHanu3 NporpaMMHBIX peanu3auuit
IlocraHoBKa 3amauM aHanu3a IMIPOrPaMMHBIX peanu3auuil. MeToa SKCIEpUMEHTOB C
“gepHbIM AUMKOM”. CTaTnueckuil MeTol. J{luHamMuueckuii MeTo.

Tema 2. 3amura nporpaMm OT U3y4€HHUS

HckyccTBeHHOE YCIOXKHEHUE CTPYKTYphl mporpammbl. HectanpapTHble oOpaiieHust K
(GYHKIMSAM OIEPalMOHHOW CHUCTeMBI. VICKyCCTBEHHOE YCIOXHEHHE alTOPHTMOB OOpabOTKH
JTAaHHBIX.

Tewma 3. [IporpamMmMHBbIe 3aKiIaIK1
[IporpaMMHble 3akiafkd U (GopManbHbIE MOJETH WX B3aUMOJIECHCTBHS C aTaKyemoi
CUCTEMOH.

Tewma 4. Buenpenue nporpaMMHBIX 3aKJIa70K
dopmanbsHas MozieNb “Habmonarens”’. opmansHas Moaenb “riepexsatr’. opmanbHas

MOJIEND “‘UCKaKeHue” .

Tema 5. IIpoTuBoaelicTBUE IPOrPAMMHBIM 3aKJIagKaM



CpQI[CTBa U MCTOAbI 3alllUThl OT MPOrpaMMHBIX 3aKJIadOK. OcHOBHEBIE MIPUHIHAIIBI
KOMIIBIOTEPHOIN CUCTEMBI B OTHOILIEHUH TPOTrpaMMHBIX 3akiianok. [IpuHiun muanmuszanuu 110.

9. Tekymmii KOHTPOJIb MO TUCIHUTLTHHE

Texkymuii KOHTpOJIb 1O JUCUUIUIMHE MPOBOJUTCS IIYyTEM KOHTPOJISI KadecTBa
BBITIOJIHEHUS J1A00PaTOPHBIX PabOT M TPOBEACHHUS KOHTPOJIBHBIX TOYEK, U (UKCHPYETCs B
dbopMe KOHTPOJIBHOM TOYKH HE MEHEE OJIHOTO pasa B CEMECTP.

10. HOpﬂ)IOK MPOBECACHUSA U KPUTEPUU OLICHUBAHUSA l'[pOMe)KyTO'lHOi/i aTTeCTallumn

dopMa TPOMEKYTOUHOW arrectranmu — 3ader. OOydyaromuiics JOHKEH 3HaTh
OOILETIPUHATBIE METO/bI 3AIUTHI MPUIIOKEHUN U JAHHBIX OT CTATHYECKOTO U AMHAMUYECKOTO
aHanuza. Ilpu 3TOM oneHka «3ayTeHO» CTaBUTCS, €CIM CTYAEHT BBIIOJHWI MPAKTHUECKUE
3aJaHus M BiajeeT OoJbIIed 4acThio TeopeTmueckoro marepuana. Ouenka «He 3aureHO» —
CTYJCHT HE BBIMIOJHWJ MPAKTUYECKHE 3aJJaHUSl U HE OCBOMJ OOJIBIIYIO YacTh TEOPETHUECKOTO
MaTepuaia.

11. YyeOHO-MeTOAMYECKOE 00ecIIeueHue

a) DJEKTPOHHBIM Y4eOHbI Kypc MO JAUCHUIUIMHE B 3JEKTPOHHOM YHHUBEPCHUTETE
«Moodley

6) OuleHOuHBIE MaTepHalbl TEKYLIEro KOHTPOJIS MU IMPOMEKYTOUHOW aTTecTalUH 10
muctumuinbe (Ilpunoxenue 1).

12. llepeuyenn y4eGHOIi 1UTEpaTypHhl U pecypcoB cetu UHTepHeT

a) OCHOBHas JUTEparypa:

— 3amuTa nporpaMm U JaHHbIX, YueOHoe nmocodue, [Ipockypun, B. I'., 2011

— IIporpammupoBanue Ha si3bike accemOiepa NASM mist OC Unix, YuebHoe mocobue,
CronsipoB A.B., 2011

0) IONOJIHUTENbHAS JINTepaTypa:
—Reverse Engineering mns HauuHaromux, Opuues, [, DaekTpoHHBIH pecypc
https://beginners.re/main.htmi

13. Mlepeuens UHPOPMAIMOHHBIX TEXHOJIOTHA

a) JJMIICH3NOHHOC " CB060I[HO pacnpocCcTpaHiICMOC IMMPOrpaMmMHOC obecreyeHue.

— Oracle VM VirtualBox / VMware Workstation Player win ananoruysas cuctema
BUPTYaJIM3alMH.

— Juzaccem6nep IDA Freeware, Binary Ninja win aHaioruaHbIi

0) UH(POPMAIIMOHHBIE CIIPABOYHBIE CHCTEMBI:

— DNEeKTPOHHBIN KaTaaor Hayunoi 6uboTexku Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DneKTpoHHas oubnmoreka (peno3uTopwuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbsrant cryaenrta — http://www.studentlibrary.ru/
— ObpasoBatenbHas mardopma KOpaiit — https://urait.ru/
— OBC ZNANIUM.com - https://znanium.com/
— 9BC IPRbooks — http://www.iprbookshop.ru/



https://beginners.re/main.html
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

14. MaTepua/jbHO-TEXHHYECKOe 0O0ecreyeHue

Aynuropun i IPOBENCHUS NPAKTHYECKUX 3aHATHH, WHIUBUAYAJIbHBIX M I'PYIIOBBIX
KOHCYJIbTAIMH, TEKYILIEr0 KOHTPOJIS ¥ IPOMEKYTOYHON aTTECTALlUU.

ITomemienus Uil cCaMOCTOSITENILHONW pabOThI, OCHAIEHHbIE KOMIIBIOTEPHON TEXHUKOH U
JOCTYNIOM K ceTu MHTepHeT, B 3JIEKTPOHHYIO HWH(POPMAIMOHHO-00pa30BaTEIbHYIO Cpeay U K
MH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMAM.

15. Undopmanus o paspadorunkax

bpocnaBckuit Oner BukrtopoBud, accHCTeHT KadeIpbl KOMIBIOTEPHON OE30MacHOCTH
Try.



