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Task 1.  Complete these sentences with the link words from the box. 

 

 

However / Moreover/ Because /Also/ However/ for example 

 

 

In practice, in particular for encrypting computer communication on the Internet, 

block ciphers are used more often than stream ciphers. 

_1_ stream ciphers tend to be small and fast, they are particularly relevant 

for applications with little computational resources, _2__ for cell phones or other 

small embedded devices. A prominent example for a stream cipher is the A5/1 

cipher, which is part of the GSM mobile phone standard and is used for voice 

encryption. _3_ stream ciphers are sometimes _4_ used for encrypting Internet 

traffic, especially the stream cipher RC4. 



Traditionally, it was assumed that stream ciphers tended to encrypt more efficiently 

than block ciphers. Efficient for software-optimized stream ciphers means 

that they need fewer processor instructions (or processor cycles) to encrypt one 

bit of plaintext. For hardware-optimized stream ciphers, efficient means they need 

fewer gates (or smaller chip area) than a block cipher for encrypting at the same 

data rate. _5_ modern block ciphers such as AES are also very efficient in 

software. __6_ for hardware, there are also highly efficient block ciphers, 

such as PRESENT, which are as efficient as very compact stream ciphers. 

 

 

Task 2. Read these sentences and translate the Russian words and phrases into 

English.  

1. (&0: :0:) encryption and decryption functions are both simple additions modulo 2, we 

can (87>1@078BP) the basic operation of a stream cipher as shown in Fig. 

2. Block ciphers encrypt an (F5;O9) block of plaintext bits (>4=>2@5<5==>) with the same 

key. Stream ciphers encrypt bits (>B45;P=>). 

3. (�5>1E>48<> >B<5B8BP) we use a circle with an addition sign as the symbol for modulo 

2 addition. 

4. ('B> :0A05BAO) the substitution cipher, (<>6=>) also use letter frequency analysis. 

5. (&@51C5BAO =5:>B>@>5 CA8;85) to find the inverse (usually employing the Euclidean 

algorithm). 

6. (�4=0:>), there is an easy way of telling whether an inverse for a given element a exists 

or not. 

7. We can (4>1028BP) and (C<=>68BP) any two numbers and the (@57C;PB0B) is always in 

the ring. A ring (3>2>@OB/AG8B0NB) to be closed. 

8. However, (A B>G:8 7@5=8O <0B5<0B8:8) it does not matter which member of an 

equivalent class we use. 

9. To make computations with letters more (>ACM5AB28<O9), we can (?@8A2>8BP) each 

letter of the alphabet a number. 

10. (�5>1E>48<> A45;0BP 0:F5=B/?>4G5@:=CBP) that Moore’s Law is an exponential 
function. 
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Task 1. Study the content of the table: 

a. First study main issues of any research paper. (left column) 

b. Then highlight the issues (right column) of the paper you have read. (Any research paper 

recommended by your supervisors)  

 

Main Issues of  a research paper  Highlight the following issues after 

reading a research paper 

Title Introduce the title of the paper 

Author(s) Introduce the authors of the paper 

(what university/institute/laboratory 

they come from) 

Subject What is the subject of their 

study(research)? 

Structure 

Like any other research paper, is 

supposed to consist of the following sections:  

• Title; 

 

What sections does the paper (you’ve 
read) include? 

  



• Abstract;(with key words) 

• Introduction; 

• Main body; 

• Conclusions; 

• Acknowledgements; 

• References. 

However, the number of sections and 

their names can vary in different journals. 

  

 Etc. 

Introduction 

 Background to the topic 

(Readers get familiar with the general 

context) 

 Accepted state of the art plus problem 

to be resolved 

(the gap that the authors want to fill) 

 What is the problem? 

 Are there any existing solutions (i.e. in   

the literature)? 

 Which solution is the best? 

State the problem of this 

study/research. 

(Use Pr. Simple) 

State the main findings of this 

study/research. 

(Use Pr. Perfect) 

Grammar Tenses: 

Present Simple is generally used to 

begin the Introduction in order to describe the 

general background context, i.e. what is known 

already 

Present Perfect is used to show how 

the problem has been approached 

Find verbs in Introduction and identify 

their Gr. Tenses. 

 

Get prepared to speak about the problem you are going to study/investigate in your 

course work/project. (Preliminary Speaking). These questions might help you. 

1. (In) What field are you going to do research? 

2. What will your course work be entitled? 

3. What problem are you going to study/investigate?  

What is the gap you are going to fill in? (In the field of your study/investigation) 

4. What is the background of the problem? 

 What is state-of –the-art study/research in this field? 

5. What is the aim/purpose of your study/investigation? What do you want to achieve? 

6. Is the subject of the paper (you have read) relevant to the problem you study/investigate? 

 

Task 2. There are several ways of encrypting long plaintexts with a block cipher. Describe 

each mode of operation (in the right column of the table). 

 

Modes of Operation Main features of modes 

 

 Output Feedback Mode (OFB) 

 

 Cipher Feedback Mode (CFB) 

 

 Counter Mode (CTR) 

 

 Galois Counter Mode (GCM) 

 

 



 

2. &9@O 8?S ?@575=B0F88 4>489@<K9E>B7B I4D4>F9D4 BCD989?SRFES EFG89AF4@< 
E4@BEFBSF9?PAB, <EIB8S <; F9@O <I >GDEB6B= D45BFO. 

 

 

11. 'G51=>-<5B>48G5A:>5 >15A?5G5=85 

4) 1?9>FDBAAO= GK95AO= >GDE CB 8<EJ<C?<A9 6 Q?9>FDBAAB@ GA<69DE<F9F9 «Moodle» 
 

5) "J9ABKAO9 @4F9D<4?O F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<< CB 
8<EJ<C?<A9 (#D<?B:9A<9 1). 

12. �5@5G5=P CG51=>9 ;8B5@0BC@O 8 @5AC@A>2 A5B8 �=B5@=5B 

4) BEAB6A4S ?<F9D4FGD4: 
- Christof Paar, Jan Pelzl Understanding Cryptography. ATextbook for Students and 

Practitioners, Springer, 2010 7. 372 E. 
 

5) 8BCB?A<F9?PA4S ?<F9D4FGD4: 
- Matt Bishop, Introduction to Computer Security, Addison – Wisley, 2004 7., 747 E. 
- Mark Stamp, Richard M. Low Breaking Ciphers in the Real World, John Wiley & Sons, 

2007 7., 401 E. 
- #B?9AB64 �.2., +<E?B64 �.%. A Complete Guide to Modern Writing Forms. 

%B6D9@9AAO9 HBD@4FO C<EP@4 6 4A7?<=E>B@ S;O>9: GK95A<>  BE>64: �!($�-

 : �>489@J9AFD, 2012 7., 160 E. 
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1. 1?9>FDBAA4S 5<5?<BF9>4 (D9CB;<FBD<=) &�' [1?9>FDBAAO= D9EGDE] / 1?9>FDBAA4S 
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