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1. leab ¥ NIaHUPYyeMble Pe3yJabTaThl 0CBOEHUS THCIUIIMHbI

[enbio 0OcBOEHUS AUCHUILINHBI SBJSETCS POPMUPOBAHUE CIEAYIOIUX KOMITETEHIUI:

— OIIK-3 — CnocobeH pemaTth CTaHAapTHBIE 33a7a4dl TPOPECCHOHATBHON AEATEIbHOCTH
Ha OCHOBe WHGOPMAIIMOHHOW M  OMONHMOrpaduYecKol  KyabTypbl ¢ TIPUMEHEHUEM
UH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTMM M C YYETOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

—IIK-2 — CnocobeH miuaHupoOBaTh, OPraHU30BHIBATH MCIOJIHEHUE, KOHTPOJIb M aHAIU3
OTKJIOHEHUH ans 3((EKTUBHOrO [OCTHXKEHUS LeNel MpoeKTa B paMKaxX YTBEP:KICHHBIX
3aKa34uKoOM TpeOoBaHMH, OI0/PKETa U CPOKOB.

HOIIK-3.2 YuuTbhiBaeT OCHOBHBIC TpeOOBaHUsS HH(POPMAIMOHHON O€30MacHOCTH TP
peleHnt 3a71a4d Npo(ecCHOHATBHON NesITeTbHOCTH.

HNOIIK-3.1 Amnanu3upyer u pemiaer CTaHJapTHbIC 3aJadd  NpodecCHOHaIbHON
NeSITeILHOCTH CPEACTBAMU MHPOPMALMOHHOM 1 OnbImorpadudeckoit KyabTyp.

NIIK-2.3 ToTroB coCTaBisATh W KOHTPOJMPOBATh IUJIaH BBINOJHAEMOW pabOTHI,
IUTAHUPOBATh HEOOXOAUMBIE 1JIs1 paOOTHI PECYpCHI M OLICHUBATh PE3YIbTATHI.

Pe3synbpratramMu 0CBOEHUS IHUCUUIUIMHBI SBISIOTCS CIEIYIOIINE MHAUKATOPHI TOCTHKEHUS
KOMIIETEHIIHI:

- Cnoco0eH y4uThIBaTh OCHOBHBIE TpeOoBaHUS HH(OPMALMOHHON O€30MaCHOCTU MpHU
peleHnn 3a1a4 TpopeCcCHOHATBHOMN e TETFHOCTH.

- YMeer aHanM3UpoOBaTh W pelIaTh CTaHAAPTHBIE 3aJaud  NPOQecCHOHAIBHON
NEeSITeIbHOCTH CPECTBAMU MHPOPMALMOHHON U OMOIHOrpaduuecKoil KynbTyp.

- 3HaeT KaK COCTaBJATh U KOHTPOJIMPOBATH IUIAH BBHINOIHIEMON pabOThl, MIAHUPOBATH
HE00X0IUMBIE 17151 pabOTHI PECYPCHI M OLIEHUBATH PE3YJIbTATHL

2. 33}13‘11/1 OCBOCHUA TUCHHUIIIMHBI

dopmupoBaHue MpeJCTaBIeHUM 0 0a30BBIX MOHATUAX U 3ajjayaX, CPEACTBAX U METOAAX
UHPOPMALMOHHOM 0e30macHOCTH, rocynapcTBeHHor nmonutuke PD B chepe nupopmarmoHHOM
0€30I1aCHOCTH, OCOOEHHOCTAX oOecredeHns: HH(POPMALMOHHON 6€30aCHOCTH B KOMITBIOTEPHBIX
CeTsX.

3. MecTo AucUMILINHBI B CTPYKTYpe 00pa30BaTeibHOIl POrpaMMbl

JlucuuniamHa OTHOCHTCS K 4YacTH oO0pa3oBaTeIbHON MporpaMMmsbl, (HopMHUpYyeMOit
y4acTHUKaMU OOpa30BaTeNIbHBIX OTHOLICHHWM, TMpejuiaraercs oOydalomuMcs Ha BBIOOD.
JucnurniauHa BXoAUT B MOyJb «CaMOOpraHu3aIius 1 CaMOpa3BUTHEY.

4. Cemectp(bl) ocBOeHHSI M (hpopMa(bl) MPOMEKYTOUHOI aTTeCTALMHU MO TUCHUIITIHHE

Bropoii cemectp, 3auer

5. Bxoanble Tpe0OBaHUS 1Jisl OCBOCHHS THCHMIIIHHBI

JUis  yCHemHOro OCBOEHHUS JAMCHUIUIMHBI TpeOyloTCs pe3ynbTaThl OO0y4YeHHs IO
CJIEYIOIIMM JUCHMILUINHAM: BBeIeHNE B KOMIIBIOTEPHBIE HAYKH.

6. SI3bIK peaau3anuu

Pycckuit

7. O0beM TNCUMILIUHBI

OO01as TpyA0eMKOCTh TUCHUIUTHHBI COCTaBisieT 3 3.¢., 108 gacoB, U3 KOTOPHIX:
-JIeKuu: 32 4.
B TOM YHCJIE NTpaKTUUYECKasi MOJAroToBKa: 32 4.



O0BeM caMoCTOATENbHOI paboThI CTYIEHTA ONPEIEICH YYeOHBIM TUIAHOM.

8. Coaep:xkaHue TUCHUILINHBI, CTPYKTYPHPOBAHHOE 110 TEMaM

Tema 1. Maopmanmst kak 0OBEKT 3aIHTHI.

[Tonstue 00 wuHbOpManmu. YpoBHH TmpeAcTaBieHUs wuHPopMmanuu. CBolicTBa
3amumaemMoi nadopmaru. Buasl Taiin. [IpaBoBoii pesxum HHPOPMAITMOHHBIX PECYPCOB.

Tewma 2. [lonsTuiinpli anmapat HHGOPMAIIMOHHON 0€30TIaCHOCTH.

Bunpl, crioco6s1, 3aMbIcen, 00bEKT, TEXHUKA 3alIUThI HH(OopMaiy. Buabl HapymmTess u
knaccudukanus yrpos. bank ganueix yrpo3 6e3onacHoctu nHpopmanmun PCTIK Poccum.

Tema 3. 'ocynapcTBeHHas MONIUTHKA HH()OPMAITMOHHOW 6€30MaCHOCTH.

locynapctBennast ~ cuctema  oOecnedyeHus — MHPOPMAIMOHHON  0E30MacCHOCTH.
3akoHOAaTeNbHAsT OCHOBa oOecreueHuss WHGOPMAIMOHHON Oe3omacHocT. besomacHoCTh
KpUTHYeCKOW HH(popManuoHHON uHGpacTpykTypel P®. JlokTtpuHa wHGOPMAIIMOHHON
6e3onacuoctu PO. OCTOK.

Tewma 4. Yrpo3sl 6e30nacHOCTH HHGOPMAITHH.

HecankunonupoBanusle omnepauuu ¢ uHpopMmanueil. [lepeueHb THUMOBBIX YIpos3.
Knaccudukanus ysszsumocrteir u yrpo3. Knaccudukanus cnoco6oB HC/I. TumoBsie aTtaku Ha
KOMMYHHKAIIMOHHBIE IPOTOKOJIBI. MexXTyHapoaHbIe 0a3bl JAHHBIX M PEECTPHI YSI3BUMOCTEH.

Tema 5. Mepsl mpoTUBOACHCTBUS yrpo3aM 0€30MacHOCTH.

[IpaBoBoe  oOecmeuenue wuHpOpManmoHHONW  Oe3omacHocTH.  OpraHu3alMoOHHEIE,
buznueckue, Texuuueckre Mepsl. [lomuTrka nHGOpMaIIMOHHOI 0€30MaCHOCTH OpraHHU3aI|H.

Tema 6. Kpunrorpadpuyeckume meronsr 3amuThl uHpopManuu. OCHOBHBIE 3aJa4H
kpuntorpadpuu. Kpunrorpaduyeckue cucremsl. Kpunrorpaduueckue nporokonsl. Hudposas
noanuck. Xem-QyHkius. CTanaapTsl B 00JaCTH KPUNTOTpaguyecKoil 3anThl HHPOPMALIUH.

Tema 7. OcHOBHBIE MEXaHU3MBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

KoHTponbs 1enocTHOCTH, WACHTU(UKAIMS, MPOTOKOJIMPOBAHUE W AyIHUT. YTpPaBICHUE
JOCTYTIOM, 3alllUTa OT BPEIOHOCHBIX MPOrpaMM. 3alIluTa MEKCETEBOT0 B3aUMOJICHCTBUS, 3alIUTa
uHOPMAaLIUK TIPH TIepeiaye, MpeloTBpalleHle yTeueK HH(popMaIum.

Tema 8. MndopmanronHas 6€301MacHOCTb KOMITBIOTEPHBIX CETEH.

Yrpo3sl KopriopaTUBHOM ceTH. 3amurta nepuMerpa. OCHOBHBIE MEXAHU3MBI 3alllUTHI.
bazoBele cpencTBa 3alUThl KOMITBIOTEPHBIX CeTel (MEXCeTeBble SKpaHbl, CUCTEMbl aHAJIN3a
3alllMIIEHHOCTH, CHUCTEMbl OOHapyXeHMsl aTak u 1p.). BupryanbHsle yacTtHble cetn (VPN).
Aynut 6e3omacHocTd. KOHCYnbTaluy B IEpUOL TEOPETUUYECKOTO 00y4YeHUs

9. Tekymmii KOHTPOJIb MO0 NUCHHUIINHE

Texkymuil KOHTPOJb IO AMCIHUIUIMHE IMPOBOJAUTCSA IIYyTEM KOHTPOJS IOCEHIAEMOCTH,
IPOBE/IEHUS] KOHTPOJBHBIX Pa0OT, BBHINOJIHEHHs JOMAIHUX 3aJaHuil U (ukcupyercs B opme
KOHTPOJIBHOM TOYKH HE MEHEE OJJHOTO pa3a B CEMECTP.

10. INops10k NpoBeeHUs] U KPUTEPUH OLCHUBAHUS MIPOMEKYTOYHOM aTTeCTAUM
Teopernueckue M npakTuyeckue pe3yiapTaThl Gopmupyrorcss kommnereHusmu MOIIK-
3.1; MOIIK-3.2; UT1K-2.3 u pe3ynpTaTraMu 00y4eHHUs:

. Buj oueHo4HOro cpeacrea
Jranbl GOPMUPOBAHHA KOMIIETCHIUH Koa n HaumenoBanue N
Ne (TecTsl, 3a1aHus1, KEHUCHI, BOIPOCHI U
(pasaenbl AMCHUTLIMHBI) pe3y1bTaToB 00y4YeHHs p.)
Nudopmarnus kak 00bEKT 3aIUTHL. 3aJaHus, BOIIPOCHI, KOHCIIEKT
1. OP-3.1.2,0OP-2.3.1 CaMOIIOATOTOBKH,
cobeceoBanme
IongaTuiineIi armapar 3aaHus, BOIIPOCHI, KOHCIICKT
2. | nHpOpPMaITMOHHOM O6€30MMaCHOCTH. OP-3.1.1, OP-3.1.2 CaMOITOJIrOTOBKH,
cobeceoBaHue.




['ocymapcTBeHHAS MTOJIUTHKA 3aJIaHusl, BOIPOCHI, KOHCITEKT
3 | mHpOpPMAIIMOHHON 0€30MacHOCTH OP-3.2.3 CaMOIIOATOTOBKH,
cobeceoBanue
Yrpo3b1 6e30macHOCTH 3aJlaHusl, BOIIPOCHI, KOHCITEKT
4 | nuadopmManuu. OP-3.1.1, OP-3.1.2 CaMOITOJrOTOBKH,
cobece0BaHME.
Mepbl MPOTHBOICHCTBHUS YIPO3aM 3aJIaHusl, BOIPOCHI, KOHCIIEKT
5 | 6e3omacHOCTH. OP-3.1.1, OP-3.1.2 CaMOIIOJIrOTOBKH,
cobeceoBanue
Kpunrorpadgudeckre MeTo 161 3aJlaHusl, BOIPOCHI, KOHCITEKT
6 | 3amuThl HHGOPMAITHH. OP-3.2.2 CaMOITOJrOTOBKH,
cobece0BaHME.
OCHOBHBIE MEXAHU3MBI 3aIIUTHI OT 3aJIaHusl, BOIPOCHI, KOHCIICKT
7 | HECAaHKIIMOHHPOBAHHOIO JIOCTYIIA OP-3.1.1, OP-3.2.1 CaMONOJITOTOBKH,
cobeceoBanue
Nupopmannonnas 6e30macHoCTb 3aJlaHusl, BOIIPOCHI, KOHCIIEKT
8 | KOMITBIOTEPHBIX CETECH. OP-3.1.1, OP-3.2.1 CaMOITOJrOTOBKH,
cobeceqoBaHue.

11. YyeOHO-MeTOAMYECKOE 00€ecIIeueHue

a) DIEKTPOHHBIN y4eOHBIH Kypc MO JUCIHUILUIMHE B SJICKTPOHHOM YHHBEPCHUTETE
«Moodle»

0) OLieHOYHBIE MaTepHalibl TEKYHIEro KOHTPOJS M MPOMEKYTOYHOW aTTECTallUH I10
IUACIUATUIHHE.

12. llepeuens y4eGHOIi 1uTEpaTyphl U pecypcoB cetu UHTepHeT

a) OCHOBHas JUTEparypa:

— Hectepos C.A. OcHoOBbI HH(pOpMAIIMOHHON 0€30MacHOCTH: yueOHoe nocodue. — Jlanb,
2019. - 324 c.

— bapanosa E.K., ba6am A.B. OcHoBbl MH(pOPMALMOHHON 0€30MaCHOCTH: YYEOHUK. —
NH®PA-M, 2019. — 202 c.

0) IOTIOJIHUTEIbHAS JIUTEPATYpA:

—T'anatenko B.A. OcHoBbl HMH(pOpManMoOHHON Oe3omacHOCTH: ydyeOHOe mocodue. —
WnTepuer-Yuusepcurer Mupopmarmonnsix Texnonoruid, 2010. — 205 c.

—E. b. benos, B. II. Jlocs, P. B. Memepskos, A. A. IlenynanoB OCcHOBBI
nH(pOpMallMOHHON Oe3omacHocTU: ydyeOHoe mocobue. — l'opsiuas muHus — Tenekom,2006. —
544 c.

— E.B. BoctperioBa  OcHOBbl MH(pOpMalMOHHON 0Oe30macHOCTH: y4yeOHOoe mocodue

NznatensctBo Ypan.yn-ta 2019r., 204 c.

— B. B. bounapes Brenenue B uHopmManimoHHy0 0€30MacCHOCTh aBTOMAaTHU3UPOBAHHBIX
cucreM: yueOHoe nocodue. — M3narensctBo MITY um. H. O. baymana, 2016. — 250 c.

B) pecypchl cetu HTEpHET:

— Oobmepoccuiickas Cetb Koncynbrantllnmtoc ChpaBounas mpaBoBas —cHUCTEMa.
http://www.consultant.ru

— OcHoBbI HH(OpMaIMOHHON Oe30macHOCTH [DNeKTpoHHBIN pecypc]| // HaunoHanbHbIHM
Otkpeiteiit YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHpYCHasi 3allldTa KOMIBIOTEPHBIX CHUCTEM [ODJIEKTpOHHBIN pecypc| //
Hanumonanensiii Otkpeiteiil Yausepcuter "MHTYUT". URL:

http://www.intuit.ru/studies/courses/2259/155/info



http://www.consultant.ru/
http://www.intuit.ru/studies/courses/10/10/info
http://www.intuit.ru/studies/courses/2259/155/info

— besomacHocts  cereit  [DnextponHblii  pecypc] // HauumonanbHblii  OTKPBITHIN
Yuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. llepeyenb HHPOPMALMOHHBIX TEXHOJIOTUH

a) JIMIIEH3UOHHOE U CBOOOHO PacCpOCTPaHIEMOE IPOTPaMMHOE 00eCTICUeHHE:

— Microsoft Office Standart 2013 Russian: maker mporpamMm. BkirodaeT mpHIOKeHHs:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— yOJIMYHO JOCTYIHBIE oOavnble TexHomoruu (Google Docs, SIuaekc AUCK U T.11.).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTpOHHBIN KaTaJjior Hayunou O6ubmmoTexn Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHast Ooubamoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pasoBatenbHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

B) poeCCHOHANIbHBIE 0a3bl TaAHHBIX (NPU HATUYUL):
bank nanHbIX yrpo3 6e3omacHocty uHpopMmarn @CTIK Poccuu- https://bdu.fstec.ru/
National Vulnerability Database (NVD) - https://nvd.nist.gov/

14. MaTtepua/jibHO-TEXHUYECKOe o0ecreyeHue

AyauTopuu Uil NPOBEIEHUS 3aHATUHN JIEKIMOHHOTO THIIA.

AyauTtopun I TPOBEACHUS 3aHATUM CEMHHApPCKOTO THIMA, WHIWBUAYAJIBHBIX M
TPYNIOBBIX KOHCYJIBTALUN, TEKYILETO KOHTPOJIS U IIPOMEKYTOYHOU aTTECTALINH.

[Tomerienust a1 caMOCTOSTENIbHONW paOOThI, OCHAIIIEHHBIE KOMIBIOTEPHON TEXHUKOU U
JOCTYTNIOM K ceTH VHTepHET, B 3IIEKTPOHHYI HWH(OPMAIMOHHO-00pa30BaTENbHYIO Cpely U K
MH()OPMAIIMOHHBIM CIPABOYHBIM CHCTEMaM.

15. Uudopmanust 0 pazpadoTynukax

TpenbkaeB Bagum HukonmaeBuu, kaHj. TEXH. HayK, JOIEHT, Kadeapa KOMITbIOTEPHOM
0e30IMacHOCTH, JOICHT
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