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1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

[enbro 0OcBOEHUS AUCHHUIUINHBI SBISIECTCS OPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

— OIIK-9 — CmnocobeH pemaTth 3amadu Mpo(hecCHOHATBHON JESITEILHOCTA C y4ETOM
TEKYIIETr0 COCTOSHUS M TeHJCHIMI pa3BUTHS METOJOB 3alllMThl MH(POPMALMK B OMEPAI[HOHHBIX
cucTeMax, KOMIBIOTEPHBIX CETSX U CUCTEMax yIpaBlIeHUs 0a3aMM JaHHBIX, a TAK)KE€ METOJ0B U
CPEICTB 3aIlUThl HHGOPMAIIUU OT YTEUKHU 10 TEXHUUYECKUM KaHajlaM, CeTell U CUCTeM Iepenayu
uHpOpMaLnH.

—OIIK-16 — CrnocobeH mNpOBOAWTh MOHUTOPHHT PAOOTOCIIOCOOHOCTH W aHAIMU3
3 PEKTUBHOCTH CPEJCTB 3aIIUTH HH)OPMAIMH B KOMITBIOTEPHBIX CUCTEMaX U CETSX.

— OIIK-18 — CmocoGeH TpoBOIWTH aHAIW3 3alIUIICHHOCTH W OCYIIECTBIIATH TOUCK
YSI3BUMOCTH KOMITBIOTEPHOM CHCTEMBI.

—IIK-3 — CnocobGeH NpOeKTHUPOBATh MMPOTPaMMHO-ANIApaTHBIE CPEACTB 3alUTHI
UH(POPMALIUU KOMITBIOTEPHBIX CUCTEM U CETEH.

PesynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBJISIOTCS CIEIYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMITETCHIIUN:

NOIIK-9.1 VYuuTeiBaeT COBpPEMEHHbIE TEHACHIIMM PAa3BUTUS METOAOB  3alUTHI
uH(pOpMallUl B ONEPALMOHHBIX CHUCTEMAX, KOMIIBIOTEPHBIX CETSAX U CHCTEMax YIpPaBJICHUS
0a3aMu TaHHBIX IIPU PEIICHUH 3a7a4 CBOeH MpodeccuoHaIbHOM 1eATeIbHOCTH.

NOIIK-9.2 OO6nanaer 3HaHUEM U JIEMOHCTPUPYET HaBBIKM IPUMEHEHHUs 0a30BbIX
METOJIOB 3aIUTHl HH(GOPMAIIMU B ONEPAMOHHBIX CUCTEMAaX, KOMIIBIOTEPHBIX CETAX U CHUCTEMax
yrpasieHus: 0a3aMu TaHHBIX.

NOIIK-16.1 OcymecTBisieT OLEHKY pabOoTOCIOCOOHOCTH MPUMEHSIEMBIX CPEICTB
3amThl UHQOPMAIMM B KOMIIBIOTEPHBIX CHCTEMaX M CETSAX C HCIOJIb30BAaHMEM INTAaTHBIX
CPEICTB U METO/IUK.

NOIIK-16.2 OcymectBnsieT OneHKY 3()()EKTHBHOCTH TMPUMEHSEMBIX CPEJICTB 3aIlUTHI
uH(pOpMallMd B KOMIIBIOTEPHBIX CHCTEMax U CETSIX C HCIOJIb30BAHHMEM INTATHBIX CPEACTB U
METOJTUK.

NOIIK-16.3 Omnpenensier ypoBEHb 3aIIUIIEHHOCTH W JOBEpUS CPEACTB 3alUTHI
nH(pOpMalLMi B KOMIBIOTEPHBIX CUCTEMAX U CETSIX.

NOIIK-18.1 OmnpenensieT ypoBEHb 3allMIIEHHOCTH W JOBEpUS B KOMIIBIOTEPHBIX
CUCTEMAaX M  NIPOTHO3MPYET BO3MOXKHBIE IYTH  pa3BUTHUS  ACHCTBUM  HapyIIUTENs
MH(POPMALIMOHHOM 0€30MacHOCTH.

NOIIK-18.2 OueHuBaeT COOTBETCTBHE MEXAHU3MOB O€30MaCHOCTH KOMIIBIOTEPHOM
CHCTEMBI TPEOOBAaHUIM CYIIECTBYIOIIUX HOPMATUBHBIX JIOKYMEHTOB, a TaKXXe UX a/IeKBATHOCTH
CYILIECTBYIOIIUM PHCKaM.

NOIIK-18.3 CocraBnser M 0QOpPMISET aHAIUTHUECKUH OTYeT MO pe3yjibTaTtaM
IPOBEJEHHOIO aHaiu3a, pa3padaThlBaeT MPEJIOKEHUS IO YCTPAHEHHIO BBISBIECHHBIX
YA3BUMOCTEM.

NIIK-3.1 Pa3paboTka TEXHUYECKHUX 3aJaHUi, ICKU3HBIX, TEXHMUYECKUX M padbodux
MPOEKTOB PabOT MO 3aIuTe HHPOPMAITUH.

2. 3a1a4¥ OCBOCHUA AUCIHUILINHBI

— W3yunTh NMOHATUIHBIN ammapatr U oOmiue moaxonabl Kk obecneuenuto Mb omeparmoHHbBIX
CHUCTEM;

— U3YYMTb CPEJCTBA U METO/bI YIPABICHUS TOCTYNOM B 3amuiieHHsix OC;

— W3YYUTh CPEACTBA U METOJIbl MHTETpalny 3amuieHHbIX OC B 3aIUIIIEHHYIO CETh.

3. MecTo AUCHHUILNINHBI B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

JlucuumiauHa OTHOCUTCS K 00s3aTeNbHOM dYacTh 00pa3oBaTeIbHOM MPOTrpaMMBI.
Hucuunnuna Bxoaut B Moayib "Crneunanuzanus'.



4. Cemectp(bl) ocBOeHMS U GopMa(bl) NPOMEKYTOUHON ATTECTALMH MO TUCHHUILINHE

Hecartblii cemecTp, 3a4eT ¢ OLIEHKON

5. Bxognble TpeﬁoBaHl/Iﬂ AJIsk OCBOCHHUA JUCHUIIJINHBI

JUis  yCcHemHoro OCBOCHHUS AUCHUIUIMHBI TpeOYyIOTCS pe3ysibTaThl OO0y4YeHHsS IO
CICAYIOIIMM  JUCHUIIMHAM:  SI3piku  mporpammupoBaHusi, OnepalioOHHbIE  CUCTEMBI,
Kpunrorpaduueckre MeTo bl 3aIMTHl HHOOPMALIUY .

6. S13bIk peanu3zanuu

Pycckuii

7. O0beM TUCHUILIHHDI

OO6mmast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIISACT 4 3.€., 144 4acoB, U3 KOTOPHIX:
-IpaKTUYECKUE 3aHATUS: 32 .
-1aboparopHsie: 16 4.
B TOM YHCJI€ IPAKTHYECKasl TOATOTOBKA: 16 4.
O6beM caMOoCTOSATENbHOM pabOThI CTYIEHTA ONpeaAeNieH YIEOHbBIM IIIaHOM.

8. Coaepikanue TUCHUILINHBI, CTPYKTYPHPOBAaHHOE 110 TEMaM

Tema 1. [loHATHE 3aIUIIEHHON ONEPAITMOHHON CUCTEMBI

[Ipenmer  3amuTel  HMHPOPMALUU. OcHOBHbIE  TIOJNOXKEHHSI  OE30MACHOCTH
uHpopManmoHHbIX  cucteM. OCHOBHBIC MPUHLUIBI  OOecrnedeHus  HHGOPMAIIMOHHON
0€301acCHOCTH B MH(POPMALIMOHHBIX CHCTEMaX.

Tema 2. YmpaBnenue 10cTynom

CyOBexTsl, 00BEKTHI, METOJBl M MpaBa Joctymna. [IpuBuiernun cyOBEKTOB JOCTYyHA.
N36uparensHOe ¥ TOJTHOMOYHOE pa3rpaHUUCHHE AOCTYTIA, H30IMPOBAaHHAS IPOrpaMMHast cpefa.
[TpuMmeps! peanu3ay pasrpaHudeHus AocTyna B coBpeMeHHbIx OC.

Tema 3. nentuduxanus, ayTeHTUUKALMS U aBTOpU3ALUs

[TonsTus maeHTUPUKAMK W ayTEeHTU(UKAIMK TOJb30BaTeNed. AyTeHTH(QUKAuUs Ha
OCHOBE MapoJjiel, MeToAbl NoJ00pa maposeil, cpeicTBa U METO/Ibl MOBBIIICHUS 3alMIIEHHOCTH
OC or mnombopa maposieidi. AyTeHTH(UKAIMSA HA OCHOBE BHEIIHMX HOCUTENEH KIIoua,
OMOMETPHUECKUX XapaKTepUCTHK Mosb3oBaTensd. [lpumepsl peanuzanuu HACHTUGHUKALMA U
ayreHTU(UKauuu B coBpeMeHHbIX OC.

Tema 4. Ayaur B OC
Heo6xoaumocts aynaura. TpeGoBanus k moacucteme ayauta. IIpumeps! peanuzanuu
aynuta B coBpemeHHbIX OC.

Tema 5. MHTErpanus 3auIeHHbIX ONEPAllMOHHBIX CUCTEM B 3alIUIIIEHHYIO CETh
Krnaccudukanus METoI0B ¥ UX CPAaBHUTEIbHAS CTATUCTHKA.

9. Tekymmii KOHTPOJIb O TUCHUIINHE

TGKYHH/II\/’I KOHTPOJIb 110 JUCHUINIIMHE TIPOBOAUTCA IIYTEM KOHTPOJISI KadeCTBa
BBHITIOJTHEHHST J1a00OpaTOPHBIX padOT W TPOBEACHHS KOHTPOJBHBIX TOYEK, M (DUKCHpYyeTCs B
(dbopMe KOHTPOJILHOU TOYKH HE MEHEE OJTHOTO pa3a B CEMECT.

[IpakTuyeckasi MOATOTOBKA OIIEHUBAETCS MO PE3yIbTaTaM BBIMOJHEHHBIX J1A00OPATOPHBIX
pabor.



10. Iopsinoxk npoBeeHUsI H KPUTEPUHU OLIEHNBAHUSA NMPOMEKYTOYHOH aTTeCTAIUU

dopma MPOMEKYTOUHON aTTecTanuu — 3a4eT. OOyJaromuics JOKEeH 3HATh METO/IbI
3aIIUTHl HH(OPMAIIUH B COBPEMEHHBIX ONEPALMOHHBIX CHCTEMaX. Y METh IPOIEMOHCTPUPOBATh
Ha MPaKTHKe CII0cOObI oOecreueH sl pa3InyHbIX acekToB 6e3onacnoctu OC Ha mpumepe
BBINIOJTHEHHBIX 32 BpEMs ceMecTpa JadopaTopHbIX padot. I1pu sToM oreHka «3a4TeHO»
CTaBUTCS, €CIIH CTYJICHT BBIIOJIHUI Ja00OpaTOpHbIe pabOThI U BiIaZeeT OOJIbIICH YacThIO
TeopeTryeckoro Matepuaia. Ouenka «He 3auTeH0» — CTyIEHT He BHIITOIHUI Ja0OpaTOpHbIE
paboTHI ¥ HE OCBOMJI OOJIBIIYIO YACTh TEOPETUIECKOTO MaTepHaa.

11. YuyeOHO-MeTOANYECKOE O0ecIeueHne

a) DJICKTPOHHBIA y4eOHBIH KypC 10 JUCIHMIUIMHE B JJICKTPOHHOM YHHBEPCHUTETE
«Moodley - https://moodle.tsu.ru/course/view.php?id=00000

0) OieHOYHBIE MaTepHalibl TEKYHIEr0o KOHTPOJIS M MPOMEKYTOYHOM aTTECTAllUH I10
nucuurmuae (Ipunoxenue 1).

12. Ilepevyenn yueOHOM JqUTEPATYPHI M pecypcoB cetu UHTEepHeT

a) OCHOBHas JUTEparypa:

— bangn JpBua. 3amurta u 6e3omacHOCTh B ceTsax Linux. [Tutep, 2002.

—IIpockypun B.I'. 3amura B omepanMoHHBIX cuUcTeMa. YueOHoe mocoOue. [opsuas
muaus TenexkoMm, 2016

0) JOMONHUTEIbHAS TUTEpaTypa:

— JleBsnuH [1.H. Mozaenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y IIPABJIEHUE JIOCTYIIOM
U MH()OPMAIIMOHHBIMU NTOTOKaMU. Y4eOHoe nocobue. ['opsiuas nunus Tenexkom, 2016

—Furgel, 1., & Saftig, V. (2016). Common Criteria Protection Profile “Multiple
Independent Levels of Security: Operating System” [V2.03].
https://doi.org/10.5281/zenodo.51582

13. Ilepeyenb HH(POPMALIMOHHBIX TEXHOJIOTHii

a) JIMLIEH3MOHHOE U CBOOOIHO paclpoCTpaHIeMoe ITpOrpaMMHOE 0OecrieueHue:
— Oracle VM VirtualBox / VMware Workstation Player unu ananornynas cucrema
BUPTYyaJU3aIUH.

0) nH(hOpMaIMOHHBIE CIIPABOYHBIE CUCTEMBI:

— DIIEKTPOHHBIN KaTaJjior Hayunoi O6ubIoTeKku Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHas O6ubnamoreka (peno3uTopuii) Ty -

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlanb — http://e.Janbook.com/
— 9BbC KoncynbraHt ctyaenra — http://www.studentlibrary.ru/
— Obpa3zoBatenbHas miargopma FOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuajibHO-TeXHHYECKOe o0ecneyeHmne

Aynutopuu Juis IPOBEIEHUS 3aHATUHN JIEKIIMOHHOTO THUIIA.
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Aynutopun JUisi TPOBEACHMS 3aHATHIL CEMHHAPCKOTO THUIA, WHIUBUAYAIbHBIX U
IPYIIOBBIX KOHCYJIBTALMM, TEKYIIETO KOHTPOJISA U IPOMEKYTOYHON aTTECTALINH.

[Tomerienust iss cCaMOCTOSITENFHONW paboThI, OCHAIEHHBIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYIIOM K ceTu MHTepHeT, B 3JIEKTPOHHYI0 HH(GOPMAlLMOHHO-00pa30BaTEIbHYO CpEly U K
MH(POPMALIMOHHBIM CITPABOYHBIM CUCTEMaM.

15. Undopmanus o pazpadoTyuKax

Bbpocnasckuit Oner BukrtopoBudY, accUCTEHT Kadeapbl KOMIBIOTEPHON O€30MacHOCTH
TTy.



