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1. leab ¥ n1aHUPYeMble Pe3yJbTaThl 0CBOEHHUS THCHMIIIMHBI

[enbro 0OcBOEHUS AUCHUILINHBI SBJSETCS POPMUPOBAHUE CIACAYIOIUX KOMITETECHIIUI:

— OIIK-8 — Cnoco0OeH MpUMEHSTh METOJbl HAyYHBIX HCCICIOBAHUU IMpPHU MPOBEICHUU
pa3paboTok B 00s1acTu obecrneueHus: 6e30MacHOCTH KOMITbIOTEPHBIX CHCTEM U CETEH.

— OIIK-11 — Crniocoben pa3pabaThiBaTh MOJUTHKH 0€30MaCHOCTH, MOJUTUKU YIPABICHUS
JOCTYNIOM U HMH(GOPMAIMOHHBIMU TOTOKAMH B KOMIIBIOTEPHBIX CHCTEMax C Y4E€TOM YIpo3
Oe3omacHOCTH HH(pOpMAHK U TPeOOBAHMIA O 3aIIUTE HHPOPMAITUH.

—IIK-2 — CnocoGen pa3pabaTbiBaTh TpeOOBaHUS K MPOTrpaMMHO-aNapaTHBIM CPEACTBAM
3alUThl HHQOPMAIMH KOMITBIOTEPHBIX CUCTEM H CETEH.

Pe3synbraramMu OCBOEHUS IHMCUUIUIMHBI SBJISIOTCS CIEIYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETCHIIUMN:

HOIIK-8.3 IIpoBoaut aHanu3 u ¢GopMaln3aIiio IMOCTABJICHHBIX 3a7ad, y4acTBYeT B
pa3paboTke MaTeMaTHYECKUX MoJiesiell B 00JacTH obecrieueHus: 0€30IacHOCTH KOMITbIOTEPHBIX
CHUCTEM U CeTel.

NOIIK-11.1 ITonnmaeT ocHOBHBIE (DOPMATBHBIE MOJIEIH MOJUTUK YIIPABICHUS JOCTYIIOM
¥ MTHPOPMAITMOHHBIMH TOTOKAMH B KOMITBIOTEPHBIX CHCTEMaX.

NOIIK-11.2 Brnageer HeoOXOAMMBIM — amnmaparoM  (OPMaNbHOTO  ONPEACICHUs
TpeOOoBaHUI MOJUTUKHU 0€30MACHOCTH, TIOCTPOCHUS U aHATN3a MOJIUTUK YIIPABICHUS TOCTYIIOM U
MH(}OPMaLOHHBIMU IOTOKAMU B KOMIIBIOTEPHBIX CUCTEMAX.

NOIIK-11.3 ®opmynupyeT NOIUTHKU OE30MACHOCTH, MOJUTUKUA YIPABICHUS JOCTYIIOM
¥ UH(POPMAIMOHHBIMHM MOTOKAMHM B KOMIIBIOTEPHBIX CHCTEMaxX C YYETOM Yyrpo3 0€30MacHOCTH
nHpopmaluu 1 TpeOOBaHUM 110 3aTUTe HHHOPMAITHH.

NIIK-2.1 Omnpenensier yrpo3bl 0€30MACHOCTH M UX BO3MOXHBIE HWCTOYHUKH, KaHAJIBI
yTeuku UH(pOpMaLuu.

NIIK-2.2 Pa3pabaTeiBaeT MareMaTHYeCKHEe MOJIEIH, PEaH3yeMble B CPEACTBAX 3aIIUTHI
uHpopmanuu.

Kaxnas w3 3adBICHHBIX KOMIIETEHIIMM OTpa)kaeT HECKOJIbKO 00pa30BaTENIbHbBIX
pE3yJIbTaTOB:

OP-8.3.1. 3narh: Ha3HaueHue W (HOpMaTbHOE ONHMCAHHE KIACCUYECKUX MOJeNei
6e3omacHoctr (XPY, bemna-Jlallamyssi, Take-Grant).

OP-8.3.2. YmeTs: pa3pabaTeiBaTh MOAXOAAIIYIO MOJEIH JIJIsl 0OecTieueHusi 6€301MacHOCTH
KOMIIBIOTEPHBIX CHUCTEM U CETEH.

OP-8.3.3. Bnanerp: MaTeMaTHYECKUM alnapaTroM KJIaCCHUYECKHUX MOJENEN yIpaBiICHUS
JOCTYTIOM.

OP-11.1.1. 3Hath: OCHOBHBIE (QOpMaIbHbIE MOJEIN JHUCKPEIIMOHHOTO, MaHJAaTHOTO,
POJIEBOrO YIIPABIIEHUS JOCTYIIOM.

OP-11.1.2. 3HaTh: OCHOBHBIE BMJbl MOJUTUK  YIOpPABJIEHUS  JIOCTYIOM U
UH(POPMALMOHHBIMUA IOTOKaMH B KOMITBIOTEPHBIX CHCTEMAX.

OP-11.2.1. Bnagets: anmaparoM ¢GOpMabHOTO OMpeaeieHus: TpeOOBaHUN TOJUTUKH
0€30IaCHOCTH, MOCTPOSHHS M aHAIM3a MOJUTHK YIPaBIEHHUS JOCTYIIOM UM MHPOPMALMOHHBIMU
MOTOKAMHU B KOMITBIOTEPHBIX CHCTEMaX

OP-11.2.2. Brnagers: KIacCHYECKUMHU INOJUTHUKAMHU YIIPABIECHMS TOCTYIIOM, annapaTrom
WX aHaJIM3a U pa3pabOTKH.

OP-11.3.1. VYwmetb: ¢QopmynupoBaTh CBOWHCTBA 0€30MACHOCTH B COOTBETCTBHH C
TpeOOBaHUSAMU 3aJaHHON MOJUTHKH.

OP-11.3.2. YmeTh: pazpabarbiBaTh MOJTUTUKH O€30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM C
y4eToM TpebOoBaHUH MO 3a1uTe UHPOPMAITIH.

OP-2.1.1. 3nHarh: MOAENM H30JUPOBAHHON NPOrpaMMHONM cpeabl U 0e30MacHOCTH
MH(OPMALIMOHHBIX TOTOKOB.

OP-2.1.2. Brnasers: MaTeMaTHYeCKHM ammapaTroM Ui aHaiu3a Oe30MacHOCTH CHCTEM
yIpaBIEHUS TOCTYIIOM.



OP-2.2.1. Ymerb: pazpabaTbiBaTh MOJEIN YIPO3 M MOJETU HApyIIUTENs Oe30MacHOCTH
KOMITbIOTEPHBIX CHCTEM.

OP-2.2.2. YMmeTb: pa3pabaThiBaTh MEXaHU3MBI YIIPABICHHS JOCTYIIOM IS COBPEMEHHBIX
KOMITbIOTEPHBIX CHCTEM.

2. 33}13‘[“ OCBOCHHUA TUCHHUIIIIMHDBI

e I3yunTh OCHOBHBIE MOJEIU AMCKPELIMOHHOI'O, MAaHAATHOIO U POJIEBOIO YIPAaBICHUS
JOCTYIIOM.

e U3yuuth wMogenu 0€30MaCHOCTH HMH(MOPMAIMOHHBIX IOTOKOB U H30JUPOBAHHOM
IIPOrPaMMHOM cpeabl.

e Ogiagerb MaTeMaTHMYECKUM amnmaparoM i pa3paboTKM M aHaiu3a O0e3011acHOCTH
MOJIEJIEH YIIPaBIECHUS JOCTYIIOM

e OBianeTh HaBBIKAMU Pa3pabOTKHU M peaH3allui MEXaHU3MOB YIIPABIICHUS TOCTYTIOM.

3. MecTo AUCUMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JuctunmHa «Mojenu  0€301acHOCTH  KOMITBIOTEPHBIX  CHCTEM» OTHOCHTCS K
obs13arenpHOM yacTu biioka 1 «/{ucuumiuue, BXOAUT B MOYJb «Crierinann3anus.

[TocTpekBU3UTHI TUCHMIUIMHBL: 3alllUTa B ONEPAIMOHHBIX CUCTeMaX, be3onacHOCTh BeO-
IIPUIIOKEHUN.

4. Cemectp(bl) ocBOeHMS M (popMa(bl) MPOMEKYTOUHOI aTTECTALMHU MO TUCIHUIITIHHE

JIeBsATHIN ceMecTp, 3a4€T C OLICHKOU

5. BxoaHble TpeOoBaHMs AJIsl OCBOEHUS THCIUILINHBI

Jlis OCBO€HHUS AMCUMILIMHBI HEOOXOAMMO 3HAaTh OCHOBBI JAMCKPETHON MaTeMaTUKU WU
anreOpbl, UMETh 0a30BBIE NMPEICTABICHUS 00 OMEPAlIMOHHBIX CUCTEMAaX U KOMITBIOTEPHBIX CETX.

[IpepexBu3uthl AucuuIInHbl: J(uckperHas maremaruka, MapopmaTtuka, OnepanoHHble
cucreMsl, Jluckpernas maremaruka. Teopust aBTomaToB, Anredpa, KoMmnerorepHsie cetu

6. SI3bIK peaju3anuu

Pyccknii

7. O0beM INCUMILIHHBI

OO01as TpyA0eMKOCTh IUCHUIUTHHBI cocTaBisieT 3 3.e., 108 yacoB, U3 KOTOPBIX:
-neKnuu: 32 4.

-IpaKTUYeCKue 3aHATus: 32 u.

O6beM caMOoCTOSTENbHOM paboThI CTYIEHTA OIpeieieH Y4eOHbIM MJIaHOM.

8. Conep:xkaHue IMCUUILUIMHBI, CTPYKTYPUPOBAaHHOE M0 TeMaM

Tema 1. OCHOBHBIE JIEMEHTHI U BUJIBI YIIPABIEHUS JOCTYIIOM

bazoBas TepmuHonorus B obiactu Mojeneil kotpons gocryna. CyObeKThl B 0OOBEKTHI,
mpaBa JlocTyna, HMH(OpMalMOHHbIE MOTOKH. [lonuTuka, Monenb, MpaBWIa W MEXaHHU3M
yIpaBJIeHUS] JIOCTYNOM. TpH aKCHOMBI KOMIBIOTEpHOH Oe3zomacHOCcTU. JlUcCKpenuoHHas u
MaH/IaTHasl TOJIUTHKHU.

Tema 2. PoneBas Moaenn
bazoBass poneBas Monenb KOHTposst joctymna. HMepapxuss pojed U KpUTEepUu
6e3omacHOCTH. MexaHU3Mbl OTPAHUYEHHH B POJIEBBIX MOJIETISAX.



Tema 3. Take-Grant Mozenb

bazoBas Take-Grant monens. Jle-tope mpaBuia, YCIOBHUS TEpeaadd MpaB JOCTYIaA IS
rpada JOCTYNOB, BKIIOYAIONIETO TOJBKO CYOBEKTHI. YCJIOBUS NEpeAayd MpaB AOCTyHa JUIS
pOU3BOJILHOTO Tpada I0cTynoB B 0a3oBoi momenu take-grant (MocTel W OCTpPOBa), YCIOBHSI
noxuimeHust mnpaB jgocryna. Pacmmpennas Take-Grant wonenb. CKpbiTbie (HESIBHBIC)
nH(pOpPMaLlMOHHBIE TOTOKH. YCiI0BUA MHGOPMAIMOHHOTIO MOTOKA B paciiupeHHoi take-grant
MoJienu. 3aMbIKaHue paciupeHHon take-grant moaenu.

Tema 4. Moaenps N30J1MpOBaHHOM NpOrpaMMHON cpeibl 1 ocHOBBI [I1 moneneit

Mogenps u3zonupoBanHoi nporpammuoi cpeasl. MBO u MBC, ba3zopas teopema UIIC,
Anpo 6e3omacHocTH U co3gaHue rapaHTupoBaHHO 3amuieHHo KC. Ocuobl I Moneneil.
dopmanbHOE OIpeesieHNe U OCHOBHBIE 3ileMeHThl 0azoBoi [III moxmenu, ycioBus nepenadu
npas gocryna. Mannaruaas J{II-monens 1 aBToMaTHBIE MOJEIIH.

Tema 5. Moaenu benna-Jlallagynsr u buba

Mopnens benna-Jlallagynel, Bugsl 3ampocoB. CoiicTtBa 6Oe3omacHoct mojenu BLP
(simple security-coiictBo, *-cBoiicTBO, ds-cBOiCTBO). TeopeMbl 0O€30MACHOCTH H HX
nokasarenbcTBa. Mogens Low-Watermark. Mogenb niestoctaoctu bruoa.

Tema 6. Pa3paboTka MeXaHU3MOB YIOpPaBICHUS JOCTYNIOM Ui COBPEMEHHBIX
KOMITBIOTCPHBIX CUCTEM

Crnucku nocryna. Pemérku kak MEXaHuW3M KOHTPOJS AOCTymna. PasrpaHnuueHue nocrymna
Ha ocHOBe atpudyToB. IBAC m eé peanuzanuu, LBAC u MLS, TBAC.

9. Tekymmii KOHTPOJIb IO IUCHUILIHHE

Texymuii KOHTpPOJb MO AUCUMIUIMHE TMPOBOJUTCS IyTeM pEIIEeHUs 3aJad Ha
NPAaKTUYECKUX 3aHATHUSAX NPOXOXKAECHUS TECTOB B cucreMe moodle, mpeacraBieHus IOKIajaa,
BBITMIOJIHEHUS] TPYNIOBOrO MpoeKTa U (uKcupyercs B (GopMe KOHTPOJIBHOW TOYKHM HE MeEHee
OJIHOTO Pa3a B CEMECTP.

TunoBble 3aaHusi M MHBIE HEOOXOAMMBIE JJIsi TEKYIIEro KOHTPOJS MaTepuallbl
npusezieHsl B [Ipunoxxenun 1 k padoueit nporpamme «DoH OLIEHOUHBIX CPEJICTBY.

10. HOpﬂI{OK MPOBCACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMC)KyTO‘IHOﬁ arrecranumn

ITpomexyTouHas arTecTalus MO JAUCHUILIMHE MPOBOJUTCA B (OPME YCTHOTO 3ayéra C
OIICHKOM M0 TeopeTudeckomMy matepuany. Kaxaplii Ouier s yCTHOTO 3a4€Ta COCTOUT U3 JBYX
TEOPETUYECKMX BOIPOCOB IO JBYM TE€MaM JAMCLMIUIMHBL, a TaKKe COIPOBOXKAAETCS
JIOTIOTHUTEIIbHBIMU BOIPOCAMH 10 TEMaM JUCLMIUINHBI.

IIpumepbl BONIPOCOB K 324€Ty
buner 1
1. bazoBas TepMHUHOJIOTHUS (CYLIHOCTh, 00BEKT, CyOBEKT, KOHTEHHED), TOCTYIIBI,
MH(}OpPMallMOHHbIE TTOTOKH MO NaMSATH U BPEMEHHU.
2. CsotictBa 6e3omacHocTi Monenu BLP (simple security-cBoiictBo, *-cBoiicTBO, ds-
cBoiicTBO). TeopeMbl 0€30MacHOCTH U UX J0Ka3aTeIbCTBA.
buner 2
1. Tpu akcMOMBI KOMITBIOTEPHOM 0€30MacCHOCTH.
2. 3aMbIKaHMe pacHIMpPeHHOH take-grant Mojeny.

OcTasibHBIE BONPOCHI U TaK)K€ KPUTEPUM OLlEHUBaHMs NpuBeneHbl B [Ipmnoxenun 1 k

paboueii mporpamme «DOH]T OLIEHOYHBIX CPEICTBY

Jis fomycka K YCTHOMY 3a4€Ty C OLIEHKOW HEOOXOIMMO MPOXOKICHHE TeKyIlei
arTecTalyy, KOTopasi BKIIOYAET CIEAYIOLIUE MYHKTHI.
1. BeinonHeHWe rpynnoBoro NpoeKra



2. TlpoxoxaeHue UTOroBoro tecra B cucteme moodle. TecT cumTaercs NMpoOWICHHBIM,

ecnu oOywaronuiicss BepHo orBeTun Ha 70% BompocoB wiu 6Oonee. B cinyuae Heymaum —
MIPEIOCTABIIACTCS IONOJIHUTENbHAS MOMBITKA.

3. BeIicTymieHue ¢ JOKIa0M

11. YyeOHO-MeTOAM4YECKOE 00eceyeHne

a) DJIEKTPOHHBIM Y4eOHBI Kypc IO JAUCHUILUIMHE B OJIEKTPOHHOM YHHUBEPCHTETE

«Moodley - https://moodle.tsu.ru/course/view.php?id=9420

0) OuleHOuHBIE MaTepHaibl TEKYLIETO KOHTPOJIS W MPOMEKYTOUYHOW aTTECTAIlMH 10

nucuurnae (ITpunoxenue 1).

B) CamocTosiTenbHas paboTa CTYJCHTOB MPHU M3YYEHUHU IUCLUUIUIMHBI MPETyCMOTPEHA B

CIEYIOIIUX BUAAX U popmax:

— H3yYEHHE TEOPETUYECKOro MaTepraa Ha OCHOBE Kypca JCKIMM, TPETOKEHHOM
JIMTEPATYPhI U YUEOHO-METOANIECKOT0 0OecneueH s (MepevueHb JTUTEPATYPhI
MPOBEIEH HIKE);

— mpoxoskieHue Tecta B cucreme moodle;

— IOArOTOBKA J0KJIaza

—  BBINOJIHEHHE TPYIIIOBOTO MPOEKTA.

12. Ilepeuyenn y4eGHOIi 1uTEpaTyphl U pecypcoB cetu UHTepHeT

a) OCHOBHas JUTEparypa:

e JleBsnun, II. H. Monenu 06e30macHOCTH KOMITBIOTEPHBIX CHCTEM. YIIpaBJeHUE
JOCTYIIOM M MH(POPMAIIMOHHBIMH MOTOKaMu: YuebHoe nmocodue mis By3os / I1L.H.
JeBsinuH. - Mocksa : ['op. nunus-Tenekom, 2012. — 320 c.

o [llep6akoB A.FO. CoBpeMeHHass KOMIIbIOTEpHas Oe30macHOCThb. TeopeTHdecKue

ocHOBBI. [IpakTHueckue acnekTsl. YuebHoe nocooue. — M.: Kuwkusiit mup, 2009. —
352 c.

e Bishop, M. Computer security: Art and science, 2002. — 1084 p.
o Taiimamakun H.A. TeopeTuueckre OCHOBBI KOMIIBIOTEpHOM 0O€30MacHOCTH.
YuebHoe nocodbue. ExarepunOypr: uzn-so Ypau. YH-ta, 2008. — 212 c.

0) IOTIOJHUTEIbHAS JIUTEPATYpa:
o Jlesunn II. H. Amnamu3  0e30macHOCTH  ympaBlIeHHS  JOCTYIIOM U
MH(OPMAIIMOHHBIMU TOTOKaMH B KOMIBIOTEPHBIX cucTemax. M.: Pagno u cBs3b,

2006. — 176 c.

e borynbckas H. Mogenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM : YdeOHoe mocodue
/ Cubupckuii denepanbHblii  yHUBepcuTeT. - KpacHospck :  CuOupckuit
benepanbHblil yHUBEpcuTeT, 2019. - 206 c.

e bonpnapes B. B. Beenenue B UH(OPMAIMOHHYIO 0€301MacHOCTh

aBTOMATH3UPOBAHHBIX CHCTEM : ydeOHoe mocobue / MockBa : M3marenbcTBO
MI'TY um. H. D. Baymana, 2021. - 250 c.

B) pecypchbl cetu HTepHerT:
e DrektpoHHas Oubnmoreka (penosutopuii) TI'Y [DnexktpoHHblii pecype] /
OnekTponHas oubnmorteka (penosuropuii) TI'Y : [caiit]. — [Tomck, 2011-2016]. —
URL.: http://vital.lib.tsu.ru/vital/access/manager/Index.

e Bruamumup  KouetkoB. ®unocodpus  Application  Security. — URL:
https://www.youtube.com/watch?v=mb7tcT-9V Xk
e Maarten Decat. Access Control. - URL:

https://www.youtube.com/watch?v=7e0fMbnovMc



e George Danezis. Access Control. — URL:
https://www.youtube.com/watch?v=QaS_UBuUPVWA
e Konero JI.H. MonenupoBanue 0€30IaCHOCTH YIPABICHUS JOCTYIOM U

uH(OpPMAIIMOHHBIMU ~ TOTOKamMu  Ha  ocHoBe  MIl-momemeir. —  URL:
https://vimeo.com/97906604

13. llepeyenb HHGOPMALMOHHBIX TEXHOJIOTUH

a) JIMIIEH3UOHHOE U CBOOOHO pacCpOCTPaHIEMOE IPOTPaMMHOE 00eCTICUeHHE:

[IporpamMmMHoe oOecrieueHue M TOKa3a MPE3CHTAIMN ¢ JICKIUSIMUA M JTOKJIaJaMu
obyuaronuxcst (Hamp. Adobe Acrobat Reader mmu Microsoft PowerPoint wnmm ux anamorm).
[TpoeKThl BBIMIOTHSIOTCS CTYACHTAMH C HCIIOJNB30BAaHUEM CBOOOIHO-PACIPOCTPAHIEMOTO
POTPAMMHOTO 00ECTICUCHHS.

0) UH(POPMALIMOHHBIE CIIPABOYHBIC CUCTEMBI:

— DJIEeKTPOHHBIN KaTaJior Hayunoi OoubmoTexn Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHast Ooubanoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenta — http://www.studentlibrary.ru/
— O6pasoBatenpHas miardopma FOpaiit — https://urait.ru/
—DBC ZNANIUM.com — https://znanium.com/
— 9BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuaJbHO-TeXHHYECKOE 00ecneueHue

JUia peanuzalnuy AUCUUIUIMHBI HEOOXOAUMBI JIEKIIMOHHBIE ayJUTOPUHU U ayTUTOPUU IS
NPOBE/IEHUS NPAKTUUeCKUX 3aHATUH. [IpoekTop TpebyroTcs A AEMOHCTpallMd MaTepuana B
paMKax M3y4yaeMbIX pa3/esioB, IPOBEIEHUS 3allUThl IPOEKTOB B KOHIIE CeMecTpa H
IIPEJICTaBICHUS JOKIJIA0B.

[TomemieHust 111 caMOCTOSTENbHON pabOThl, OCHAIIIEHHBIE KOMIIBIOTEPHOW TEXHUKOH U
JOCTYNOM K ceTu MHTepHeT, B 3JIEKTPOHHYIO HMH(GOPMAalMOHHO-00pa30BaTeIbHYIO Cpely U K
MH(OPMALIOHHBIM CIIPABOYHBIM CHCTEMaM.

Jlnis coBMecTHOW paboThl Haja TPYHIOBBIM IPOEKTOM PEKOMEHIYETCsl HCIOJIb30BaTh
COOTBETCTBYIOIIME HH(OPMALIMOHHBIE TEXHOJIOTUH (Hanpumep, discord, github u ux ananorn).

15. Uudopmanust 0 pazpadoTynukax

TBapnoBckuii Anekcannp CepreeBud, KaHj. (u3.-MaT. HAyK, CTapIIUi MperojaBaTelb
Kaeapbl KOMIBIOTEPHON 0€30MaCHOCTH.
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