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1. leab ¥ nIaHUpYyeMble Pe3yJabTAaThl 0CBOEHUS THCIUILIMHbI

[enbro 0OCBOEHUS AUCUUIUINHBI SBIsETCS (POPMUPOBAHUE CIACAYIOIUX KOMITETECHIIUI:

— OIIK-3 — Crmocoben k pa3paboTKe aNrOpUTMHUECKUX M MPOrPAaMMHBIX pEIIeHUil B
00J1aCTH CHUCTEMHOTO U MPHUKJIAJAHOTO IPOrpaMMUPOBAHUS, MAaTEMATHUYECKUX, HH(POPMAIITOHHBIX
U UMUTAIMOHHBIX MOJENEH, CO3MaHui0 HH(POPMAIMOHHBIX PECYPCOB TIIOOAIBHBIX CETeH,
00pa30BaTeNbHOTO KOHTEHTA, MPHUKIAIHBIX 0a3 JaHHBIX, TECTOB U CPEICTB TECTHPOBAHUS
CUCTEM U CPEJICTB Ha COOTBETCTBHE CTAHAAPTaM U UCXOTHBIM TPEOOBAHUSIM.

—IIK-2 — Cnocoben mnpoekTupoBaTh 0a3bl JaHHBIX, pa3padaThIBaTb KOMIIOHEHTHI
MPOrPaMMHBIX CHCTEM, OOECTICUHNBAIOIINX PAbOTy ¢ Oa3aMu JaHHBIX, C TIOMOIIBIO COBPEMEHHBIX
MHCTPYMEHTAJIbHBIX CPEJCTB U TEXHOJIOTHUM.

Pe3ynbraramMu OCBOEHUS AUCIHUIUIMHBI SBISIOTCS CIAEAYIOIIME WHIUKATOPBI JOCTHKEHUS
KOMIIETECHIINH:

NOIIK-3.2 Hcnone3yeT ¢yHIAMEHTAIbHBIC 3HAHHS [UIS pealn3aliil  alrOPUTMOB
IOPUTOAHBIX [UIsl TMPAKTUYECKOTO TMPUMEHEHUss B 00JacTH HH(POPMAIMOHHBIX CHUCTEM U
TEXHOJIOTHM.

NOIIK-3.1 Hcnone3yer MeETOIbl IMOCTPOEHHUS UM  aHalu3a aIrOPUTMOB  IIPU
MIPOCKTUPOBAHUH U pa3pabOTKe MPOTPAMMHBIX CHCTEM.

NIIK-2.3 Ucnonb3yer cpeacrsa CYBJl ans BwiABIeHUs MPoOIeM MPOU3BOAUTEILHOCTH
MIPH BBITIOJHEHUH Y TTOBBIIIEHUEM MPOMYCKHON CLIOCOOHOCTH 0a3bl JaHHBIX.

2. 3aga4uy oCBOCHHS JUCIHUILINHDI

— @opmupoBaHUE NPEACTABICHUN 0 0a30BbIX MOHATHIX U 33J]a4ax, CPEACTBAX U METO/1ax
UH(pOpPMaAIIMOHHON 0€30MacHOCTH, TocynapcTBeHHON nonmuTtike PO B cdepe nHPOpMaIoHHOM
0€30I1aCHOCTH, 0COOCHHOCTAX oOecredeHns: NH(POPMAMOHHON 0€30MaCHOCTH B KOMITBIOTEPHBIX
CeTsIX.

3. MecTo IUCUMIIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlucuumiuHa OTHOCHTCS K dYacTh 00pa3oBaTeNbHON MporpaMmel, Qopmupyemoin
YYacCTHHUKaMHU O0Opa30BaTENIbHBIX OTHOIICHHWM, TIpeasiaraeTcsi OOydaronuMmcsi Ha BBIOOD.
JucuunnuHa BXOAUT B MOAYNb «CaMOOpraHu3aIiys 1 CaMOpa3BUTHEY.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOYHON ATTECTAIUM 110 AUCHHUIINHE

Bropoii cemectp, 3auer

5. Bxoauble Tpe0oBaHus 1JIs1 0CBOEHHS THCIUTIIMHBI

JUis  yCHEeIIHOrO0 OCBOCHMsI JUCHUIUIMHBI TpPeOYIOTCS pe3yiabTaTbl OOydeHHUs 110
CICOYIOMUM OVCHUIITIMHAM! BBG,[[eHI/Ie B KOMIIBIOTCPHBIC HAYKH.

6. SI3bIK peanuzanun

Pyccknit

7. O0beM TUCUHUILIAHBI

OO6m1ast TpyI0EMKOCTh TUCIHUIUIMHBI COCTABIISAET 3 3.€., 108 yacoB, U3 KOTOPHIX:
-nekuu: 32 u.
O6beM caMOoCTOATENIbHON pabOThI CTY/IEHTA OIpeeNieH Y4eOHbBIM IJIaHOM.

8. Conep:xkaHue TMCUUILVIMHBI, CTPYKTYPUPOBAHHOE M0 TeMaM

Tewma 1. Undopmanus kak 00bEKT 3alTUTHI.



[Tonatue o006 wuHpOpMaruu. VYpoBHH mnpeacraBieHuss uHPopmauuu. CpoiicTBa
3amuiaeMoi nHdopmaru. Buaer TaitH. [IpaBoBo# pexxnM HHGOPMAIIMOHHBIX PECYPCOB.

Tema 2. ITonsaTHiiHbIM anmapaT nHGOPMAIIMOHHON 0€30MacHOCTH.

Bunei, cioco6bl, 3aMbicel1, 00bEKT, TEXHUKA 3alIUThl HHGopMauu. Buabl HapymuTens u
Kiaccudukanus yrpo3. bank nanueix yrpo3 6e3omacuocta uapopmammuu OCTIK Poccun.

Tewma 3. ['ocynapcTBeHHast MOJIMTUKA HHGOPMAITMOHHONW O€30MaCHOCTH.

locymapctBennass ~ cucremMa  oOecrniedyeHHs ~ MH(OPMAIMOHHOM  O€30MacHOCTH.
3akoHOAaTenbHas OCHOBa obOecreueHus: HHGOpPMAIMOHHON Oe3omacHocTU. be3omacHocTh
KpuTHYeckoi  uH(popManmoHHOH wuHppacTpykTypsl P®. JlokTpuna wuHMOPMAIOHHOK
6e3omacuoct PO. OCTOK.

Tema 4. Yrpo3sl 6e30macHOCTH UH(POPMAIIHH.

HecankunonupoBanusie omnepauuu ¢ uHpopManueil. [lepeueHp THUMOBBIX YIrpos3.
Knaccudukanus ys3zsumocreid u yrpos. Knaccudukanus cnoco6oB HCJ/[. TumoBbsie aTtaku Ha
KOMMYHHKAIIMOHHBIE TPOTOKOJIbI. MexkayHapoaHble 0a3bl JaHHBIX U PEECTPhI YA3BUMOCTEH.

Tema 5. Mepsl IpOTUBOACHCTBHS yrpo3aM 0€30MacHOCTH.

[IpaBoBoe  obOecmneuenue uHpoOpManMoHHONW  Oe3omacHocTH.  OpraHu3alloOHHBIE,
¢usndeckue, Texanyeckre Mepsol. [loauTrka nHPOPMAIMOHHON 6€301MaCHOCTH OpraHU3alNH.

Tema 6. Kpunrorpaduueckue meronbl 3amuThl HHGopManuu. OCHOBHBIE 3aJa4u
kpunrorpadpuu. Kpunrorpaduueckue cucremsl. Kpunrorpapuueckue nportokonsl. L{udposas
noanuck. Xeu-¢pyHkus. CTanaapTsl B 0071acTi KpUnTorpaguueckoil 3ammTbl HHPOPMAIIIH.

Tema 7. OcHOBHBbIE MEXaHU3MBbI 3aILUThHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

KouTponb mnenocTHOCTH, UASHTH(PHUKAIUS, MPOTOKOJIHUPOBAHUE M ayAHUT. YIIpaBlICHUE
JIOCTYTIOM, 3alIUTa OT BPEJOHOCHBIX IIPOrpaMM. 3aliiTa MEKCETEBOI0 B3aUMOICHCTBHUS, 3alUTa
uH(pOpMalliK IpU Niepeaade, IpeJoTBpaIleHHe yTeueK HH(OpMaLIUU.

Tewma 8. Undopmannonnas 6€301macHOCTh KOMITBIOTEPHBIX CETEH.

Yrpo3sl KOpropaTUBHOM ceTu. 3ammuTa nepumerpa. OCHOBHbIE MEXaHHM3MBI 3allUTHI.
ba3zoBble cpeacTBa 3alUThl KOMIIBIOTEPHBIX CETEH (MEXKCETEBbIE IKpaHbl, CUCTEMbl aHalIM3a
3alUIIEHHOCTH, CUCTEMBbl OOHAapy)KeHUs aTak W Ap.). Bupryanbneie yactHeie cetu (VPN).
Aymut 6e3omacHocTH. KOHCYIBTAIIuM B IEPHO/T TEOPETUIECKOTO 00yIeHUs

9. Tekymuii KOHTPOJIb O AUCHUILINHE

Texkymuil KOHTPOJb IO AMCIHUIUIMHE NPOBOAUTCS IIYTEM KOHTPOJS IOCEHIAEMOCTH,
IPOBE/IEHUS] KOHTPOJBHBIX Pa0OT, BBHIMOJIHEHHS JOMAIIHUX 3alaHuil u Qukcupyercs B popme
KOHTPOJIBHOM TOYKHM HE MEHEE OJJHOTO pa3a B CEMECTP.

10. INops10k NpoBeeHUsI U KPUTEPUH OLleHUBAHUS NIPOMEKYTOYHOM aTTecTAlUH
OcBoeHME AMCUMIUIMHBI MPOUCXOAUT Yepe3 JIEKIMH U CaMOCTOATEIbHYI0 pPaldoTy
cTyneHToB. [IpoMexyTodHas aTTecTanys NpeanonaracT 3ayder.

11. YyeOHO-MeTOAMYECKOE 00ecIIeueHue

a) DNEeKTPOHHBIN y4eOHBIH Kypc MO JUCIHHUILUIMHE B JJICKTPOHHOM YHHBEPCUTETE
«Moodley - https://moodle.tsu.ru/course/view.php?id=31483

6) OI_ICHO‘IHBIC MaTepHrajibl TCKYLICIO KOHTPOJIA U HpOM@)KyTO‘IHOfI arTecrTaguu 110
JOUCLIUIIIIMHE.

12. Ilepeuyens yueOHOIi TuTEpaTyphl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JUTEpaTypa:

— Hectepos C.A. OcHoOBBI HH(pOpMAIIMOHHON 0€30MacHOCTH: yueOHoe mocodue. — JlaHb,
2019. - 324 c.

— bapanosa E.K., babam A.B. OcHOBbl MH(POPMALMOHHON 0€30MaCHOCTH: YYEOHUK. —
NH®PA-M, 2019. — 202 c.


https://moodle.tsu.ru/course/view.php?id=31483

0) ITOTIOJTHUTEIbHAS JTUTEPATYpA:

—T'anatenko B.A. OcnHoBbl uH(pOpManmoHHOW Oe3o0macHOCTH: y4yeOHOe mmocobue. —
WNutepuer-Yausepcutet Mudopmarmonnsix Texnomnorui, 2010. — 205 c.

—E. b. benos, B. II. Jlocs, P. B. MemepskoB, A. A. IllenynanoB OcHOBBI
nHpopmanmoHHoi Oe3omacHocTh: ydeOHoe mocobue. — ['opsyas muaMsS — Temekom,2006. —
544 c.

— E.B. BoctpenioBa OcHoBbl MH(pOpManMoOHHON Oe3omacHOCTH: ydeOHOe Tmocobue

W3narensctBo Ypan.yn-ra 2019r., 204 c.

— B. B. bounapes Bpenenre B nHGpOpMaIMOHHYIO 0€30MaCHOCTh aBTOMAaTHU3UPOBAHHBIX
cucteMm: yueOHoe nmocodue. — M3garenscteo MITY um. H. D. baymana, 2016. — 250 c.

B) pecypcbl cetu HTepHET:

— O6mepoccuiickas Cetp Koncynprantllmroc CnpaBoyHass mpaBoBas —CHCTEMa.
http://www.consultant.ru

— OcHoBBI HHPOPMAIIMOHHOHN Oe30MmacHOCTH [DIeKTpOHHBIA pecypc]| // HanmoHnambHBII
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTHBUpYCHAsT 3alllUTa KOMIIBIOTEPHBIX CHUCTeM [DIEKTpOHHBI pecypc] //
Hanumonaneneiit Otkpeiteiil Yausepcuter "MHTYUT". URL:

http://www.intuit.ru/studies/courses/2259/155/info

— besomacHocte  cereii  [Dnextponsblii  pecypc] // HaumonanmbHbi  OTKpBITHINA

Yuusepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. llepeyens UHPOPMAIMOHHBIX TEXHOJIOTU

a) JUIICH3MOHHOE ¥ CBOOOIHO PaclpoCTpaHsIeMoe MPOrpaMMHOE OOecCIIeueHuE:

— Microsoft Office Standart 2013 Russian: maker mporpamMm. Bkiro4aeT MmpHIOKEHHs:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);

— myONIMYHO JocTynHble oOnaunbie TexHonoruu (Google Docs, SInaexc auck u T.11.).

0) nH(hOpPMaIMOHHBIE CIIPABOYHBIE CUCTEMBI:

— DNEeKTPOHHBIN KaTaJjior Hayunou O6ubaoTexku Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHas O6ubanoreka (peno3uTopwii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pazoBatenbHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

B) podeCCHOHANIbHBIE 0a3bl TaHHBIX (MPU HATUYUL):
bank mansbIx yrpo3 6ezomacHoctr uadopmannu PCTIK Poccun- https://bdu.fstec.ru/
National Vulnerability Database (NVD) - https://nvd.nist.gov/

14. MaTepuaibHO-TeXHHYECKOe odecreyeHme

AyauTopuu sl TPOBEICHUS 3aHATUN JIEKIIMOHHOTO THIIA.

AynuTopuu JUisl IPOBEAEHUSI WHIMBUIYAIbHBIX M TPYNIOBBIX KOHCYJIbTALUN, TEKYIIETO
KOHTPOJIS ¥ MPOMEKYTOYHOM aTTECTallNH.

[TomemeHust 111 CaMOCTOSTENHHON pabOThI, OCHAIICHHBIE KOMITBIOTEPHONW TEXHUKOU U
JIOCTYTIOM K ceTu VHTepHeT, B JIEKTPOHHYIO HH(POPMAIIMOHHO-00pPa30BaTENbHYIO Cpeay M K
WH(OPMAIIMOHHBIM CIIPABOYHBIM CHCTEMaM.
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15. Undopmanus o paspadorunkax

TpenpkaeB Bamum HukonmaeBuu, KaHJ. TE€XH. HayK, JOIEHT, Kadeapa KOMIBIOTEPHOMN
0€30I1aCHOCTH, JIOLICHT



