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1. leab ¥ nIaHUPYyeMble Pe3yJabTaThl 0CBOEHUS THCIUILIMHbI

[enbro 0OcBOEHUS AUCHUILINHBI SBJSETCS POPMUPOBAHUE CIACAYIOIUX KOMITETECHIIUI:

— OIIK-2 — criocoOHOCTh COBEPIICHCTBOBATH U PEAIM30BBIBATH HOBBIE MAaTEMAaTUYECKHE
METO/IbI PEIICHUs TPUKIATHBIX 337a4 CIOCOOHOCTE;

—JIIK-1 — cnocobHocTh pa3palOaTeiBaTh M NPUMEHATH MaTEMaTUYECKHE METO/bI,
AITOPUTMBI, MPOrpaMMHOE OOecrieueHue s pelIeHHs 3a7ad HayyHO-HCCIEeI0BaTEeIbCKOU U
MIPOEKTHOM €SI TENbHOCTH;

— OIIK-4 — crioco6HOCTh KOMOMHHPOBATH U aJaITHPOBATh CYIIECTBYIOLINE
UH(POPMALMOHHO-KOMMYHUKAITMOHHBIE TEXHOJIOT UM /ISl pEIIeHUs 3a/1a4 B 00J1acTH
npodecCuoHaNBHOM NESTEIbHOCTH C y4eTOM TpeOoBaHUI HHPOPMAIIMOHHOM 0€30IaCHOCTH.

Pe3ynbraramMu 0cBOEHUS IHMCUUIUIMHBI SBIISIOTCS CIEIYIOIINE UHAMKATOPBI JOCTHXKEHUS
KOMIIETECHIINH:

NOIIK-2.1 Ucnionb3yeT pe3yapTaThl MPUKIAJHON MATEMATUKH I OCBOCHUS, a1allTallii
HOBBIX METOIOB PEIIeHUs 3a]]a4 B 00J1aCTH CBOMX NMPO(ECCUOHAIBHBIX HHTEPECOB.

NIIK-1.2 TlpuMmeHsieT CyIIECTBYIOUIME MaTEeMaTMUYECKUE METOAbl, aJrOpUTMbl U
porpaMMHOe obecriedeHue sl perieHus 3a/1a4 B 001acTu MpoheCcCHOHAIbHON AesITeIbHOCTH.

NOIIK-4.2 YauteiBaeT OCHOBHBIC TpeOOBaHMS HHPOPMAIIMOHHOW 0€30TTaCHOCTH.

2. 3aga4yy oCBOCHHS JUCIHHUILIHHDI

— O3HaKOMHUTH CTYICHTOB C OCHOBaMH MH(OPMALIMOHHOW 0€301MacHOCTH KOMITBIOTEPHBIX
CUCTEM, aTakaMH Ha CETEBbIE IPOTOKOIBI M MepaMu II0 MX IIPEIOTBPALICHUIO,
KpUNTOTpaQUUEeCKUMH ~ METOAaMH  3aIIUTHl  MHPOPMALWHU, TaKUMH Kak I[MUPpOBaHHE
uHpopmanuy, e€ XemupoBaHHME W LM(pOBas NOANKMCH, a TaKkKe Oa30BBIMM IMOHATUSAMHU O
CHUCTEMax KOHTPOJIS JOCTylla U MEXaHU3MAaX aBTOPU3ALUHU [10JIb30BATEIEH.

3. MecTo AucUMILINHBI B CTPYKTYpe 00pa30BaTeibHOIi POrpaMMbl

JlucuuiuiiHa OTHOCUTCS K 4acTh 00pa3oBaTeNbHOM Mporpammbl, (OpMHpyeMOn
yYaCTHMKaMH 00pa30BaTelbHbIX OTHOIIEHUH, Mpeanaraercs oO0ydaromuMcs Ha BBIOOD.
JucnurinuHa BXOIUT B MOAyJb «BBenenne B ”HGOPMAIIMOHHYIO 0€3011aCHOCThY.

4. Cemectp(bl) ocBOeHHSI M (popMa(bl) MPOMEKYTOUHOI aTTeCTALMHU MO TUCIHUITIHHE

Bropoii cemectp, 3auer

5. Bxoanble TpeGoBaHus 1)1 OCBOEHUSI TN CUUIIIMHBI

I[J'ISI OCBOCHUA TUCHUIIIINHBI HCO6XOI[I/IMO 3HAaTbh OCHOBbI I[HCKpCTHOﬁ MaTC€MaTHKU,
O6H.I€I\/’I aJ'IFe6pI>I, KOMITBIOTCPHBIX ceTer u ONCpAllOHHBIX CUCTCM. I[J'IH YCIICHIHOT'O OCBOCHU
JUCIIMITIIMHBI TpC6y10TC$I PE3YyIbTAaThI O6y‘~I€HI/I$I o CJICAYIOIUM JUCHUTTIIIMHAM:
((HH(bOpMaHHOHHaH 0e30IMacHOCTh U pa60Ta C ICPCOHAJIBHBIMHA JJAHHBIMW), «MaTtemaTuueckue
MCTOJAbI U MOJCIN TSI KOMIIBIOTCPHBIX HAYK), «BBGZ[GHI/IC B IPOTrpaMMHYIO UHKCHCPUTO)).

6. SI3bIK peanuzanun

Pyccknit

7. O0beM TUCHUILIAHBI

OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABISIET 3 3.€., 108 9acoB, U3 KOTOPHIX:
-nekuu: 32 u.

B TOM YHCJIC TTpaKTUUecKas moaroroska: 4.
O0beM caMOCTOSATENbHOM pabOoThI CTYIEHTA ONpeIeTieH YIeOHBIM IIJIaHOM.



8. Conep:xkaHue TMCHUILUIMHBI, CTPYKTYPUPOBAaHHOE M0 TeMaM

Pasznen 1. O0mme noOHATHS KOMIILIOTEPHO 0€30I1aCHOCTH

OcCHOBHBIE OHATHUSI KOMITBIOTEPHON O€30MaCHOCTH
Bujpl aTak Ha KOMIIBIOTEPHBIE CUCTEMBI
[IpaBoBOE 0OecTieueHne KOMIBIOTEPHOI 0€30macHOCTH

Pa3nen 2. OcHOBBI ceTeBOI 0€301aCHOCTH
ATaku Ha TEJICKOMMYHHUKAITMOHHBIEC IIPOTOKOJIBI
MexceTreBble SKpaHbl

N3yuenune yaeOHOro Marepuana

Pasznea 3. Kpunrorpaguueckas 3amura ungopmManuun

Beenenue B kpunrorpaduro

CuMMeTpHYHbIE U ACCUMETPUYHBIE KPUITOCUCTEMBI

Hash-¢yukimu u nudposas nHoAnuch

[Iudposanue uaTepHeT-Tpaduka Ha mpumepe Transport Layer Security

Pa3nen 4. Ynpasienue 1octynom
KOHTpOJH) I[OCTYHa B KOMHI)IOTepHI)IX cucreMax
OcHOBHBIE MOJIEJIA U MEXAHU3MbI KOHTPOJIS JOCTYTAa B KOMITBIOTEPHBIX CUCTEMaxX

9. Tekymmii KOHTPOJb MO IUCHUILIHHE

Texymmii KOHTPOJIb 110 TUCLMITIIMHE IPOBOJUTCS IIyTEM IIPOXOXKIEHUE TECTOB B CHCTEME
Moodle, a Takxe BBITOTHEHHE YI€OHOTO TPOCKTA.

IIpoekTHOE 3a1aHueE:

[Ipoekt nmpeaHasHaueH Juisl TPYIIBI OT OJHOTO JO TPEX YENOBEK M 3aKIIOYAeTCs B
peanu3alMM CepBHCAa [0 XPAHEHUIO KIIOYEeH TMosib30BaTeNlell M HOJNMCHIBAHUIO HMMHU
AJIEKTPOHHON JOKYMEHTALUU.

CepBuc 10KEH ObITh peali30BaH KaK KJIMEHT-CEPBEPHOE MPHUIIOKEHHE U MOIEP)KUBATh
cienyromye QyHKIUH.

a) Cucrema ayTeHTH()UKAUHE U aBTOPU3ALUH TT0JIb30BATEINCH.

b) Teneparus, npuém OT KIMEHTA M XpaHEHUE Napsl U3 oTKpbIToro (Public) u 3akpeITOro

(private) kiroueii.
C) Tenepanusi MUQPPOBOI MOAMUCH, NMPU MOMOIIM XPAHUMOTO CEPBEPOM 3aKPBHITOIO
KJII0Ya, JIJIs1 3arpy»kKaeMoro MmoJjib30BaTeeM JOKYMEHTa.

st peann3zanuy upoBON MOIMUCH MOTYT OBITh UCIIOJIB30BAHBI KPUTITOCUCTEMBI RSA,

DSA, ECDSA, u np. [nsg reHepanuu XelI-3HAYEHWs PEKOMEHIYIOTCS aJTOPUTMBI

cemerictBa SHA.

Pe3y.]'IBTaTOM BBIITOJTHCHHA ITPOCKTA ABJIACTCA MMACHMEHHBIN OTYET.

10. Ilopsinok mnpoBeneHMsT W KPUTEPUM OLCHHMBAHUS IPOMEKYTOYHOM
arrecTanuu

HpOMC)KYTOLIHaH arrecranus OCylmeCTBIIACTCA Ha OCHOBC CO6CCC,Z[OBE[HI/I$I npu
YCJI0BHUH YCIICITHOI'O BBIMTOJTHCHUA ITPOCKTA.

Crmcok OUIeTOB K 3a4€Ty:

buner 1
1. Undopmaunonnas 6e3onacHocts. CBoMCTBaA O€30MacHOCTH HH(OPMALIUU.



NooabkowdE

AES (Advanced Encryption Standard). Pexwmbr mudpoBaHusi.

buner 2
VY s3BUMOCTB, yrpo3a, araka. Kinaccudukamus atak/yrpo3s
MAC (message authentication code).

buier 3
MesxceTeBble 9KpaHbI (IILTF03bI CETEBOTO U MPUKIATHOTO YPOBHEH).
ITepenaua ceancoBoro kiro4ua (RSA u anroputm JIuddu-Xenmana). Perfect forward
secrecy.

buier 4
Kananensriii yposens. MAC flooding u spoofing.
Kpunrorpaduueckas cucrema. lllndposanue u pacumdppoBanue.

buner 5
MexceTeBble SKpaHbl (ITaKETHBIC (PHIIBTPHI).
CuMMeTpHuyuHbIe U acuMMeTpuyHblie HUQpbI. [IpuHIHMIBEI KpUNTOrpadUyecKoi 3aIUuThI
Keprkxoddca

buier 6
DDoS araku (DNS, HTTP, TCP, MAC-flooding).

Data Encryption Standard (DES)

buner 7
[Tporokon DNS u araku Ha Hero.
Iudpsl MoACTAaHOBKH U MIEPECTAHOBKH.

buner 8
Ormmunsa TLS 1.3 u 1.2
[MTotounsie u 6iounsie mmppel. RC4 u Salsa20

buner 9
JluckpenoHHas 1 MaHaTHas! MOJIMTUKKU KOHTPOJIS 10CTYyNa (OCHOBHbBIE MIPU3HAKU U
OTIINYHMSL)
[Mudposast moanuch

buner 10

TepMuHosiOrHs B 00J1aCTH YIPaBIEHUS JOCTYIIOM
TLS Handshake 1.2

buner 11
Meronsl peanu3zanmu monuTuk kKoutposs gocryna (IBAC, LBAC, RBAC, ABAC)
TLS Records, Alerts, Hcropus TLS

JlonOoJIHUTENBHBIE BONIPOCHI K 3a4ETY:

KoH}puneHmaabHOCTb, IIETOCTHOCTh U JOCTYITHOCTh HH(POPMAITUH.
VYA3BUMOCTD, yrpo3a, aTaxa.

AKTHBHas aTaka (mpumep)

[TaccuBHas araka (mpumep)

[TakeTHbIE PUIBTPHI

[II1103BI CETEBOTrO YPOBHS

KanaybHbIl ypOBEHB



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.

KommyTtaTop u mapumpyruzarop. OTiandusi.
CereBoii yposenb TCP/IP

Tpancnopthsiii ypoBens TCP/IP
[Mpuknaguoii ypoens TCP/IP

Crex TCP/IP unKancynsiius v JeKarncysisiuus TaHHBIX
MAC-spoofing

IP-spoofing

DDoS-araka

Zero window stress

SYN-araka

HTTP Slow GET/POST

110361 NPUKIATHOTO YPOBHS
Otpasnenue k3ma DNS

DNS Amplification

Kpunrorpaduueckas cuctema

Mosket 1 cymma o Moyt 2 (XOR) kito4a ¢ OTKPBITBIM TECTOM OBITH CTOUKHM

mudpom

[udps! moacTaHOBKU

[udpsr nepecraHoBKH
CummeTpuuHbIi mudp
AccuMmeTpuuHbIi mudp
[ToTokoBsIi mUpp

bnounsii mudp

PaynnoBas ¢pynkuus B DES

Cerp QeiicTens

Triple DES

State B AES

OcnoBHbIe TipeoOpazoBanus B AES
MAC (message authentication code)
RSA

Perfect forward secrecy

[Tporoxon Auddpu-Xemnmana
[Mudposas moanuch

Ceprudukarsl

Tune 3anuceit B TLS

Client/Server Hello B TLS

TLS Records

Otmuuus TLS 1.2 u 1.3 (He meHee nBYX)
[TonuTuka, MEXaHU3M U MOJIEb KOHTPOIIS JOCTYIIa
I'pad nocrymnos

WHpopMannoHHbIH MOTOK
JluckpenronHast TOJTUTHKA
MangatHas MoJuTuKa

Cnucku gocrymna

Ponesas moznenb

ATpubyTHast MOZEIb



11. YyeOHO-MeTOOAMYECKOE 00ecIIeUeHHue

a) DNEKTPOHHBIA YYEOHBIH KypC MO JUCHHMIUIMHE B JJICKTPOHHOM YHHUBEPCUTETE
«Moodle»

0) OLieHOYHBIE MaTepHalibl TEKYHIEro KOHTPOJISE M MPOMEKYTOYHOM aTTECTAllUU I10
JTUCLUTLIINHE.

12. Ilepeyenn yueOHoIi uTEpaTypbl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JUTEparypa:

—E.K. bapanoBa, A.B. babam. MudopmanronHas 0€30maCHOCTh W 3alluTa HHOOPMAITHH:
yaebHoe nocodue. — PUOP, 2019.

— IL.b. Xopes. IIporpamMmMuo-anmapaTtHas 3ammrta nHbopMarmu: yuedHoe mocodoue. — MHDPA-
M, 2020.

— Al Andepos, A.IO. 3y6oB, A.C. Ky3pmun, A.B. Uepemymkua. OCHOBBI KpUNTOTpaduu:
yuebHoe nocobue st By3oB. — M.: I'enmoc APB, 2005.

— B. I'. XKXyxkos. be3onacuocts BerancnutensHeix ceteid. Y. I. basoBeie mpoTtokoinsr crexka TCP/IP
— Kpacaospck : Cub. roc. aspokocmud. yH-T, 2012.

— II. H. JleBsauH. Mojenu 0€30macHOCTH KOMITBIOTEPHBIX CHUCTEM. YTPABJICHHE TOCTYIIOM H
WH(GOPMAITMOHHBIMH TIOTOKaMH : y9e0HO-MeToandeckoe mocoone. — I'opsuast muams-Tenexom, 2012,

— H.A. Taiinamakus. TeopeTHueckie OCHOBBI KOMIIBIOTEPHOM Oe30macHOCTU. YueOHoe mocodue.
— ExarepunOypr: m3n-Bo Ypan. YH-Ta, 2008.

0) JOMONHUTEIbHAS TUTEpaTypa:

— B. ®. lllanprun. KoMmriutekcHas 3ammra HHOOPMAIIMH B KOPIIOPATUBHBIX CHUCTEMax: yueOHOE
nmocobune. — MHOPA-M, 2015.

— A.B. babam. Kpunrorpaduyeckue metonsl 3ammThl HHPoOpManuu. Y4eOHO-METOIUIECKOE
nocobue. — M.: U1 PUOP: HUIl UHDPA-M, 2014.

— A. A. Mamok. 3amura nHbOpMaIui B HHPOPMAIIMOHHOM OO0IIecTBe: yuyeOHOe mocodue . —
I'opstuas JIunus - Tenexom, 2015.

B) pecypchl cetu MHTepHeT:

— Cnenudukanus npotokona Transport Layer Security [Dnexrponnsiii pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc8446 (mata obpamenus: 01.09.2021).

13. llepeyenb HHPOPMALMOHHBIX TEXHOJIOTHI

a) JIMIIEH3MOHHOE U CBOOOIHO PACTIPOCTPAHIEMOE MPOTPAMMHOE 00ECTICUCHHE:
— Microsoft PowerPoint wmu I1O anst npe3entanuu daiina B popmare pdf (samp. Adobe
Acrobat Reader).

0) UH(POPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI:

— Kypc “be3omnacnocts cereil” [OnektponHblil pecype] // HammonanbHbIE OTKpBITHINA
Vuusepcurer "MUHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info  (mara
obpamenus: 01.09.2021).

— Onucanue arak Ha KpunTtorpaduueckre MpoToKousbl [DnekTpoHHbIH pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc7457 (nata obpamenus: 01.09.2021).

14. MaTtepua/jibHO-TeXHUYECKOE o0ecrieyeHue

Aynutopust 1y1sl TPOBEICHUS JEKIIMOHHBIX 3aHATUH JT0KHA OBITH OCHAIIICHA
MYJIBTUMEHHHBIM 000y TIOBAaHUEM C JOCTYIIOM B HHTEPHET (TIPOSKTOP, SKpaH, MOHUTOP,
CHUCTEMHBIH OJI0K).


https://datatracker.ietf.org/doc/html/rfc8446

15. Undopmanus o paspadorunkax

TBapnoBckuii Anexcannp CepreeBud, Kauj. Gpu3.-MaT. HAyK, CTAPUINN MTPETIO1aBaTEIb
kadenpsl komnbloTepHoii 6e3omacuoctu TT'Y.



