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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUIIMHbI

Iesbr0 0CBOEHMSI JUCLUIUIMHBI ABISETCA (POPMUPOBAHUE CIECAYIOIIMX KOMITETEHIIMHI:

— OIIK-9 — CrnocobeH pemaTth 3amadul Mpo(hecCHOHATBLHON ICSITEILHOCTH C yYETOM
TEKYILLEro COCTOSIHUS M TEHACHUUI pa3BUTUS METOJOB 3alUThl HH(GOPMALUU B OIEPALIIOHHBIX
cucTeMax, KOMIBIOTEPHBIX CETAX U CUCTEMax yIpaBlIeHUs 0a3aMM JaHHBIX, a TAK)KE€ METOJ0OB U
CPEACTB 3aILUThl HH(OPMALIMK OT YTEUKH 0 TEXHUYECKUM KaHajlaM, CeTei M cucTeM nepenayu
uHpOpMaLnH.

—OIIK-16 — CrnocobeH mNpPOBOAWTH MOHUTOPHHI PAOOTOCTIOCOOHOCTH W aHAIH3
3P PEKTUBHOCTH CPEJCTB 3aIIUTH HH)OPMAIIMH B KOMITBIOTEPHBIX CUCTEMaX U CETSX.

— OIIK-18 — CrnocoGeH TpoBOIWTH aHAIW3 3alIUIICHHOCTH W OCYIIECTBIIATH TOUCK
YSI3BUMOCTH KOMITBIOTEPHOM CHCTEMBI.

—IIK-3 — CrnocobeH mnpoekTupoBaTh NIPOrpaMMHO-alapaTHbIE CPEJCTB 3aIUTHI
UH(POPMALIUU KOMITBIOTEPHBIX CUCTEM U CETEH.

Pe3ynpTaTamMu OCBOEHUS TUCLMILIMHBI ABISIOTCS CIEAYIOIINE UHIUKATOPBI JOCTHXKEHUS
KOMITETCHIINMN:

NOIIK-9.1 VYwuurbiBaeT COBpPEMEHHBbIE TEHICHLUU pPa3BUTHS METOAOB  3alllUThI
uH(pOpMallMi B ONEPALMOHHBIX CUCTEMAaX, KOMIIBIOTEPHBIX CETSAX M CHCTEMax YIpPaBJICHUS
0a3aMu JaHHBIX NPU PEIIEHUH 33a]1a4 CBOEH Npo(ecCuoHaIbHOMN 1A TeNTbHOCTH.

NOIIK-9.2 OO6nanaer 3HaHUEM U JIEMOHCTPUPYET HaBBIKM IPUMEHEHHUs 0a30BbIX
METO/IOB 3allUThl MH(OPMAIK B ONEPALIMOHHBIX CHCTEMaX, KOMIBIOTEPHBIX CETSIX U CHCTEMax
yrpaBieHus 0a3aMu TaHHBIX.

NOIIK-16.1 OcymecTBisieT OLEHKY paboTOCIOCOOHOCTH MPUMEHSIEMBIX CPEICTB
3amMThl UHGQOPMAIMM B KOMIIBIOTEPHBIX CHCTEMaX M CETSAX C HMCIOJIb30BAaHMEM INTAaTHBIX
CPE/CTB U METOJIUK.

NOIIK-16.2 OcymectBusieT OueHKY 3()()EKTHUBHOCTH TNPHUMEHSEMBIX CPEICTB 3aIUTHI
UHPOpPMALMU B KOMIIBIOTEPHBIX CHCTEMaX M CETAX C HCIOJIb30BAHHWEM LITATHBIX CPEIACTB U
METOJTUK.

NOIIK-16.3 Omnpenensier ypoBEHb 3alUINEHHOCTH M JOBEpUS CPEACTB 3alIUTHI
MH(pOpMalLMi B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX.

NOIIK-18.1 OmnpenensieT ypoBEeHb 3allMIIEHHOCTH W JOBEPUS B KOMIIBIOTEPHBIX
CUCTEMAaX M  NPOTHO3MPYET BO3MOJKHBIE IYTH  pa3BUTHUS  ACUCTBUM  HapyIIUTENs
MH(POPMALIMOHHOM 0€30MacHOCTH.

NOIIK-18.2 OueHuBaeT COOTBETCTBHE MEXAHU3MOB O€30MaCHOCTH KOMIIBIOTEPHOM
CHCTEMBI TPEOOBAHUAM CYIIECTBYIOIINX HOPMATUBHBIX JOKYMEHTOB, a TaKXKe UX a/J1eKBaTHOCTU
CYILIECTBYIOIIUM PHUCKaM.

NOIIK-18.3 CoctaBnser M 0QOpMISET aHAIUTHUECKUM OTYeT M0 pe3yjibTaTtaM
IPOBEJCHHOIO0 aHaiu3a, pa3paldaThlBaeT MPEJIOKEHUS IO YCTPAHEHHMIO BBISBIECHHBIX
YA3BUMOCTEM.

NIIK-3.1 Pa3paboTka TEeXHUYECKHUX 3aJaHHUi, ICKU3HBIX, TEXHUYECKUX M padbodux
IPOEKTOB PadOT MO 3aIUTe UHYOPMAIUH.

2. 332]3‘11/1 0CBOCHUA JUCHUIIIIMHBbI

— TIO3HAKOMHTbH CTYJEHTOB C OCHOBHBIMH KJIACCHUYECKUM CETEBBIMU aTaKaMHU: H3YYHTh
cereBble ataku: ARP Spoofing, MAC Flooding, MAC Spoofing, VLAN Hopping, I'P Spoofing,
TCP Hijacking, DoS- u DDoS-ataxu;

— paccMOTPeTh OCHOBHBIE MTPOTOKOJIBI: pacCCMAaTPETh OCHOBHBIE MPOTOKOJIBI, TEXHOIOTHH
¥ MEXaHU3MBI 3alMThl OT ceTeBbix atak: VPN, IIIP5, Firewall, Proxy, Load Balancing, Post
Security.

— paccMOTpeTh TEXHOJOTUU M MEXaHU3MbI 3allUThI OT CETEBbIX aTaK: TEXHOJOTHH
aHaJIM3a 3aIUIEHHOCTH KOMIIBIOTEPHBIX CEeTeH - MICHTU(UKANNS YCTPOWCTB, NACHTH(MUKAIUS
OTKPBITBIX TOPTOB, WICHTH(PHUKAIUS CETEeBBIX CIYX0 ¥ MPOrpaMMHOTO oOecreueHus,
ySI3BUMOCTEH.



3. MecTo AUCUMIIIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JlucuuiuinHa OTHOCUTCS K 00s3aTelabHOM dYacTu 00pa3oBaTebHOM MPOrpaMMBbl.
Jucuumimza BXoaut B Moayib "Crenuanuzanus'.

4. Cemectp(bl) ocBOeHHs U GopMa(bl) MPOMEKYTOUHON aTTECTANMH MO TUCIHUILJINHE

CenbMmoii ceMecTp, 3a4eT C OLEHKOM
BocbMmoii cemecTtp, 3aueT

5. BxoaHble TpeﬁoBaHl/Iﬂ AJIsi OCBOCHHUA JUCHUIIJINHBI

JUis  yCcHemHoro OCBOEHHUS AMCHUIUIMHBI TpeOYyIOTCsS pe3ysibTaThl OO0y4deHHs IO
JUCHUITIINHEC ((KOMHI)IOTepHI)IC CCTID).

6. SI3bIk peaau3anuu

Pyccknii

7. O0beM THCHHILINHDI

OO6m1ast Tpy10€MKOCTh TUCIMIUIUHBI COCTABIISACT 6 3.€., 216 4acoB, U3 KOTOPHIX:
-JIeKIuu: 32 4.

-naboparopusie: 64 4.

O06beM caMOCTOSATENbHON pabOThI CTYIEHTA ONpeAeNiecH YIEOHBIM IIIAHOM.

8. Conepma}me AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM

Tema 1. 3ammra OT aTak KaHAJIBHOI'O YPOBHS

Tema 2. 3amura komMmmyTanuu

Tema 3. Texnonorus VPN

Tema 4. 3amura ot atak DoS 1 DDoS

Tema 5. 3ammra MappyTu3anuu

Tema 6. 3amura TpaHCIIOPTHOTO YPOBHS

Tema 7. 3ammra ceTeBBIX yCTPONCTB

Tema 8. TexHOIOTUU MEKCETEBOT0O SKPAaHUPOBAHUS
Tema 9. MeTobl H TEXHOJIOTUN OOHAPYXKEHUS BTOPXKEHUH
Tema 10. CkannpoBaHue 3alIUILIEHHOCTH CETEeH
Tema 11. JIu3aifH 3alUIIIEHHBIX CETEM

9. Tekyumii KOHTPOJIb MO TUCHUTLTAHE

Texymuii KOHTpOJIb O JHUCHUUIUIMHE IHPOBOIAUTCS IIyTEM KOHTPOJIS IOCEIAEMOCTH,
IIPOBEJCHUS KOHTPOJIBHBIX pabOT, OTBETOB Ha BOIIPOCHI O JIEKIIMOHHOMY MaTepuaiy, pOBEpKU
BBITIOJIHEHHS JIAOOPAaTOPHBIX paboT U (pukcupyercss B (HopMe KOHTPOJIHHOM TOUKM HE MEHee
OJIHOTO Pa3a B CEMECTP.

10. INops1ok NpoBeeHUsI U KPUTEPUH OLleHUBAHUS MPOMEKYTOYHOM aTTecTAlUH

3aueT Cc OLEHKOH B CEIbMOM CeMeCTpe MPOBOAUTCS B MUCbMEHHOU (hopme Mo Ouseram.
buner cogepxut Teoperndeckuii Borpoc. IlpogomknurensHocTs 3a4era 1,5 vaca.

[IpuMepHBIil mepeyeHb TEOPETUYECKUX BOITPOCOB

1. Araku na STP.

2. MeTonb! ¥ TEXHOJIOTMH 3allUThl OT aTaK KaHAJIbHOIO YPOBHSL.
3. IIporokonel GRE u IPSec.
4. Texnonorust SYN Cookie u SYN Proxy.



5. Metoas 3ammtsl ot [P Spoofing.

6. MeTo/bI 3aIUThI TPOTOKOJIOB MApPIIPYTH3AIUH.

7. Tpotokonsr SSL/TLS.

8. 3amumennas Hactpoiika TLS.

9. 3amuIneHHas HaCTpoiiKa MapIIPyTU3aTOPOB U KOMMYTaTOPOB.
10. Texnomoruu NAT, statefiil inspection, stateless inspection.

11. Metozab! 0OHApYKEHUS BTOPKEHUI B CETSIX.
12. Araku MAC Flooding, MAC Spoofing, VLAN Hopping, ARP Spoofing.

Pesynprarel 3auera C OLEHKOW OMNPEACNSIOTCS OLEHKAMHU «OTIUYHO», «XOpOIIO»,
«YJIOBJIETBOPUTEIBLHO», «HEYIOBJIECTBOPUTEIILHO.

OueHka «OTJIIMYHO» CTaBUTCS, €CIM MOJHO PACKPBITO COAEpKaHHE Marepualia BOIpOCa;
MaTepHall U3JI0’)KEH T'PaMOTHO, B ONPE/IETICHHOM JIOTMUECKON NI0CIE10BATEIbHOCTH.

«Xopouio»: BOIIPOC U3JI05KEH CUCTEMaTU3UPOBAHO u MIOCJIEI0BATEIBHO;
MPOJEMOHCTPUPOBAHO YMEHHE AaHAJIM3WPOBATh MATepUaAN, OJHAKO B W3JIOKCHUU JIOMYIICHBI
HeOobIIHe Tpo0ebl, He UCKa3UBIINE COAECPIKaHUE OTBETA.

«Y IOBJIETBOPUTEIIHO»: HEMNOJIHO WM HEMOCIEI0BaTEIbHO PACKPhITO COJEpkKaHUE
MaTtepuaia, HO TIOKa3aHO oOllee MOHMMaHHEe BOMpPOCca M MPOAEMOHCTPHUPOBAHBI YMEHHS,
JIOCTATOYHBIE [ TATbHEHIIIEro YCBOGHUS MaTepurara.

«HeynoBneTBOpUTENbHO»: TOJHOCTBIO OTCYTCTBYET OTBET; HE PACKPBITO OCHOBHOE
coZIepKaHHe BOIIPOCa; OOHAPYKEHO HE3HAHUE WIIM HETTIOHMMaHue OOJIbIIel WM HanboJiee BaKHOM
4acTH BOIPOCa.

11. YueOHO-MeTOOAMYECKOE O0ecIeueHne

a) DJEKTPOHHBIA YYEOHBIH KypCc MO [AUCIHHUIUIMHE B DJIECKTPOHHOM YHHBEPCUTETE
«Moodley - https://moodle.tsu.ru/course/view.php?id= 10190,
https://moodle.tsu.ru/course/view.php?id= 10192

0) OrieHOUHBIE MaTepHallbl TEKYIIEro KOHTPOJS M MPOMEKYTOYHOW aTTECTAllUH T10
mucruminbe (Ilpunoxenue 1).

12. Ilepeuyens y4yeOHOIi TuTEpaTyphl U pecypcoB ceTu UHTepHeT

a) OCHOBHas JUTEpaTypa:

— W. Richard Stevens, Kevin R. Fall. TCP/IP Illustrated, Volume 1: The Protocols (2nd
edition), 2012. Addison Wesley.

— Sean Convery. Network Security Architectures. -ISBN-13: 978-1587142970.

0) OTIOTHUTENBHAS JTUTEPATYpa!
— UYepemymikun A.B. Kpunrorpadpuueckue npoTokonsl. OCHOBHbIE CBONCTBA H
ySI3BUMOCTH: yue0, mocodue. M.: M3narenbckuii neHTp «Axaaemus», 2009. 272 c.

B) pecypchl cetu HTEpHET:

— Cisco Network Security Baseline. - URL:

http://www.cisco.com/c/en/us/td/docs/solutions/Enteiprise/Security/BaseUne_Security/se
ciirebas ebook.html.

— Cisco SAFE reference Guide. - URL:
http://www.cisco.comi/c/en/us/td/docs/solutions/Entedrise/Security/SAFE_RG/SAFE_rg.htuil

— TCP-IP Guide. - URL: http://www.tcpipguide.com/



https://moodle.tsu.ru/course/view.php?id=00000
https://moodle.tsu.ru/course/view.php?id=%2010192
http://www.tcpipguide.com/

— O6mepoccuiickas Cetb Koncynerantllmoc CrpaBouyHas mpaBoBas cHUCTEMA.
http://www.consultant.ru

13. Ilepeyenb HHGPOPMALMOHHBIX TEXHOJIOT Ui

a) JTUIICH3MOHHOE ¥ CBOOOTHO PacIpOCTpaHsIeMOe MPOrpaMMHOE O0ecTieueHue:
Cisco Packet Tracer, GNS3, VirtualBox, VMWare Player, Metasploit, Metasploitable

2/3, Kali Linux.

0) nH(hOPMAIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DIJIEKTPOHHBIN KaTajor Hayunoi OuOIMOTEKH Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DieKTpoHHAas OoubIMoTeKa (pertozuTopwHii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenra — http://www.studentlibrary.ru/
— ObpasoBatenbHas mwiardopma KOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— 3BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuaJbHO-TeXHHYECKOE 00ecneueHue

AyauTopun Uil IPOBEICHUS 3aHATUH JIEKIMOHHOTO TUIIA.

Aymuropun JUisl IpoBeieHUsl J1a00paTOPHbIX 3aHATUN, WHAMBUIYAIbHBIX U TPYIIOBBIX
KOHCYJIBTALIMM, TEKYILEr0 KOHTPOJIS ¥ IPOMEXKYTOYHOU aTTECTALlUH.

ITomemieHust U1 caMOCTOSITENILHOW paboThl, OCHAIEHHbIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYIIOM K ceTH VIHTepHeT, B 3JIEKTPOHHYI0 HMH(OPMAIMOHHO-00pa30BaTENIbHYIO Cpely M K
MH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMaM.

15. Undopmanus o paspadorunkax

Koneros Jlenuc HwukonaeBuy, kaHA. TeXH. HAyK, JOIEHT, Kadeapa KOMIBIOTEPHOM
0€e30MacHOCTH, JOLIEHT
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