MuHICTEpCTBO HAyKH ¥ BBICIIEro oOpasosanus Poccuiickoi Denepanun
HAITMOHAJIBHBI UCCIIE[IOBATEJIbCKN
TOMCKUU I'OCYJAPCTBEHHbBIV YHUBEPCUTET (HU TT'Y)

I/IHCTI/ITYT Hpmcnam{oﬁ MaTe€MaTHuKH ¥ KOMIIBIOTCPHEIX HAYK

Paboyas mporpaMma IUCHUILTHHEL
AHaan3 ya3BHMOCTEH MPOrpaMMHOIo obecredeHus
10 HAIPABJICHUIO ITOJITOTOBKY / CIIETIMATBEHOCTH
10.05.01 KomnsroTepHasi 6€301aCHOCTh

Hanpasnennocth (poduis) IOATOTOBKY / CHEIIMaTH3aLHS:
Anaan3 6€3012CHOCTH KOMIILIOTEPHBIX CHCTEM

®opma obyueHuUs
Ounasn

Kpanu¢uxarnms
CoenuajucT no 3amure HHPOpMALHH

I'op mpuema
2023

Ko mucnummmasl B yueObnom miane: 51.B.04.07

COT'JIACOBAHO:
PykoBomutens Ol

; Ei%z B.H. Tpenbkaes

ITpe eparens YMK
' C.II. Cymenko

Tomck — 2023



1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

Llenbro OCBOCHHMS AUCIMIUIMHBI SBISICTCA GOPMUPOBAHUE CIEAYIOMNX KOMITETCHITUIH:

— OIIK-13 — Cnocoben pa3pabaTbiBaTh KOMIIOHEHTBHI MPOrPAMMHBIX W HPOTPaMMHO-
anmapaTHBIX CPEACTB 3aIIUTHl MH(QOpPMAIUU B KOMITBIOTEPHBIX CHCTEMaxX M IPOBOJUTH aHAJIM3
ux 0e30MacHOCTH.

—OIIK-20 - CmocobeH TPOBOIWUTH TECTUPOBAHWE W HCIOJb30BaTh CPEICTBA
Bepu(UKaMU MEXaHU3MOB 3aIIUTHI HHPOPMALIUH.
—IIK-3 — CnocobGeH NpOeKTHUPOBATh MPOTPaMMHO-ANIApPaTHBIE CPEACTB 3aIUThI

UH(POPMALIUN KOMITBIOTEPHBIX CHCTEM H CETEH.

PesynpraramMu OCBOEHUSI AMCHUIUIMHBI ABISIOTCS CIEAYIOIINE WHIUKATOPBI JOCTHXKEHUS
KOMIIETEHLIHM:

NOIIK-13.1 [IpeagnpuHUMaeT HEOOXOIUMBIE TEHCTBUS MO COOPY M aHATM3Y HMCXOJIHBIX
JAHHBIX JUJI MPOEKTUPOBAHUS KOMIIOHEHT MPOTrPAMMHBIX U MPOrPAMMHO-ANMAPATHBIX CPE/ICTB
3alUThl UHGOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMaX.

NOIIK-13.2 Onpenensier mapaMeTpbl QYHKIHOHUPOBAHUSA, APXUTEKTYPY M UHTEpEiChI
KOMIIOHEHT MPOTPAMMHBIX U MPOrPaMMHO-AMMApPaTHBIX CPEACTB 3alUThl UHPOpMAIUU B
KOMIIBIOTEPHBIX CUCTEMAX.

HOIIK-13.3 IIpoBoAUT aHaIU3 KOMIIOHEHT MPOrPpaMMHBIX W MPOTPaMMHO-AIIapaTHBIX
CPeACTB 3alIUThl MH(OPMAIMH B KOMIIBIOTEPHBIX CHUCTEMaxX C IIEJIBIO0 OINpPENEICHUS YPOBHS
obecrieunBaeMON UMU 3aIIUIIEHHOCTH U IOBEPHSL.

NOIIK-20.1 IloHumaeT NpPUHLMIOBI OpraHU3allUM, COCTaB U AJITOPUTMbI PabOThI
MEXaHM3MOB 3alIUThl WH(GOPMAIMU, CTAHAAPTHl OIECHUBAHUS 3AIUIIEHHOCTH KOMIIBIOTEPHBIX
CHUCTEM.

NOIIK-20.2 TIpoBoauT McclieI0BaHUE MEXaHW3MOB 3alllMThl HH()OpPMAIUK, B TOM YUCIIE
C WCHOJB30BAHWEM CPEICTB BepU(DUKALWU, U JeNaeT BBIBOABI MO OLEHKE 3aIlUIICHHOCTH M
JIOBEpHUSL.

NIIK-3.3 [IpoBenenue arrectaliuu OIporpaMM M aJIrOpUTMOB Ha MPEIMET COOTBETCTBHUS
TpeOOBaHUSAM 3alTUTHl HHPOPMAIUH.

2.3axa4m 0CBOCHUA JUCHHUIIMHBI

— CdopmupoBaTh HaBBIKM JKCHEPTH3bl KauyecTBa M  HAAEKHOCTH peanu3anui
IPOrpaMMHBIX M NPOrpaMMHO-aNNapaTHBIX CpeIcTB  obOecrieyeHus MHGOPMaLMOHHON
0e30IMacHOCTH;

— ChopmupoBaTh HaBBIKM aHallM3a MPOTPAMMHBIX pealu3alvii Ha MpeAMET HaIudus
YA3BUMOCTEMN

3. MecTo AUCHHUILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbl

JlucuumiauHa OTHOCHTCS K 4YacTh 0O0pa3oBaTeNbHON MporpaMMbl, (QopMUpyeMon
Y9acTHUKaMH  0Opa30BaTENbHBIX  OTHONIICHWH.  JlucrumiamHa  BXOOUT B MOJYJb
«Criennanuzamus».

4. Cemectp(bl) ocBOeHHs M popMa(bl) MPOMEKYTOUYHON ATTECTALUM 110 JUCHHUIIJIMHE

JleBsThIN cemecTp, 3a4eT

5. BxoaHble TpeOOBaHUS AJIS OCBOEHHMSI AU CHUIJINHbBI

Jlis  yCHemHoro OCBOEHHUS JUCHUIUIMHBI TpeOYyIOTCS pe3ynbTaThl O0y4eHHsS IO
CJICMYIOIIUM TUCIUTUTNHAM: SI3bIKH MporpaMMupoBanus, OnepanuoHHbIE CUCTEMBI.

6. SI3bIk peanu3zanuu

Pyccknit



7. O0BbeM TUCHUIIIHHBI

OO6mmast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIIAET 3 3.€., 108 yacoB, U3 KOTOPHIX:
-IpaKTUYECKHUE 3aHATUS: 16 u.
-1aboparopHbie: 48 4.
B TOM YHCJIE IPAKTUYECKAsI TIOATOTOBKA: 48 u.
O06BeM caMoCTOATETLHON PabOThI CTYACHTA ONPECIICH YICOHBIM TIJIAHOM.

8. Coneprxanue TMCUMILIUHBI, CTPYKTYPHPOBAaHHOE 10 TEMaM

Tewma 1. [lonsTre n knaccudukanus ya3BUMOCTEH IPOrPaMMHOTO 0OeCTIeYeHUs

OcHOBHBIE MTOHATHS Kypca aHAIU3 ySI3BUMOCTH MPOTPaMMHOT0 obecrieueHusi. OCHOBHBIC
MOJIO’KEHHUS KITaCCU(PUKALIUU YI3BUMOCTEN IPOrpaMMHOr0 obecrieueHus

Tema 2. AkTyanbHbI€ ySI3BUMOCTH COBPEMEHHOI'O IIPOrPaMMHOI0 00ecriedeHus
[ToHTHst yrpo3el, ysS3BUMOCTH W aTaku. KpaTkuii 0030p akTyaJdbHBIX YS3BUMOCTEH
COBPEMEHHOT0 ITPOrpaMMHOI0 0OeceueHusl.

Tema 3. Ya3BuUMOCTH 3Tana NpoeKTUPOBAHUS IPOrPAMMHOIO 00ECIIEYEHUS
O030p MHPOKO KCIOJIb3YEMBIX TEXHUK OOpBOBI C YA3BUMOCTAMHU dTal NMPOECKTUPOBAHUS
nporpaMMHoro odecneueHust. M moaxo10B o yMEHbUICHUIO PUCKOB.

Tewma 4. [IpenorBpalieHre ys13BUMOCTEN Ha 3Tare peain3aluuu
O030p COBpPEMEHHBIX TEXHUK MPEIOTBPAIICHHS YSI3BUMOCTEH Ha dTale peain3aluud U
METOJI0JIOTUH 1O UX TPUMEHEHHUIO.

Tema 5. AHanu3 OMHAPHBIX YA3BUMOCTEN MPOrPaMMHOTO OOecTieueHust
PaccmarpuBaroTcsi OCHOBHBIE OMHAPHBIE YA3BUMOCTH U PA3IUYHbIC TEXHUKU UX aHAIHU3a.

9. Tekymmii KOHTPOJIb MO AUCHUIIHHE

Texkymmii KOHTPONb TO JAWCHMIUIMHE MPOBOJMTCS IIyTeM KOHTpOJS KadecTBa
BBIMIOJTHEHUS] J1a00paTOpHBIX padOT M HPOBEAEHHS KOHTPOJIbHBIX TOYEK, M (UKCHpyeTcs B
(dopmMe KOHTPOIBHOM TOYKH HE MEHEE OJJHOTO pPa3a B CEMECTD.

HpaKTH‘-IeCKaSI MMoATOTOBKA OLICHUBACTCS 110 PE3yJIbTaTaM BBIITOJIHCHHBIX na60paT0prIx
pador.

10. ITopsinok NpoBeieHUsI H KPUTEPUH OLCHUBAHUSA MIPOMEKYTOYHON aTTECTALIUH

dopma NpoMeKyTOUHON aTTecTaluu — 3a4eT. OOy4daromuics J0KEH 3HaTh CIOCOObI
BBISIBIIEHUSIM OCHOBHBIX ysi3BuMocTeit [10, 1 mpoaeMOHCTpUPOBATh HABBIKK BBISBICHHS
YSI3BUMOCTEH B Pa3NIUYHBIX MPHIIOKEeHUsX. [Ipu 3ToM orieHka «3a4TeHO» CTaBUTCS, €CITH
CTYZCHT BBIIIOJHUII JJAOOpaTOpHBIE PaOOTHI U BIIaZEET OOJBIIEH YaCThIO TEOPETHUECKOTO
marepuana. Ornenka «He 3a4TeHo» — CTYAEHT He BBIIOIHII JJAOOpaTOpHBIE paOOTHI M HE OCBOWII
OO0JIBIIYIO YaCTh TEOPETHUECKOT0 MaTepHraa.

11. YuyeOHo-MeTOANYECKOE 00ecIeueHue

a) DNEKTPOHHBIA Y4YEOHBIH KypC MO JUCIHMIUIMHE B JJICKTPOHHOM YHUBEPCUTETE
«Moodle» - https://moodle.tsu.ru/course/view.php?id=00000

0) O1leHOYHBIC MaTepHalIbl TEKYMIETO KOHTPOJIS M IPOMEKYTOYHOW ATTECTAIMH I10
mucruminae (IIpunoxenwne 1).



https://moodle.tsu.ru/course/view.php?id=00000

12. Ilepeyenn y4eOHOIM JuTEPaTyphI U pecypcoB cetn UHTEepHeT

a) OCHOBHAsI JIUTEpATypa:
— Linux rmazamu xakepa. - 6-e uza. M. E. @nenos, 2021
— Penetration Testing: A Hands-On Introduction to Hacking. Georgia Weidman. 2014

0) IOTIOJHUTEIbHAS JTUTEPATYpa:

—The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws.
Dafydd Stuttard, Marcus Pinto. Wiley; 2nd edition (September 27, 2011)

— Hacking: The Art of Exploitation, 2nd Edition. Jon Erickson. No Starch Press; 2nd

edition (February 4, 2008)

13. Ilepeyenb nHGPOPMANMOHHBIX TEXHOJIOTHIA

a) JINIIEH3MOHHOE ¥ CBOOOIHO PAaCcHpOCTPaHIEMOE IPOrpaMMHOE 00ECTICUEHHE:

— Burp Suite

— Kali Linux

— Oracle VM VirtualBox / VMware Workstation Player win ananoruunas cuctema

BUPTYaIU3aLUU.

0) nH(MOPMAIIMOHHBIE CIIPABOYHBIC CHUCTEMBI:

— DJIEKTPOHHBIN KaTajuor Hayynoi OubIMmoTeKu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DneKTpoHHas O6ubnmoreka (perozutopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBbC Koncynbranr cryaenra — http://www.studentlibrary.ru/
— O6pa3oBatenpHas miaardopma FOpaiit — https://urait.ru/
— 9BC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuanbHO-TeXHH4YECKOE o0ecnedyeHne

AyauTopun Uil IPOBEACHUS 3aHATUH JIEKIUOHHOTO THIIA.

Aynurtopun Ui TIPOBENEHUS 3aHATUA CEMHUHApPCKOrO THIA, WHIAWUBUAYAJIBHBIX H
TPYIIIOBBIX KOHCYJIbTALMN, TEKYIIETO KOHTPOJISA U TPOMEKYTOYHON aTTECTALUU.

ITomenieHust U1k caMOCTOSITENIbHONW paboThI, OCHAIEHHbIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYTIIOM K ceTH VIHTepHeT, B 3JIEKTPOHHYI0 HMH(OPMALMOHHO-00pa30BaTENIbHYIO Cpely M K
MH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMaM.

15. Uupopmanms o paspadoTunkax

Bbpocnasckuii Oner BukTopoBHY, acCHUCTEHT KadeIpbl KOMIBIOTEPHOH 0€30macHOCTH
TTY.
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